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Subject ( Z“Issued To" )

BRSSEREH ( HlINCUCM A% EIExpressway-CHY BB ) FE“Subject’ FEEFBEAECNFEFHT S
PR %E 13 & (FQDN):

| ssuer: DC=l ab, DC=vngtp, CN=vngtp-ACTI VE- DI R-CA

Subj ect: C=BE, ST=Fl am sh-Brabant, L=Di egem O=C sco, OKETAC, CN=cucmvngtp.!lab
CUCM cucm.vngtp.lab#y BREZZRIE P R Hl. BEEB"(Subject) FERHCNEMEF EHBFQDN , EAt
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I ssuer: DC=l ab, DC=vngtp, CN=vngtp-ACTI VE- Dl R-CA
Subj ect: DC=l ab, DC=vngtp, CN=vngtp-ACTI VE-DI R-CA
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Server certificate :

| ssuer: DC=l ab, DC=vngtp, CN=vngtp-intermedi ate-CA-1 Subject: C=BE, ST=Fl am sh-Brabant,
L=Di egem O=C sco, OU=TAC, CN=cucm vngtp.!|ab

Internmediate CA 1 certificate :

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-internediate-CA-2

Subj ect: DC=l ab, DC=vngtp, CN=vngtp-internmedi ate-CA-1

Internmediate CA 2 certificate :

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-internediate-CA-3

Subj ect: DC=l ab, DC=vngtp, CN=vngtp-internmedi at e- CA-2



i.niermedi ate CAn certificate :

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-ACTI VE-D R-CA

Subj ect: DC=l ab, DC=vngtp, CN=vngtp-internedi ate-CA-n

Root CA certificate :

I ssuer: DC=l ab, DC=vngtp, CN=vngtp-ACTI VE- D R-CA

Subj ect: DC=l ab, DC=vngtp, CN=vngtp-ACTIVE-DI R-C
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s Certificate X
General Details Certification Path ol I el I I Products and Services

CISCO

a Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer
+ Proves your identity to a remote computer
«2.16.840.1.113839.0.6.3

*2.23.140.1.2.2

* Refer to the certification authority's statement for details.

Issued to:  www.cisco.com

Issued by: HydrantID Server CA O1

Valid from 2/16/2022 to 2/16/2023

Issuer Statement
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General Detalls Certification Path

Show: | =All> e

Fledd value e
& Certificate Policdes [ 1]Certificate Paolicy:...
fl ORL Distribution P... [1]JCRL Distribution ..

s '."_1'u|'|j|:-1:t Alternabiv,..  DNS Mame= 5001, ..
TlSubject Key Ident... blBceccdd9aSdfd?d...
w Enhanced Key Usage Server Authenticatio...
BlSCT List v1, adfTbefa?dfioc...
k| Key Usage Digital Signature, Ke...
o Thumbgprint Odddbbce 30b00bd? ...

DS Mameasdsco-imsgpes.dsco.oom ~
DS Name=dsoo.oom

DS Mame=www-01. G50, com

DS Mame=www-02 dsoo.com

LS Nams=wissar- T, CISC0, Com

DS Mame=www.dsco.com

DS Mame=wwwr.mediaflles-tdoop.com

(S Mame=wiww, SRlc-dsco. com

DHS Mame=wwwvl . desco.com b

Edit Properties... Copy to Ale...

[ ok ]
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CISCO (Cisco Expressway-C
Status » System » Configuration » Applications » sers» Maintenance »

Unified CM servers “ou are here: Configuration *

Unified CM server lookup

Unified CM publisher address cucmpub.vngtp.lab

U=zername # | administrator i
Password *  eeweeeww i
TLS verify mode On i

Deployment Default deployment i

AES GCM support Off i

SIP UPDATE for =es==ion refresh Off i

ICE Passthrough support Off w i

Save | Delete: | Cancel |

Information (=

If TLS verify mode is enabled, the
Unified CM system's FQDOM or P
address must be contained within
the X.509 cerificate presented by
that system (in either the Subject
Commaon Mame or the Subject
Alternative Mame attributes of the
certificate). The cerificate itself
must also be valid and signed by a
trusted certificate authority.

Default: On
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===3Success connecti on on 8443===

2022-07-11T18: 55: 25. 910+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16:55: 25, 910"
Mbdul e="network. http.trafficserver” Level ="INFO': Detail ="Recei ve Request" Txn-id="189"

Tracki ngl D="6af 9a674- 9ebc- 41ea- 868e- 90e7309a758c" Src-i p="127.0.0.1" Src-port="35764" Last-vi a-
addr="" Msg="GET

http://vcs_control . steven. | ab: 8443/ c3R dnVuLnxhYi 9odHRwcy9j dVWAt LnNOZXZI bi 55 YW vODQOMAM cucm
uds/ user/ emusk/ devi ces HTTP/ 1. 1"

2022-07-11T18: 55: 25. 917+02: 00 vcsc traffic_server[18242]: Event="Request Allowed" Detail ="Access
al l oned" Reason="In allow |ist" Usernanme="enusk" Depl oynent="1" Met hod="GET"
Request="https://cucm st even. | ab: 8443/ cucm uds/ user/ emusk/ devi ces"

Rul e="https://cucm steven. | ab: 8443/ cucm uds/ user/" Match="prefi x" Type="Automatical |y generated
rule for CUCM server" UTCTi ne="2022-07-11 16:55: 25, 916"

2022-07-11T18: 55: 25. 917+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16:55: 25, 916"

Mbdul e="network. http.trafficserver” Level ="INFO': Detail ="Sendi ng Request" Txn-id="189"



Tracki ngl D="6af 9a674- 9ebc- 41ea- 868e- 90e7309a758c" Dst-i p="10. 48. 36. 215" Dst-port="8443" Msg="CET
/ cucm uds/ user/ enusk/ devi ces HTTP/ 1. 1"

2022-07-11T18: 55: 25. 955+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16:55: 25, 955"

Modul e="network. http.trafficserver" Level ="INFO': Detail ="Recei ve Response" Txn-id="189"
Tracki ngl D="" Src-ip="10.48. 36. 215" Src-port="8443" Msg="HITP/1.1 200 "
2022-07-11T18: 55: 25. 956+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16:55: 25, 955"

Modul e="network. http.trafficserver" Level ="INFO': Detail ="Sendi ng Response"” Txn-id="189"
Trackingl D="" Dst-ip="127.0.0.1" Dst-port="35764" Msg="HTTP/1.1 200 "

===Fai | ed connection on 6972===

2022- 07-11T18: 55: 26. 000+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16: 55: 26, 000"

Modul e="network. http.trafficserver" Level ="I NFO': Detail ="Recei ve Request" Txn-id="191"

Tr acki ngl D="bb0c8492- 8c15- 4537- a7d1- 082dde781dbd" Src-i p="127.0.0.1" Src-port="35766" Last-vi a-
addr="" Msg="GCET

http://vcs_control . steven. | ab: 8443/ c3R dnmVuLmxhYi 9odHRwcy9j dWNt LnNOZXZI bi 5sYW vNj k3My/ CSFenusk. ¢
nf.xm HTTP/ 1. 1"

2022- 07-11T18: 55: 26. 006+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16: 55: 26, 006"

Modul e="network. http.trafficserver" Level ="I NFO': Detail ="Sendi ng Request" Txn-id="191"

Tracki ngl D="bb0c8492- 8c15- 4537- a7d1- 082dde781dbd" Dst-i p="10. 48. 36. 215" Dst-port="6972" Msg="CET
/ CSFenusk. cnf. xml HTTP/ 1. 1"

2022- 07-11T18: 55: 26. 016+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16: 55: 26, 016"

Modul e="network. http.trafficserver" Level ="I NFO': Detail ="Sendi ng Request" Txn-id="191"

Tracki ngl D="bb0c8492- 8¢c15- 4537- a7d1- 082dde781dbd" Dst-i p="10. 48. 36. 215" Dst-port="6972" Msg="CET
/ CSFenusk. cnf. xml HTTP/ 1. 1"

2022-07-11T18: 55: 26. 016+02: 00 vcsc traffic_server[18242]: [ET_NET 0] WARNING: Core server
certificate verification failed for (cucm steven.|ab). Action=Terminate Error=self signed
certificate server=cucm.steven.lab(10.48.36.215) depth=0

2022- 07-11T18: 55: 26. 016+02: 00 vcsc traffic_server[18242]: [ET_NET O] ERROR: SSL connection
failed for 'cucm steven.lab': error:1416F086: SSL

routines:tls_process_server certificate:certificate verify failed

2022-07-11T18: 55: 26. 024+02: 00 vcsc traffic_server[18242]: UTCTi ne="2022-07-11 16:55: 26, 024"

Modul e="network. http.trafficserver" Level ="INFO': Detail ="Sendi ng Response" Txn-id="191"
Tracki ngl D="" Dst-ip="127.0.0.1" Dst-port="35766" Msg="HTTP/ 1.1 502 connect failed"

“certificate verify failed”$5 i &k RExpressway-CTEZRIETLSEFWEX, RREREESET L, B
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HBMNEFEXABEPRREEBGWEN pcapX it , B LEZICUCMIFH B CNAYIES
£ R A cucm-ms.steven.lab ( Fcucm.steven.labfEHSAN ) , Histeven-DC-CAKE |, H RKIAFiH
[8443 L KYExpressway-C.,
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S083 2022-47-11 1 36432 10.28. 5.0 B2 TOR cia 46 35612 = 8443 [ACK] Seqel Ackel HENG4254 Lened Tiwalsf7ESTM1S TELECFRBANEINIS0
434 TOZ2AT-1L 35622 1080561 43 TiSviad s 543 Client Hello
4 £495 19224711 8441 10,48, 24,45 FEEXD TLSVL.2 o0 1514 Server Helln
96 II-AT-11 13T NS035, 335 43 TP L) 6 T5633 + 440 [ACK] SOGeFLE ACkel) WINeGRIZE LaNd TSvBLsTIRTRNNT TEOCCa4IENIIRL
i L68T TAT-AL B4E3 10.48.34.48 BEEE) TiSvi.d 0 1479 Certificate, Server iey Exchange, Server Hells Bome
| Si35 TZZAT-11 35422 10.88. 5. 115 43 TOF =) 66 35622 + 8443 [ACK] SeqeS1b ACKeIS53 MINE3&SE Lenwl TSVELASTISTOMST TSCre343633251
5659 0224711 443 TLSVELZ = 192 client Key Exchange, Change Cipher Spec, Encryptes Mandshate Message
AT00 T22-47-11 61T TLSV.2 =7} B9 wew Session Thcket, Chasge Cloher Spec, ERCFypRed Handrhuke mestige
5703 3932-87-23 B TP =11 6 15633 = B440 [ACK] Sogeitt Ackel9UE MUNeGSI3E Lens® TSVBLeBTSTE4H6D TSOCCRIIENITE
4783 20228711 24828277 B3 TLvid = 2843 Application oata
703 T2ATL 5540476 35622 TP =1} 66 8443 = T5622 [ACK] Seqeli3S ACKe3LIl WANe3SHT2 Lemed TSvaleB4BEIFISE TSCrradTESTOND
4707 13247411 I5. 954796 62 TCP (<7} 1534 3443 = 35622 [ACE] 5eqeI095 Acke31l1 WiNe3SATI Lemelédd TEval=l41533168 TSecr=3T8578462 [TCP segment of o resssesbied FOU)
AT00 1932-47-11 541 TEP =7} £ 5613 + 5447 [ACK] SeqeD1TL ALedf4] MARSEALIE Lemed TSVAlsETRSTONT] TEECr=MIEIING
709 2032-47-11 322 TLSVL2 =11 1257 Application pata
ATI6 20234711 Bad TeR = 66 Y58 + 8443 [ALE] SefediM) ACKWSTIA WINeSBAEE Lofed TSVAL.STESTAT) TLACTaMABEINGE
ATLL 30T 443 TLSVE 58 37 Encryptes Alert
=]

= Certificates (1433 bytes)
Certificate Lengtn:
v gertificate: (440t commoniamescutn-ng. steven, Lad, {0 at.or
~ signecertificate
vershon: v £2)
serialnumber:
» sigrature (salMithASAEscrypticn)
istuer: rossequence (@)
validity
» subject: réniequence (8)
» subjectPublickeyindo

(DT P 2ationipneaCinco, id. 0t. 1ocal 4.0t StaTe0r lgiem, 19, 0t countryte

emz

nalen (1d-ce-extoeuiape)

+ Exvensien (1d-ce-keyusage)

w Extension (1d.ce.subjectaltiame)
Extension I9i .5.29.17 (1d:0e-subjectaltusme)
ritical: True

w cemtralummes: 1 Ltess

~ dGeseralime: Gwse (1)

dictiiame 1 cups. steves, lab

(4d.ce.rubjectreyIdent idier)
(4 e -mwthori ey identiiber)
(4d-ce-cnnistribunicaralnts)
(1 pe - muthort tyInfoac cesstyntax)
{1d-m3 -certificabe- tesplate)
Extension (1d.m.application.certificate.policies)
¢ algerithalsentifier (IhalHitRASAINGrERL)

Fadding: o

encrypted: #fbaTETelENTaTasIOTIEREREIITEACRCCTeCaMNICESD. ..

gertificate Length: 318
¢ gertificate: IMEIOIEATEINITIMNIATHANINGIITEAHEII0I0AL, .. (14,08, commoniiumte SREVEN-DC.CA, dtattEven, S2alat)

SeCure SCTRELS Layer

BR , HRMNLEIRA6I72 LIRHMNIEPR , BAI BRI CRELIER (MEAEBE ) , HCNig
& Jcucm-EC.steven.lab, -ECH B#88HIX2CUCM L& EMWECDSAIEH,

4732 W21-97-11 1656526096892 1576 19.48.36. 215 31576 + 972 [ACK] 5e9el Afkal WiReG42GE Lened TSVAL.BTESTSIS TSetr=143613310
i 4733 021-07-11 16:55:26.007100 10,45 36,46 31576 10.48.36,215 6572 TLSWL.T (=11 583 client Hello

I AT14 I0II-07-11 LESEESI6-RIGIED 19,45, 146,315 BIETE TuEE.D =] 1534 server wells, certificate, Server Key Exchinge
2715 2023-07-11 16158126 016381 10.48.36.46 871 TEP =0 66 31576 = €471 [ACK] SeqeSid Ackelédd Wine2138 Lenwd TSvaledTESTHSEE TEecra3alSiinzs
2736 222-87-11 10,48, 26.215 35T TSv12 50 429 Certificate Request, Server hello Done
4757 2E3-67-11 16rSdrie_enaid 1.4 56.44 31890 = @972 [ACK] Lequfil AckelBid Wined3TiS Lemed TivaleSTEITGS3E Tiecra3a38X3dzd

A718 2002-07-11 16255:26.006703 Alert (Level: Fatal, Deseription: unkngen CA}

18,45, 36. 215

W22-97-11 16:55:26.007005

;WEI-07-11 1625822600728 1058 Bt
2032-07-11 16268:26.028238 18.48.36.218 L
MWIT-0T-11 L6I6EII6-RI5265 10,48, 2646 21578 10,
W2I-07-11 19,55, 36,215 7T 1,
021-07-11 19,45, 36.46 31578 10.48.36. 115 572
230711 18, 46 18,46,

client Helle

36.58 1814 server Mells, Certificate, Server Key fxg

6. 215 972 TCP e 6 11578 = §972 [ACK] Seqe518 Ackalddd WINess128 Levied TIVALaSTESTOSSD TSACraB4IGNINIT
5,45 5T VLT oo 509 Certificate Request, Server wello Dose
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v Sefure seckets Lager
B OTLSVL.2 RedSed Liyer: Waadihake Protedeli serie wello
 TLSv1.2 Recerd Liyer: Handshake Frotocol: Certificate
Costent Types Handshake (22)
wersfon: TLS 1.2 (dee303)
Lengihi 667
~ Wandshake Protocol: Certificate
Wandshake Type: Certificate (11)
Length: 661
certificates Lesgih: G50
~ Certificrtes (660 bytes)
certificete Lenpth: 657
~ Certificate:
v sipredfertificate
version: v3 (2}
serfalumber: detafeeeliitieldi afibibifeatefid
sigrature (ecdsm.with-Snalss)
~ lr: rassequesce ()
¥ & iteas (4 4
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Extension (Ld-ce-KeyUsage)
Iateasion (Ld-Cé-EvtREyUsage)
atersion (Ld-ce-subjectueyTsen
Extessicn (id-ce-Basioenstraings)
~ Exteadicn (Ld-ce-subfectaltiest)
Extension [9: 2.5.29.17 (1g-cessubiectiltnme)
w Generaldsmes; 1 item
¥ Generslusme: gnsusme (1)
dnshame: cucm.steven. lab
» alpeeithazgentifier (eCdsa.with-Swasss)
rassing: @
ancrypted: LEESE
® TLS¥1.2 Record Laper: Handshake Protecol: Server Key Exchange

der])
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BRTEEE#EZH , RERSSH[EHRIEMRAR F i @ B NEEb I & HiER, Hlin, HE8E
CUCM L HISystem > Server N2 ECUCMEAY , BHCUCMAYIPH41E(10.48.36.215) , M|Expressway-
CaNBERBEAE iR , HARBEFI ( BIExpressway-CRE ) WELiERAIEME L ibit

o

LIZEEEE I RO EERSEIEB AT , TLSKIFtEAKK |, H5|K502481% , NS
MRAZ F 5k ¥,

2022-07-11T19: 49: 01. 472+02: 00 vcsc traffic_server[3916]: UTCTi ne="2022-07-11 17:49: 01, 472"
Mbdul e="network. http.trafficserver" Level ="DEBUG': Detail ="Recei ve Request" Txn-id="144"

Tracki ngl D="0a334f a8- 41e9- 4b97- adf 4- e165372¢c38cbh" Src-i p="127.0.0.1" Src-port="30044" Last-vi a-
addr =""

HTTPMSG

| GET http://vcs_control.steven. | ab: 8443/ ¢c3R dmVuLmxhYi 9odHRwcy 8xMCA00CAzNi 4y MTUv ODQOMA cucm
uds/ user/ enmusk/ devi ces?max=100 HTTP/ 1.1

2022-07-11T19: 49: 01. 478+02: 00 vcsc traffic_server[3916]: UTCTi ne="2022-07-11 17:49: 01, 478"

Mbdul e="network. http.trafficserver” Level ="INFO': Detail ="Sendi ng Request" Txn-id="144"

Tracki ngl D="0a334f a8- 41e9- 4b97- adf 4- e165372c38cbh" Dst-i p="10.48. 36. 215" Dst-port="8443" Msg="GET
/ cucm uds/ user/ enusk/ devi ces?max=100 HTTP/ 1. 1"

2022-07-11T19: 49: 01. 478+02: 00 vcsc traffic_server[3916]: UTCTi ne="2022-07-11 17:49: 01, 478"

Mbdul e="network. http.trafficserver" Level ="DEBUG': Detail ="Sendi ng Request" Txn-id="144"

Tracki ngl D="0a334f a8- 41e9- 4b97- adf 4- e165372c38cbh" Dst-i p="10.48. 36. 215" Dst - port ="8443"

HTTPMSG

| GET / cucm uds/ user/ enusk/ devi ces?max=100 HTTP/ 1.1

2022-07-11T19: 49: 01. 491+02: 00 vcsc traffic_server[3916]: [ET_NET 2] WARNING: SNI (10.48.36.215)
not in certificate. Acti on=Term nate server=10.48. 36. 215(10. 48. 36. 215)
2022-07-11T19: 49: 01. 491+02: 00 vcsc traffic_server[3916]: [ET_NET 2] ERROR: SSL connection failed
for '10.48.36.215': error:1416F086: SSL routines:tls_process_server certificate:certificate
verify failed

H fAc3RIdmVuLmxhYi9odHRwcy8xMC400C4zNidyMTUvODQOMw translate(base64 -
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HIENER B B  (<server-FQDN-or-IP>) 8y #/ AR 55 a5 Uk B 3 UE X M.  Action=Terminate
Error=self signed certificate server=cucm.steven.lab(10.48.36.215)depth=x message , REEREE
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