EFCAZRIIPBMIFTEFGWHICUCMZ HER
IPsec Z42MGCPEEE B RS

B3

=
=

ofF
S

:’EFF

%

HY LA 14

fuff |8

X (&
]\;)S
122

1. EBEEGW LERECAH N EEZCGWAKCAXRIFH
2.4 BCUCM CAZ Z HIPsecift $
3.Z£CUCMES ACA. CUCMFIEZGW CAIEH
4. 7£CUCM L& IPsechiE X &

5B HEGW. LA EIPsechfiE % &

Loaia

B UFCUCMiz BY IPsecBgE RS

B iF 1B 5 M < ik A IPsechRE R ZS

i PE HEBR

BEERCUCMIz Y IPsech2 & t FE

HERRIE = M X ik BY IPsech2 & i &

st

AN BN RTFIEBMAVACAZBEWIEDS , B EBRMINIL L 2 (IPsec) K IR 1EZ Mx
(GW)*HCUCM (BRE—BEEERSR) ZIﬂHﬁﬁﬂFﬂ*?’h%UWIX(MGCP){n'rJo R T7TEIMGCPE
NEEFY  FEEHMRPESTENERIPRTP)R. BREMBFRTPARUFICRKEZHIFER
% BEERTPRFAEREMGCPES, MEMGCPEARRE , NIRTPRN MBHALRE Y &
bo

FRFMHF

=R
Cisco BB THUTER :

- EMEBICUCMBIMGCPIEZ MK |, BAK 15 A 2 K e Al
AEBMR N REDRE(CAPF) RS ERD , SR RENESER



. GW L iy Cisco 10S®pp g 32 i 2 4 ThigE
- AEEZERIML(SRTP)EE M BiFEFMGCP GW

LR A
AP HEBET U TREFMELRA :

- CUCM — 11 1 — EERFE B EFRHEFIPS)EX TIZITGCSG ( BN 2KBUFHERATRA
) 8.6.1.20012-14hx
. 79758151T7SCCP75-9-3-1SR2-1SHY 88.1F
- GW — 2 #2811 - C2800NM-ADVENTERPRISEK9-M , fx7<15.1(4)M8
. E1 ISDNIEE + — VWIC2-2MFT-T1/E1 - 2% O RJ-48%5 B& FR 4%

AXRANEEHEETRESREREFNREREN. AP EANFERERNYRAR
(BN ) BE. MELEANRESIMSE  BRALCLATHRAADSHBERW,

Bl

AR ERBTERTE (REMA, ) IRREXAID AERRTHEMAESR.

P £%
T

CISCOIP PHONE
7975

ISOM E1

CUCH W 2811
209,165.201.10 209.165.201,20

ERINIZEECUCMAIBEZGCGW B IPsec , iIEERA T T IR :

1. EEZFCGWLEECAHNIBEZFTGCGWEKCAZZRIEH
2. £ CUCM CAZ & W IPseciE$

3. ZFCUCM L& ACA, CUCMFIEEZGW CAILE$

4. ECUCM LELEIPsechz & ik &

5. E BEGWLE EIPsechRE R E

1. EBHFCWLEECAH N BEEFGWEMCAZRIES

F—% , EEEIBEEGW ( Cisco I0S CARRSEEF ) L4 A Rivest-Shamir-Addleman(RSA)Z 43X :


//tools.cisco.com/Support/CLILookup/cltSearchAction.do

KRK-UC-2x2811-2#crypto key generate rsa general-keys label IOS_CA exportable

FE BN E 2B EMIPI(SCEP)EX R EM , Ritk/ZAHTTPARS S ¢

KRK-UC-2x2811-2#ip http server

BEEMX LEECARSE  FEXAATIR
1. REPKIRSGH/EH. ELMSZRERNBAXNEA,

KRK-UC-2x2811-2 (config) #crypto pki server IOS_CA

2. BECARSHRFHAMBREEFEFENME.

KRK-UC-2x2811-2 (cs-server) #crypto pki server IOS_CA

3. BLECAM R & & o

KRK-UC-2x2811-2 (cs-server) #issuer-name cn=I0S
4. 18 TE UL AR 55 85 MR KO AIE - P 58 A B9 IE B8 51 /k(CRL) 0 K =2 (CDP) , /5 A liCisco IOSM
BCARRS 2 B R FIEHEFEMER,
KRK-UC-2x2811-2 (cs-server) #cdp-url http://209.165.201.10/I0S_CA.crl
KRK-UC-2x2811-2 (cs-server) #grant auto

5. B FAAICARRS &

KRK-UC-2x2811-2 (cs-server) #no shutdown

T—FZRACALBEEEFEER , NBHFIPESHEER , RURLEMER A EHTTPRS 35

KRK-UC-2x2811-2 (config) #crypto pki trustpoint IOS_CA
KRK-UC-2x2811-2 (ca-trustpoint) #revocation-check crl
KRK-UC-2x2811-2 (ca-trustpoint) #rsakeypair IOS_CA

KRK-UC-2x2811-2
KRK-UC-2x2811-2
KRK-UC-2x2811-2
KRK-UC-2x2811-2
KRK-UC-2x2811-2
KRK-UC-2x2811-2
KRK-UC-2x2811-2 (ca-trustpoint) #revocation-check none

BEERBABCALZ AN EHERILES , FENFEKHETH ORI EM

config) #crypto pki trustpoint locall

ca-trustpoint) #enrollment url http://209.165.201.10:80
ca-trustpoint) #serial-number none

ca-trustpoint) #fgqdn none

ca-trustpoint) #ip-address none

)
)
)
)

ca-trustpoint) #subject-name cn=KRK-UC-2x2811-2

KRK-UC-2x2811-2 (config) #crypto pki authenticate locall
KRK-UC-2x2811-2 (config) #crypto pki enroll locall

ZiE , BRHBRNIEPHAMCAERA LR, FIHERMEER ERIERH TR,

KRK-UC-2x2811-2#show crypto ca certificates
Certificate
Status: Available
Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:
cn=I0S
Subject:
Name: KRK-UC-2x2811-2
cn=KRK-UC-2x2811-2
CRL Distribution Points:
http://10.48.46.251/TI0S_CA.crl
Validity Date:
start date: 13:05:01 CET Nov 21 2014
end date: 13:05:01 CET Nov 21 2015



Associated Trustpoints: locall
Storage: nvram:IOS#2.cer

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=I0S
Subject:
cn=I0S
Validity Date:
start date: 12:51:12 CET Nov 21 2014
end date: 12:51:12 CET Nov 20 2017
Associated Trustpoints: locall IOS_CA
Storage: nvram:IOS#1CA.cer

BIFHEFAMES, F—NRERECAZ S EEHES(KRK-UC-2x2811-2)ifH , BE=NECAIEH,

2.4 B CUCM CAZ & WIPseciE$H

CUCM for IPsech2i&i% & F Hipsec.pemiff, BIAMBERT , HIEPBEBEXRIEH , ELZEREH
. ENEHBHRANCALZEZMNIES , BXAFEMCUCM OS AdminTT H 4K IPseclICSR ( IEHZE
BiEXR ) . #E$FCisco Unified OS Administration > Security > Certificate Management > Generate
CSR.

alnile  Cisco Unified Operating System Administration
CISCO  eor Cisco Unified Communications Solukions

Show ¥ Sefrgs: ¥ Ssoumly v Softwans Uageads: * Servces v Help v

Certificate List

f= 1 3, . n =il B
LEJ{:I Gangrals Haw E" Ulphised erlilicataiCantin cale cheain [_Eg Generale 057 [-'-'4 Diosiriosd TSR

| thtrn:al

Status
@ 21 records found
-

Certificate List (2 - 27 of 7)) 'l Generate Certificate Signing Request - bomlla Firefo = I =] ,

i . . B sy 1048. 46,223 craplat o cert fi steGe e rate e s do |
Find Cartificats List whara Fla Rame - begins

e r Certificate Signi b
e — T e T Generate Certiticate Signing Request

TJ:urm:a: carts _j‘_“__lj Ganerata T2 |1:|;L Claze
[Tuk3: 1] CRrts
tormeat-trust frust-certs
tarneas-trust wusT-Certs ST
torncat-trust Tust-certs -:'3, Warning: Genassting & new CER will ovarwrite the axisking CER pE
ipEEc-trust Tust-certs
CallManager certs Generate Certrificate Signing Bequest
e 2eis Crrtificats Hams* psa -
TVS certs
CallManager-lrask rust-cerls
CallManager-trast rust-certs ~ |mEenanabe e Closs
CallManager-trast trust-certs
CallMmanager-trast rust-caits . 2 .

= s @ *_indicates raquipad farm,
CallManager-trast rusi-corts
Callmanager-trast wusT-certs
Callmanager-trast wrust-certs
CaPF-rust Trus-certs
CAPF-Tust Tust-certs [0 - T e = 2 T

FEERCSRE , EEMCUCMTECSR , HEGW LRIECAEM . Hit , &% Acrypto pki server
IOS_CA request pkcs10 terminal base64i & , H EEEBR K mMEELHEREF. REFET
ERTFWIER , HEEFHEHEH HRFNipsec.pem#F,



KRK-UC-2x2811-2#crypto pki server IOS_CA request pkcsl0 terminal base64
PKCS10 request in base64 or pem

% Enter Baseb64 encoded or PEM formatted PKCS10 enrollment request.
% End with a blank line or "quit" on a line by itself.

MIIDNjCCAh4CAQAwWgakxCzAJBgNVBAYTAlBMMQ4wDAYDVQQIEWV]aXNjbzEOMAWG
A1UEBxXMFY21zY28xDjAMBgNVBAOTBWNpPc2NVvMQ4wDAYDVQQLEWV]jaXNjbzEPMAOG
A1UEAXMGQ1VDTUIXMUkwRWYDVQQFEOAINJY20WY5MJgzNWZmZWQ1MDg0YjI5SMTU4
NJjcwMDBMMGI2NT 11YjdkYWZhNDNmM2QzOWFhNGQOxMzM1ZT11MjUzMIIBIjANBgkg
hkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAKfHxvCcOovAVFMK+3+dQShiWw3s3SzAYBQ19
0JDBiIc4eDRmdrg0VvV2dkn9UpLUx90H7V00e/SwmHgYwoxFZ5a6B5gqRRkc010/ub2
ullQCw+nQ6Q1izZGAdNhdneONYY4r30dF4CkrtYAJA4PUSceltWxfiJY5dw/Xhv8cVg
gVyuxctESemfMhUfvEM203NU9Inod7YTEzQzuAadjNcycdblu91lvQm50VUNXxODov
e7/01QNUWU3LSEr0aI91C75x3gdRGBe8Pwnk/gWbT5B7pwuwMXTU8+UF ] 6+1vrQM
Rb47dw22yFmSMObvez18IVExAYFs5039A7 /rNFIAUQIt+Nt+Q+f38wIDAQABOECW
RQYJKoZIhvcNAQkOMTgwN]AnBgNVHSUEIDAeBggrBgEFBQCDAQYIKwYBBQUHAWIG
CCsGAQUFBWMFMASGA1UJdDWQEAwWIDuUDANBgkghkiGO9w0BAQUFAAOCAQEAQDgAR4OL
0Q4z2yqgqgSsICAZ2hQA3Vztp6a0I+0PSyMfihGS//3V3tALEZL2+t0Y5elKsBea72
sieKjpSikXjNaj+SiYlaYy4siVw5EKQD3Ti4Qv115BvuniZXvBiBQuiw+SpBLbeNi
xwIgrYELrFywQZBeZOdFgnSKNIX11isXe60U9IGXux7uwgXwkCXMF /azutbioldFgf
qUF00GzkhtEapJA6c5RzaxG/0uDuKY+4z1eSSsXzFhBT1ifk3RfJA+I7NalzQBIET
2I0JdiZnnO0HWVr5C5eZ7VnQuNdiC/gqn3uUfvNVRZ0o8iCDg3tRv7dr/n64jdKsHEM
1k6P8gp9993cTw==

quit

% Granted certificate:
MIIDXTCCAsagAwIBAgIBBTANBgkghkiGO9w0BAQQFADAOMQOwwCgYDVQQDEWNJIT1Mw
HhcNMTUWMTA4MT IWMTAWWhcNMTYWMTAAMT IwMTAWW ) CBQTELMAKGA1UEBhMCUEwWxX
D3 AMBgNVBAGTBWNpc 2NvMQ4wDAYDVQQHEWV aXNjbzEOMAWGALUEChMFY212zY28x
DjAMBgNVBASTBWNpc2NvMQ8wDQYDVQQDEWZDVUNNQJj ExSTBHBgNVBAUTQDU2NJ Y5
Z3kyODM1ZmZ1ZDUwODRi1MJjkxNTg2NzAWMGYWYjY20WJ iN2RhZmEOM2YzZDM5YWEQ
ZDEzMzV10WUyNTMwggEiMAOGCSgGSIb3DQEBAQUAAL IBDWAWggEKAOIBAQCREEGY
vi/1i8WYr7£51BKFbezd LMBgFDX3QKkMGIhzh4NGZ2urRXZ2Sf1SktTH04ftXQ57/z
CYepjCjEVNlroHmpFGRW7XT+5va6XVALD6dDpCJIkZ02F2d7Q1hjiveh0XgKSulgA
kDg9RJIxX7TW1bF+I1313D9eG/xxWCBXK7FyORJI6Z8yFR+8QzbTc1T2eh3thMTNDO4B
pP2M1zJIzhviW73W9Cbk5VQ1fE40197v86VAIRZTctISVROj2ULvnHeplEYF7w/CeT+
BZtPkHUNC7AXdANTz5QWPr 6W+tAXFv]t3DbbIWZIw5u97PXwhUTEDIWzk6POCP+s0
Uh1RAi34235D5/fzAgMBAAGjgaowgacwLwYDVROfBCgwIjAkoCKgIIYeaHROcDov
LzEwWLJjQ4L3jQ2LjI1IMS9JTINEQOEUY3JsMASGA1UADWQEAWIDUDANBgNVHSUEIDAe
BggrBgEFBQCDAQYIKwYBBQUHAWIGCCsSGAQUFBWMFMB8GA1UdIwQYMBaAFJSLP5cn
PL8bIP7VSKLtB6Z1s0cOMBOGA1UJADgQWBBR4AM2eTSYELSARBWAMRMbNAT2gppTAN
BogkghkiG9w0BAQQFAAOBgQBUVJI+tVS0JgP4z9TgEeuMbVwn00CTKXz / fCuh6R/50
gg8JhERJGiR/ZHVHRLf+XawhnoE6daPAmE+WkIPtHI ThbMHCbbxGO f fdyaiNXRWy
58I5XycFlFgYGPpTFBYDIMOLgsw+FIYaT2ZrbOGsx8h6pZoesKgm85RByIUjX4nJK

lg==
AR EMBENIREBaseb4mIBIEBHMNE |, iEH Aopenssl x509 -in certificate.crt -text -
noout@ o

EFHCUCMIERFEBR -

Certificate:

Data&colon;

Version: 3 (0x2)

Serial Number: 5 (0x5)

Signature Algorithm: md5WithRSAEncryption
Issuer: CN=IOS

Validity

Not Before: Jan 8 12:01:00 2015 GMT

Not After : Jan 8 12:01:00 2016 GMT



Subject: C=PL, ST=cisco, L=cisco, O=cisco, OU=cisco,
CN=CUCMB1/serialNumber=56669£f92835ffed5084b2915867000£0b669bb7dafad3f3d39aaddll335e9e253
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:91:f1:fl:bd:ca:2f:e2:f1:66:2b:ed:fe:75:04:
al:5b:7b:37:4b:30:18:05:0d:7d:d0:90:c1:88:87:
38:78:34:66:76:ba:b4:57:67:64:9£:d5:29:2d:4c:
7d:38:7e:d5:d0:e7:bf:£3:09:87:a29:8c:28:c4:56:
79:6b:a0:79:29:14:64:70:ed:74:fe:e6:f6:ba:5d:
50:0b:0f:a7:43:24:22:64:67:4d:85:d9:de:d0:d6:
18:e2:bd:e8:74:5e:02:92:bb:58:00:90:38:3d:44:
9c:7b:5b:56:c5:£8:89:63:97:70:£d:78:6£:f1:c5:
60:81:5c:ae:c5:¢cb:44:49:e9:9£:32:15:1f:bc:43:
36:d3:73:54:f6:7a:1d:ed:84:cd:cd:0c:ee:01:a7:
63:35:cc:9c:el:bd:6e:£7:5b:d0:9b:93:95:50:d5:
£1:38:3a:2f:7b:bf:ce:95:03:54:59:4d:cb:48:4a:
£4:68:8f:65:0b:be:71:de:a7:51:18:17:bc:3£:09:
ed:fe:05:90:4£:90:7b:a7:0b:b0:31:74:d4:£3:e5:
05:8f:af:a5:be:b4d:0c:45:be:3b:77:0d:b6:c8:59:
92:30:e6:ef:7b:3d:7¢:21:51:31:03:21:6c:ed:e8:
£fd:02:3f:eb:34:52:1d:51:02:2d:£8:db:7e:43:e7:
£7:£3

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 CRL Distribution Points:
URI:http://10.48.46.251/I0S_CA.crl

X509v3 Key Usage:

Digital Signature, Key Encipherment, Data Encipherment, Key Agreement
X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication,

IPSec End System

X509v3 Authority Key Identifier:
keyid:94:8B:3F:97:27:3C:BF:1B:20:FE:D5:48:A2:ED:07:A6:75:B2:87:0E

X509v3 Subject Key Identifier:
78:9B:67:93:4B:21:0B:B1:D4:41:5B:83:11:99:B3:5D:4F:6A:A9:A5
Signature Algorithm: md5WithRSAEncryption
6e:54:9f:ad:55:2d:09:a8:fe:33:£5:38:04:7a:e3:1b:57:09:
£f4:40:24:ca:5f:3f:df:0a:e8:7a:47:fe:74:aa:af:09:84:44:
49:1a:24:7£:64:7b:c7:44:b7:fe:5d:ac:21:9e:81:3a:75:a3:
c0:98:4£:96:90:83:ed:1c:82:21:6c:cl:c2:6d:bc:46:£5:£7:
dd:c9:a8:8d:5d:15:02:€6:¢c2:39:5£:27:05:d4:58:18:1a:94:
c5:05:80:£d:33:42:ea:b3:0£:85:21:86:93:d9:9a:db:38:6b:
31:f2:1e:a9:66:87:ac:2a:a9:bc:e5:10:72:21:48:d7:e2:72:
4a:d6

3.#ECUCM LS ACA, CUCMAIFFHEGW CAIE+

CUCM IPsecit HESHE.pemX . T—F , EEFHEZFTGCGWIEHMCAILP T HRAERHRE
Ak, BEE LELIRE L Fcrypto pki export locall pem terminalés S EREA] , FFEEHIT2
JHEY . pemX .

KRK-UC-2x2811-2 (config) #crypto pki export locall pem terminal
% CA certificate:

MIIBI9TCCAV6gAWIBAgIBATANBgkghkiGIwOBAQQFADAOMQOwwCgYDVQQDEWNIT1Mw
HhcNMTQXMTIXMTE1IMTEYWhcNMTcxXxMTIWMTE1IMTEYWj AOMQwwCgYDVQQDEWNJ T1Mw



gZ8wDQYJKoZIhvc

NAQEBBQADgYO0AMIGJAOGBAK6CA2yxUywtlbgBE1kZUsP6eaZVv

6YfpEbFptyt6ptRApxgjOYI3InEP3wewtmEPNeTJL8+a/W7MDUemm3t /N1WBO6T2

m9Bp6k0FNOBXMKe
k1tRP1IMSE5r0Ol1t

DEfTSQOKEy7WfLASe/Pbg8M+JMpeMWz 8xnMboYOb66rY8igZFz
nAgMBAAG]YzBhMASGA1UJEWER /wQFMAMBA £ 8wDgYDVROPAQH/

BAQDAgGGMB8GA1UAIWQYMBaAFJSLP5cnPL8bIP7VSKLtB6Z1socOMBOGA1UADgQW
BBSUiz+XJzy/GyD+1Uii7QemdbKHD]jANBgkghkiGI9w0BAQQFAAOBgQCUMC1SFV1S

TSS1ExbM91i2D4HO

WYhCurhi fgTWLxMMXj0jym24DogZ91aDNG1VwiJd/Yv4i40t90

v65WzbapzLl1S65g+d7BCLQypdrwcKkdS0dfTAKfXEsyWLhecRa8mnZckpgKBk8Ir

BfM9K+caXkfhPEP

% General Purpo

MIIB2zCCAUSgAwWI
HheNMTQXMTIXMTI
VUMtMngyODEXLTT
mZVkQFgI8LrHD6z

a644UzV9++0KMKhtDuQ==

BAgIBAjANBgkghkiGIw0BAQUFADAOMOwwCYYDVQQDEWNJ T1Mw
WNTAXWhcNMTUXMTIXMTIwNTAXW]AaMRgwFgYDVQQDEWILUkst
wXDANBgkghkiGI9wOBAQEFAANLADBIAKEAPGWININAAtKLVMO]
SrlaKgAJhlU+H/mnRQQ5rgitIpekDdPoowSTIRXC5CImMB4AsSpT

VWkYkwIDAQABOAGAMHAWLWYDVROfBCgwJjAkoCKgIIYeaHROcDovLzEWLF Q41,302

LIIIMS9JTINEQOE

UY3JsMASGA1UADWQEAWIFoDAfBgNVHSMEGDAWGBSULz+XJzy /

GyD+1Uii7QemdbKHDj AABgNVHQ4EFgQUtAWC61K5nYGgWgKAL IOLM1phfgIwDQYJ
KoZIhvcNAQEFBQADGYEAJDf1H+N3yc3RykCig9B0aAIXWZPmagLFI9vIR75zc+£8x

zbSTIzoVbBhnUOeu

0j1lhnIgHyyMjeELjTEh6UQrWUN2E1WlypfmxkljN5g0t+vEidR

+yepS04pFor9RoD7IWg6e/1hFDEep9hBvzrVwQHCjzeY0rVrPcLl126k50auMwTs=

% CAIEFEE R

Certificate:

Data&colon;
Version:
Serial N
Signatur
Issuer:
Validity

Not

Not
Subject:
Subject
Publ

RSA

3 (0x2)
umber: 1 (0x1)

e Algorithm: md5WithRSAEncryption
CN=IOS

Before: Nov 21 11:51:12 2014 GMT
After : Nov 20 11:51:12 2017 GMT
CN=IOS

Public Key Info:

ic Key Algorithm: rsaEncryption

Public Key: (1024 bit)

Modulus (1024 bit):
00:2e:82:77:6c:b1:53:2c:2d:6e:00:44:96:46:54:
b0:fe:9€:69:95:6£:9:87:€9:11:b1:69:b7:2b:7a:
a6:d4:5d:a27:18:23:39:82:37:22:71:0£:d£:07:00:
b6:61:0£f:35:e4:c9:2f:cf:9a:fd:6e:cc:0d:47:a6:
9b:7b:7£:36:55:81:3b:a4:£6:90:d0:69:ea:4d:05:
34:e0:57:30:a27:83:7d:34:aa:38:al:32:ed:67:cb:
01:27:bf:3d:ba:bc:33:e2:4c:a5:e3:16:cf:cc:67:
31:ba:18:39:be:ba:ad:8£:22:81:91:73:93:5b:51:
3e:52:0c:49:fe:6b:3b:5b:67

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints: critical

CA:TRUE

X509v3 Key Usage: critical

Digital Signature, Certificate Sign, CRL Sign

X509v3 Authority Key Identifier:

keyid:94:8B:3F:97:27:3C:BF:1B:20:FE:D5:48:A2:ED:07:A6:75:B2:87:0E

X509v3 Subject Key Identifier:

Signature Al
94:30:2d

94:8B:3F:97:27:3C:BF:1B:20:FE:D5:48:A2:ED:07:A6:75:B2:87:0E
gorithm: md5WithRSAEncryption
:52:15:59:52:4d:24:b5:13:16:cc:£6:2d:83:e0:73:



96:62:10:ae:ae:18:9f:a9:35:8b:c4:c3:17:8£:48:£2:9b:6e:
03:a2:a6:7d:d5:a0:cd:1b:55:70:88:9f£:d8:bf:88:b8:d2:df:
74:cb:ae:56:cd:b6:a9:64:bd:52:eb:9a:be:77:b0:42:2d:0c:
a%9:76:bc:1c:2a:47:52:d1:d7:d3:74:a7:d7:12:¢cc:96:2e:17:
9c:45:af:26:9d:97:24:26:02:81:93:c2:2b:05:£3:3d:2b:e7:
la:5e:47:el:3c:43:da:eb:8e:14:cd:5f:7e:£8:e2:8c:2a:1b:

43 :b9
%8 AR R
Certificate:
Data&colon;

Version: 3 (0x2)
Serial Number: 2 (0x2)
Signature Algorithm: shalWithRSAEncryption
Issuer: CN=IOS
Validity
Not Before: Nov 21 12:05:01 2014 GMT
Not After : Nov 21 12:05:01 2015 GMT
Subject: CN=KRK-UC-2x2811-2
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (512 bit)

Modulus (512 bit):
00:24:65:88:37:59:c0:02:d2:8b:54:c3:23:99:95:
64:40:58:08:f0:ba:c7:0f:ac:d2:ae:56:8a:80:02:
61:95:4f:87:fe:69:d1:41:0e:6b:aa:2b:48:a5:e9:
03:74:fa:28:¢c1:24:£fd:47:10:09:08:99:81:e2:ca:
53:55:69:18:93

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 CRL Distribution Points:

URI:http://10.48.46.251/I0S_CA.crl

X509v3 Key Usage:
Digital Signature, Key Encipherment

X509v3 Authority Key Identifier:
keyid:94:8B:3F:97:27:3C:BF:1B:20:FE:D5:48:A2:ED:07:A6:75:B2:87:0E

X509v3 Subject Key Identifier:

B4:05:9C:EB:52:B9:9D:81:A0:5A:A2:80:88:83:8B:32:5A:61:7E:A2
Signature Algorithm: shalWithRSAEncryption
8c:37:e5:1f:e3:77:c9:cd:dl:ca:40:22:83:d0:74:68:02:17:
59:93:e6:6a:a2:c5:f6:ff:51:ef:9c:dc:£9:ff:31:cd:b4:88:
ce:85:5b:06:19:d4:39:eb:8e:8£:58:67:22:01:£f2:c8:c8:de:
10:b8:d3:12:1e:ae:42:05:94:37:61:25:5b:5c:a9:7e:6c:64:
d6:33:79:ab:4b:7e:bd:£7:51:fb:27:a9:4b:4e:29:16:8a:fd:
46:80:fb:21:68:3a:7b:fd:61:14:31:1e:a7:d8:41:bf:3a:d5:
cl:01:c2:8£:37:98:d2:b5:6b:3d:c2:e5:db:a%:39:al:ab:8c:
cl:3b

FeNsEwR pemXHtE , EEFES ACUCM, #E#ECisco Unified OS Administration > Security
> Certificate management > Upload Certificate/Certificate.

. CUCMIE$HERIPsec
- BEEGWILEBERIPsec-trust
. CAME$1E N IPsec-trust:
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Upload File KRH-UC-2x2H11-E cisce. cam.pem

-[ Upload Fia | close |

@ b ndicales reguired e

4.f£CUCM L& RIPsecB&iE % i

T—FSREEZECUCMMIEEZFGWZ B IPsech?iE, CUCM LK IPsech&EEL & &I Cisco Unified OS

Administration™ I (https://<cucm_ip_address>/cmplatform)#1T, & Security > IPSEC
Configuration > Add new IPsec policy.

FEARRBIF , I8 T & R vgipsecpolicy’ BV 5K EE , ZEHME T IEPHTHEMRIE. FIEEIANER
HEEEE , A5EFCW LHEEMEX R



-Status

@ Sktatus: Ready

-The system is in FIPS Mode

=IPSEC Policy Details

Palicy Group Mame® vgipsecpalicy

Falicy Mame* VOIpSEC

authentication Method™  Cartificate -
Paer Type® Cifferent M
Certificate Name KRK-US-2x2811-2.pemn

Destunation Address®  2pa0 155.701.20

Destination Port* BN

Source Address™ 209,165,201.10

Source Port™ ANT

Mode* Transport -
Remote Port® 500

Protocol® ANT -
Encryption Algonthm™®  aFs 178 -
Hash Algorithm™* SHAL -
ESP Algorithrn ¥ LES 128 -

“Phase 1 DH Group
Phase One Lifz Tima® GO0

Phase One DH* o -

“Phase 2 DH Group
Phase Two Life Tima®* AR00

Phase Two DH¥* z

=IPSEC Policy Configuration

¥ Enable Policy

EE  EFMXIEPBHEEE Certificate NameZERHIEE,

5 EEGCW LE BIPsechRiE R E

RROIEANFEIREREZCW ENHENEE.

crypto isakmp policy 1 (defines an IKE policy and enters the config-iskmp mode)



encr aes (defines the encryption)

group 2 (defines 1024-bit Diffie-Hellman)

lifetime 57600 (isakmp security association lifetime value)
crypto isakmp identity dn (defines DN as the ISAKMP identity)
crypto isakmp keepalive 10 (enable sending dead peer detection (DPD)

keepalive messages to the peer)
crypto isakmp aggressive-mode disable (to block all security association
and ISAKMP aggressive mode requests)

crypto ipsec transform-set cm3 esp-aes esp-sha-hmac (set of a combination of
security protocols
and algorithms that are
acceptable for use)

mode transport
crypto ipsec df-bit clear
no crypto ipsec nat-transparency udp-encapsulation

1
crypto map cm3 1 ipsec-isakmp (selects data flows that need security
processing, defines the policy for these flows
and the crypto peer that traffic needs to go to)

set peer 209.165.201.10

set security-association lifetime seconds 28800

set transform-set cm3

match address 130

interface FastEthernet0/0

ip address 209.165.201.20 255.255.255.224
duplex auto

speed auto

crypto map cm3 (enables creypto map on the interface)

access-list 130 permit ip host 209.165.201.20 host 209.165.201.10
IS F
FERAAT D TEARERERTEEZET.

BUFCUCMIRH IPsechER A

ECUCM LK iFIPsecER BIR AN R IR G EREZEOS Administration W E , SA/5 £ Services >
Ping FHpingit T, HRIEAPEIFIPSecEiEE, A , L EENIPHuE REGWHI P,



Ping Configuration

—Ping Settings

Hostname or IP Address® 209,165.201.20

Ping Interval® 1.0
Packet Size® 55
Ping Iterations 1
[¥] validate IPSec

—Ping Results

Yalidate IPSec Policy: 209,165.201.10[any] 209.165.201.20[any] Protocol: any
Successfully validated IPSec connection to 209,165.201.20
L}

(e

FE : AXEICUCMLEMpingThaeRifIPsecBsEME R , 55 R LT Cisco Bug ID:

- Cisco Bug ID CSCu053813 — KIAESP ( HEZ £ MK ) BIETRKIUEIPSec PingE RN

7o
b= =S

- Cisco Bug ID CSCud20328 — iiFIPSecEKEEEFIPSER T E R IREIRER

WiE 15 M X Uk Y IPsecR&IE R

NTRIERERBTZTEE , FEBINFR (EBRMNZ2XEMNZHERPU(ISAKMP)HIPsec)#y
T2 XEK(SA) B EFBIE,

EREISAKMPHSAR B ERIEZBETEIEE , iHEGW L Ashow crypto isakmp sa@i 7

KRK-UC-2x2811-2#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status

209.165.201.20 209.165.201.10 QM_IDLE 1539 ACTIVE


https://tools.cisco.com/bugsearch/bug/CSCuo53813
https://tools.cisco.com/bugsearch/bug/CSCud20328

IPv6 Crypto ISAKMP SA

AR SAR EFIRAS M NACTIVEMQM_IDLE,

%= R2IPsecHISA, TAIEVIRAS AT LA Ashow crypto ipsec safd B HEfTRIE .

KRK-UC-2x2811-2#show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: cm3, local addr 209.165.201.20

protected vrf: (none)

local ident (addr/mask/prot/port): (209.165.201.20/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (209.165.201.10/255.255.255.255/0/0)
current_peer 209.165.201.10 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 769862, #pkts encrypt: 769862, #pkts digest: 769862
#pkts decaps: 769154, #pkts decrypt: 769154, #pkts verify: 769154
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 211693, #recv errors 0

local crypto endpt.: 209.165.201.20, remote crypto endpt.: 209.165.201.10
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0

current outbound spi: O0xA9FASFAC (2851757996)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: 0x9395627(154752551)

transform: esp-aes esp-sha-hmac ,

in use settings ={Transport, }

conn id: 3287, flow_id: NETGX:1287, sibling_flags 80000006, crypto map: cm3
sa timing: remaining key lifetime (k/sec): (4581704/22422)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxA9FASLFAC(2851757996)

transform: esp-aes esp-sha-hmac ,

in use settings ={Transport, }

conn id: 3288, flow_id: NETGX:1288, sibling_flags 80000006, crypto map: cm3
sa timing: remaining key lifetime (k/sec): (4581684/22422)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

outbound ah sas:

outbound pcp sas:
KRK-UC-2x2811-2#

EE AR S RBEESI(SPHRUACTIVERSIZ , A EBRXEIRELEREARE
B, IR/ N INZ/AEZ BRSO RE NS,



BE—SEHEIAMGCP GWA T EAPRA , FETFTPE.EEMCUCMEB T , B8 EMHE,
XA LUMA TS mEFHEIA

KRK-UC-2x2811-2#show ccm-manager
MGCP Domain Name: KRK-UC-2x2811-2.cisco.com
Priority Status Host

Primary Registered 209.165.201.10
First Backup None
Second Backup None

Current active Call Manager: 10.48.46.231

Backhaul/Redundant link port: 2428

Failover Interval: 30 seconds

Keepalive Interval: 15 seconds

Last keepalive sent: 09:33:10 CET Mar 24 2015 (elapsed time: 00:00:01)
Last MGCP traffic time: 09:33:10 CET Mar 24 2015 (elapsed time: 00:00:01)
Last failover time: None

Last switchback time: None

Switchback mode: Graceful

MGCP Fallback mode: Not Selected

Last MGCP Fallback start time: None

Last MGCP Fallback end time: None

MGCP Download Tones: Disabled

TFTP retry count to shut Ports: 2

Backhaul Link info:

Link Protocol: TCP

Remote Port Number: 2428
Remote IP Address: 209.165.201.10
Current Link State: OPEN
Statistics:

Packets recvd: 0

Recv failures: 0

Packets xmitted: 0

Xmit failures: 0

PRI Ports being backhauled:
Slot 0, VIC 1, port O

FAX mode: disable
Configuration Error History:
KRK-UC-2x2811-2#

KRK-UC-2x2811-2#show ccm-manager config-download
Configuration Error History:
KRK-UC-2x2811-2#

B HERR

B RE T THTHEERITHREHRROER.

BEBRCUCMIR Y IPsech®iE & F

FECUCML |, ZBEA4F MRS AR IPsecKX L MEE, CUCMERMEBRIRIERLEMRed Hat
IPsecTEE@, #ERed Hat Linux LiZ1T H 4 It IPseciE M SFH 2 F £0penSwan,

& /RFECUCM(OS Administration > Security > IPSEC Conflguratlon)J:F'Fﬁj?, t FIPseciR BE AY
, OpenswansFHFREFHLEFH B, XAELnuCHE BETMNESR|, UTTRREHES :



Nov 16 13:50:17 cucmipsec daemon 3 ipsec_setup: Stopping Openswan IPsec...
Nov 16 13:50:25 cucmipsec daemon 3 ipsec_setup: ...Openswan IPsec stopped
(...)

Nov 16 13:50:26 cucmipsec daemon 3 ipsec_setup: Starting Openswan IPsec
U2.6.21/K2.6.18-348.4.1.el5PAE. ..

Nov 16 13:50:32 cucmipsec daemon 3 ipsec_setup: ...Openswan IPsec started

FLHCUCMLEMIPsecEZEHIME AR , MR EHE HEPHRE—% B (% Afile list activevelog
syslog/messages*an 7)) LB IAOpenswan 2 B 31 H121T. MR Openswaniz 1T H BN BHE B EIR

, RO LAHERRIPseci®R BEHBE, T fEOpenswan/ ik EBIPsech3E M P f2F 2Pluto. 4"EPlutoH
FERANTRIPRed Hat LRI BE |, AJLUEE X #Fget activelog syslog/secure.*fi = BB T RTMTIE
XERE  REAF

X AXNABESRTMTIE BEMIFMAEES |, HSFEARTMT X R,

MERFEIXLE A EREUBEERBHRR , WEHREZFHO(TAC)AET CUCMAEY R R it — 518 E
IPsec, BERIFFICUCME , JMERAU TSR EE XIPsecRENEEMAE :

ipsec verify (used to identify the status of Pluto daemon and IPSec)
ipsec auto --status
ipsec auto --listall

E A LLE R B RAE K Red HatF R & . tIREZERed HatXFAENAEREE , MENBRER
SR B Ky — 2 8] B 1T R R

sosreport -batch - output file will be available in /tmp folder

BEBRIE WX i Y |Psech & i

FEhiha b, BRI Tdebugin /5 , T EABERRIPsech2 &R E W FTE M R BUFE -

debug crypto ipsec
debug crypto isakmp

EE ; IPsectifEHERR T IR A T HEBRIPsect B iZ AL R : 7RI Fdebugii T

R E] LA A LA R debug @i & HEBRMGCP GW Bl -

debug ccm-manager config download all
debug ccm-manager backhaul events
debug ccm-manager backhaul packets
debug ccm-manager errors

debug ccm-manager events

debug mgcp packet

debug mgcp events

debug mgcp errors

debug mgcp state

debug isdn g931


//www.cisco.com/c/zh_cn/td/docs/voice_ip_comm/cucm/service/10_0_1/rtmt/CUCM_BK_CA30A928_00_cisco-unified-rtmt-administration-100/CUCM_BK_CA30A928_00_cisco-unified-rtmt-administration-100_chapter_01000.html#d112235e441a1635
//www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
//www.cisco.com/c/zh_cn/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
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