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<tfroot>
[*09/14/2023 04:12:09.7740]

CAPWAP State: Init

[%09/14/2023 04:12:09.7770]
[%09/14/2023 04:12:09.7770]

CAPWAP State: Discovery

[*09/14/2023 04:12:09.7790]

Di scovery Request sent to 172.16.0.20, discovery type STATI C_CONFI (1)

[%09/14/2023 04:12:09.7800]
Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7800]

Got WL.C address 172.16.5.11 from DHCP.

[*09/14/2023 04:12:09.7820]
Di scovery Request

sent to 172.16.0.20, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7830]

Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7840]

Di scovery Request sent to 255.255.255. 255, discovery type UNKNOAN(0)

[*09/14/2023 04:12:09.7850]
[*09/14/2023 04:12:09.7850]

CAPWAP State: Discovery



[*09/14/2023 04:12:09.7850]
Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8030]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169

BT MERAE BRIWLC (172.16.0.20)Fi# S DHCPE 43 (172.16.5.11)i8 REOWLCEWAMITMN S | ZAPEMNE —FM i 5 —4
WLC (172.16.5.169) W AL , AR EHRIM T/ BRIVES.

CAPWAPIRZ : DTLSIRE.

EXE , APHIWLCZ BHDTLSEE SR,

<#root>

[*09/27/2023 21:50:41.0000]

CAPWAP St ate: DTLS Setup

[*09/27/2023 21:50:41.7140] sudi99_request_check_and_Toad: Use HARSA SUDI certificat

CAPWAPIRZ @ tDA



ERIYDTLSREZE , IEFETRLLFEMWLCRIEMAERK, MWER L& R 204 WL CIZ BN B2 0 A N8 K

<{froot>
[*09/27/2023 21:50:41.9880]

CAPWAP State: Join

[%09/27/2023 21:50:41.9910]

Sendi ng Join request to 172.16.5.11

through port 5270
[*09/27/2023 21:50:41.9950]

Joi n Response from 172.16.5. 11

[%09/27/2023 21:50:41.9950]

AC accepted join request

with result code: 0

[*09/27/2023 21:50:41.9990] Received wlcType 0, timer 30
[*09/27/2023 21:50:41.9990] TLV ID 2216 not found
[*09/27/2023 21:50:41.9990] TLV-DEC-ERR-1: No proc for 2216

CAPWAPIRE : BBEE

APHEREGESWLCIREH TR, BEXMERT , APHEG 2 XREZMD 2 XEWLCHIREGETE , Fite 218 Aupgrade shiii s
, A LB RAPEIWLCERZB MG , HEETHILTNIEED 2 X,

<tfroot>
[*09/27/2023 21:50:42.0430]

CAPWAP State: |nmage Data

[%09/27/2023 21:50:42.0430]

AP i mage version 8.10.185.0 backup 8.10.105.0, Controller 17.9.3.50

[%09/27/2023 21:50:42.0430]

Ver si on does not natch.

[*09/27/2023 21:50:42.0680]
upgr ade. sh

: Script called with args:[PRECHECK]
[*09/27/2023 21:50:42.1060] do PRECHECK,

part2 is active part



[*09/27/2023 21:50:42.1240]
upgr ade. sh

: /tmp space: OK available 101476, required 40000
[*09/27/2023 21:50:42.1250] wtpImgFileReadRequest: request aplg7, local /tmp/part.tar
[*09/27/2023 21:50:42.1310]

I mage Data Request sent to 172.16.5.11

, fileName [aplg7], slaveStatus 0O
[*09/27/2023 21:50:42.1340]

I mage Data Response from 172.16.5.11

*09/27/2023 21:50:42.1340] AC accepted join request with result code: 0

*09/27/2023 21:50:42.0450] <t iiii it e a e e

*09/27/2023 21:50:55.4980] i iiiiii i et e e,

*09/27/2023 21:51:11.6290] .o iiiinn e Discarding msg CAPWAP_WTP_EVENT_REQUEST (type
*09/27/2023 21:51:19.7220] . iiiiiii .

*09/27/2023 21:51:24.6880] s iiiiiii it a e

*09/27/2023 21:51:37.7790] ittt et e e,

*09/27/2023 21:51:50.9440] .ottt e e e > 76738560 bytes, 57055 msgs, 930 last
*09/27/2023 21:51:59.9160] Last block stored, IsPre 0, WriteTaskId 0

*09/27/2023 21:51:59.9160]

L T e Y s T s T s Y s Iy Y s By I |

I mage transfer conpleted fromWC

, last 1

MGERTRE , APFEFREEZRITIRURITET, HITHIRES | upgradeshBI A& GREGEREDLFIEFH I XD |, X
B89 KX, &E , APEFNEHES , HNLFHREE SR (CAPWAPRRE | &),

<ffroot>
[*09/27/2023 21:52:01.1280]

I mage signing verify success

[*09/27/2023 21:52:01.1440]

[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2] : Shadow is now in-synced with master
[*09/27/2023 21:52:01.1440]

[*09/27/2023 21:52:01.1440] [9/27/2023 21:53:2] : Verifying against bundle image btldr.img...
[*09/27/2023 21:52:01.1570]

upgr ade. sh

part to upgrade is partl

[*09/27/2023 21:52:01.1780]
upgr ade. sh

: AP versionl: partl 8.10.105.0, img 17.9.3.50
[¥09/27/2023 21:52:01.1960]



upgr ade. sh

: Extracting and verifying image in partl...
[¥09/27/2023 21:52:01.2080]

upgr ade. sh

: BOARD generic case execute
[*09/27/2023 21:52:01.5280]

upgr ade. sh

: Untar /tmp/part.tar to /bootpart/partl...
[*09/27/2023 21:52:01.7890]

upgr ade. sh

: Sync image to disk...
[*09/27/2023 21:52:31.4970]

upgr ade. sh

. status

Successfully verified image in partl.

[*09/27/2023 21:52:32.5270]
upgr ade. sh

: AP version2: partl 17.9.3.50, img 17.9.3.50
[¥09/27/2023 21:52:32.5540]

upgr ade. sh

: AP backup version: 17.9.3.50
[¥09/27/2023 21:52:32.5700]

upgr ade. sh

Fi ni shed upgrade task.

[*09/27/2023 21:52:32.5840]
upgr ade. sh

: Cleanup for do_upgrade...
[*09/27/2023 21:52:32.5970]

upgr ade. sh

: /tmp/upgrade_in_progress cleaned
[¥09/27/2023 21:52:32.6090]

upgr ade. sh

: Cleanup tmp files ...
[*09/27/2023 21:52:32.6720]

upgr ade. sh

: Script called with args:[ACTIVATE]
[*09/27/2023 21:52:32.7100] do ACTIVATE, part2 is active part
[*09/27/2023 21:52:32.7640]



upgr ade. sh

: Verifying image signature in partl
[¥09/27/2023 21:52:33.7730]

upgr ade. sh

: status 'Successfully verified image in partl.'
[*09/27/2023 21:52:33.7850]

upgr ade. sh

activate partl, set BOOT to partl

[%09/27/2023 21:52:34.2940]

upgr ade. sh

AP primary version after reload: 17.9.3.50

[%09/27/2023 21:52:34.3070]

upgr ade. sh

: AP backup version after reload: 8.10.185.0
[¥09/27/2023 21:52:34.3190]

upgr ade. sh

: Create after-upgrade.log
[¥09/27/2023 21:52:37.3520]

AP Rebooting: Reset Reason - |mage Upgrade



<{froot>

[*09/27/2023 21:56:13.7640]

CAPWAP St at e:

| mage Data

[*09/27/2023 21:56:13.7650]

BSRAIZBAT2524FKMEAER |, HFARR22022F128

{ELT R E AR R

—BAPEM M H BREZACAPWAPEKMAMMARS , ZEIGEERSHE , eRRNINEEEFRBHRE,


https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/en/us/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html

AP i mage version 17.9.3.50 backup 8.10.185.0, Controller 17.9.3.50

[%09/27/2023 21:56:13.7650]

Version is the same, do not need update.

[*09/27/2023 21:56:13.7650] status '

upgrade. sh: Script called with args: [ NO_UPGRADE]

[*09/27/2023 21:56:13.7850] do NO_UPGRADE, partl is active part

CAPWAPIRT : BLE

EAPRIEESWLCHRAHERERG , EANELAEREBNAWLC, —MRKY , XEREAPLERENHEE ( MRWLCHEMT

XERE )

<tfroot>
[*09/27/2023 21:56:14.8680]

CAPWAP State: Configure

*09/27/2023 21:56:15.8890] Telnet is not supported by AP, should not encode this payload
*09/27/2023 21:56:15.8890] Radio [1] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0650] Radio [0] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0750] DOT11_CFG[1]: Starting radio 1

*09/27/2023 21:56:16.1150] DOT11_DRV[1]: Start Radiol

*09/27/2023 21:56:16.1160] DOT11 _DRV[1]: set_channel Channel set to 36/20
*09/27/2023 21:56:16.4380] Started Radio 1

*09/27/2023 21:56:16.4880] DOT11_CFG[0]: Starting radio O

*09/27/2023 21:56:17.5220] DOT11_DRV[O0]: Start RadioO

*09/27/2023 21:56:16.5650] DOT11_DRV[0]: set_channel Channel set to 1/20

*09/27/2023 21:56:16.5650] Started Radio O

*09/27/2023 21:56:16.5890] sensord psage_base init: RHB Sage base ptr al030000

L T s T s T s T s Y s N s Y s TN s Yy T s W |

CAPWAPIRE : &B1T

BEET , APERIIIINARHIZE, FELRET , WLCLHMA —FHBIUBEZAPERWEE. BAUEER , APHEH#IE T Radio and
Credentials configurations , 7 B ©3&#{ % B Bldefault policy tag , B AWLCZ B REIELLAP,

<#root>
[*09/27/2023 21:56:17.4870]

CAPWAP State: Run

[*09/27/2023 21:56:17.4870]



AP has joined controller

uwu-9800
[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023

DOT11_DRV[ O] :

[*09/27/2023

DOT11_DRV[ 1] :

[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023

21:56:17.4940]
21:56:17.5440]
21:56:17.6010]
21:56:17.6230]
21:56:17.6420]

set _channel

21:56:17.8120]

set _channel

21:
21:
21:
21:
21:

56:
56:
56:
56:
56:

chpasswd: password

[*09/27/2023 21:56:

chpasswd: password

*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023

L T s T s Y s Y I e N s I s N s Y s Y s Y s Y s B sy |

Set

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:

17.
18.
18.
18.
18.

for

18.

for

18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.
18.

9350]
0160]
1220]
1310]
1340]

user

1350]

user

1520]
1610]
1640]
1720]
2120]
2230]
2410]
2440]
2510]
2530]
2530]
2530]
2530]
2530]
2560]

radio O power 4 antenna

[*09/27/2023 21:56:18.2530]

Set

radio 1 power 4 antenna

[*09/27/2023 21:56:18.2530]
[*09/27/2023 21:56:18.2720]

Channel

Channel

DOT11_DRV[0]: set_channel Channel set to 1/20

sensord split_glue psage_base: RHB Sage base ptr al030000
sensord split_glue sage_addr: RHB Sage base ptr al030000
ptr al030000

set to 1/20

set to 36/20

Previous AP mode is 0, change to O

Current session mode: ssh, Configured: Telnet-No, SSH-Yes, Console-Yes
Current session mode: telnet, Configured: Telnet-No, SSH-Yes, Console-Yes
Current session mode: console, Configured: Telnet-No, SSH-Yes, Console-Yes

changed

changed

systemd[1]: Starting Cisco rsyslog client watcher...
Same LSC mode, no action needed
CLSM[00:00:00:00:00:00]: U3 Client RSSI Stats feature is deprecated; can no
systemd[1]: Stopping rsyslog client...

systemd[1]: Starting Cisco syslog service...
systemd[1]: Started Cisco syslog service.
systemd[1]: Started rsyslog client.

AP is 1in good condition, BLE is off
SET_SYS_COND_INTF: allow_usb state: 1 (up) condition
systemd[1]: Starting dhcpv6 client watcher...
systemd[1]: Stopping DHCPv6 client...

systemd[1]: Starting DHCPv6 client...

systemd[1]: Started DHCPv6 client.

systemd[1]: Started dhcpv6 client watcher.

mask 15

mask 15

Got WSA Server config TLVs

AP tag change to default-policy-tag

[*09/27/2023 21:56:18.2780] Chip flash OK
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WLC. HBEIWLCHME=WLC , ARSI L LANTE FIBSEREIBA AR, ME B IREA RINIT.

» Access Points
High Availability
All Access Points

Management IP Address (IPvd/IPvE)

172.16.5.11

APHYEWLC, HBIWLCHIZE =WLC,



R : MCiscolOSXE 17.9.2F 88 , BAILMERA B EE XA N —H 5 ENRIER (regex) CEWAPRENAPEREFXE, X
EME=4H38, BXEMAES , B RNEEEFNAPEIRE AP B N e et

WEE , £AP High Availability Tl Fh BN FE, REMFE =#24185 5Backup Primary and Secondary WLCARE , FE A&
CAPWAP > High Availability £ 5~ THIAP Join ProfileP #{TELE . EEHIZE. HWENIEHRIZRME=ZEHRIR 2 A MA AR ER A1,
2RIBRIWLC , T £ FB 3 12 i 23 0 538 B 42 i 23 M 480400 1 4 SE 4 A FNSHIWLC,

WRE AT AP Fallback , MAPSTEIMAEMWLCH £ EHK FLHIZE, KECAPWAP DownSE4H A& E T ANS B EEHIZZHE
BhidlEset , APR BRI KR NI4FSHIWLC,


https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html

AP Join

Edit AP Join Profile

High Availability

CAPWAP Timers

Retransmit Timers

AP Fallback to Primary

Backup Primary Controller ji
bsckup-9800
172.16.28.50

Backup Secondary Controller




R APHMAEREXHPRMDEWLCHEZMNHEBWLCHEESNSIETIEA RAIHigh AvailabilityiZE IR A Static
Primary#lSecondary%H -

BRANTLEA S Telnet/SSHi E]

#ZF Configuration > Tags & Profiles> AP Join > Management > Device , fA/5i%#FSSHA/H Telnet,
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Join Statistics

General

Access Point Statistics Summary Discovery Phase Statistics

Is the AP currently connected to NOT JOINED Discovery requests received
controller

Successful discovery responses
Time at which the AP joined this 09/27/2022 09:45:49 sent
controller last time

Unsuccessful discovery request
Type of error that occurred last Join processing

Time at which the last join error 09/27/2022 09:46:01 Reason for last unsuccessful
occurred discovery attempt

Time at last successful 09/27/2022
Last AP Disconnect Details discovery attempt 09:52:27

q : Time at last unsuccessful NA
Reason for last AP connection failure DTLS close alert from discovery attempt
peer

Last Reboot Reason (Reported by AP) Mo reboot reason

Last AP message decryption failure details

Reason for last message decryption NA
failure
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Join Statistics

Statistics

Control DTLS Statistics

DTLS Session request received
Established DTLS session
Unsuccessful DTLS session

Reason for last unsuccessful DTLS DTLS Handshake
session Success
Time at last successful DTLS session 09/27/2022 09:45:44

Time at last unsuccessful DTLS NA
session

Join phase statistics

Join requests received
Successful join responses sent
Unsuccessful join request processing

Reason for last unsuccessful join DTLS close alert from
attempt peer

08/27/2022 09:45:49

Time at last successful join attempt

Time at last unsuccessful join attempt NA
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ap T
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¢ show ap summary
e debug capwap error

«  debug capwap packet

3k BHWave 2fCatalyst 11ax AP

Configuration phase statistics

Confi ation requests received

Successful configuration
responses sent

Unsuccessful configuration
request processing

Reason for last unsuccessful
configuration attempt

Time at last successful
configuration atternpt

Time at last unsuccessful
configuration attempt

Data DTLS Statistics

DTLS Session request received
Established DTLS session
Unsucc ITLS ion

Reason for last unsuccessful
DTLS session

Time at last successful DTLS
session

Time at last unsuccessful DTLS
session

09/21/2022
01:39:07

NA

DTLS Handshake
Success

NA




¢ debug capwap client events

«  debug capwap client error

e debug dtlsclient error

e debug dtlsclient event

e debug capwap client keepalive

e test capwap restart

e capwap ap erase all
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¢ debug capwap console cli

e debug capwap client no-reload

¢ show dtls stats

e clear cawap ap al-config
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