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# %9800 Web UIF B Configuration > Security > Local EAP,

Configuration- > Security~ > Local EAP

Local EAP Profiles EAP-FAST Parameters

— Add
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Create Local EAP Profiles x

Profile Name™ mylocaleap
LEAP

EAP-FAST o

EAP-TLS

PEAP o

Trustpoint Name admincert v

) Cancel = Apply to Device

CLI :

(config)#eap profile mylocapeap
(config-eap-profile)#method peap
(config-eap-profile)#pki-trustpoint admincert
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¥ Z Configuration > Security > AAA , AR5 E|Authentication®AAA method listiE T+, %E#F
Add,
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CLI :

(config)#aaa new-model

(config)#aaa authentication dotlx default local

(config)#aaa authorization credential-download default local
(config)#aaa local authentication default authorization default
(config)#aaa authorization network default Tocal
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Configuration~ » Security~ > AAA
+ AAA Wizard
Servers [ Groups AAA Method List AAA Advanced

Global Config

Local Authentication Default
SO0 Local Authorization Pefault
Attribute List Name Radius Server Load Balance . DISABLED
Device Authentication Interim Update
AP Palicy Show Advanced Settings >>>

Password Policy

AAA Interface

CLI :

aaa local authentication default authorization default
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Edit WLAN x

General Security Advanced

Layer]2 Layer3 ABA

Layer 2 Security Mode L ORAENE Fast Transition Adaptive Enabled v
MAC Filtering Over the DS
Protected Management Frame Reassociation Timeout 2
MPSK Configuration
PMF Disabled v
MPSK
WPA Parameters
WPA Policy
WPA2 Policy v
WPAZ2 Encryption | AES(CCMP128)
CCMP256
GCMP128
GCMP256
Auth Key Mgmit | B02.1x
PSK
CCKM
FT + 802.1x
FT + PSK

802.1x-SHA256

PSK-SHAZ56



Edit WLAN

General Security Advanced

Layer2 Layer3 AAA

Authentication List default v
Local EAP Authentication ol
EAP Profile Name mylocaleap v

(config)#wlan Tocalpeapssid 1 Tocalpeapssid
(config-wlan)#security dotlx authentication-Tist default
(config-wlan)#local-auth mylocaleap
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(config)#user-name 1lxuser

creation-time 1572730075

description 1xuser

password 0 Ciscol23
type network-user description lxuser

FECLIHRBIRE , SkAFEWeb UIFREJ I , {BA1REWeb UIF I |, I3EE 5 A E K R network-
user ( #%E16.12)
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Edit Policy Profile x

Geperal Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

MName* leap WLAN Switching Policy
Description Enter Description Central Switching B oisaBLeD
Status ENABLED .

Central Authentication LED .

Passive Client @ oisasep Central DHCP o [

Encrypted Traffic Analytics . DISABLED

Central Association LED .

CTS Policy Flex NAT/PAT B oisasLeD
Inline Tagging
SGACL Enforcement

Default SGT 2-65519

¥ Z Configuration > Tags and profiles > Tags
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W WLAN-POLICY Maps: 1
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# F Configuration > Wireless >Access points , REEREEBEAP,

BRD ERNIRE R EEENIRE,



oAl

FERBTWTARR

aaa new-model

aaa authentication dotlx default Tocal

aaa authorization credential-download default local
aaa local authentication default authorization default
eap profile mylocaleap

method peap

pki-trustpoint admincert

user-name lxuser

creation-time 1572730075 description lxuser
password 0 Ciscol23

type network-user description lxuser

wlan ndarchis_leap 1 ndarchis_leap

locaTl-auth mylocaleap

security dotlx authentication-Tist default

no shutdown
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>RadioActive BR ER H 7 iN%& P immactb it
% £F Start 1% B F i 5 A IRER.
Troubleshooting - > Radioactive Trace

Conditional Debug Global State: Started

=3

MAC/IP Address Trace file
e836.1711.a162 debugTrace_eB836.171fa162 pa &
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2019/10/30 14:54:00.781 {wncd_x_R0O-0}{2}: [dotlx] [23294]:

(info):

[e836.171f.al62:capwap_90000004] Sen



2019/10/30 14:54:00.781 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.784 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Rec
2019/10/30 14:54:00.784 {wncd_x_R0-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.785 {wncd_x_R0-0}{2}: [caaa-authen] [23294]: (info): [CAAA:AUTHEN:66000006] DEBUG:

2019/10/30 14:54:00.788 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Sen
2019/10/30 14:54:00.788 {wncd_x_R0-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.791 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Rec
2019/10/30 14:54:00.791 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.791 {wncd_x_R0-0}{2}: [caaa-authen] [23294]: (info): [CAAA:AUTHEN:66000006] DEBUG:

2019/10/30 14:54:00.792 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Sen
2019/10/30 14:54:00.792 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.795 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Rec
2019/10/30 14:54:00.795 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.795 {wncd_x_R0-0}{2}: [caaa-authen] [23294]: (info): [CAAA:AUTHEN:66000006] DEBUG:

2019/10/30 14:54:00.796 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Sen
2019/10/30 14:54:00.796 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.804 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Rec
2019/10/30 14:54:00.804 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.804 {wncd_x_R0-0}{2}: [caaa-authen] [23294]: (info): [CAAA:AUTHEN:66000006] DEBUG:

2019/10/30 14:54:00.805 {wncd_x_R0-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Sen
2019/10/30 14:54:00.805 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.808 {wncd_x_R0-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Rec
2019/10/30 14:54:00.808 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.808 {wncd_x_R0-0}{2}: [caaa-authen] [23294]: (info): [CAAA:AUTHEN:66000006] DEBUG:

2019/10/30 14:54:00.808 {wncd_x_R0-0}{2}: [eap] [23294]: (info): FAST:EAP_FAIL from inner method MSCHAP
2019/10/30 14:54:00.808 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Sen
2019/10/30 14:54:00.808 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.811 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Rec
2019/10/30 14:54:00.811 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] EAP
2019/10/30 14:54:00.811 {wncd_x_R0-0}{2}: [caaa-authen] [23294]: (info): [CAAA:AUTHEN:66000006] DEBUG:

2019/10/30 14:54:00.812 {wncd_x_R0-0}{2}: [eap-auth] [23294]: (info): FAIL for EAP method name: EAP-FAS
2019/10/30 14:54:00.812 {wncd_x_R0O-0}{2}: [dotlx] [23294]: (info): [e836.171f.al62:capwap_90000004] Rai
2019/10/30 14:54:00.813 {wncd_x_R0O-0}{2}: [errmsg] [23294]: (note): %DOT1X-5-FAIL: Authentication faile
2019/10/30 14:54:00.813 {wncd_x_R0-0}{2}: [auth-mgr] [23294]: (info): [e836.171f.al62:capwap_90000004]
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f£Cisco I0S® XE 17. 1R EEMAH , Z# T Fshow logging trace-on-failure summary , B3
show logging profile wireless(filter mac <mac>)trace-on-failure, 17.1REBRA AT BT IEE F iR
MACHE 3L |, iX—RUEBEHRARX 5,

Nic09800#show logging profile wireless filter mac e836.171f.al62 trace-on-failure
Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds

executing cmd on chassis 2 ...

sending cmd to chassis 1 ...

Collecting files on current[1l] chassis.

# of files collected = 30

Collecting files on current[2] chassis.

# of files collected = 30

Collecting files from chassis 1.



2019/10/30 14:51:04.438 0x0 SANET_AUTHC_FAILURE - AAA Server Down username , audit session id
2019/10/30 14:58:04.424 0x0 e836.171f.al162 CLIENT_STAGE_TIMEOUT State = AUTHENTICATING, WLAN p
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