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il Gisco Catalyst 9800-CL Wireless Controller Welcome admin | # W

Configuration ™ » Wireless~ > Access Points Edit AP

General Interfaces High Availability Inventory
W All Access Points
General
Number of AP(s): 1
AP Name* 2802-carcerva-snife]
AP v AP v Admin «~ [P v B
Name Model Slots ~ Status Address M ——— =
Location default location
2802-  AR- 4
carcarval - AR28021- 2 © 172160125 al  gaqe Ragio MAC 203d.692.9400
i B-K9
1 10 » ms | Ethernet MAC 00a2.eedf.6114
5 GHz Radios
AP Mode Flex v
2.4 GHz Radios Operation Status Registered

S R3.IUFAdmin Status2 B ERB A , HHFAP Mode®E i Sniffer , 1B F R,

'::ll's'c'l__',' Cisco Catalyst 9800-CL Wireless Controller Welcome admin | @ W&
Configuration~ > Wireless~ > Access Points Edit AP
General Interfaces High Availability Inventory

W All Access Points

General
Number of AP(s): 1
lonitor
AP Name* 2802-carcerva-sniffer
AP v AP v Admin  ~ IP v B
Mame Model Siots ~ Status Address M T— =
Location default location
2802- AlR- o
TR LR © 172160125 al gy, Ragio MAC 203.6192.9400
& B-K9
1 M ¥ per pa Ethernet MAC O0a2.eedf.6114
Admin Status
5 GHz Radios
AP Mode Sniffer v
2.4 GHz Radios Operation Status Reqgistered
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AP Configuration

Warning: Changing the AP mode will cause the AP to
reboot . Click Update & Apply to Device to Proceed
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General Interfaces

General

AP Name*
Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status
Fabric Status
LED State

LED Brightness
Level

High Availability Inventory

| 2802-carcerva-sniffer |

| default location |
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00aZ.eedf.6114

| Sniffer - |

Registered

Disabled
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ICap Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Next Retry Time

Boot Version

105 Version

Mini 105 Version

IP Config

CAPWAP Preferred Mode

DHCP IPv4 Address

Static P (IPvd/IPvE)
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o Configuration Successfully Applied

Access Points Data was successfully applied
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carcerva-9k-upg#ap name 2802-carcerva-sniffer mode sniffer
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Configuration ™ > Wireless~ » Access Points

All Access Points
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_ Configuration™ > Wireless~ > Access Points

%' D All Access Points

((D Monitoring > % 5 GHz Radios

Number of AP(s): 1

Base Radio v  Admin ~ Operation ~ Policy v

A e . AP Name ~ [ Slot No MAC Status Status Ta Site Ta ~
Administration ke L g ite Tag

2802-carcerva- _ohow items with value that: default-site

; 400 (v} (4] webauth_test e
sniffer Contains v
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Configure Detail

Dashboard All Access Pi L I
. Antenna A %
Monitoring % 5 GHz Radio:
Antenna B %
Number of AP(s): 1
: Antenna C %
AP Name " Contains
Administration ‘ Antenna D o
AP Name w )
Licensing Antenna Gain 10
- 2802-carcerva- <
sniffer
Troubleshooting : Sniffer Channel Assignment
Enable Sniffing 4
2.4 GHz Radi
Sniff Channel 36 v
Dual-Band R Sniffer IP* 172.16.0.190
Sniffer IP Status Valid
Country
Download Core Dump to bootflash
LSC Provisio

| D Cancel ‘

F B4 M Sniff Channel T H1 51 5k A iEFEChannel , A5 % A Sniffer IP address(Server IP address
with Wireshark) , S1E&FRo
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AP Name v
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sniffer
: Sniffer Channel Assignment
Enable Sniffing Z
2.4 GHz Rad
Sniff Channel 36 v
Dual-Band R Sniffer |P* 172.16.0.190

Sniffer |P Status Valid

Country

Download Core Dump to bootflash

D Cancel ‘
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W All Access Pi
Configure Detail
Number of AP(s): 1 —
General [ RF Channel Assignment I
AP ~ AP
Nama Maoda AP Name 2802-carcerva- Current Channel 36
sniffer
2802- AlR-
carcena AP2802| |—.| IChan.-u_-I Width 40 MHz v I
" Admin Status 3
sniffer & B-K9 ENABLED 20 MHz
- Assignment Method
Cleanar AominStatvs  (enasieo otz |
L P
Channel Number BOlkz
" Antenna Parameters 160 MHz
v 5 GHz Radio!
Tx Power Level Assignment
Number of AP(s): 1 Antenna Type I val =

Current Tx Power Level B

AP Name = Antenna Mode Omni
Assignment Method Custom v

2BI02-carcerva- Antenna A 7

sniffer
Transmit Power 6 v
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carcerva-9k-upg#ap name <ap-name> sniff {dotlla for 5GHz | dotllbfor 2.4GHz | dual-band}
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carcerva-9k-upg#ap name 2802-carcerva-sniffer sniff dotlla 36 172.16.0.190
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display f Capture options

Welcome to Wireshark

rk - Capture Options
Input Output Options

Interface | Link-layer Header
utund BSL ID0pDacK

utund BSD loopback
utuns BSD loopback

P }

USB 10/100/1000 LAN: en10 Ethernet

-
=

omisci| Snaplen (B) | Buffer (ME) | Monitor
aeTault F

[ I 9

[IET
default
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[sETI

(. [ . =TT P PUPR N Y

Wi-Fi: en0 Ethernet
Thunderbolt Bridge: bridge0 Ethernet
Thunderbolt 1: en1 Ethernet
Thunderbolt 2: en2 Ethernet

Thunderbolt 3: en3 Ethernet

default
[{ET
[{ET
[{ET
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22088 1E
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¥ Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: || | Enter a capture filter Compile BPFs
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Input  Output  Options

Interface | Traffic | Link-layer Header Promisci| Snaplen (B) | Buffer (MB) | Monitor | Capture Filter
* uUtuns B>U 100pDacK aerauit £

> utund —_— BSDloopback

» utunS BSD loopback
utuné BSD loopback

» USE 10/100/1000 LAN: en10 Ethernet

» Loopback: lo0 eV b A BSD loopback
Wi-Fi: en0 Ethernet
Thunderbolt Bridge: bridge0 O | - "~ 1 " |
Thunderbolt 1: enl Ethernet
Thunderbolt 2: en2 Ethernet
Thunderbolt 3: en3 Ethernet

default
default
default
default
default
default
default
default
default
default

SRS 8

udp port 5555

MR R R RN NN NN

S 088888

& Enable promiscucus mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: M udp port 5555 Compile BPFs

SIS B TR, MEFR.

Wireshark - Capture Options
Input  Output Options

Interface | Traffic | Link-layer Header | Promise: | Snaplen (B) | Buffer (MB)| Moniter | Capture Filter
P utung B5L I00pDacK (] astauit £

utund BSD loopback
utuns BSD loopback
utuné BSD loopback
USE 10/100/1000 LAN: en10 Ethernet
Loopback: lo0 ettt M. BSD loopback
Wi-Fi: en0 Ethernet
Thunderbolt Bridge: bridgel Ethernet
Thunderbolt 1: en1 Ethernet
Thunderbelt 2: en2 Ethernet
Thunderboelt 3: en3 Ethernet

default
default
default
default
default
e
default
default
default
default

udp port 656656

S AARAE®
RORI R ORI ORI R KRR R

¥ Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: || | udp port 5555 X Compile BPFs
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ReEa2ER IR E QAQaQ @

Protocol Signal strength | SSID Time delta from
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]
A A0 mERRE Re>=Ed 3 E

[ | |.-"-_|_:-::|':..' a display filter ... =3/>
Mo. | Time | Dest| Protocol | Source Port | Info

— 1 2021-03-.. 1l.. UDP 5555 5555 - 5000 Len=400
2 2021-83-.. 1.. UDP 5555 5555 - 5000 Len=387
3 2021-063-.. 1.. UDP 5555 5555 -+ 5000 Len=385
4 2021-03-.. 1.. UDP 5555 5555 -+ 5000 Len=400
5 2021-03-.. 1.. UDP 5555 5555 -+ 5000 Len=387
6 2021-03-.. 1.. UDP 5555 5555 -+ 5000 Len=385
7 2021-83-.. 1.. UDP 5555 5555 -+ 5000 Len=400
8 2021-03-.. 55 5555 -+ 5000
9 2021-083-.. 1. UDP Mark/Unmark Packet

10 2021-03-.. 1.. UDP . Ignore/Unignore Packet
11 2021-03—. 1. UDP . SetfUnset Time Reference
12 2021-03-.. 1. UDP T

13 2021-03-.. 1. UDP | Packet Comment...

14 2021-063-.. 1.. UDP  Edit Resolved Name

15 2021-83-.. 1.. UDP ' i

16 2021-03-.. 1. UDP ?Eepp:irzsazll;i:er

17 2021-03-.. 1.. UDP Conversation Filter

18 2021-03-.. 1.. UDP | Colorize Conversation
19 2021-03-.. 1.. UDP . SCTP

20 2021-03-.. 1.. UDP « Follow

21 2021-03-.. 1.. UDP '

22 2021-03-.. 1. UDP , oy

23 2021-03-.. 1l.. UDP —lrgisaskRroicrenaes

24 2021-03-.. 1.. UDP Decode As...

25 2021-03—. 1.. UDP . SNOW FackKet In New wWinaow
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Wireshark - Decode As...

Field | Value | Type | Default | Current
LING nart EEEE Intasar hacs A0 SIRCNKME  SIGANKD

UDP port 5555 Integer, base 10 SIGCOMP PEEKREMOTE
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_ Configuration™ > Wireless~ > Access Points

Dashboard % All Access Points
Number of AP(s): 1

AP .ﬂ.l-" w Admin ~ |IP
itatus Al

Mame , .
Show itermns with value that:

¢ Administration carcerva - (v

@ Monitoring

17
sniffer . sniﬁed
Licensing
Troubleshooting
5 GHz Radios
SEIMERR , BWiFAdmin Status 1 4, AP Mode 3 Sniffer.
Ilclllslélc;' Cisco Catalyst 9800-CL Wireless Controlier Welcome admin A B & 1 e Q L2
Configuration = » Wireless~ > Access Points
“ All Access Points
Number of AP(s): 1 “°
AP ~ AP - Admin  ~J IP ~ Base Radio - | AP ~ [l Operation « Configuration ~ Policy ~ Site ~ |
Name Model Slots  ~ [Status Address MAC Mode Status Status Tag Tag
2802- AlR- detalin= 4
carcerva-  AP28021- 2 (] 172.16.0.125 a03d.6f92.9400 | Sniffer Registerad Healthy webauth_test
sniffer i B-K9 site-tag
1 10 w <

7 M9800 CLIFIAAPA FIRIFEZE R, ETUATHS

carcerva-9k-upg#show ap name 2802-carcerva-sniffer config general | i Administrative
Administrative State : Enabled

carcerva-9k-upg#show ap name 2802-carcerva-sniffer config general | i AP Mode
AP Mode : Sniffer

carcerva-9k-upg#show ap name 2802-carcerva-sniffer config dotll 5Ghz | i Sniff
AP Mode : Sniffer

Sniffing : Enabled

Sniff Channel : 36

Sniffer IP : 172.16.0.190



Sniffer IP Status : Valid
Radio Mode : Sniffer

R T EIABIEZEWireshark EE#1E, HXMAUDPE®H}802.11 , 7 B HIMBeaconhli , MNEFTR
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| Time | Dest Protocol | Source Port Info

1 2021-03-.. B.. Beacon frame,

2 2021-03-.. B.. 8062.11 5555 Beacon frame, SN=23.. -39 dBm
3 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
4 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
5 2021-03-.. B.. 8062.11 5555 Beacon frame, SN=23.. -39 dBm
6 2021-03-.. B.. 8062.11 5555 Beacon frame, SN=23.. -39 dBm
7 2021-03-.. 802.11 Beacon frame,

8 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
9 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
10 2021-83-.. B.. B862.11 5555 Beacon frame, SN=23.. -39 dBm
11 2021-83-.. B.. 882.11 5555 Beacon frame, SN=23.. -39 dBm
12 2021-83-.. B.. 882.11 5555 Beacon frame, SN=23.. -39 dBm
13 2021-03-.. B.. 802.11 5555 Beacon frame, SN=23.. -39 dBm
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https://www.cisco.com/c/zh_cn/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sniffer-cg.html
https://www.cisco.com/c/zh_cn/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sniffer-cg.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wireless-Sniffing.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	在Catalyst 9800无线控制器上以嗅探器模式配置接入点
	目录
	简介
	先决条件
	要求
	使用的组件

	配置
	网络图
	配置
	通过GUI在嗅探器模式下配置AP
	通过CLI在嗅探器模式下配置AP
	配置AP以通过GUI扫描通道
	配置AP以通过CLI扫描通道
	配置Wireshark以收集数据包捕获


	验证
	故障排除
	相关信息


