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9800WLC#configure terminal

9800WLC(config)#wireless profile policy AVC_testing
9800WLC(config-wireless-policy)#ip nbar protocol-discovery
9800WLC(config-wireless-policy)#end
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9800WLC#show wireless profile policy detailed AVC_testing | in NBAR
NBAR Protocol Discovery : Enabled
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Configuration= > Services~ > Application Visibility

Enable AVC Define Policy Upgrade Protocol Pack

@ Relevant
2 ® Irrelevant &
® Default [ ™..]
Enabled
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Add Protocol Pack

Source File Path*

Free Space: 5772.00 MB
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Configuration~ > Services~ » Application Visibility

Enable AVC Define Policy Upgrade Protocol Pack Flow Monitors
& Relevant
2 Irrelevant ‘ _"
@ Default [
Enabled

Protocol Pack
bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack
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9800WLC#copy tftp://10.10.10.1/pp-adv-c9800-1712.1-49-70.0.0.pack bootflash:
9800WLC#configure terminal
9800WLC(config)#ip nbar protocol-pack bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack

To verify NBAR protocol pack version

9800WLC#show ip nbar protocol-pack active

Active Protocol Pack:

Name: Advanced Protocol Pack

Version: 70.0

PubTisher: Cisco Systems Inc.

NBAR Engine Version: 49

Creation time: Tue Jun 4 10:18:09 UTC 2024

File: bootflash:pp-adv-c9800-1712.1-49-70.0.0.pack
State: Active
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Exporter
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T Desciigtion T Type T Source P T Destination 1P T
| wireless-Hocal- exparter User defined Local 0000 0.0.00
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Enable AVC

Exporter

Manitor

Define Palicy

Confhguration= » Services- » Application Visibility

Upgrade Protocol Pack Flow Manitors

A r— 4

[ -]
Name T Description T Flow Exponters
wiroless-ave-basic User defined wirless-local-exporter
winaless-ave-basic-ipve User defined wiraless -local-exporter
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Configuration = > Tags & Profiles* » Policy Edit Policy Profile

ﬂ Disabling a Policy or configuring it in "Enabled” state, will result in loss of connect vty for clients associated with this Po CY L‘.'f]ﬁ'r_‘
Admin T Associated @ T
Shans Policy Tags Policy Frofie Name General Access Policies  QOSand AVC  Mability Advanced
(] AVC_testing
Auto QoS Hena M Flow Monitor [Pv4
@ default- policy-profile
1 10 « QoS SSID Policy Egress wirglgss-ave-basicx » | B
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9800-C1-VM#config t

9800-C1-VM(config)#flow exporter wireless-local-exporter
9800-C1-VM(config-flow-exporter)#destination local wlc
9800-C1-VM(config-flow-exporter)#exit

828 | BLEIPvATIPVER 45 7t i 122 85 LA fE Al A #tb (WL C) 4 9 Netflow S Hi 25

9800-C1-VM(config)#flow monitor wireless-avc-basic
9800-C1-VM(config-flow-monitor)#exporter wireless-Tocal-exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 basic
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor wireless-avc-basic-ipv6
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exit

3% ERMEEXHPRFAOME ARENIPVATIIPVER SRR,

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic input
9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic output



9800-C1-VM(config-wireless-policy)#ipv6e flow monitor wireless-avc-basic-ipv6 input
9800-C1-VM(config-wireless-policy)#ipv6e flow monitor wireless-avc-basic-ipv6 output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit
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Available (1) Enabled (1)

Profiles Profiles Wigilsility Collector Address
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Configuration > Services > Application Visibility > Flow Monitor > Exporter/Monitori# 173 1iF
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.
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Marné T Desciption T Type T Source IP T Destination IP

| expirt_-1638030067 U defnid Extarmal 10.197.234.75 10.106.36.22
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Configuration = > Services ~ > Application Visibility
Enable AVC Defing Policy Upgrade Pratocol Pack Flow Monitors
1 ¥ —
® Defsu —== Lo
Erabled
Exparers
Narm T Description T Fow Exporters
dhwave_-1638039067 Liser disfngd oxpon_-1638039067
dwave_ipvé_-163B039067 User defnad axport_-1638029067
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Configuration = » Services- > NetFlow
MNetflow Template T Interfaces/Profles T| Collector T Expon interface IP T Sampling Mathod T Sampling Range/ACL Name T Exporter Port
Wirehess: v basic ANC_testing= 10.106.36.22 10.197.234.75 NA NA 9906

Wireloss ave basic IPvh ANC_testings— 10.106.36.22 10.197.234.75 A Nl G995
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Netflow Template T Interfaces/Profiles T Callector T Exportintg  ©

Wirgless ave basic Noi Assigned 10.106.36.22 10.157.25. ¢
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F1L . FRHREDOLENENetFlowlR EEESHY IPH# 1t

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter External_Exporter
9800-C1-VM(config-flow-exporter)#destination 10.106.36.22
9800-C1-VM(config-flow-exporter)#source $Source_Interface
9800-C1-VM(config-flow-exporter)#transport udp $Port_Numbet
9800-C1-VM(config-flow-exporter)#exit

5255 : BB IPvAR PV 47 s 12 88 LA 65 A 25 s (WL C) ¥ 9 Netflow S H 88,

9800-C1-VM(config)#flow monitor wireless-avc-basic
9800-C1-VM(config-flow-monitor)#exporter External_Exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 basic
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exporter External_Exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 basic
9800-C1-VM(config-flow-monitor)#exit

E3P  ERBBEEXHPIRFAOQMEORENIPVAFIPVGRE RS

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic input
9800-C1-VM(config-wireless-policy)#ipv4d flow monitor wireless-avc-basic output
9800-C1-VM(config-wireless-policy)#ipve flow monitor wireless avc ipv6 basic input
9800-C1-VM(config-wireless-policy)#ipve flow monitor wireless avc ipv6 basic output
9800-C1-VM(config-wireless-policy)#no shutdown
9800-C1-VM(config-wireless-policy)#exit
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9800WLC#show telemetry connection all
Telemetry connections
Port VRF Source Address

Index Peer Address State

State Description

170 10.78.8.84 25103 @ 10.105.193.156 Active Connection up

9800 WLC Y@M E R UE

Devices (5) Focus: Inventory

Q
0 Selected Tag (%) Add Device Actions ~ (1
L) Tags Device Nameg = IP Address Vendaor Reachability EoX Status Manageability
O 3 GROOWLE. cisco.com 10.105.193.156 Clsca @ Reachable & Mot Scanned @ Managed
O 4 W31 641-ROW1 10.105.193.152 MA @ Reachable & Not Scanned @ Managed
O o CW31641-ROW2 10.105.60.35 NA @ Reachable & Not Scanned @ Managed

[ 8

WLCHIAPL FHEIRA

Owverall Metwork Client Metwork Services s~ Applications SD-Access Al Analytics
) Global/BGL TAC/Shalini_aAVC 24 Hours
Metwork Devices
LATEST 67‘}3 TOTAL: 3
[ [ [ P
¥ - - - & ——
- :_,_ :.._ : - A% _
Router Core Distribution Access Wireless Access Point
Contraller
L]
T:a0p 1:30p

Wiew Metwork Health
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ﬂ Enable by default on supported wired access devices
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'ﬂ Use Catalyst Center as the Nelllow Collector

« Wired Endpoint Data Collection

O Disable Catalyst Center Wired Endpoint Data Collection At This Site |

Wireless Controller, Access Point and Wireless Clients Health

Enables Strearming Telemelry on your wireless controllers in arder 10 detenming the health of your wingle

@ Enable Wiraless Telemetry
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Enable Application Telemetry

You have chasen to enable Netflow with application telemetry on 1 wireless controllers
By default, all non-guest WLANS on Wireless Controllers will be provisioned to send Netflow with Application telemetry
To override this default behavior, tag spe
Once specific WLANs are tagged, only those WLANs will be monitored

ic WLAN profile names with keyword " lan”®,

For each wireless contraller, select the AP modes where you would like to enable application telemetry
» For Catalyst 9800 Series Wireless Controllers, the application telemetry source is always Metflow.

+ For Aire0O5 wireless controllers, the application telemetry source may be either
Metflow or WSA (Wireless Service Assurance)

A Enabling or disabling application telemetry on the selected S5ID types will cause a disruption in network services

a Nete: In order 1o update application telemaetry configuration on the WLG, disable application telemetry first and then re-enable it. To do 5o, please use the Disable/
Emable Application Telemetry buttons in the Actions menu.

9800WLC cisco.com
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Talemeatry Source: NetFlow

Mote: Devices reguire Catalyst Center Advantage hcansa for this feature to be enabled
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Jul 18, 2024 09:22 PM 3

% Filter
Time Description
+ Today
Jul 18, 2024 20:52 PM (I5T) Compliance run completed for device 10,105,193, 156[9800WLC cisco.com] and compliance status is NON_COMPLIANT

vireless profile pol cy default-pol cy-profile no shutdown exit wireless profile pol cy lestpsk no shutdown exit

Jul 18, 2024 20:36 PM (I5T)

4-4_WLANID_12 no shutdown exit wireless profile po

Exacuting comma zonfig t flow exporter ave_exporter destination 10.78.8.84 source Vian1 nsport uwdp 6007 exy protoc
Jul 18, 2024 20:36 PM (IST) Executing command config ow exporter ave_exporter destination 10.78.8.84 source Vian1 transport udp 6007 export-protocal ipfix

option vif-table timeoutl 300 option ssid-table tmeout 300 option apphication-table tim

Jul 18, 2024 20:36 PM (I5T) Request received to enable telemetry on device(s) : [10,105.193.156]
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Configure Cisco Catalyst Center as Flow Exporter:

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter avc_exporter
9800-C1-VM(config-flow-exporter)#destination 10.104.222.201
9800-C1-VM(config-flow-exporter)#source Vlanl0
9800-C1-VM(config-flow-exporter)#transport udp 6007
9800-C1-VM(config-flow-exporter)#export-protocol ipfix
9800-C1-VM(config-flow-exporter)#option vrf-table timeout 300
9800-C1-VM(config-flow-exporter)#option ssid-table timeout 300
9800-C1-VM(config-flow-exporter)#option application-table timeout 300
9800-C1-VM(config-flow-exporter)#option application-attributes timeout 300
9800-C1-VM(config-flow-exporter)#exit

Configure 9800 WLC as Local Exporter

9800-C1-VM#config t

9800-C1-VM(config)#flow exporter avc_local_exporter
9800-C1-VM(config-flow-exporter)#destination local wlc
9800-C1-VM(config-flow-exporter)#exit

Configure Network Flow Monitor to use both Local(WLC) and Cisco Catalyst Center as Netflow Exporter:

9800-C1-VM(config)#flow monitor avc_ipv4_assurance
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 assurance
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv6_assurance
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#exporter avc_local_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 assurance
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv4_assurance_rtp
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv4 assurance-rtp
9800-C1-VM(config-flow-monitor)#exit

9800-C1-VM(config)#flow monitor avc_ipv6_assurance_rtp
9800-C1-VM(config-flow-monitor)#exporter avc_exporter
9800-C1-VM(config-flow-monitor)#cache timeout active 60
9800-C1-VM(config-flow-monitor)#default cache entries
9800-C1-VM(config-flow-monitor)#record wireless avc ipv6 assurance-rtp
9800-C1-VM(config-flow-monitor)#exit



Mapping the IPv4 and IPv6 Flow Minitor in Policy Profile

9800-C1-VM(config)#wireless profile policy AVC_Testing
9800-C1-VM(config-wireless-policy)#shutdown

Disabling policy profile will result in associated AP/Client rejoin

9800-C1-VM(config-wireless-policy)#ipv4
9800-C1-VM(config-wireless-policy)#ipv4
9800-C1-VM(config-wireless-policy)#ipv4
9800-C1-VM(config-wireless-policy)#ipv4
9800-C1-VM(config-wireless-policy)#ipv6
9800-C1-VM(config-wireless-policy)#ipv6
9800-C1-VM(config-wireless-policy)#ipv6
9800-C1-VM(config-wireless-policy)#ipv6

flow
flow
flow
flow
flow
flow
flow
flow

monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor

9800-C1-VM(config-wireless-policy)#no shutdown

9800-C1-VM(config-wireless-policy)#exit

AVCYEUE

£9800 L

avc_ipv4_assurance input
avc_ipv4_assurance output
avc_ipv4_assurance_rtp input
avc_ipvé4_assurance_rtp output
avc_ipv6_assurance input
avc_ipv6_assurance output
avc_ipvb_assurance_rtp input
avc_ipvb_assurance_rtp output
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Monitaring = » Services= »  Application Visibility

NEAR Prowcool Pack Version: 81.0
KEAR Viersion: &6

Source bypi [SSID Intinl
S50 - MG _lesting - Last 2 hoia's -
Lot upaatid Al 18, 2024 21:45:53
Usage Mt update: 18:39 MMES)

¥ Wb —

15 8hos —

7 oo =

m——A - < . !
o EeRLY 2030 s o mas 2138 s

Applicatnn T Usagel®) T Usage T FRecoed T Sem T
Unknawn 3383 T96.0KB 300.0KB 456.0KB
Drain Noma Sysiim 17.08 407.0KE 168.0cB 234 QKB
Fing 1232 paiiles ] 145,065 145.0k8
HyparText Transter Protocol 1203 FHIOCH 117068 16EOKE
ICMP for B 032 217 0B 1E0.0K8 4B.0KE
Internet Cortnol Messagh Probocal 5.0 120.CEB B4 OKB 36.0RE
Simpie Service Discovery Protocol 255 0,068 47.0K8 13058
Microsoft Senvices 23 52068 44 088 2068
mORE 1.36 32.0K8 ITOKE 5.0K8
Binary owar MTTP 0.83 2,008 G.0KB 13.068

EREEIAVC _testing SSIDEI A I A O O SR 2 H9 R A AT %

EEEBINEFIRNNATHMSRITES , TR G Clients"&BUlF , EBRBENEFin , REE
i View Application Details,

Monitoring = > Sernvices - > Application Visibility

ISR Protocol Pack Version: 61.0
HELAR Version: 46

Total Cllents: 1 — View Application Details

Client MAC Address T AP Name T WLAN T State T Protecol T
I CAWE1641-ROW1 18 Run 1n(2.4)

RERFImE) S A AT - 1



+ Back to Client's

Application Name T Avg Packet Size T Packet Count T Usage(%) T Usage T Sent T FRecoived T
ping 60 6562 2] 390.4KB 195.2K8
unknown 693 572 el 387 268 264.8KB
dns 108 1511 2 160,4KB 137.1KB
ivE-icmp " 1313 0 142.6K8 27.2K8
http 300 427 9 125 .4KB 5268 73.3KB
icmp 147 333 4 478K 44,168 37KB
sadp 168 123 1 20.3K8 16.0KB8 43KB
mdns 80 204 1 16.0K8 14 868 1.26B
ms-services 64 231 1 14.6K8 10.8K8 37KB
e & 159 1 12,68 6,958 578

1 - 0 v

R IR A AT 2
BN CLI

KUFAVCIRAS

9800WLC#show avc status wlan AVC_testing
WLAN profile name: AVC_testing

AVC configuration complete: YES

K EINetFlow S 1HIE ( FNFEEZ )

9800WLC#show flow monitor $Flow_Monitor_Name cache format table

flow monitor wireless-ave

FLOW DIRN WIREL IP PROT APP MAME bytes long
2185 .19 Output AVC_testing 7 layer7 llmnr
9.185.193.195 Qutput Al Lng 17 port dns

Input AVC_t 1 prot icmp

Input AVC_testing 1 prot icmp

Output A\ g 17 layer? Llmar

Output port dns
Input L testing 1 prot icmp

Qutput 17 port dns

1£9800 CLIEI®RIFAVC

EERREFIMWLANREEENEFF RO RN AERER , THRITUTERE

9800WLC#show avc wlan <SSID> top <n> applications <aggregate|downstream|upstream>
9800WLC#show avc client <mac> top <n> applications <aggregate|downstream|upstream>
where n = <1-30> Enter the number of applications



9800WLC#show avc wlan <SSID> application <app> top <n> <aggregate|downstream|upstream>
where n = <1-10> Enter the number of clients

U & 3E B2 %1 F E (CP) WY FNFVORIE S it A SR I IRAS

9800WLC#show platform software wlavc status decoder

9800WLC#show platform software wlavc status decoder
AVC FNFv9 Decoder status:

Pkt Count Pkt Decoded Pkt Errors Data Records Last decoded time Last error time

25703 25703 ] 132480 07/20/2024 14:10:46 01/01/1970 05:30:00

FNFvOBIEEid R

BRI LLEER EnbarZiHE R,

9800WLC#show ip nbar protocol-discovery

FEFabricHFlext®28 X T , B BUEE LA T 5 XMAPIREINBARZ ITER. :

AP#show avc nbar statistics
Works on both IOS and Cl1ickOS APs
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] ] ip.addr == 10.78.8.84 and udp.port ==

No. Time Source Destination Pratocol Lengtr Info
FEIL™ LUV AU IUIIIT AU s LU L JSe LU AR FLFe U U v LI JIAWY T GO LCI=aay
74228 15:86:30.002998 18.185.193.156 18.78.8.84 upp 178 55148 - 6887 Len=136
76582 15:06:41.012984 10.1085.193.156 1@.78.8.84 upp 178 55148 - 68T Len=136
76879 15:86:45.816997 18.185.193.156 1@.78.8.84 unP 178 55148 - 6287 Len=136
79686 15:87:81.832987 18.185.193.156 18.78.8.84 upp 178 55148 - 6B87 Len=136
85872 15:87:17.847986 10.1085.193.156 10.78.8.84 upp 178 55148 - G287 Len=136
93995 15:87:37.866982 18.1085.193.156 1@.78.8.84 upp 178 55148 - 6@8Y Len=136
94989 15:87:43.073986 10.185.193.156 18.78.8.84 upp 178 55148 - GBBT Len=136
98292 15:88:82,784847 10.185.193.156 1@.78.8.84 upp 1434 55148 - GRBT7 Len=1392
98293 15:98:82.784947 10.1085.193.156 1@.78.8.84 upp 1434 55148 - 6@B7 Len=1392
98294 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=131@
98295 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=131R
98296 15:08:02.784947 10.1085.193.156 1@.78.8.84 upp 1352 55148 - 6887 Len=1318
98297 15:88:82.784947 18.185.193.156 1@.78.8.84 Upp 1352 55148 -+ 6BB7 Len=13180
98298 15:88:02.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6BBT7 Len=13180
98299 15:08:82,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - 6@87 Len=1318
98309 15:88:92.784947 18.185.193.156 18.78.8.84 uoP 1352 55148 - 6@B7 Len=1318
98301 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=1318
98302 15:88:82.784947 18.185.193.156 18.78.8.84 upp 1352 55148 - 6887 Len=1318
98303 15:98:82,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - B@@7 Len=1318
98384 15:88:92.784947 18.185.193.156 18.78.8.84 uppP 1352 55148 - HBBT7 Len=1318
98395 15:88:02.784947 10.185.193.156 18.78.8.84 upp 1352 55148 - 6BBT7 Len=1318
98306 15:98:902,784947 10.105.193.156 1@.78.8.84 upp 1352 55148 - 6287 Len=1310

Frame 1332: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits)

[ T A S i L i———————_

Internet Protocol Version 4, Src: 19.105.193.156, Dst: 10.78.8.84

User Datagram Protocol, Src Port: 55148, Dst Port: 60@7

Data (136 bytes)

Data [truncated]: 290a@@886628:17a00001faTRR0R0100011800780269c150080008080411003501242 fdddaaTdadReRao02o00000120de00300005:

[Length: 136]
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= "c||'s'élclp' Catalyst Center Assurance [ Dashboards / Health

Overall MNetwork Client Metwork Services w Applications SD-Access Al Analytics
Top Applications by Throughput Top Endpoints by Throughput
LATEST TREND LATEST

unknown 26.2Kbps DESKTOP-GSCE4P3 19Kbps

dns 19Kbps

ipvB-icmp 16.3Kbps

http 7.3Kbps

icmp 4.3Kbps
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Crwerall Metwork Client Metwork Services Applications S

) Global/BGL TAC/Shalini_AVC -~ 24 Hours - " Filtar {1}

Time Range
A By default, hourly data is showr

2 3 Hours @ 24 Hours O 7 Days

4: 30
b Start Date
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Hi
po3 Tosl 4 4:23 PM W
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SSID: AVC_testing >
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SUMMARY
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Oeeral Memvork Cliemt Metwork Services Applications Sh=,

::_:’ Global/BGL TACShalini_aNC 2 Hours s KT Filter (1) =
S5ID (1/14) Clear Filter
ﬁ By default, hourly data is show
: G a-tasi-321
Sodlp
T '\-\. SEDSI0 [Ifmeoit

i ) LM-INTERMAL
0 AVC_tasting

S5ID: AVG_tosting ™

AT ERAVCEIHE EMSSIDI RS
ENZBNetFlowl EE88
=451 : Cisco PrimefE N Netflow i E£ 88

L 24 A Cisco PrimefE y Netflow E£ 85 N £ B |, 48 AT LAE £/9800 WLCHE R & 3% NetflowZh 3E B9 2k
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1 lip-addr == 10.106.36.22 && udp.port == 9991

[

Mo, Time Source Destination Fratocal Lengtt Info
- 87 28:50:23.855943 18.185.193.156 18.186.36.22 upp 178 51154 - 9991 Len=128
1453 298:58:24,775945 10.185.193.156 18, 186.36.22 [ 458 51154 - 9991 Len=416
1465 20:50:24,856950 10.185,.193.156 18.186.36.22 UDp 178 51154 - 9991 Len=128
1583 20:50:25,.776952 10.185,.193.156 10.186.36.22 UppP 1394 51154 - 9991 Len=1352
1584 20:50:25,.776952 10.185,193.156 10.186.36.22 UppP 1082 51154 - 9991 Len=104@
1596 20:50:25.857942 18.185.193,156 18.1086.36.22 upp 1394 51154 - 99291 Len=1352
1597 28:508:25.857942 18.185.193.156 18.186.36.22 uppP 1394 51154 - 9991 Len=1352
1598 20:508:25.857942 18.185.193.156 18.186.36.22 uppP 474 51154 - 9991 Len=432
1779 20:50:26.777959 18.1085.193.156 18.186.36.22 upp 1394 51154 - 9991 Len=1352
1788 20:50:26.777959 18.185.193.156 18.186.36.22 UDp 1158 51154 - 9991 Len=1116
1857 20:50:26.858949 18.185.193.156 10.186.36.22 [ 1394 51154 - 9991 Len=1352
1858 20:50:26.858949 16.105.193.156 19.186.36.22 upp 1394 51154 - 9991 Len=1352
1859 208:50:26.858949 10.1085.193,156 10.186.36.22 upp 1394 51154 - 9991 Len=1352
1860 208:50:26.858949 10.185,193,156 10.186.36.22 upp 278 51154 - 9991 Len=228
1861 28:58:26.858049 18.185,193,156 18,186.36.22 upp 1394 51154 - 9991 Len=1352
1862 28:508:26.858049 18.185,.193,156 18,186.36.22 upp 678 51154 - 9991 Len=636
2886 20:508:27.778951 18.185.193,156 18.186.36.22 uppP 1394 51154 - 9991 Len=1352
2087 20:50:27.778951 18.185.193.156 18.186.36.22 Upp 1394 51154 - 9991 Len=1352
2088 20:50:27.778951 18.185.193.156 18.186.36.22 [l 534 51154 = 99391 Len=492
2113 20:50:27.85994@ 18.1085.193.156 10.186.36.22 UDP 578 51154 = 9391 Len=536
2287 20:50:28.779958 18.1085.193.156 10.186.36.22 UDP 378 51154 - 9991 Len=336
2295 20:50:28.859940 18.185.193.156 10.186.36.22 [ 1394 51154 - 9991 Len=1352
BROE WA EA TS GEAMRAA Ad AAE AAT AES il AAE BE T i B AT EA4C4 AN 0 mem

Frame 87: 170 bytes on wire (136@ bits), 170 bytes captured (1368 bits)

Ethernet II, Src: NG

Internet Protocol Version 4, Src: 1@.185.193.156, Dst: 19.106.36.22

User Datagram Protocol, Src Port: 51154, Dst Port: 9991

Data (128 bytes)
Data [truncated]: 90290808120cbd1ed669932b70000000400000400014fRRGCAARORR00000000000000000000200000TTO20000000000000RRAR011
[Length: 128]
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[ | hitp protocol over TLSMSSL [443) 647.7 kiyytes 11.4 Mbwytes 2ESk 6.54 k 9.47%:
Woarld ‘Wide Web HTTP (B0} 19.5 kbytes 1006 Rboyties T4 109 0.25%
[ | Domain Name Server (53) 10.7 kibytes 4.5 kbytes 58 55 0.12%
LLMMER [S355) 0 bytes 9.0 kbytes 0 a4 007
[ | HETBIOS Mame Service (137) 0 bytes &1 kbytes 0 a8 0L07T%
KETBIOS Datagram Senvice (138) 0 bytes 972 bytes a0 4 0.071%
[ | Palace-d (995) 618 bytied 0 Eyties 5 0 0.0 %
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BENEFIHERNREENTE, BENEZREVBIERR | HEBETTNE L HYIE R PR $I 8 3B
KT, SREBLEERRN , BXRRISEFBIHIESHET FE X HClass of Service
(CoS)= Differentiated Services Code Point (DSCP)EF H &R, XA LAEI£9800 WLCH ELE
QOS3k3kH |, A LAZ [Rhttps://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-
wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html , A2 7 X LA Hr T4

AU MAEE AR RS R,

R HEER

FTAVC B Bt 1T PEHEBR S R AR B MR R O] BER MAVC AR B, PEMEBLERE P NAR
ENEINEIE, ENEFEUERIFERED R, REZEHIREEE, LT 2FECatalyst 9800
WLC L HEBRAVCHEFE B B9 — L5 BRFNE BB

- WIFAVCELE : BRAVCEWLC L IEHE & H 5 1EHAYWLANF & & 324 <8k

- HBEYGUIRREAVCHE , B B3IFimA99955 BN MINME, BR , REFEANEAEKE
2, BRIDSHEEE R TNetFlow RER KD, AFUEREEE iR OSSR KERNRE

o

- RIFAPE S MHEEAXF,
« BEERLMEPXREAVCHE , HS509800 WLCHY R,

SEAE S
WLCH &

1. BANRBE , FrRERSEHERRSE,

9800WLC#term exec prompt timestamp

2. EEEE

9800WLC#show tech-support wireless

3. B AR Bavcih A Mnetflow4t 1115 B

KEAVCE BRE

9800WLC#show avc status wlan <wlan_name>


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html

K EFNFVORYE B T 8O SR 0 4 45 35 E 42 5 F H (CP)RVRES.

9800WLC#show platform software wlavc status decoder

KEXRBNetFlow ( FNF&E#F ) WEIHER.

9800WLC#show flow monitor <Flow_Monitor_Name>

KRES M MwantIsin M AEAER , EFn =<1-30>HANAHE.

9800WLC#show avc wlan <SSID> top <n> applications <aggregate|downstream|upstream>

KRESNMEFRNIINMNAERTER , E¥n = <1-30>HANAHE.

9800WLC#show avc client <mac> top <n> applications <aggregate|downstream|upstream>

RECEARZENAEZEIBEWanWEINNE ik , HPn=<1-10>8AF i E.

9800WLC#show avc wlan <SSID> application <app> top <n> <aggregate|downstream|upstream>

wB&Enbar&it{E 8.

9800WLC#show ip nbar protocol-discovery

4. ¥ BFiE R4 5% & 7 debug/verbose,

9800WLC#set platform software trace all debug/verbose

1l To View the collected Togs
9800WLC#show logging profile wireless internal start last clear to-file bootflash:<File_Name

11Set Togging Tevel back to notice post troubleshooting
9800WLC#set platform software trace wireless all debug/verbose



5. B A% P IMACHE HE 89 BUR 1 (RA) BRBR AR IEAVC S iHE B
B CLI

9800WLLC#debug wireless {mac | ip} {aaaa.bbbb.cccc | x.x.x.x } {monitor-time} {N seconds} !! Setting ti
9800WLC#no debug wireless mac <Client_MAC>

1'WLC generates a debug trace file with Client_info, command to check for debug trace file generated.
9800WLC#dir bootflash: | i debug

AR RUERHRSEABRARETIER , NMEMNERN BETE, RELSITRSATHEEERS
KyetEE R, Hit , BWIAAERERLSEE RN ZARE,

# clear platform condition all
# undebug all



EEGUI
F 1S M E Troubleshooting ( #EHERR ) > Radious Trace ( ST HEIRER ) »
L BHEAJIH A BT RBENE P wMacitiit, BAILURINZ N ER BRI Macit it

B=H  EEPTFRBEERES  LETFH. B , BRASERAEARE , BR5HE
BREIMAC 4L 4B 3 O M2 41 EEAL 22,

B . EUELEBREER RIER |, #3EStop.

FRHL WTFERBRHET Mmacisit | ATLUET B HGenerate REK —PMNBEXH | SLEEZ
macis it MR AT E B &,

FBARL EBRFEZXIEBENAEXHREZSKE , ABE T Apply to Device,

SR|7IE , BULER QEXHBZUNESR TEX M, XHFE TGRS NFES)
22, A LUBE CLIMMLAE & H XK,

THMENERARERFHAVCHER

2024/07/20 20:15:24.514842337 {wstatsd_R0-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo
2024/07/20 20:15:24.514865665 {wstatsd_R0O-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo
2024/07/20 20:15:24.514875837 {wstatsd_R0-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo
2024/07/20 20:15:40.530177442 {wstatsd_R0-0}{2}: [avc-stats] [15736]: (debug): Received stats record fo

6. RE P IRMACHE UE M BT R AV IR A AR , B IRAIBMACTIREBRE17. 125 M.

EEANBKERN , ERER , BERERTEIAWLCRE R R NetFlowHiEE R E B
PR H o

EECLI

monitor capture MYCAP clear

monitor capture MYCAP interface <Interface> both

monitor capture MYCAP buffer size 100

monitor capture MYCAP match any

monitor capture MYCAP inner mac CLIENT_MACG@

monitor capture MYCAP start

Il Inititiate different application traffic from user

monitor capture MYCAP stop

monitor capture MYCAP export flash:|tftp:|http:.../filename.pcap

EYGUI
SRS M B R E RS> BIE 2 HIR> +Addo



B ENBEIHRNEN. HBSATF 8 IMNFH.
=5 ENTIER (WRE )

FUL  MRBVEEFZEERLACPUHEABBETYHMNARE  FiiPKEEHRENESIRE,

BHL  EXEHFX KD, &ZAF100 MB,

FAL  EXRE , AIREFEZREFLAAEIS1ZE10000008 N HFESHEREN AT EE1E

100000HY Z1 422,

ST NEMNHPHEAOFRPERED , FERFCFEBH B AN,
SR 88 tHApply to Deviceo

S OEF IR | FikEStart,

SR AVEF UL HRETRELNRSE . EFFHEILFHIR | HikEStop,

HRAFLLSE | ExportBEZN TR TR , EFZEHTEIHTTPHTFTPARSS 25,

. A RGE 2 N TR IR SV (pcap) T 2 B 2 i 52 T A9 3£ T
APHE
ERBREFEMREERXT
1. show tech& RFFBAPE B AE B MEFFwEiHER.

2. B RFBEETLEA R Wave nbar&itE Bnbar&itE 8

3. AVCigi

AP#term mon
AP#debug capwap client avc <all/detail/error/event>
AP#debug capwap client avc netflow <all/detail/error/event/packet>

BXES
AVCRE 57
9800 WLC I By 3 52 [R 41

FTPRRSS 23


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/application-visibility-and-control.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/application-visibility-and-control.html
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215441-configure-qos-rate-limiting-on-catalyst.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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