FISEF9800 WLC LB ERadius DTLS
B =%

I

e

B=
ER
R %
&
‘;ak
Al %- B EWLCHISE RADIUS DTLSIE & 1iF
T openssl.cnfX # A A NFLE B 7
BIEWLCIRZIF$
B2 ISEIZFIF
FiEHE AL
FUE$ S AISE
FEHSAWLC
FliERADIUS DTLS
ISE &
WLC fiE
I UF
RIFFRES

CawIIhE 63T

M)
AR A SIRAEISERIO800 WLC 2 I ERADIUS DTLSH BRI 1%,

de =
H 3=

RADIUS DTLS2RADIUSIHU Y —frZ £ X , HPRADIUSH E B BIEEHZE L £ (DTLS)R2E
KiE, BEESORIIRSSF[NEMRITH[ZACIENIEE  FEE—HIUP, HIEIPEERTERL

VFERZ4AFEREKV)IERT E , B4R , WLCIED LN EFEF RS HRIE A RISEIE P RS S 5 7
WEFZE P im & ARt

TR



=R
Cisco BB THUTER :

.« WM{AIELE 9800 WLC ( EAK[AP] ) B EARIRE
« H{aIfE A OpenSSLAL A
o AHBZEAEMIEEPK)FMBFIED

£ FRY4E ¢+
AXEPHERETUTREFE IR

« OpenSSLR AR ( lR7<3.0.2) ,
. ISE ( }R#<3.1.0.518 )
- 9800 WLC ( #RA17.12.3 )

AXHEPNEEHRETREXRENEFNREZEEN, AXHEFEANAAERZRNERAR
(BN ) BE. MREHMELTEIRES , BHRRETHEAARTHBELE,

[
3

B RBIZEGECANMBPEICANFREPMANHREBAIKIEDR, EBHZLEE , 2FES AT
WLCHISE, &5 , REEE N £ HXLiE B TRADIUS DTLS B BRI,



AE  ANHEFEALnuXSERS LIRS X4, BRXEDS , WELEBEHER
OpenSSLIVIRER S EHATHEINRE,

4a

Al 1%- 2 ZWLCHISE RADIUS DTLSIR R UEF

RADIUS DTLSTHMYEEZEISEMWLC Z |8 3IRIE R A BIERDTLSERE, MBEZEERWILP |, &
AT A BB CASRERIEP |, 535 H1EOpenSSL it B % 4% 3iF 5 2 & HL¥3 LA B Clsco I0S®
XEFRBIUEH , HNF RIS BRE REFIT XD ER S ER Sl RICAIESR,

TEopenssl.cnfXX A R NEL & &P 7

177 & Mopenssl.enfBUE X #F | AHEIZXMAES , EFFHREATERBREHLERFR(CSR)W
WLCHISEEBZ o

ISE_device_req_extFIWLC_device_req_extZB 0 &g EZ = ECSRLEMSANGIE -


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/222461-configure-multi-level-ca-on-openssl-to-g.html

#Section used for CSR generation, it points to the list of subject alternative names to add them to CSR
[ ISE_device_reg_ext ]
subjectAltName = @ISE_alt_names

[ WLC_device_reg_ext ]
subjectAltName = @WLC_alt_names

#DEFINE HERE SANS/IPs NEEDED for **ISE** device certificates
[ISE_alt_names]

DNS.1 = ISE.example.com

DNS.2 ISE2.example.com

#DEFINE HERE SANS/IPs NEEDED for **WLC** device certificates
[WLC_aTt_names]

DNS.1 = WLC.example.com

DNS.2 = WLC2.example.com

ER—MEL LR , CAABECSREGENEMSANSUER EH#ITER | XBERBIEZEL LR
KEFAFEANBHTNERER. EFSANERRAMBZZIUERS , EFEAsubjectAltNameZ
1B B 5 CSR4 A it A B SANAE E #9 51 ZR SAN

ISEERIEP E FRtFEserverAuthfclientAuth EKU , MWLC R EEclientAuth, EA1FHER
extendedKeyUsageZBUAMEIZ R IEHH,

FATIERERIIBS & HH M Elopenssl.enf X AR EED

#This section contains the extensions used for the device certificate sign
[ ISE_cert ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid,issuer:always

#EKU client and server is needed for RADIUS DTLS on ISE

extendedKeyUsage = serverAuth, clientAuth

subjectAltName = Q@ISE_alt_names

[ WLC_cert ]

basicConstraints=CA:FALSE
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always
#EKU client is needed for RADIUS DTLS on WLC
extendedKeyUsage = clientAuth

subjectAltName = @WLC_alt_names

BIEWLCIRZ LB

Bl — AN SR |, AREITEV EFFHWLCIES | ZitEHE S NintermCA.db.certsB g
CAIEP XK %%E T OpenSSL, HHISUHFFRFRAWLC :

mkdir ./IntermCA/IntermCA.db.certs/WLC



&K openssl.cnfXXHHI[WLC_alt_names]# 5 FHIDNSS ., RN EFMENEIRHEN ROIBE T,
XEEEFRWLCIEBHSANFE :

[WLC_alt_names]
DNS.1 = WLC.example.com <----- Change the values after the equals sign
DNS.2 = WLC2.example.com  <----- Change the values after the equals sign

FEFHWLC_device_req_extZ 2 FHIE 2 ISANBIRWLCFAAFMWLC CSR :

openss1 req -newkey rsa:4096 -keyout ./IntermCA/IntermCA.db.certs/WLC/WLC.key -nodes -config openssl.cn

OpenSSLLTFHF—IMNRERRETR , RREMAT D HEMHON)FAERE -

R B R

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:WLC.example.com




EE  ERERIEREREI AR (CN)SA Sopenssl.enf3X 4 BI[WLC_alt_names]ZB %
RN Bz —HEE.

£ & HIntermCARICART B AWLC.csr(¥ B A N [WLC_cert]) BWWLC CSR#HTZ R , HEXHIE
F 176 1E./IntermCA/IntermCA.db.certs/WLCH , WLCIRZIUEBFHRAWLC.crt :

openss1 ca -config openssl.cnf -extensions WLC_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/WL

9800 WLCEEFApixiENIEBFEFES A, SIBF X , EFEZELBWLCIEPHICALE
, IXFr A certfile :

cat ./RootCA/RootCA.crt ./IntermCA/IntermCA.crt > ./IntermCA/IntermCA.db.certs/WLC/certfile.crt



EOIE pfx X, BERBEWLCHRAZITUAT@ERZ—
NFREF1712. 19 RA

openss1 pkcsl2 -export -macalg shal -legacy -descert -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -ink

S FRA7.12.1RE SRS -

openss1 pkcsl2 -export -out ./IntermCA/IntermCA.db.certs/WLC/WLC.pfx -inkey ./IntermCA/IntermCA.db.cert

BIRISERFZILP
B — N XXHR |, MEE 2 O0penSSLEHETE R N iIntermCA.db.certsH R EICAIE B X HRFH
TTEN L ZMEISEEB . #XHRFAISE :

mkdir ./IntermCA/IntermCA.db.certs/ISE

& Hopenssl.cnfXXHBI[ISE_alt_names]Z 7 FEIDNSS ., ERNEMENEREN ROIEFR |, X
L EFIEZWLCIEBHSANFE

[ISE_alt_names]
DNS.1 = ISE.example.com  <----- Change the values after the equals sign
DNS.2 = ISE2.example.com <----- Change the values after the equals sign

5 FISE_device_req_extEb 7 FRYE 2 I SANBIZISEFAAFISE CSR :

openss1 req -newkey rsa:2048 -sha256 -keyout ./IntermCA/IntermCA.db.certs/ISE/ISE.key -nodes -config op

OpenSSLEH T F— 1M RERETR , BRTER AT 2 HBMDON)FHEE -



You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name [MX]:

State or province [CDMX]:

Locality [CDMX]:

Organization name [Cisco lab]:
Organizational unit [Cisco Wireless]:
Common name []:ISE.example.com

EE  BEXRBERIRERPIREHCNSI Sopenssl.cnfSAFKI[ISE_alt_names]Z8 % Y & Fr
Z_;T_'Dé$ﬁ |§.I o



{# A& HIntermCARICART & HISE.csr(fE[ISE_cert] TEX Y E)MISE CSRHIHTZER , HEZ R
F 1765 1E . /IntermCA/IntermCA.db.certs/WLCH , ISEIRZUEBFHAISE. crt :

openss1 ca -config openssl.cnf -extensions ISE_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/IS

MIEBSARE

FHEB S AISE

1. FHRCAIE B MISEIE B8-S AR ZEEMIEBES,
2. SMEIEE>RE>UEB>ZEEILED.

3. BN B HiEERoot.crt 3 .

4. 1%&H Trust for authentication within ISE LA Trust for client authentication and Syslog & i%&4E
A Ja ¥ EHSubmit

= C(Cisco ISE Administration - System Q @ 8 #®
Ceployment Licensing Certificates Logging Maintenance Upgrade Health {  Click here to do visibility setup Do not show this again.

Import a new Certificate into the Certificate Store

Certificate Managament
System Certificates - c
* Certificate File | Browse... | RootCA crt
Trusted Certificates
. Friendly Name
OCSP Client Profile
Certificate Signing Requests
Lot Trusted For:
Certificate Periodic Check Se... o o
Trust for authentication within ISE
Trust for client authentication and Syslog

Certificate Authority > _] Trust for certificate based admin authentication

(] Trust for authentication of Cisco Services

[] validate Certificate Extensions

Descrption

ISEARCAIEH S AR iEAE

XFREES ( NRFE ) ATHEERE.



AR MMERISEERRIEE —BOoNEFACALERES LIRS, HEMBCAILEBITH
, FEUABERY SR B CAIE B 4 o



= Cisco ISE

Deployment Licensing

Certificate Management ~
System Certificates
Trusted Certificates
QCSP Client Profile
Certificate Signing Requests

Certificate Periodic Check Se...

Certificate Authority >

ISERR [B]CAIEH-§ AN 1E4E

Administration - System b E Q @ @ @
Certificates Logging Maintenance Upgrade Heaith ¢  Click here to do visibility setup Do not show this again.
Import a new Certificate into the Certificate Store
* Cenificate File | Browse... ;I IntermCA crt
Friendly Name O
Trusted For: 0
n Trust for authentication within ISE
n Trust for client authentication and Syslog
(] Teust for certificate based admin authentication
D Trust for authentication of Cisco Services
() validate Certificate Extensions
Description
Cancel




AR MRISEEBMWLCIER A EHCAME , MEXRNS AR TWLCIEHENFTE
CAIEH, HES AXECALEFR 2 , ISERN2EZDTLSUEH Rk ERWLCIEH,



Deployment Licensing

Cortificate Managamant
System Certificates
Trusted Cenificates
QCSP Client Profile
Certifieate Signing Requests

Certificate Periodic Chack Se...

Certificate Autharity

ISERZIEHSAEE

Certificates Logging Maintenance Upgrade Health Checks

Import Server Certificate

" Selact Node ise-vbeta hd
* Comificato File |Browse...| 1SE.crt

* Privare Kay File [Browse...| ISE.key
Peazword assssess

Friendly Name

Allow Wildcard Cantificates [ (D

Validate Cenificate Extensions  [_] (7)
Usage

([ senin: use cericate to aut

ie the ISE Admin Portal
[ earAunentication: Use centlicate
B RADIUS DTLS: Use certifcale fo

for EAF protocols thal wse 55

e RADSEE S

[T pwGnia; use centificate for the prGrid Controlier

Backup & Restare

Admin Access

Settings



'R BSRP , ERAFSAISERZILES. BIEHREVDTLSREENISERX#R, THFS
AWLCIRZEBMAE , BN FHER LS AN CAILEEBRIEWLCIEH,

FHEHFAWLC

1. M EIWLC _E B Configuration > Security > PKI Management , A /5% EJAdd Certificateit I
+o

2. B Import PKCS12 Certificate T H7 3¢ 8 H 4% 3 B 1% & 79 Desktop (HTTPS),

3. B Select File &4 , REIERFE 2 B EZ I .pxXHF.

4. BASAOTS , RiFEEIMmport,



“ Import PKCS12 Certificate

Transport Type Deskiop (HTTPS)
Source File Path™ = Select File
CYWLC. pfx

Certificate Password™

L2l l 2l l]

WLCIEH S AT FE
BXRXEATENEFMAEER |, S H1ECatalyst 9800 WLC EA L T # CSRIEH,
MEWLCRETEIMERENIERREIIR , BESI NEIVNENEESNZEARERE -

9800#configure terminal

9800(config)#crypto pki trustpoint WLC.pfx
9800(config)#revocation-check none
9800(config)#exit

9800(config)#crypto pki trustpoint WLC.pfx-rrrl
9800(config)#revocation-check none
9800(config)#exit


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId--1629905883

EE  MRMEATEOpenSSLLEEE ZHKCALLE K Cisco 10S XEIEH X 41EOpenSSL L8
BZRCA , NIXFEABERE , RAKRCIEEMCRLEESES.

BHSALUEITEWLCIEBRECAEPHLEFER.



RBR MRWLCIEEHHAEISEIEBHEBMNCAME , BAILERAMNWLCIEHS AR 302
HAEBEER. TERMSF AISEILEF,

MRWLCIUEPHEISEEBTRICAM A , BIEFERISE CAULHEH AWLC , IEWLCEEISEIR
T
NIRCALIEFNEERIHF AISERCA :

9800(config)#crypto pki trustpoint ISEroot
9800(ca-trustpoint)#revocation-check none
9800(ca-trustpoint)#enrollment terminal
9800(ca-trustpoint)#chain-validation stop
9800(ca-trustpoint)#exit



9800(config)#crypto pki authenticate ISEroot

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a line by itself

ISE CAtE LS AT —ANHEICAIES |, BIRCAN A RICAULH :

hamariomedl(config)#crypto pki trustpoint ISEintermediate
hamariomedl(ca-trustpoint)#revocation-check none
hamariomedl(ca-trustpoint)#chain-validation continue ISErootCA
hamariomedl(ca-trustpoint)#enrollment terminal
hamariomedl(ca-trustpoint)#exit

hamariomedl(config)#crypto pki authenticate ISEintermediate

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

BPNENHMCAHZTEL MNEER. EPNEMNMEERE XM A H chain-validation
continue <Issuer trustpoint name>5| @2 ES AMIEPWM A EEBNEER

SAEZNCARIENCAELPHERRMNIES, ESAISERZFIEHNMRECAZE , FIETI
EER/NBR

TEEWLC LS AISEIRZIUES , RADIUS DTLSEI A T4,

B ERADIUS DTLS
ISE BLi&
FHWLCHEANMEZRZRMBISEF |, At , FSMBIEE>MK T IF>MKIRZ >R

HARZEMA D ERADIUSTRENWLCEDONIP, BERLLAEEEZOIP, M TR HEP
RADIUS Authentication Settings#IDTLS Required , /5 & &5 Submit :



= Cisco ISE

Administration - Network Resources

Metwork Devices
———————

Network Devices
Default Device

Device Security Settings

FMEREEE

Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

Nemwork Devices List > New Newwork Device

Network Devices

Mame Radsecwic
Description

E IP Addrass W P 172.16.5.11 Fi 32 @
Device Profile &% Cisco w @
Model Name w
Software Version ~

Network Device Group

Locarion All Locations: ~ Set To Default
IPSEC Is IPSEC Device ~ Set To Default
Davice Type All Device Types v Set To Default

B -~ RADIUS Authentication Settings

NAC Manage



RADIUS DTLS Settings )

DTLS Required ()

Shared Sacrat radius/drls

CoA Pon 2083 Set To Default
Issuer CA of ISE

Cerrificares for CoA Select if required (optional)| e

DNS Name

General Settings
[ Enable KeyWrap ()
Key Encryption Kay

Message Authenrticator

Code Key

Key Inpur Formart
D AsCll (O HEXADECIMAL

—] ~ TACACS Authentication Settings
~] ~ SNMP Settings

| ~ Advanced TrustSec Settings

ISE_EM &R EHRADIUS DTLSRE
WLC Bt &

E M FHRADIUSHRSS 88 LA ISE IP#b3E FIRADIUS DTLSHIBRIAME O, EESGEA FCLI :

9800#configure terminal
9800(config)#radius server ISE
9800(config-radius-server)#address ipv4

9800(config-radius-server)#dtls port 2083

Radius DTLS# 71 A #£ E & 4Aradius/dtls , 9800 WLCR Z B tb Z A UANEM E B E 4R -



9800(config-radius-server)#key radius/dtls

ﬁﬁﬁ dtlstrustpoint client

WREREFEIR  ZEEREEEXMDTLSRERENWLCIREIES,
{Eﬁﬁ dtls trustpoint server
WREEITEISERZIEBHMEECANEER.

REZSWLCHISEIEBHE—CAM R , FFmMRSH[EETSLBMSTEE !

9800(config-radius-server)#dtls trustpoint client WLC.pfx
9800(config-radius-server)#dtls trustpoint server WLC.pfx

BEEWLCHUREISEIES LREFE—ITEEZABINSAN), HERELMEIERHSANFERFRY
—MNSANFE 2 EE,

9800 WLCHA ASANFEMITE T ENREXWIE, Flan , XEREBEEMFLH(HSANFERHE
&*.example.com)#J A5 45 dtls match-server-identity hostname * .example.com*1IE#8” | 1B @ Bt AFiE (A SANF R
‘a&www.example.com)H & SR IEH,

WLCHF 28 WM EMB MRS BFREL B

9800(config-radius-server)#dtls match-server-identity hostname ISE.example.com
9800(config-radius-server)#exit

B 22 37 AR S5 B8 40 LA fE FA T AYRADIUS DTLS#H 1T & IR 1F :

9800(config)#aaa group server radius Radsec
9800(config-sg-radius)#server name ISE
9800(config-sg-radius)#exit

MItEt#E | AT AE R RS ERA , B ERWLC LR HBIRS2R4E —# ., 1HSFECatalyst
9800k &k 2 HIZE R LA ES02AXSFHRRIE , SUFRFZFA T ELEF RS BRI,

oAl

KIFUEBESR


http://www.example.com
http://www.example.com
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html

ERIFEABIIFBMIEBESR , BELNXKR B LEESITHS

openss1 x509 -in

-text -noout

ERTEBENIEBER. TN THESEILEPHNMNRECARILESRESEMENEKUNMSANEERH



Certificate:
Data:
Version: 3 (8x2)
Serial Number: 2 (8x2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = MX, ST = CDMX, L = CDMX, O = Cisco lab, OU = Cisco Wireless, CN = Intermediate.example.com
Validity
Not Before: Jul 18 19:14:57 2024 GMT
Not After : Apr 14 19:14:57 2027 GMT
Subject: C = MX, ST = CDMX, L = CDMX, 0 = Ci lab, OU = Cisco Wireless, CN = WLC.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b1:10:7d:6c:6c:1U:2f:18:
56:2d:48:22:¥0:42:10:65:44:
b8:ab:c5:5f:f6:al:a3:5e:f6:
df:e8:a7:81:28:50:44:
10:7e:e2:46:42:ea:3c:
bb:3d:95:3b:e2:86:e6:
f8:6d:37:5c:89:28:cl:
5c:a2:37:Uf:71:da:6a:
ae:aa:13:42:3b:ff:a0:
6c:08:10:e0:b9:
68:bl:U6:c7:35:
d3:bf:c0:85:ab:
33:58:b0:62:12:
9c:ef:b9:9c:fc:2
97:11:67:cc:25:
af:fl:ec:al:c7:
53:ee:20:cc:d5:
62:bf
Exponent: 65537 (@x10001)
X589v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
87:89:CA:28:06:95:D5:CE:7C:66:BU:75:81:AA:DY:19:EC:43:01:BB
X509v3 Authority Key Identifier:
keyid:2B:08:D8:UC:23:72:5B:62:03:EA:Ud:F6:9E:D9:F7:75:2E:64:97:DE
DirName : /C=MX/ST=CDMX/L=CDMX/0=Cisco lab/OU=Cisco Wireless/CN=RootCA
serial:01
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:WLC.example.com, DNS:WLC2.example.com
Signature Algorithm: sha256WithRSAEncryption
Signature Value:

AT & 2 BE

MWLCH | I&A LAE A 5 Ml i Radius DTLSIHEE test asagroup

new-code

9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated



USER ATTRIBUTES

username 0 "testuser"

SEE  testin S LBV IF RIIEL fi ) R RWLCULEIAccess-Reject RADIUSTEE. | *EP%/R
TRADlUS DTLSIE:%I'ﬂEo BR , Xt AlgER R EEIDTLSPEE, teStuDTJ%/fE
MER , BSARERRT S , UAERSFERE,

HUEHEER

EERSORIEABNER , AJEERTNE S G RIE 2 /18 AiX L

9800#debug radius
9800#debug radius radsec
9800#terminal monitor



T RERABEENER TRI#HTS ORI T

9800#test aaa group Radsec testuser Ciscol23 new-code
User successfully authenticated

USER ATTRIBUTES

username
9800#

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

RADIUS:

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

18
18
18
18
18
18
18
18
18
18
18
18
18

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:

24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
24:
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313:
313:
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authenticator C3 4E 34 OA 91 EF 42 53 - 7E C8 BB 50 F3 98 B3 14
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327:

0 "testuser"

%PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
RADIUS/ENCODE (00000000) :Orig. component type = Invalid

RADIUS/ENCODE (00000000): dropping service type, "radius-server attribute 6 on-for-
RADIUS (00000000): Config NAS IP: 0.0.0.0

vrfid: [65535] dipv6 tableid : [0]

idb is NULL

RADIUS (00000000): Config NAS IPv6:

RADIUS (00000000) : sending

RADIUS/DECODE (00000000): There 1is no General DB. Want server details may not be sp
RADSEC: DTLS default secret

RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
RADSEC: DTLS default secret

RADIUS (00000000) : Send Access-Request to 172.16.18.123:2083 id 53808/10, len 54

RADIUS: User-Password [2] 18

RADIUS: User-Name [1] 10 '"testuser"

RADIUS: NAS-IP-Address [4] 6 172.16.5.11

RADIUS_RADSEC_ENQ _WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

RADIUS_RADSEC_SOCK_SET: O Success

RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
RADIUS_RADSEC_GET_SOURCE_ADDR: Success

RADIUS_RADSEC_GET_SOCK_ADDR: Success

RADIUS_RADSEC_SET_LOCAL_SOCK: Success

RADIUS_RADSEC_SOCK_SET: Success

RADIUS_RADSEC_BIND_SOCKET: Success

RADIUS_RADSEC_CONN_SET_LPORT: Success

RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

RADIUS_RADSEC_CLIENT_HS_START: Tocal port = 54509

RADIUS_RADSEC_SOCKET_CONNECT: Success

RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkey1(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
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authenticator 4E CE 96 63 41 4B 43 04 - C7 A2 B5 05 C2 78 A7 0D
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453:

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_HS_CONTINUE: TLS handshake success!(172.16.18.123/2083) <-------- TL
RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 3
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data
RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
RADIUS-RADSEC-HS-SUCCESS: Negotiated Cipher is ECDHE-RSA-AES256-GCM-SHA384
RADIUS_RADSEC_START_DATA_SEND: RADSEC HS Done, Start data send (172.16.18.123/2083
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/1d(10)
RADIUS_RADSEC_MSG_SEND: RADSEC Write SUCCESS(id=10)

RADIUS(00000000): Started 5 sec timeout

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_START_DATA_SEND: no more data available

RADIUS_RADSEC_IDLE_TIMER: Started (172.16.18.123/2083)

RADIUS-RADSEC-HS-SUCCESS: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE
RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 20, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Radius Tength is 113
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Going to read rest 93 bytes
RADIUS_RADSEC_MSG_RECV: RADSEC Bytes read= 93, Err= 0
RADIUS_RADSEC_SOCK_READ_EVENT_HANDLE: Tinktype = 7 - src port = 2083 - dest port =
RADIUS: Received from id 54509/10 172.16.18.123:2083, Access-Accept, len 113 <----

RADIUS: User-Name [1] 10 "testuser"
RADIUS: C(Class [25] 83

43 53 3A 61 63 31 30 31 32 37 62 64 38 74 [CACS:acl0127bd8t]
50 47 4E 63 6C 57 76 2F 39 67 44 66 51 67 [GXPGNclWv/9gDfQg]
76 6C 35 47 72 33 71 71 47 36 4C 66 35 59 [cJv15Gr3qqG6Lf5Y]
2F 7A 57 55 39 59 3A 69 73 65 2D 76 62 65 [RB/zWU9Y:ise-vbe]
6E 63 6F 2F 35 31 30 34 33 39 38 32 36 2F [tanco/510439826/]

453:
453:
453:

[ 9]
RADSEC: DTLS default secret
RADIUS/DECODE (00000000): There 1is no General DB. Reply server details may not be r
RADIUS (00000000) : Received from id 54509/10

WLCIREH R FCA
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9800#test aaa group Radsec testuser Ciscol23 new-code
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RADIUS:
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00:59:09.695: %PARSER-5-HIDDEN: Warning!!! ' test platform-aaa group server-group Radsec user-na
00:59:09.706: RADIUS/ENCODE(00000000):0rig. component type = Invalid

00:59:09.707: RADIUS/ENCODE(00000000): dropping service type, "radius-server attribute 6 on-for-
00:59:09.707: RADIUS(00000000): Config NAS IP: 0.0.0.0

00:59:09.707: vrfid: [65535] 1ipv6 tableid : [0]

00:59:09.707: idb is NULL

00:59:09.707: RADIUS(00000000): Config NAS IPv6:

00:59:09.707: RADIUS(00000000): sending

00:59:09.707: RADIUS/DECODE(00000000): There is no General DB. Want server details may not be sp
00:59:09.707: RADSEC: DTLS default secret

00:59:09.707: RADIUS/ENCODE: Best Local IP-Address 172.16.5.11 for Radius-Server 172.16.18.123
00:59:09.707: RADSEC: DTLS default secret

00:59:09.707: RADIUS(00000000): Send Access-Request to 172.16.18.123:2083 1id 52764/13, len 54

authenticator E8 09 1D BO 72 50 17 E6 - B4 27 F6 E3 18 25 16 64
00:59:09.707: RADIUS: User-Password [2] 18
00:59:09.707: RADIUS: User-Name [1] 10 "testuser"
00:59:09.707: RADIUS: NAS-IP-Address [4] 6 172.16.5.11
00:59:09.707: RADIUS_RADSEC_ENQ _WAIT_Q: Success Server(172.16.18.123)/1d(13)

00:59:09.707: RADIUS_RADSEC_CLIENT_PROCESS: Got DATA SEND MSG

00:59:09.707: RADIUS_RADSEC_SOCK_SET: O Success

00:59:09.707: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

00:59:09.707: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
00:59:09.707: RADIUS_RADSEC_HASH_KEY_ADD_CTX: add [radius_radsec ctx(0x7522CE91BACO)] succeedd f
00:59:09.707: RADIUS_RADSEC_GET_SOURCE_ADDR: Success

00:59:09.707: RADIUS_RADSEC_GET_SOCK_ADDR: Success

00:59:09.707: RADIUS_RADSEC_SET_LOCAL_SOCK: Success

00:59:09.707: RADIUS_RADSEC_SOCK_SET: Success

00:59:09.707: RADIUS_RADSEC_BIND_SOCKET: Success

00:59:09.707: RADIUS_RADSEC_CONN_SET_LPORT: Success

00:59:09.707: RADIUS_RADSEC_CONN_SET_SERVER_PORT: Success

00:59:09.707: RADIUS_RADSEC_CLIENT_HS_START: local port = 49556

00:59:09.707: RADIUS_RADSEC_SOCKET_CONNECT: Success

00:59:09.709: RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got radsec_data

00:59:09.709: RADIUS_RADSEC_UPDATE_SVR_REF_CNT: Got valid rctx, with server_handle B0000019
00:59:09.709: RADIUS_RADSEC_CLIENT_HS_START: TLS handshake in progress...(172.16.18.123/2083)
00:59:09.709: RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secsUser reject

uwu-9800#
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00:59:09.709: RADIUS_RADSEC_CONN_STATE_UPDATE: Success - State = 2

00:59:09.711: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

00:59:09.711: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
00:59:09.711: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

00:59:09.711: RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE

00:59:09.711: RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
00:59:09.711: RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
00:59:09.711: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

00:59:09.711: RADIUS_RADSEC_START_CONN_TIMER: Started (172.16.18.123/2083) for 5 secs
00:59:09.711: RADIUS_RADSEC_HS_CONTINUE: TLS handshake in progress...(172.16.18.123/2083)
00:59:09.711: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Success

00:59:09.713: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

00:59:09.720: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event

00:59:09.720: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
00:59:09.720: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

00:59:09.720: RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE

00:59:09.720: RADIUS_RADSEC_HASH_KEY_GET_CTX: radius radsec sock_ctx(0x7522CE91BAC0:0) get for
00:59:09.720: RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.
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RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!

RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/1d(13)
RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_FAILOVER_HANDLER: no more data available

RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)
RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
RADIUS_RADSEC_CONN_CLOSE: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake <---------- D
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx
RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)
RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)

RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x7522CE91BACO)] succee
RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx
RADIUS_RADSEC_CONN_CLOSE: Success

RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error

RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event

RADIUS/DECODE: No response from radius-server; parse response; FAIL

RADIUS/DECODE: Case error(no response/ bad packet/ op decode);parse response; FAIL
RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
%RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_CERTIFICATE_VALIDATION_FAILUR
%RADSEC_AUDIT_MESSAGE-3-FIPS_AUDIT_FCS_RADSEC_SERVER_IDENTITY_CHECK_FAILURE: Chass
%RADSEC_AUDIT_MESSAGE-6-FIPS_AUDIT_FCS_DTLSC_DTLS_SESSION_CLOSED: Chassis 1 R0/0:

EFEHAZ , FRAWLCLREEN S B SISEIEBHhESHEF - SANT 2 ILE :

9800(config)#radius server

9800(config)#dtls match-server-identity hostname

ﬁﬁEEEﬂ%tEﬁ%ACNE%%,%wawmmww

configuration uses the Issuer CA trustpoint.

ISEFR & BI R FICA
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BEHRERNER. SMBRE>Radius>3Eat BEHITRIE,

Cisco ISE
Steps
Overview P
91030
Event 5450 RADIUS DTLS handshake failed
91104 RADIUS DTLS:
Useciams 91031 RADIUS DTLS:
Endpoint Id 91105 RADIUS DTLS:
. 91105 RADIUS DTLS:
Endpoint Profile
91031 RADIUS DTLS:
Authorization Result 91032 RADIUS DTLS:
91033 RADIUS DTLS:
91034 RADIUS DTLS:
Authentication Details 91035 RADIUS DTLS:
Source Timestamp 2024-07-19 00:34:51.935 21035 RAUUSDIES:
91035 RADIUS DTLS:
Received Timestamp 2024-07-19 00:34:51.935 91036 RADIUS DTLS:
Policy Server ise-vhetanco 91050 RADIUS DTLS:

unknown CA in

Event 5450 RADIUS DTLS handshake failed
) 91050 RADIUS DTLS: TLS handshake failed because of an
Failure Reason : - :

unknown CA in the certificates chain

Ensure that the certificate authority that signed the client's

certificate is correctly installed in the Certificate Store page

(Administration > System > Cenrtificates > Certificate

Resolution Management > Trusted Certificates). Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information. If CRL is configured, check the System Diagnostics
for possible CRL downloading faults.

RADIUS DTLS: SSL handshake failed because of an unknown

Root calise

CA in the certificates chain

ISESSAT HEREH T RHMCASHEHDTLSEF KM

EFFZER,
certificates & A Trust for client authentication¥1Syslog & 1% 4E .

ERTRERE

RADIUS DTLS handshake started

no need to run Client Identity check
received client hello message
sent client hello verify request
sent client hello verify request
received client hello message
sent server hello message
sent server certificate

sent client certificate request
sent server done message
sent server done message
sent server done message
received client certificate

TLS handshake failed because of an
the certificates chain

ERRFENESFIRIES , RS TEAdministration>System>Certificates>Trusted

HIEPSATWLCH , HEIENEEREARERE. XEEWLCEHE RN A A AR AIES

HMEYR , HEIEBRIELAK,
Eﬁﬁiﬂf:ﬁ El’f) Bﬁiﬂfﬂg‘?ﬁ ':F' El’f) g/l\'fgﬁ?}f—i%B@'gﬁ‘%revocation-check noneo
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RADIUS_RADSEC_HASH_KEY_MATCH: hashkeyl(0) matches hashkey2(0) TRUE

RADIUS_RADSEC_HASH_KEY_GET_CTX:

radius radsec sock_ctx(0x780FB0715978:0) get for

RADIUS_RADSEC_PROCESS_SOCK_EVENT: Handle socket event for TLS handshake(172.16.18.

RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)
%PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint WLCl.pfx failed
Reason : Enrollment URL not configured. <------
RADIUS_RADSEC_HS_CONTINUE: TLS handshake failed!
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Success Server(172.16.18.123)/Id(2)
RADIUS_RADSEC_FAILOVER_HANDLER:Failng-over to new server = 0x0
RADIUS_RADSEC_UNQUEUE_WAIT_Q: Empty Server(172.16.18.123)/Id(-1)
RADIUS_RADSEC_FAILOVER_HANDLER: no more data available
RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

WLC tries to perform revocation c



Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx

Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(0) generated for sock(0)

Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(0) generated for sock(0)

Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx

Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success

Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Failed to complete TLS handshake

Jul 17 21:50:39.070: RADIUS_RADSEC_STOP_TIMER: Stopped (172.16.18.123/2083)

Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Cleaned up timers for Radius RADSEC ctx

Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHKEY: hash key(-1) generated for sock(-1)

Jul 17 21:50:39.070: RADIUS_RADSEC_GENERATE_HASHBUCKET: hash bucket(-1) generated for sock(-1)

Jul 17 21:50:39.070: RADIUS_RADSEC_HASH_KEY_DEL_CTX: remove [radius_radsec ctx(0x780FB0715978)] succee
Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Hash table entry removed for RADSEC sock ctx

Jul 17 21:50:39.070: RADIUS_RADSEC_CONN_CLOSE: Success

Jul 17 21:50:39.070: RADIUS_RADSEC_SOCK_TLS_EVENT_HANDLE: Error

Jul 17 21:50:39.070: RADIUS_RADSEC_PROCESS_SOCK_EVENT: failed to hanlde radsec hs event

Jul 17 21:50:39.070: RADIUS_RADSEC_CLIENT_PROCESS: Got Socket Event
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No. Time Source Destination Praotocol Length Info
1 2824-18-18 12:84:2. 172.16.85.122 172.16.18.123 DTLSv1.2 237 Client Hello
2 2024-19-18 12:04:2._ 172.16.18.123 172.16.85.122 DTLSv1. 2 186 Hello Verify Request
3 2924-18-18 12:@4:2. 172.16.B85.122 172.16.18.123 DTLSV1.2 269 Client Hello
6 2024-10-18 12:04:2. 172.16.18.123 172.16.85.122 DTLSvi.2 926 Server Hello, Certificate (Fragment), Certificate (Fragment), Certificage {Fragment
§ 2024-10-18 12:04:2. 172.16.18.123 172.16.85.122 DTLSvl. 2 688 Certificate (Fragment), Certificate (Fragment), Certificate (Fragment), [Certificate
0 2024-18-18 12:94:2_ 172.16.85.122 172.16.18.123 DTLSv1.2 27@ Certificate (Fragment)
18 2024-18-18 12:04:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
11 2824-18-18 12:94:2. 172.16.85.122 172.16.18.123 DTLSv1.2 270 Certificate (Fragment)
12 2024-19-18 12:94:2._ 172.16.85.122 172.16.18.123 DTLSv1.2 7@ Certificate (Fragment)
13 2024-19-18 12:84:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment) DTLS Turinel negatiation
14 2024-18-18 12:@4:2_ 172.16.85.122 172.16.18.123 DTLSV1.2 270 Certificate (Fragment)
15 2024-18-18 11:84:3. 172.16.85.132 172.16.18.123 DFLSvi. 2 278 Certificate (Fragment)
16 2824-18-18 1Z:84:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
17 2824-18-18 12:94:2_ 172.16.85.132 172.16.18.123 DTLSv1.2 7@ Certificate (Fragment)
18 2024-19-18 12:94:2. 172.16.85.122 172.16.18.123 DTLSvL. 2 278 Certificate (Fragment)
19 2024-18-18 12:84:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
20 2024-10-18 12:084:2. 172.16.85.122 172.16.18.123 DTLSvl.2 70 Certificate (Fragment)
21 2824-18-18 12:@4:2. 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
22 2024-19-18 12:84:2_ 172.16.85.122 172.16.18.123 DTLSv1.2 270 Certificate (Fragmént)
13 2024-18-18 1I:94:2. 172.16.85,122 172.16,18.123 DTLvl. 2 278 Certificate (Fragment)
24 2824-18-18 12:84:2._ 172.16.85.122 172.16.18.123 DTLSv1.2 278 Certificate (Fragment)
25 2024-10-18 12:04:2. 172.16.85.122 172.16.18.123 DTLSv1.2 178 Certificate (Reassembled), Client Key Exchange (Fragment)
26 28924-18-18 12:@4:2. 172.16.85.122 172.16.18.123 DTLSV1.2 278 Client Key Exchange (Reassembled), Certificate Verify (Fragment)
27 2034-18-18 12:04:2. 172.16.85.122 172.16.18.123 DTLSv1.2 378 Certificate Verify (Fragment)
16 3024-10-18 11:084:2. 172.16.85.132 172.16.18.123 DTLSvl. 2 278 Certificate Verify (Reassembled), Change Cipher Spec, Encrypted HandshaWe Message
20 2824-18-18 12:@4:2_ 172.16.18.123 172.16.85.122 DTLSv1.2 121 Change Ciphar Spec, Encrypted Handshake Message
30 2024-19-18 12:94:2._ 172.16.85.122 172.16.18.123 DTLSv1.2 133 Application Data
31 2024-18-18 12:04:2. 172.16.18.123 172.16.85.122 DTLSv1.2 103 Application Data DTLS encrypted RADIUS Messages
48 2024-18-18 12:94:3._ 172.16.85.122 172.16.18.123 DTLSv1.2 133 Application Data
49 1024-19-18 12:04:3. 172.16.18.123 172.16.85.122 DTL5v1. 2 183 Application Data
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_troubleshooting.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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