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[cmxadmin@cmx-andressil]$ cmxctl config certs createcsr
Keytype is RSA, so generating RSA key with I ength 4096
Generating RSA private key, 4096 bit |ong nodul us

e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave sone bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Nanme (2 letter code) [AU]: MX

State or Province Nane (full nane) [Sone-State]: Tl axcal a

Locality Name (eg, city) []:Tlaxcala

Organi zation Nane (eg, conpany) [Internet Wdgits Pty Ltd]: G sco

Organi zational Unit Nanme (eg, section) []:TAC

Common Nane (e.g. server FQDN or YOUR nane) []:cnx-andressi

Emai | Address []:cnx@i sco.com

Pl ease enter the following 'extra' attributes

to be sent with your certificate request

A chal | enge password []: Ciscol23

An optional conpany nane []:Ci sco

The CSR is stored in : /opt/cmx/srv/certs/cmxservercsr.pem

The Private key is stored in: /opt/cmx/srv/certs/cmxserverkey.pem

FLEA FICSRTEAE 1E/opt/cmx/srvicerts/

X MEFEHACMX 10.6.1,SANFER L B3R IMEICSR, MRE= HCAEH:FSAN—T—EQFI'E?:
EFICSR#HITER |, IBMCMX EMopenssl.confXX 4 HIBRSANZERF R, BXFMESE_ S
5 Bug CSCvp39346o

HER2 IRV E = FIEB MR HEFHNCSR,

EMNCMXREUEBHFERERE=T , Hiz{Tcat T ITIFCSR, AT LU i th & %) H K6 Nk 2
R, RREE= SNEREUT RE.

[cmxadmin@cmx-andressil$ cat /opt/cmx/srv/certs/cmxservercsr.pem

FXERUPFEB A (CA)ESFACMX


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp39346/?reffering_site=dumpcr

X EECMXESAMBREIES , BT CSCvr27467HERIE , HEEECMX 10.6.17110.6.2E
RERRA o

SR FHESRIEPNLARBE .pemX P, EFFHEWEMT

----- BEG N RSA PRI VATE KEY----- < Private Key
M | EpAl BAAKCAQEA2gXgEo7ouyBf WWCkt ¢ YO8BABWFW3d0y Gbr vZRHv S2b3FwFRWS

----- END RSA PRI VATE KEY-----
----- BEG N CERTI FI CATE----- < Signed certificate
M | FEzCCAvugAW BAgl BFz ANBgk ghki GOwOBAQs FADCBI DEL MAk GA1 UEBhMCVVIVK

HER2 [P EMBCAILE B MA R crtXX b, EFIFKUWEMT

----- END CERTI FI CATE--- - -
----- BEG N CERTI FI CATE----- < Intermediate CA certificates

----- END CERTI FI CATE--- - -
----- BEG N CERTI FI CATE----- < The root CA certificate
M | Ggj CCBIKgAwW BAgl JAP} 9p1QWHTgoMAOGCSqGSI b3DQEBCWUAM GUMBWCQYD

----- END CERTI FI CATE- - - - -

HIR3F LR S TRAM L TR2F W F N XHFEHEICMX,

FWAIBRAF FHIHRICMXHCLl , ABIZETU T SERISFNES :

[cmxadmin@cmx-andressil]$ cmxctl config certs clear
FPR5.1217cmxctl config certs importcacertis © A S ACAIE B, MAZR , HNAEREMZERT
BEEZEB,

[cmxadmin@cmx-andressi]# cmxctl config certs importcacert ca.crt
Importing CA certificate.....

Enter Export Password:
Verifying - Enter Export Password:
Enter Import Password:

No CRL URI found. Skipping CRL download.
Import CA Certificate successful

SER6.ES ARFS|[IERFFE ( SHEEANXHF ) |, HiETTemxetl config certs
importservercertin 5. EFEFE , ANMEEBRRES ZRE.

[cmxadmin@cmx-andressi]# cmxctl config certs importservercert key-cert.pem

Importing Server certificate.....

Successfully transferred the file

Enter Export Password: password

Verifying - Enter Export Password: password

Enter Inport Password: password

Private key present in the file: /hone/cnxadm n/key-cert.pem
Enter Inport Password: password

No CRL URI found. Skipping CRL downl oad.


https://tools.cisco.com/bugsearch/bug/CSCvr27467

Val i dation of server certificate is successful

I mport Server Certificate successful

Restart CMX services for the changes to take effect.
Server certificate inported successfully.

To apply these certificate changes, CMX Services will be restarted now.
Please press Enter to continue.

FIRT7 REnterEF1 /3 31 Cisco CMXARSS -
ERmTAMPREITESR

EBSAD B REE E RSN RS R L.

- MRBRS|/EAX , MREEAHA | AEBRERFIER,

- BERE EMEMIIAILES |, BECLIFE A “cmxctl config certs clear’dp &
- BRI ZEEFIEPMEHEES EWNERNRER R ENAE,
ERRIERE , NEFBHCMXRS , REEXIHA,

Rrir

EWNEREEREE , BHTFCMXHWeb AEHEEFEAFHILES,

TR BERR

MBCMXH T SANKIEMEES ARSR[/IUES , MK REFUTAR

Importing Server certificate.....

CRL successfully downloaded from http://

This is new CRL. Adding to the CRL collection.

ERROR:Check for subjectAltName (SAN) failed for Server Certificate
ERROR: Validation is unsuccessful (err code = 3)

ERROR: Import Server Certificate unsuccessful

MREFRFESANFER , BAIAECMX EEASANKIE, At , HZHBug CSCvp39346 L B


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp39346/?reffering_site=dumpcr

	为第三方证书生成CSR并在CMX 10.6上安装配置示例
	目录
	简介
	先决条件
	要求
	使用的组件

	配置
	配置
	生成 CSR
	将签名证书和证书颁发机构(CA)证书导入CMX

	在高可用性中安装证书

	验证
	故障排除


