
在带有C9124接入点的嵌入式无线控制器上配置
带有以太网桥接的点对点网状链路
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简介

本文档介绍如何在带有C9124接入点的嵌入式无线控制器(eWC)上配置带有以太网桥接的P2P网状
链路。

先决条件

要求

Cisco 建议您了解以下主题：

思科无线局域网控制器(WLC) 9800。•
Cisco Catalyst接入点(AP)。 •
Catalyst接入点上的嵌入式无线控制器。•
网状技术。•



使用的组件

本文档中的信息基于以下软件和硬件版本：

EWC IOS® XE 17.12.2。•
2个AP C9124。•
2个馈电器AIR-PWRINJ-60RGD1。•
2台交换机；•
2台笔记本电脑；•
1个AP C9115。•

本文档中的信息都是基于特定实验室环境中的设备编写的。本文档中使用的所有设备最初均采用原
始（默认）配置。如果您的网络处于活动状态，请确保您了解所有命令的潜在影响。

背景信息

以太网桥接

网状网络解决方案是思科统一无线网络解决方案的一部分，可让两个或多个思科网状无线接入点
（以下称为网状无线接入点）通过一个或多个无线跳点相互通信，以加入多个LAN或扩展WiFi覆盖
。

Cisco MAP通过网状网络解决方案中部署的任何思科无线LAN控制器进行配置、监控和操作。

支持的网状网络解决方案部署为以下三种常见类型之一：

点对点部署•

点对多点部署•

网状部署•

本文档重点介绍如何在同一交换机上配置点对点网状网部署和以太网桥接。

在点对点网状网部署中，网状无线接入点为无线客户端提供无线接入和回传，并可同时支持一个
LAN和终端到远程以太网设备或其他以太网LAN的桥接。



无线以太网桥接

有关每种部署类型的详细信息，请参阅Cisco Catalyst 9800系列无线控制器的网状网部署指南。

Cisco Catalyst 9124系列室外网状AP是一种无线设备，专用于无线客户端访问和点对点桥接、点对
多点桥接和点对多点网状无线连接。

室外接入点是一种可以安装在墙壁或突出物、屋顶桅杆或者路灯桅杆上的独立单元。

您可以在以下网状网角色之一中运行C9124：

屋顶接入点 (RAP)•

网状无线接入点(MAP)•

RAP通过有线方式连接到思科无线局域网控制器。它们使用回传无线接口与附近的MAP通信。
RAP是任何桥接或网状网络的父节点，并将网桥或网状网络连接到有线网络，因此任何桥接或网状
网段只能有一个RAP。

MAP没有到思科无线局域网控制器的有线连接。它们可以是完全无线的并且支持与其他MAP或
RAP通信的客户端，或者可用于连接外围设备或有线网络。 

Catalyst接入点上的嵌入式无线控制器

Catalyst接入点上的思科嵌入式无线控制器(EWC)是集成到Cisco Catalyst 9100接入点的基于软件的
控制器。 

在Cisco EWC网络中，运行无线控制器功能的接入点(AP)被指定为活动AP。

由此活动AP管理的其它接入点称为从属AP。

活动EWC有两个角色：

● 充当无线LAN控制器(WLC)并对其进行管理和控制。从属AP作为轻型接入点运行，为客户端提供
服务。

● 它充当接入点以便为客户端提供服务。

有关AP上EWC的产品概述，请访问Catalyst接入点上的思科嵌入式无线控制器数据表。

要了解如何在网络上部署EWC，请访问Catalyst接入点上的思科嵌入式无线控制器(EWC)白皮书。

本文档重点介绍C9124作为EWC，并假设EWC模式下已有AP 9124。

配置

网络图

此网络中的所有设备都位于192.168.100.0/24子网内，但位于VLAN 101且子网为
192.168.101.0/25的笔记本电脑除外。

https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-1/deployment-guide/c9800-mesh-rel-17-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-1/deployment-guide/c9800-mesh-rel-17-1.pdf
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html


EWC AP (WLC)的管理接口未标记，并且交换机端口上的本地VLAN设置为VLAN 100。

AP9124_RAP具有eWC和根接入点(RAP)角色，而AP9124_MAP则具有MAP角色。

在本实验中，AP C9115也放置在MAP的后面，以展示我们可以让AP通过网状链路加入WLC。

此表包含网络中所有设备的IP地址：

注意：标记管理接口可能会导致AP加入内部WLC进程出现问题。如果您决定标记管理接口
，请确保相应地配置有线基础设施部分。

设备 IP Address
默认网关 VLAN 100上的静态地址：192.168.100.1
笔记本电脑1 VLAN 101上的DHCP
笔记本电脑2  VLAN 101上的DHCP

Switch1（DHCP服务器） VLAN 100 SVI：静态VLAN 
100:192.168.100.1（DHCP服务器）

Switch1（DHCP服务器） VLAN 101 SVI：VLAN 101上的静态
：192.168.101.1（DHCP服务器）

交换机2 VLAN 100 SVI：VLAN 100上的DHCP

交换机2 VLAN 101 SVI：VLAN 101上的DHCP

9124EWC VLAN 100上的静态：192.168.100.40
AP9124_RAP VLAN 100上的DHCP 
AP9124_MAP VLAN 100上的DHCP

AP9115 VLAN 100上的DHCP

网络图



注意：C9124 AP使用AIR-PWRINJ-60RGD1以及Cisco Catalyst 9124AX系列室外接入点硬
件安装指南中的准则供电。

配置

本文档假设已经存在运行EWC的AP 9124，根据Catalyst接入点(EWC)上的思科嵌入式无线控制器
完成了初始部署。

有关转换过程的其他提示和诀窍，请查看将Catalyst 9100接入点转换为嵌入式无线控制器文档。

交换机配置

以下是交换机的相关配置。

连接AP的交换机端口处于中继模式，本地VLAN设置为100并允许VLAN 101。

在暂存AP期间，您需要将MAP配置为MAP，因此您需要使AP通过以太网加入eWC。此处我们使用

https://www.cisco.com/c/en/us/td/docs/wireless/access_point/9124ax/install-guide/b-hig-9124ax/installation-overview.html#powering_the_ap
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/9124ax/install-guide/b-hig-9124ax/installation-overview.html#powering_the_ap
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/9124ax/install-guide/b-hig-9124ax/installation-overview.html#powering_the_ap
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/support/docs/wireless/embedded-wireless-controller-on-catalyst-access-points/215303-embedded-wireless-controller-conversion.html
https://www.cisco.com/c/en/us/support/docs/wireless/embedded-wireless-controller-on-catalyst-access-points/215303-embedded-wireless-controller-conversion.html
https://www.cisco.com/c/en/us/support/docs/wireless/embedded-wireless-controller-on-catalyst-access-points/215303-embedded-wireless-controller-conversion.html


Switch1端口G1/0/2暂存MAP。试运行后，MAP将移动到Switch2。

连接笔记本电脑的交换机端口配置为VLAN 101的接入端口。

交换机1：

 

ip dhcp excluded-address 192.168.101.1 192.168.101.10 
ip dhcp excluded-address 192.168.100.1 192.168.100.10 
! 
ip dhcp pool AP_VLAN100 
network 192.168.100.0 255.255.255.0 
default-router 192.168.100.1  
dns-server 192.168.1.254 
! 
ip dhcp pool VLAN101 
network 192.168.101.0 255.255.255.0 
default-router 192.168.101.1  
dns-server 192.168.1.254  
! 
interface GigabitEthernet1/0/1 
 description AP9124_RAP (EWC) 
 switchport trunk native vlan 100 
 switchport trunk allowed vlan 100,101 
 switchport mode trunk 
 end 
interface GigabitEthernet1/0/2 
 description AP9124_MAP_Staging 
 switchport trunk native vlan 100 
 switchport trunk allowed vlan 100,101 
 switchport mode trunk 
 end 
interface GigabitEthernet1/0/8 
 description laptop1 
 switchport access vlan 101 
 switchport mode access 
 spanning-tree portfast edge 
 end

 

交换机2：

 

interface GigabitEthernet0/1 
 description AP9124_MAP 
 switchport trunk native vlan 100 
 switchport trunk allowed vlan 100,101 
 switchport mode trunk 
 end 
interface GigabitEthernet0/8 
 description laptop2 
 switchport access vlan 101 
 switchport mode access 
 spanning-tree portfast edge 
 end 
interface GigabitEthernet0/1 
 description AP9115 



 switchport trunk native vlan 100 
 switchport trunk allowed vlan 100,101 
 switchport mode trunk 
 end

 

EWC和RAP配置

配置EWC AP的Day0后，嵌入式AP需要加入自身。

1. 将根AP和网状AP的以太网MAC地址添加到设备身份验证。转至Configuration > Security > AAA 
> AAA Advanced > Device Authentication，单击+Add：

设备身份验证中的MAC地址

CLI命令

 

9124EWC(config)#username 3c5731c5ac2c mac description MeshAP-RootAP 
9124EWC(config)#username 3c5731c5a9f8 mac description MeshAP-MAP

 

   

从AP CLI运行“show controllers wired 0”命令可确认以太网MAC地址。根AP示例：

 

AP3C57.31C5.AC2C#show controllers wired 0 
wired0 Link encap:Ethernet HWaddr 3C:57:31:C5:AC:2C

 

使用命令wireless ewc-ap ap shell username x可以完成基础AP shell的访问，如下所示：

 

9124EWC#wireless ewc-ap ap shell username admin 
[...] 
admin@192.168.255.253's password:  
AP3C57.31C5.AC2C>en 
Password:  
AP3C57.31C5.AC2C# 



AP3C57.31C5.AC2C#logout 
Connection to 192.168.255.253 closed. 
9124EWC#

 

注意：此命令相当于之前在 Mobility Express 控制器中可用的 apciscoshell。

如果在AP配置文件中未指定AP管理用户名和口令，请使用默认用户名Cisco和口令Cisco。

2. 添加身份验证和授权方法：



身份验证方法列表

授权方法列表

CLI命令

 

9124EWC(config)#aaa authentication dot1x MESH_Authentication local 
9124EWC(config)#aaa authorization credential-download MESH_Authorization local 

 

3. 转至配置 > 无线 > 网状。由于本文档中的设置需要以太网桥接，请启用以太网桥接允许BPDU：



以太网桥接允许BPDU

CLI命令

 

9124EWC(config)#wireless mesh ethernet-bridging allow-bdpu

 



注意：默认情况下，网状AP不通过网状链路转发BPDU。

如果两个站点之间没有任何冗余链路，则不需要此链路。

如果有冗余链路，则需要允许BPDU。如果不这样做，就有可能在网络中形成STP环路。

4. 配置default-mesh-profile，在其中选择先前配置的AAA身份验证和授权方法。单击并编辑default-
mesh-profile。

转到高级选项卡并选择身份验证和授权方法。启用选项Ethernet Briding。



编辑default-map-profile

CLI命令

 

9124EWC(config)#wireless profile mesh default-mesh-profile 
9124EWC(config-wireless-mesh-profile)#description "default mesh profile" 
9124EWC(config-wireless-mesh-profile)#ethernet-bridging 
9124EWC(config-wireless-mesh-profile)#ethernet-vlan-transparent 
9124EWC(config-wireless-mesh-profile)#method authentication MESH_Authentication 
9124EWC(config-wireless-mesh-profile)#method authorization MESH_Authorization

 

选项VLAN Transparent的特殊标注：

此功能确定网状无线接入点如何处理以太网桥接流量的VLAN标记：

如果启用了VLAN Transparent，则不会处理VLAN标记，并且数据包会桥接为无标记数据包。
启用VLAN透明模式时，不需要配置以太网端口。以太网端口传递有标记帧和无标记帧
，而不解释这些帧。

○

•

如果VLAN透明模式已禁用，则根据端口上的VLAN配置（中继、接入或正常模式）处理所有
数据包。

如果以太网端口设置为中继模式，则必须配置以太网VLAN标记。○

•



提示：要使用AP VLAN标记，必须取消选中VLAN Transparent复选框。

如果不使用VLAN标记，则表示RAP和MAP位于在Trunk端口上配置的本地VLAN上。在这
种情况下，如果希望MAP后的其他设备位于本地VLAN（此处为VLAN 100）上，则需要启
用VLAN透明。

5. 内部AP加入EWC，您可以使用“show ap summary”命令验证AP加入状态：

show ap summary



您还可以看到通过GUI加入的AP，其中AP显示为Flex+Bridge模式。为方便起见，您可以立即更改
AP的名称。在此设置中，使用的名称是AP9124_RAP：

AP一般详细信息

您可以编辑地理位置，然后在Mesh选项卡中，确保其Role配置为Root AP，并且Ethernet Port 
Configuration设置为trunk并配置相应的VLAN ID：

网状角色根



以太网端口配置

配置MAP

现在是加入9124 MAP的时候了。

1. 将MAP AP连接到Switch1进行试运行。AP加入EWC并在AP列表中显示。将其名称更改为类似于
AP9124_MAP的名称，并在Mesh选项卡中将其配置为Mesh Role。点击Update & Apply to 
Device：



映射配置

2. 从Switch1断开AP连接并根据网络图连接到Switch2。MAP通过无线接口通过RAP加入EWC。



注意：由于AP通过馈电器供电，AP不会关闭，并且由于设置是在受控环境中，因此交换机
2在物理上非常接近，我们只需将电缆从一台交换机移到另一台交换机即可。

您可以将控制台电缆连接到AP，并通过控制台查看结果。下面是看到的一些重要消息。



注意：从版本17.12.1开始，802.11AX AP的默认控制台波特率从9600 bps更改为115200 
bps。

MAP失去与EWC的连接：

 

AP9124_MAP# 
[*01/11/2024 14:08:23.0214] chatter: Device wired0 notify state change link DOWN 
[*01/11/2024 14:08:28.1474] Re-Tx Count=1, Max Re-Tx Value=5, SendSeqNum=83, NumofPendingMsgs=3 
[*01/11/2024 14:08:28.1474]  
[*01/11/2024 14:08:31.1485] Re-Tx Count=2, Max Re-Tx Value=5, SendSeqNum=83, NumofPendingMsgs=3 
[*01/11/2024 14:08:31.1486]  
[*01/11/2024 14:08:33.4214] chatter: Device wired0 notify state change link UP 
[*01/11/2024 14:08:34.1495] Re-Tx Count=3, Max Re-Tx Value=5, SendSeqNum=83, NumofPendingMsgs=3 
[*01/11/2024 14:08:34.1495]  
[*01/11/2024 14:08:37.1505] Re-Tx Count=4, Max Re-Tx Value=5, SendSeqNum=84, NumofPendingMsgs=4 
[*01/11/2024 14:08:37.1505]  
[*01/11/2024 14:08:40.1515] Re-Tx Count=5, Max Re-Tx Value=5, SendSeqNum=84, NumofPendingMsgs=4 
[*01/11/2024 14:08:40.1515]  



[*01/11/2024 14:08:43.1524] Max retransmission count exceeded, going back to DISCOVER mode. 
[...] 
[*01/11/2024 14:08:48.1537] CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]: Blocklisting Adjacency due to GW UNREACHABLE 
[*01/11/2024 14:08:48.1538] CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]: Remove as Parent 
[*01/11/2024 14:08:48.1539] CRIT-MeshLink: Link Down Block Root port Mac: 3C:57:31:C5:A9:F8 BH Id: 0 Port:0 Device:DEVNO_WIRED0 
[*01/11/2024 14:08:48.1542] CRIT-MeshWiredBackhaul[0]: Remove as uplink 

 

MAP通过无线进入发现模式，并通过无线回传在信道36上找到RAP，找到EWC并加入该信道：

 

[*01/11/2024 14:08:51.3893] CRIT-MeshRadioBackhaul[1]: Set as uplink 
[*01/11/2024 14:08:51.3894] CRIT-MeshAwppAdj[1][4C:A6:4D:23:AE:F1]: Set as Parent - (New) channel(36) width(20) 
[*01/11/2024 14:08:51.3915] wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (mon0) is down 
[*01/11/2024 14:08:51.3926] wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (apbhr0) is down 
[*01/11/2024 14:08:51.4045] wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (apbhr0) is up 
[*01/11/2024 14:08:51.4053] wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (mon0) is up 
[*01/11/2024 14:08:53.3898] CRIT-MeshLink: Set Root port Mac: 4C:A6:4D:23:AE:F1 BH Id: 3 Port:70 Device:DEVNO_BH_R1 
[*01/11/2024 14:08:53.3904] Mesh Reconfiguring DHCP. 
[*01/11/2024 14:08:53.8680] DOT11_UPLINK_EV: wgb_uplink_set_port_authorized: client not found 
[*01/11/2024 14:08:53.9232] CRIT-MeshSecurity: Mesh Security successful authenticating parent 4C:A6:4D:23:AE:F1, informing Mesh Link 
[...] 
[*01/11/2024 14:09:48.4388] Discovery Response from 192.168.100.40 
[*01/11/2024 14:09:59.0000] Started wait dtls timer (60 sec) 
[*01/11/2024 14:09:59.0106]  
[*01/11/2024 14:09:59.0106] CAPWAP State: DTLS Setup 
[*01/11/2024 14:09:59.0987] dtls_verify_server_cert: Controller certificate verification successful 
[*01/11/2024 14:09:59.8466]  
[*01/11/2024 14:09:59.8466] CAPWAP State: Join 
[*01/11/2024 14:09:59.8769] Sending Join request to 192.168.100.40 through port 5264, packet size 1376 
[*01/11/2024 14:10:04.7842] Sending Join request to 192.168.100.40 through port 5264, packet size 1376 
[*01/11/2024 14:10:04.7953] Join Response from 192.168.100.40, packet size 1397 
[...] 
[*01/11/2024 14:10:06.6919] CAPWAP State: Run 
[*01/11/2024 14:10:06.8506] AP has joined controller 9124EWC 
[*01/11/2024 14:10:06.8848] Flexconnect Switching to Connected Mode! 
[...]

 

MAP现在通过RAP加入EWC。

现在，AP C9115可以获取VLAN 100上的IP地址，然后加入EWC：



警告：请记住，VLAN 100是交换机端口中继本地VLAN。为了使来自VLAN 100中的AP的
流量到达VLAN 100中的WLC，网状链路必须启用VLAN Transparent。此操作在网状配置
文件以太网桥接部分完成。

 

[*01/19/2024 11:40:55.0710] ethernet_port wired0, ip 192.168.100.14, netmask 255.255.255.0, gw 192.168.100.1, mtu 1500, bcast 192.168.100.255, dns1 192.168.1.254, vid 0, static_ip_failover false, dhcp_vlan_failover false 
[*01/19/2024 11:40:58.2070]  
[*01/19/2024 11:40:58.2070] CAPWAP State: Init 
[*01/19/2024 11:40:58.2150]  
[*01/19/2024 11:40:58.2150] CAPWAP State: Discovery 
[*01/19/2024 11:40:58.2400] Discovery Request sent to 192.168.100.40, discovery type STATIC_CONFIG(1) 
[*01/19/2024 11:40:58.2530] Discovery Request sent to 255.255.255.255, discovery type UNKNOWN(0) 
[*01/19/2024 11:40:58.2600]  
[*01/19/2024 11:40:58.2600] CAPWAP State: Discovery 
[*01/19/2024 11:40:58.2670] Discovery Response from 192.168.100.40 
[*01/19/2024 11:40:58.2670] Found Configured MWAR '9124EWC' (respIdx 1). 
[*01/19/2024 15:13:56.0000] Started wait dtls timer (60 sec) 
[*01/19/2024 15:13:56.0070]  
[*01/19/2024 15:13:56.0070] CAPWAP State: DTLS Setup 
[...] 



[*01/19/2024 15:13:56.1660] dtls_verify_server_cert: Controller certificate verification successful 
[*01/19/2024 15:13:56.9000] sudi99_request_check_and_load: Use HARSA SUDI certificate 
[*01/19/2024 15:13:57.2980]  
[*01/19/2024 15:13:57.2980] CAPWAP State: Join 
[*01/19/2024 15:13:57.3170] shared_setenv PART_BOOTCNT 0 &> /dev/null 
[*01/19/2024 15:13:57.8620] Sending Join request to 192.168.100.40 through port 5274, packet size 1376 
[*01/19/2024 15:14:02.8070] Sending Join request to 192.168.100.40 through port 5274, packet size 1376 
[*01/19/2024 15:14:02.8200] Join Response from 192.168.100.40, packet size 1397 
[*01/19/2024 15:14:02.8200] AC accepted previous sent request with result code: 0 
[*01/19/2024 15:14:03.3700] Received wlcType 2, timer 30 
[*01/19/2024 15:14:03.4440]  
[*01/19/2024 15:14:03.4440] CAPWAP State: Image Data 
[*01/19/2024 15:14:03.4440] AP image version 17.12.2.35 backup 17.9.4.27, Controller 17.12.2.35 
[*01/19/2024 15:14:03.4440] Version is the same, do not need update. 
[*01/19/2024 15:14:03.4880] status 'upgrade.sh: Script called with args:[NO_UPGRADE]' 
[*01/19/2024 15:14:03.5330] do NO_UPGRADE, part2 is active part 
[*01/19/2024 15:14:03.5520]  
[*01/19/2024 15:14:03.5520] CAPWAP State: Configure 
[*01/19/2024 15:14:03.5600] Telnet is not supported by AP, should not encode this payload 
[*01/19/2024 15:14:03.6880] Radio [1] Administrative state DISABLED change to ENABLED  
[*01/19/2024 15:14:03.6890] Radio [0] Administrative state DISABLED change to ENABLED  
[*01/19/2024 15:14:03.8670]  
[*01/19/2024 15:14:03.8670] CAPWAP State: Run 
[*01/19/2024 15:14:03.9290] AP has joined controller 9124EWC 
[*01/19/2024 15:14:03.9310] Flexconnect Switching to Connected Mode!

 

由于这是EWC AP，因此它只包含与其自己的型号对应的AP映像（此处的C9124运行ap1g6a）。当
您加入不同的AP型号时，就会出现非同构网络。

在这些情况下，如果AP的版本不同，则它需要下载相同的版本，因此，请确保您具有有效的
TFTP/SFTP服务器和位置，以及已在EWC > Administration > Software Management中配置的
AP映像：



TFTP服务器及AP镜像文件夹

AP映像

AP显示在AP列表中，您可以分配PolicyTag：



包含9115详细信息的AP列表

AP操作视图

验证

您能通过GUI看到网状树，如果使用命令“show wireless mesh ap tree”，该网状树也会提供CLI的输
出。在GUI中，转到Monitoring > Wireless > Mesh：



网状AP树

在RAP和MAP上，您可以使用命令“show mesh backhaul”验证网状回程：

RAP show mesh backhaul



MAP show mesh backhaul

您可以在AP端验证网状VLAN中继配置：

 

AP9124_RAP#show mesh ethernet vlan config static  
Static (Stored) ethernet VLAN Configuration 
 

Ethernet Interface: 0 
Interface Mode: TRUNK 
Native Vlan: 100 
Allowed Vlan: 101, 
 

Ethernet Interface: 1 
Interface Mode: ACCESS 
Native Vlan: 0 
Allowed Vlan: 
 



Ethernet Interface: 2 
Interface Mode: ACCESS 
Native Vlan: 0 
Allowed Vlan:

 

连接到Switch2的Laptop2收到了来自VLAN 101的IP地址：

放置在Switch1上的Laptop1收到来自VLAN 101的IP地址：

 

Ethernet adapter Ethernet 6_White: 
 

Connection-specific DNS Suffix . : 
Link-local IPv6 Address . . . . . : fe80::d1d6:f607:ff02:4217%18 
IPv4 Address. . . . . . . . . . . : 192.168.101.13 
Subnet Mask . . . . . . . . . . . : 255.255.255.0 
Default Gateway . . . . . . . . . : 192.168.101.1 

 
 

C:\Users\tantunes>ping 192.168.101.12 -i 192.168.101.13 
 

Pinging 192.168.101.12 with 32 bytes of data: 
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128 
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128 
Reply from 192.168.101.12: bytes=32 time=7ms TTL=128 
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128 
 

Ping statistics for 192.168.101.12: 
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 
Approximate round trip times in milli-seconds: 
Minimum = 5ms, Maximum = 7ms, Average = 5ms

 



注意：请注意，要在Windows设备之间测试ICMP，您需要在系统防火墙上允许ICMP。默
认情况下，Windows设备会在系统防火墙中阻止ICMP。

用于验证以太网桥接的另一个简单测试是两台交换机上都有用于VLAN 101的SVI，并且将Switch2 
SVI设置为DHCP。用于VLAN 101的Switch2 SVI从VLAN 101获取IP地址，您可以对Switch 1 VLAN 
101 SVI执行VLAN 101连接检查：

 
<#root>

Switch2#show ip int br  
Interface IP-Address OK? Method Status Protocol 
Vlan1 unassigned YES NVRAM up down  
Vlan100 192.168.100.61 YES DHCP up up  

Vlan101 192.168.101.11 YES DHCP up up

  

GigabitEthernet0/1 unassigned YES unset up up  



[...] 
Switch2# 
Switch2#ping 192.168.101.1 source 192.168.101.11 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.101.1, timeout is 2 seconds: 
Packet sent with a source address of 192.168.101.11  
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/7 ms 
Switch2#

 
 
<#root>

Switch1#sh ip int br 
Interface IP-Address OK? Method Status Protocol 
Vlan1 192.168.1.11 YES NVRAM up up  
Vlan100 192.168.100.1 YES NVRAM up up  

Vlan101 192.168.101.1 YES NVRAM up up

  

GigabitEthernet1/0/1 unassigned YES unset up up  
[...] 
Switch1#ping 192.168.101.11 source 192.168.101.1 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 192.168.101.11, timeout is 2 seconds: 
Packet sent with a source address of 192.168.101.1  
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms 
Switch1#

 

本地模式AP C9115也加入EWC：

AP 9115已加入EWC

已创建3个映射到策略配置文件的WLAN（开放式、PSK和dot1x），并在访问策略中定义了VLAN 
101：



AP9115运行配置

无线客户端可以连接到WLAN：

故障排除

本节提供了有用的命令和一些提示、技巧和建议。

有用的命令

在RAP/MAP上：



show mesh



RAP/MAP调试网状选项

在WLC上：



show wireless mesh

要在WLC上进行调试，最佳起点是将RadioActive跟踪与MAP/RAP的MAC地址配合使用。

示例1：RAP从MAP接收邻接关系并成功进行身份验证

 
<#root>

AP9124_RAP#show debug 
mesh: 
adjacent packet debugging is enabled 
event debugging is enabled 
mesh linktest debug debugging is enabled 
Jan 16 14:47:01 AP9124_RAP kernel: [*01/16/2024 14:47:01.9559] EVENT-MeshRadioBackhaul[1]: Sending ADD_LINK to MeshLink 
Jan 16 14:47:01 AP9124_RAP kernel: [*01/16/2024 14:47:01.9559] EVENT-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: AWPP adjacency added channel(36) bgn() snr(70) 
Jan 16 14:47:01 AP9124_RAP kernel: [*01/16/2024 14:47:01.9560] EVENT-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: Wcp Client Add vapId:17 AID:256 
Jan 16 14:47:01 AP9124_RAP kernel: [*01/16/2024 14:47:01.9570] CLSM[4C:A6:4D:23:9D:51]: Skip key programming due to null key 
Jan 16 14:47:04 AP9124_RAP kernel: [*01/16/2024 14:47:04.9588] EVENT-MeshRadioBackhaul[1]: Sending LINK_UP to MeshLink 
Jan 16 14:47:04 AP9124_RAP kernel: [*01/16/2024 14:47:04.9592] EVENT-MeshLink: Add BH Radio port Mac:4C:A6:4D:23:9D:51 port:70 Device:DEVNO_BH_R1 
Jan 16 14:47:04 AP9124_RAP kernel: [*01/16/2024 14:47:04.9600] EVENT-MeshSecurity: Processing ASSOC_REQ, Child(4C:A6:4D:23:9D:51) state changed to ASSOC 
Jan 16 14:47:05 AP9124_RAP kernel: [*01/16/2024 14:47:05.1008] EVENT-MeshSecurity: Intermodule message ASSOC_RESP_NOTIFICATION 
Jan 16 14:47:05 AP9124_RAP kernel: [*01/16/2024 14:47:05.1011] EVENT-MeshSecurity: Processing CAPWAP_MESH_ASSOC_RSP, Child(4C:A6:4D:23:9D:51) state changed to AUTH 
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.1172] EVENT-MeshSecurity: Intermodule message KEY_ADD_NOTIFICATION 
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.1173] EVENT-MeshSecurity: save pmk for Child(4C:A6:4D:23:9D:51) in EAP mode 
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.1173] EVENT-MeshSecurity: save anonce for Child(4C:A6:4D:23:9D:51) 
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2033] EVENT-MeshSecurity: Processing TGR_AUTH_REQ, Child(4C:A6:4D:23:9D:51) state changed to KEY_INIT 
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2139] EVENT-MeshSecurity: decoding TGR_REASSOC_REQ frame from 4C:A6:4D:23:9D:51, no mic 
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2139] EVENT-MeshSecurity: Parent(4C:A6:4D:23:AE:F1) generating keys for child 4C:A6:4D:23:9D:51 
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2143] EVENT-MeshSecurity: Processing TGR_REASSOC_REQ, Child(4C:A6:4D:23:9D:51) state changed to STATE_RUN 

Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2143] EVENT-MeshSecurity: Mesh Security successful authenticating child 4C:A6:4D:23:9D:51, informing Mesh Link

 

Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2143] EVENT-MeshLink: Mac: 4C:A6:4D:23:9D:51 bh_id:3 auth_result: Pass 

 

Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2143] EVENT-MeshLink: Sending NOTIFY_SECURITY_DONE to Control

 



Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2144] EVENT-MeshLink: Mesh Link:Security success on Child :4C:A6:4D:23:9D:51 

Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2146] EVENT-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: auth_complete Result(Pass)

 

Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2147] EVENT-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: Wcp Client Add vapId:17 AID:256 
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2151] EVENT-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: Reset mesh client 
Jan 16 14:47:06 AP9124_RAP kernel: [*01/16/2024 14:47:06.2151] EVENT-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: Wcp Client Add vapId:17 AID:256 
Jan 16 14:47:19 AP9124_RAP kernel: [*01/16/2024 14:47:19.3576] EVENT-MeshRadioBackhaul[1]: Started phased mesh neigh upddate with 1 neighbors 
Jan 16 14:47:19 AP9124_RAP kernel: [*01/16/2024 14:47:19.3577] EVENT-MeshRadioBackhaul[1]: Started mesh neigh update batch at index 0 
Jan 16 14:47:19 AP9124_RAP kernel: [*01/16/2024 14:47:19.3577] EVENT-MeshRadioBackhaul[1]: All mesh neigh update batches completed

 

示例2：MAP Mac地址未添加到WLC或添加不正确

 
<#root>

Jan 16 14:52:13 AP9124_RAP kernel: [*01/16/2024 14:52:13.6402] INFO-MeshRadioBackhaul[1]: Tx ADJ Response to 4C:A6:4D:23:9D:51 len: 247 type: 32 ch:36 antenna:0 netname: offchan: 0 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7407] INFO-MeshRadioBackhaul[1]: Rx ADJ Request unicast Mac: 4C:A6:4D:23:9D:51, bgn: channel:36 snr:71 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7408] EVENT-MeshRadioBackhaul[1]: Sending LINK_UP to MeshLink 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7409] INFO-MeshRadioBackhaul[1]: Tx ADJ Response to 4C:A6:4D:23:9D:51 len: 247 type: 32 ch:36 antenna:0 netname: offchan: 0 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7411] EVENT-MeshLink: Add BH Radio port Mac:4C:A6:4D:23:9D:51 port:70 Device:DEVNO_BH_R1 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7419] EVENT-MeshSecurity: Processing ASSOC_REQ, Child(4C:A6:4D:23:9D:51) state changed to ASSOC 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7583] EVENT-MeshSecurity: Intermodule message ASSOC_RESP_NOTIFICATION 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7586] EVENT-MeshSecurity: Processing CAPWAP_MESH_ASSOC_RSP, WLC blocks Child 4C:A6:4D:23:9D:51, state changed to IDLE 

Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7586] EVENT-MeshSecurity: Mesh Security failed to authenticate child 4C:A6:4D:23:9D:51

 

Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7620] INFO-MeshRadioBackhaul[1]: Rx ADJ Request unicast Mac: 4C:A6:4D:23:9D:51, bgn: channel:36 snr:72 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7620] INFO-MeshRadioBackhaul[1]: APID TLV for Mac: 4C:A6:4D:23:9D:51, length:6 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7621] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: ApID: len(6): 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7621] 0x3c 0x57 0x31 0xc5 0xa9 0xf8 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7621] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: HcExt: hopcountVersion:1 capabilities: 0 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7621] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: HT CAP : width(0) 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7621] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: HT CAP MCS : 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7622] 0xff 0xff 0xff 0xff 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7622] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: VHT CAP : width(0) 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7622] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: VHT CAP MCS :  
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7622] 0xaa 0xff 0x00 0x00 0xaa 0xff 0x00 0x00 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7622] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: HE CAP : width(0) 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7623] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: HE CAP MCS :  
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7623] 0xaa 0xff 0xaa 0xff 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7623] INFO-MeshRadioBackhaul[1]: Tx ADJ Response to 4C:A6:4D:23:9D:51 len: 247 type: 32 ch:36 antenna:0 netname: offchan: 0 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7636] EVENT-MeshRadioBackhaul[1]: Sending LINK_DOWN to MeshLink 
Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7637] INFO-MeshRadioBackhaul[1]: Tx ADJ Response to 4C:A6:4D:23:9D:51 len: 247 type: 32 ch:36 antenna:0 netname: offchan: 0 

Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7642] EVENT-MeshLink: Sending NOTIFY_SECURITY_LINK_DOWN to MeshSecurity

 

Jan 16 14:52:15 AP9124_RAP kernel: [*01/16/2024 14:52:15.7642] EVENT-MeshSecurity: Intermodule message NOTIFY_SECURITY_LINK_DOWN

 

示例3：RAP丢失MAP



 
<#root>

Jan 16 14:48:58 AP9124_RAP kernel: [*01/16/2024 14:48:58.9929] INFO-MeshRadioBackhaul[1]: Tx ADJ Response to 4C:A6:4D:23:9D:51 len: 247 type: 32 ch:36 antenna:0 netname: offchan: 0 
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.2889] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: set_distVector: vec rapHops:1 metric:13048576 
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.7894] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: set_distVector: vec rapHops:1 metric:13048576 
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.9931] INFO-MeshRadioBackhaul[1]: Rx ADJ Request unicast Mac: 4C:A6:4D:23:9D:51, bgn: channel:36 snr:71 
Jan 16 14:48:59 AP9124_RAP kernel: [*01/16/2024 14:48:59.9932] INFO-MeshRadioBackhaul[1]: Tx ADJ Response to 4C:A6:4D:23:9D:51 len: 247 type: 32 ch:36 antenna:0 netname: offchan: 0 
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.2891] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: set_distVector: vec rapHops:1 metric:13048576 
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.7891] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: set_distVector: vec rapHops:1 metric:13048576 
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.9937] INFO-MeshRadioBackhaul[1]: Rx ADJ Request unicast Mac: 4C:A6:4D:23:9D:51, bgn: channel:36 snr:69 
Jan 16 14:49:00 AP9124_RAP kernel: [*01/16/2024 14:49:00.9938] INFO-MeshRadioBackhaul[1]: Tx ADJ Response to 4C:A6:4D:23:9D:51 len: 247 type: 32 ch:36 antenna:0 netname: offchan: 0 
Jan 16 14:49:01 AP9124_RAP kernel: [*01/16/2024 14:49:01.2891] INFO-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: set_distVector: vec rapHops:1 metric:13048576 

Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5480] EVENT-MeshAwppAdj[1][4C:A6:4D:23:9D:51]: Child Health is 0 dropping child

 

Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5481] EVENT-MeshRadioBackhaul[1]: MeshRadioBackhaul::push_kill_adj_msg mac:4C:A6:4D:23:9D:51 

Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5481] EVENT-MeshRadioBackhaul[1]: Sending KILL_ADJACENCY to Self

 

Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5488] EVENT-MeshRadioBackhaul[1]: KILL_ADJACENCY received from self Data: 0x4c 0xa6 0x4d 0x23 0x9d 0x51

 

Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5489] INFO-MeshRadioBackhaul[1]: Tx ADJ Response to 4C:A6:4D:23:9D:51 len: 247 type: 32 ch:36 antenna:0 netname: offchan: 0 

Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5501] EVENT-MeshRadioBackhaul[1]: Sending LINK_DOWN to MeshLink

 

Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5501] EVENT-MeshAdj[1][4C:A6:4D:23:9D:51]: Adjacency removed

 

Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5502] EVENT-MeshRadioBackhaul[1]: Sending REMOVE_LINK to MeshLink 
Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5511] EVENT-MeshLink: Sending NOTIFY_SECURITY_LINK_DOWN to MeshSecurity 
Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5512] EVENT-MeshSecurity: Intermodule message NOTIFY_SECURITY_LINK_DOWN 
Jan 16 14:49:25 AP9124_RAP kernel: [*01/16/2024 14:49:25.5513] EVENT-MeshLink: Delete BH3 Radio port Mac:4C:A6:4D:23:9D:51 port:70 Device:DEVNO_BH_R1

 

提示、技巧和建议

通过在线路将MAP和RAP升级到相同的映像版本，我们避免通过空中下载映像（这在“脏
”RF环境中可能会出现问题）。

•

强烈建议在现场部署之前，在受控环境中测试设置。•
如果在两端测试与windows笔记本电脑之间的以太网桥接，请注意，要在Windows设备之间测
试ICMP，您需要在系统防火墙上允许ICMP。默认情况下，Windows设备会在系统防火墙中阻
止ICMP。

•

如果使用带有外部天线的AP，请务必参考部署指南，检查哪些天线兼容，以及应该插入哪个
端口。

•

为了通过网状链路桥接来自不同VLAN的流量，需要禁用VLAN透明功能。•
请考虑在AP本地放置系统日志服务器，因为它可以提供调试信息，否则只能通过控制台连接
使用。

•
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