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Cisco BB THUTER :

. BRTL B 2413 (WLC) 9800,

« Cisco Catalyst## A = (AP).

- CatalystiZF A EHIBR AKX L ZHIZR.
o FPREAR,
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XGRS BE T U T SRS -

« EWC IOS® XE 17.12.2,
. 2/\AP C9124,
2MR B8 83AIR-PWRINJ-60RGD1,
. A"ﬁ*ﬂ,
« 2AEICARHBA ;
« 17NAP C9115,

AXHEPHNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BB, MREHMBLTENRS , FERRETRAERTHIBERE,

BRER

BAKR M #r42

PR EBRRARRIME-—TLEMEBRRATREN -2 , TUERIRSPIERFARELEAR
( ATHNMRELEAR ) BE-NMRSINTLRR/IMEERE , AMASNMANTY BWiFiES

o

Cisco MAPE PR M 48 i R 5 S8 FER BV A BRI TALANZBISR R TE B, WIRMRAE.
XENMRMEERTRBBAUAT=ELREZ—

 RAREE

© ANZR/EE

« FPRERE
AXHERNBUWAER — A L E SN PR P EEE R LR M .

ERNKRAMRHBES , WRTLBARNTELEFRRETLEANDE | ATRNFE—D
LANI£8 b 21 2 LA A R 1R 2 3 L SUR I LANBY #74%

LAN \ < Wireless Ethernet Bridging > / LAN

_,-'-""/___ _,-'-""/___

.)) ((l
Wireless BackHaul

WLC Switch MAP Switch

rpw = MESH

MESH
COGOCOCO

4-"*‘




BEXBHHRBRENFAMFR , B S Cisco Catalyst 9800F 5| T4k 12 H 25 #Y AR M ZBE 155 o

Cisco Catalyst 9124 R 5| ZENMIRAPR — L& RE , TATELEFHHRM A AffE, 2
ZRFENRAXNZ AMRTLKIEE.

EABARR—MOUZEERERRLY). ETRTHERTRT LM ST,
BRI UELATRRMARZ —HIZ1TC124

- BIEAA (RAP)

o PPIRTLEA S (MAP)

RAPER AL A NEZEINTNELREMEHR. SNEAEETLEDSHIEINMAPES.,
RAPRAEMBFIZEHFRMEN X TR , FARFNFHRMEEEZITLME , B EATFESIMR
M ER RBEH — 1 RAP,

MAPRX B BB ML BEMIZH RN ALERE, EMNTUREEETEN A BEXEEHMMAPE
RAPEBRENE ik , & WA TEENERZEHBLME,

CatalystiZ A 2 EHVBR AR L 2528

Catalyst#E A = LY BRHRA R L 12 HI85(EWC) 2 & K EICisco Catalyst 9100# A S E T HH4®
RHlEs,

#Cisco EWCHEEH |, BT IZHIZRIIRER A R(AP)EEE NIEFNAP,
HIESIAPEENHEEA IR AMNEAP,
EHEWCERIMAG !

® BUTLLANEZFIZR(WLC) XN ERTEENZH . NEAPENBEBEARLET , WEF R4
e

e ERUYBMARUENE IR EHIRS

BXAPLEWCH ™ @8 , 15 Rl CatalystiE A 2 Y BRHR A X FTL A2 HRR BIER.
ETRMMEML LEBEWC |, B15 R CatalystiE A S LB B BHBRA X FTLAEHIZTREWC)HK B,
AXHERNEBCI124EREWC , HRIREWCEX T EHBAP 9124,

[
) 5 P

1 PR 48 Fh B TS 1% S #B12 F192.168.100.0/24 F MM , B2 FVLAN 101 EF M %
192.168.101.0/25K9 & 2 A< B R BR Ao


https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-1/deployment-guide/c9800-mesh-rel-17-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/9800/17-1/deployment-guide/c9800-mesh-rel-17-1.pdf
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html

EWC AP (WLC)MYEE B O R#rid , H ERi#lin O LA VLANIZE FVLAN 100,

AP9124_RAPEHeWCHIEEA S (RAP)AE | TIAPI124_MAPNI EHFMAPAE &,

HEAKEH , AP CO115tE MBEMAPIEE , AR REA]A BALLAPES MR 8858 0 AWLC,

WRIDEMEZFREIRZWIPHL

N B FIEEEENTEASHAPARNBWLCHEBEANE, NEAATHiIERED

, FRRMEA AR ERLEMIRER D

wE IP Address

L/ SINTIPS VLAN 100 ERYERZS 3k : 192.168.100.1
£ ic AN EB N1 VLAN 101 EHYDHCP

£ 0B N2 VLAN 101 EHIDHCP

Switch1 ( DHCPARS 28 )

VLAN 100 SVI : #7SVLAN
100:192.168.100.1 ( DHCPARS5 28 )

Switch1 ( DHCPARS 28 )

VLAN 101 SVI : VLAN 101 b K&
£ 192.168.101.1 ( DHCPARZE28 )

L2 VLAN 100 SVI : VLAN 100 LHIDHCP
Rigtl2 VLAN 101 SVI : VLAN 101 _EKIDHCP
9124EWC VLAN 100 LAY E#ZS : 192.168.100.40
AP9124_RAP VLAN 100 EHYDHCP
AP9124_MAP VLAN 100_EHIDHCP
AP9115 VLAN 100 EHYDHCP

@
Switch1

i I:_:_:ﬂpv-- .

AP9124_MAP

Lt ' qi[ AP 21 rae

WLAN 100.101

TR -

I !l
L WVLAN 100,101
| i

Laptop2

7
l

Wiraless Chiant




EE : C9124 APEAAIR-PWRINJ-60RGD1 LA K Cisco Catalyst 9124AX R FI E/MEA S FE
& R R AV N e,

BLE

AXHERBRIREELFHEZITEWCHAP 9124 | R#ECatalystiE A S(EWC) E B BBHERA KT iR H| 28
SER T HIIEERE

BEXREREENEMRRMIRE |, EEE M Catalyst 91008 A 2 Fe it Iy R A T8 2 25 44,

RIRHLEE
TR R RE S
EEAPH R un A4 THHERN | 23 VLANIRE H 1005+ 2 ¥FVLAN 101,

EEZAPHIE , FEENMAPEEAMAP , Rt EEEFEAPET LAAMIMAeWC, HAFKRANIEH


https://www.cisco.com/c/en/us/td/docs/wireless/access_point/9124ax/install-guide/b-hig-9124ax/installation-overview.html#powering_the_ap
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/9124ax/install-guide/b-hig-9124ax/installation-overview.html#powering_the_ap
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/9124ax/install-guide/b-hig-9124ax/installation-overview.html#powering_the_ap
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/support/docs/wireless/embedded-wireless-controller-on-catalyst-access-points/215303-embedded-wireless-controller-conversion.html
https://www.cisco.com/c/en/us/support/docs/wireless/embedded-wireless-controller-on-catalyst-access-points/215303-embedded-wireless-controller-conversion.html
https://www.cisco.com/c/en/us/support/docs/wireless/embedded-wireless-controller-on-catalyst-access-points/215303-embedded-wireless-controller-conversion.html

Switch1i% A G1/0/2E EMAP, R1z1T/F , MAPSF 31 E|Switch2,
R ID A B A R O BE N VLAN 1019 AR O,
R

ip dhcp excluded-address 192.168.101.1 192.168.101.10
ip dhcp excluded-address 192.168.100.1 192.168.100.10
|

ip dhcp pool AP_VLAN100

network 192.168.100.0 255.255.255.0
default-router 192.168.100.1
dns-server 192.168.1.254

|

ip dhcp pool VLAN101l

network 192.168.101.0 255.255.255.0
default-router 192.168.101.1
dns-server 192.168.1.254

|

interface GigabitEthernetl/0/1
description AP9124_RAP (EWC)
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end
interface GigabitEthernetl/0/2
description AP9124_MAP_Staging
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end
interface GigabitEthernetl/0/8
description laptopl

switchport access vlan 101

switchport mode access

spanning-tree portfast edge

end

REH2 :

interface GigabitEthernet0/1
description AP9124_MAP
switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

interface GigabitEthernet0/8
description laptop2

switchport access vlan 101
switchport mode access
spanning-tree portfast edge

end
interface GigabitEthernet0/1
description AP9115



switchport trunk native vlan 100
switchport trunk allowed vlan 100,101
switchport mode trunk

end

EWCHIRAPEL B

FLEBEWC APHIDay0fs , RARAPEEMAL .

1. FBAPHI FRAPHY LA A RIMACH#E31E A INE R & & A KIE, ¥ ZConfiguration > Security > AAA
> AAA Advanced > Device Authentication , #&#+Add :

A Wizand

AR Achvanced

Giobal Corfg
MAC Adedress
RADILIS Faltack

o I

WAL Address T Amribute List Name T Description T WLAN Profie T

Atiribute List Name

AP Policy

oo [N
i

Password Poicy

ABA Interiace

%% B AR RIMACH 1E

CLIfs s

9124EWC(config)#username 3c5731c5ac2c mac description MeshAP-RootAP
9124EWC(config)#username 3c5731c5a9f8 mac description MeshAP-MAP

MAP CLIZ{T“show controllers wired 0"fn = AT A LA AR WMACHE 31t , 1 RAPRAI :

AP3C57.31C5.AC2C#show controllers wired 0
wired0 Link encap:Ethernet HWaddr 3C:57:31:C5:AC:2C

{# F dn S wireless ewc-ap ap shell username x A LA E R EALAP shell9i5E , M FATR :

9124EWC#wireless ewc-ap ap shell username admin
[...]

admin@192.168.255.253"'s password:
AP3(C57.31C5.AC2C>en

Password:

AP3C57.31C5.AC2C#



AP3C57.31C5.AC2C#1ogout
Connection to 192.168.255.253 closed.
9124EWC#

SEE : a S T 28I Mobility Express 12428 7 7 FI#Y apciscoshell,

MREAPEEXHHAREEAPEERERFENMOT , FEMABIAAF A Ciscof 0= Ciscoo

2. AMEHBRUERMBTRIG L



FHWIUE A EHI&R

BRI R

CLIfs %

Quick Setup: AAA Authentication

Method List Name™
Typa®

Group Type

Ayailable Server Groups

radius
Idap
tacacs+

D Cancel

Quick Setup: AAA Authorization

Method List Name* MESH_Authorization

Assigned Server Groups

=l Apply to Device

Type* credential-download » @

Group Type local

Authenticated D
Available Server Groups
radius

Idap
1acacs+

@

[Z] Apply to Device

9124EWC(config)#aaa authentication dotlx MESH_Authentication local
9124EWC(config)#aaa authorization credential-download MESH_Authorization local

3. REE/E > T4k > MR, ATANEPNIREFTEUAMGTE , 58 AUAMFELFBPDU :



* » Mash

Glabal Contg
——

Genaral Alarm

Backhaul

Security

DR M #r 4 o ¥FBPDU

CLItn %

9124EWC(config)#wireless mesh ethernet-bridging allow-bdpu



AR BIAMERT , FIRAPTIE PR 8588 ¥ K BPDU.
WMRMNERZERBEMITRER , WA F R
MRBTURER , WFEEAFBPDU, MRTXHM , A TEEMZPEKSTPHE,

4. i Edefault-mesh-profile , FH P ER L HIE ENVAAA T B IRIERTN G £, £ H YmiEdefault-
mesh-profile,

BIASRETFHERFHRIUEMBENGZE. /8 AIETEthernet Briding.



*5 Mesh Edit Mesh Profile x

Profiles 4

Advanced
Number of Profiles : 1

Name T Bridge Group Name Securty S GHz Band Bacichaul
[0  defaut-mesh-profile
1

2.4 GHz Band Backhaul

Ethernat Bridging Fast Roaming

(] m]
8]
Bridge Group
|
e

Ym ¥ default-map-profile

CLIan s

9124EWC(config)#wireless profile mesh default-mesh-profile
9124EWC(config-wireless-mesh-profile)#description "default mesh profile"
9124EWC(config-wireless-mesh-profile)#ethernet-bridging
9124EWC(config-wireless-mesh-profile)#ethernet-vlian-transparent
9124EWC(config-wireless-mesh-profile)#method authentication MESH_Authentication
9124EWC(config-wireless-mesh-profile)#method authorization MESH_Authorization

EIMVLAN TransparentBy 43 BkFRE
Lt Th BEE IE PR To 4k 38 A S AT &b 28 DA K 54 7R E HYVLANARIE

« MRS A TVLAN Transparent , M TS EVLANSRIE , F ARBELALAFENTRICHES.
- BAVLANZERERN , FTEEREUANIK O, AR O &S GERIC IR FTFR 2 b
, T AR RRIX LT,
« MRVLIANZRERNESER , WEFEHED LWVLANEE ( F4%, BAREEER ) LBmME
B
- WMRLAARGE OREN PHER |, M AHEE LA RVLANFRIE,



B . EfAAP VLANFRIE , BUHEIEFVLAN TransparentEiE4E.

MRFFEAVLANFRIE |, MR RRAPHMIMAPAL FETrunkim O EEE BN A#VLAN E, #EiX
MERT , IRFLEMAPERYHMIREZML T AMVLAN ( HLAERFVLAN 100 ) £, MFEER
FAVLANIEH,

5. EPAPHIAEWC |, #& ] LA A “show ap summary’ & S RIFAPIIARE :

9124EHCHShow Bp Susmary




BETLAE BB S GUIMA AP , HHRAPE R AFlex+Bridgex. AAERA , BRI EIEHR

APHIETR, EHRESF , FANBHEAPI124_RAP :
|

T Access Points
General
W All Access Points

Current Active

Tow ARl O
Agmin  §

i AP Modal i Sk i S Up Time

ICSACIC MM CHIZAAKI-B 2 & E\‘:‘:’;;;‘fc

1

AP—RRiEER

General

Tags
APICET 108 ACIE y et policy-tsg v | B
defauit locatian »|@
dotult-of o
| o
l‘EMRFn i Version

B RENENE | REEMeshit T+ |, BRERoleElE I Root AP , 3 HAEthernet Port

Configurationi& i& Ftrunk F# &t B #H BZAYVLAN ID :

© » Access Points

W Al Access Points
Generl

Agimin £
3 AP Model i Sl f Swis Up Tima
A
ICEACIC M CON24AX-B 2 L] o
.

1 R
5 GHz Radios Backhaul

2.4 GHz Radios L

Dual-Band Radlos

Country

LSC Provision

AP Certificate Paolicy

MR A ER

I
Current Active Bloek Chid

AC | DO0D.0000.0000

Mesh

Ethermet Port Configuration

o © Etmarmat Bid

]

5 Update & Apply to Device



Edit AP x

General Interfaces Inventory Geolocation Mesh Advanced -
General Ethermnet Port Configuration
Block Child D © Ethernet Bridging on the associated Mesh Profile should be enabled
to configure this section successfully
Daisy Chaining (]
Daisy Chaining strict- Part l 1] - l
Dale O |_ |
Made | trunk v |
Preferred Parent MAC ‘ 0000.0000.0000 ‘ ' :
r - Native VLAN ID* | 100 |
Role | Root v |
Allowed VLAN 1Ds | 101 ﬁE|
Remove PSK ]ﬁ[
Backhaul
@ Radio Type and Slot can be changed only for a Root
AP
Backhaul Radio Type | Sghz v |
Backhaul Slot ID 1 v |
Rate Types | auto v |
[z] Update & Apply to Device
AR O & E
BLEMAP

BAERIMA9124 MAPHYBHE T o

1. F¥MAP APEZZISwitch1#TiXE1T. APIMAEWCHEAPHIRHPE R, NEZHREXNELUT
AP9124_MAPHIE T , HTEMeshik Tl H fF H Ei & I Mesh Role, K iiUpdate & Apply to
Device :



N Edit AP x

3 v y : Mesh
W All Access Points
General Ethernet Port Configuration
Current Active Block Chid o a
' O
Total APs:2 O
prra 0000.0000.0000
AP Mama P AP Mool i Sots ! Swus 100
API128_MAP b COIZ4AX-B H -] o
I ®
. Y
1 -
Backhaul
5 GHz Radios
2.4 GHz Radios
-
Dual-Band Radios
Country
LSG Provision D Car (5 Update & Apply to Device

BR & G

2. M\Switch 1l FF AP3ZE #52 3 1R 47 W 4% B iE 2 Bl Switch2, MAPBEN o4k #% D@ RAPIIAEWC,



AR BTAPEBYBERME , APREXE , A ERTREREZZIHES , FLHKH
2B FFFEET , RNABRELEN - AN BE S —a BRI,

B LR H A BAERIIAP , ARSI RHAERSR, THARFIN —LEEHRE,



MAPX ESEWCHIE# :

A

| Y s I e 8 s I s Y s N s Y v s N o e N |

P

EE  MNRA17.12.17F 88 |, 802.11AX APHYERIAIZR H & 52453 M 9600 bpsE X7 115200

bps.

9124_MAP#

*01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

:23.
:28.
:28.
:31.
:31.
:33.
:34.
134
:37.
:37.
:40.
:40.

0214]
1474]
1474]
1485]
1486]
4214]
1495]

.1495]

1505]
1505]
1515]
1515]

chatter: Device wired0 notify state change 1link Df
Re-Tx Count=1, Max Re-Tx Value=5, SendSeqgNum=83, |

Re-Tx Count=2, Max Re-Tx Value=5, SendSegNum=83, |

chatter: Device wired0 notify state change 1link Ul
Re-Tx Count=3, Max Re-Tx Value=5, SendSeqNum=83, |

Re-Tx Count=4, Max Re-Tx Value=5, SendSeqNum=84, |

Re-Tx Count=5, Max Re-Tx Value=5, SendSeqNum=84, |



[*
[..
[*
[*
[*
[*

MAP&E

MAPI 128

n&E

‘01/11/2024
]
01/11/2024
*01/11/2024
‘01/11/2024
‘01/11/2024

‘01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024
‘01/11/2024
*01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

[*
[*
[*
[*
[*
[*
[
[
[
[
[...]
[*01/11/2024
[7‘:
[
[
[
[
[
[
[
[
[..
[
[
[
[

01/11/2024

*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024
*01/11/2024

—

*01/11/2024
*01/11/2024
*01/11/2024

]

14:08:43

14:08:48.
14:08:48.
14:08:48.
14:08:48.

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:
14:
14:

T HEARDPE

:51.
:51.
:51.
:51.
:51.
:51.
:53.
:53.
:53.
:53.

:48.
:59.
:59.
:59.
:59.
:59.8466]
:59.
:59
:04.
:04.

:06.

:06.
:06.

TJRAPHIAEWC,

.1524]

1537]
1538]
1539]
1542]

FEY

3893]
3894]
3915]
3926]
4045]
4053]
3898]
3904]
8680]
9232]

4388]
0000]
0106]
0106]
0987]

8466]

.8769]

7842]
7953]

6919]
8506]
8848]

Max retransmission count exceeded, going back to I

BTock11s:
Remove a:
3C:!

CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]:
CRIT-MeshWiredAdj[0][3C:57:31:C5:A9:F8]:
CRIT-MeshLink: Link Down Block Root port Mac:
CRIT-MeshWiredBackhaul[0]: Remove as uplink

T4 EEEEE36 LK FIRAP , FREIEWCH A ZEE

CRIT-MeshRadioBackhaul[1]: Set as uplink
CRIT-MeshAwppAdj[1][4C:A6:4D:23:AE:F1]:
wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (monO:
wlan: [0:I:CMN_MLME] mlme_ext_vap_down: VAP (apbh
wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (apbhroO
wlan: [0:I:CMN_MLME] mlme_ext_vap_up: VAP (mon0) -
CRIT-MeshLink: Set Root port Mac: 4C:A6:4D:23:AE:]
Mesh Reconfiguring DHCP.

DOT11_UPLINK_EV: wgb_uplink_set_port_authorized:
CRIT-MeshSecurity: Mesh Security successful authet

Set as Pal

Discovery Response from 192.168.100.40
Started wait dtls timer (60 sec)

CAPWAP State: DTLS Setup
dtls_verify_server_cert: Controller certificate ve

CAPWAP State: Join

Sending Join request to 192.168.100.40 through po!
Sending Join request to 192.168.100.40 through pol
Join Response from 192.168.100.40, packet size 13!

CAPWAP State: Run
AP has joined controller 9124EWC
Flexconnect Switching to Connected Mode!

, AP C9115a] LAZRERVLAN 100 L HIPtbat , AFEIMAEWC :



D
.

B4 Fid{E , VLAN 100233l O R4 A VLAN, 7 T 3R BVLAN 100 HAPHY
FREZFEVLAN 1005 HIWLC , MIREERE 4 Z FAVLAN Transparent, LtHIR/EEPPRELE
A LA AR P54 5B 49 52 K

*01/19/2024 11:40:55.0710] ethernet_port wiredO, ip 192.168.100.14, netmask .
*01/19/2024 11:40:58.2070]

*01/19/2024 11:40:58.2070] CAPWAP State: Init

*01/19/2024 11:40:58.2150]

*01/19/2024 11:40:58.2150] CAPWAP State: Discovery

*01/19/2024 11:40:58.2400] Discovery Request sent to 192.168.100.40, discove!
*01/19/2024 11:40:58.2530] Discovery Request sent to 255.255.255.255, discove
*01/19/2024 11:40:58.2600]

*01/19/2024 11:40:58.2600] CAPWAP State: Discovery

*01/19/2024 11:40:58.2670] Discovery Response from 192.168.100.40
*01/19/2024 11:40:58.2670] Found Configured MWAR '9124EWC' (respIdx 1).
*01/19/2024 15:13:56.0000] Started wait dtls timer (60 sec)

*01/19/2024 15:13:56.0070]

*01/19/2024 15:13:56.0070] CAPWAP State: DTLS Setup

o]



*01/19/2024 15:13:56.1660] dtls_verify_server_cert: Controller certificate ve
*01/19/2024 15:13:56.9000] sudi99_request_check_and_load: Use HARSA SUDI cer:
*01/19/2024 15:13:57.2980]

*01/19/2024 15:13:57.2980] CAPWAP State: Join

*01/19/2024 15:13:57.3170] shared_setenv PART_BOOTCNT 0 &> /dev/null
*01/19/2024 15:13:57.8620] Sending Join request to 192.168.100.40 through po!
*01/19/2024 15:14:02.8070] Sending Join request to 192.168.100.40 through po
*01/19/2024 15:14:02.8200] Join Response from 192.168.100.40, packet size 13
*01/19/2024 15:14:02.8200] AC accepted previous sent request with result code
*01/19/2024 15:14:03.3700] Received wlcType 2, timer 30

*01/19/2024 15:14:03.4440]

*01/19/2024 15:14:03.4440] CAPWAP State: Image Data

*01/19/2024 15:14:03.4440] AP image version 17.12.2.35 backup 17.9.4.27, Con:
*01/19/2024 15:14:03.4440] Version is the same, do not need update.
*01/19/2024 15:14:03.4880] status 'upgrade.sh: Script called with args:[NO_UI
*01/19/2024 15:14:03.5330] do NO_UPGRADE, part2 is active part

*01/19/2024 15:14:03.5520]

*01/19/2024 15:14:03.5520] CAPWAP State: Configure

*01/19/2024 15:14:03.5600] Telnet is not supported by AP, should not encode -
*01/19/2024 15:14:03.6880] Radio [1] Administrative state DISABLED change to
*01/19/2024 15:14:03.6890] Radio [0] Administrative state DISABLED change to
*01/19/2024 15:14:03.8670]

*01/19/2024 15:14:03.8670] CAPWAP State: Run

*01/19/2024 15:14:03.9290] AP has joined controller 9124EWC

*01/19/2024 15:14:03.9310] Flexconnect Switching to Connected Mode!
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APRR{E -



sWimages * Images > 98 » CSEU-AF-unesversalie®, 1 1 A0

& long time ago

. conbroller_weriananls

! resdme b
. I SRS AP iz gl bany

] . version.indo

TFTPRRS 23 RAPE R 4K

B ..l Cisco Embedded Wireless Controller on Catalyst Access Points

(@ sexchveruters__JQ Acmristston” > Scftars Wmagemem

= Das
7 wa
{£) Monitoring

192.168.100.16

I=AP=-universalid. 17.12.02

AP

APEREAPIIRF , LA LA5 B PolicyTag :
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3 Access Points Edit AP

General
W Al Access Points
Ganeral Tags
Current Active AP Name* APS1IE Pulicy LocaltilTag . B
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APIIS
WLANs and Policles Site properties
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Rarnot
= :opan = 1dotlx AP default-ap-profie Flas, Prafiy - defaul-flex-pro...
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open dolix 0 [+]
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H, FEGUIF | #E|Monitoring > Wireless > Mesh :



2”3 Mesh

iame [Hop Ctr,Link SNR,EG Mame,Chasmel,Pref Parest,Chan Util, clients]

RAR AP

ERAPHIMAP L | #&7] LAfE A 5 & “show mesh backhaul”3iE PR B2 -

APFL RAPEshow mesh backhaul

Wired Backhaul: @ [3C:57:31:C5:8C:2C)

idx Cost Uplink InterfaceType

a8 16 TRUE WIRED

Mesh Wired Adjscency Info

Flags: Parent(P), Child(C}, Reachable(R), CapwapUp(W), BlockListed(B) Authenticated{A}
Address Cost Rawlost BlistCount Flags: P C R W B A Reject reason
3C:57:31:C5:AC2C 16 16 ] T/F: TFTTFT Filtered

Wired Backhaul: 1 [3C:57:31:C5:AC:2C]

idx Cost Uplink InterfaceType

1 Inwvalid FALSE WIRED

Hesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(W}, BlockListed(B) Authenticated{a)}
Address Cost RawCost BlistCount Flags: P C R W B A Reject reason
3C:57:31:C5:AC:2C 16 16 2 T/F: FFFFFF Filtered

Radic Backhauwl: @ [4C:AG:40:23:AE:F1]

idx State Role RadioState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType

2 INITIAL ACCESS UP Invalid FALSE FALSE TRUE FALSE FALSE ALLOWED RADIO
No Radio Adjacency Exists
Radio Backhaul: 1 [4C:A8:40:23:AE:F1]
idx State Role RadioState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
3 MAINT DOWMNLINK UP Invalid FALSE TRUE FALSE FALSE TRUE ALLCWED RADIC
Mesh AWPP Radic adjacency info
Flags: Parent(P}, Child(C), Meighbor(MN), Reachable(R}, Capwaplp(HW},
Blocklisted{B), Authenticated(A), HTCapable(H}, VHTCapable(V)
OldParent({0), BoScan(s)
Address Cost RawCost LinkCost ReportedCost Snr Blount Ch Width Bgn Flags: FPOC N R W B A HV 5 Reject reason

AC:AG:40:23:590:51 Invalid Invalid @ & 75 @ 36 28 MHz - (T/F):

RAP show mesh backhaul

FFTFTFFTTTEF -




APS124 MAPSshow mesh backhaul

Wired Backhaul: @ [3C:57:31:C5:A9:FB8]

igx Cost Uplink Interfacelype

@  Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(l), BlockListed(B) Authenticated(A)
Address Cost RawCost BlistCount Flags: PC R W B A Reject reason
IC:57:31:C5:49:F8 16 16 32 T/F: FFTFTT Blocklisted: GW UNREACHABLE

Hired Backhauwl: 1 [3C:57:31:05:49:F8]

idx Cost Uplink InterfaceType

1 Invalid FALSE WIRED

Mesh Wired Adjacency Info

Flags: Parent(P), Child(C), Reachable(R), CapwapUp(k), BlockListed(B} Authenticated{A}
Address Cost RewCost BlistCount Flags: P C R W B A Reject reason
F:57:31:Co:AD:FE 16 16 a T/F: FFFFFF Fllterad

Radio Backhaul: @ [4C:AB:4D:23:9D:51)
idx State Role RadiocState Cost Uplink Downlink Access ShutDown ChildrenAllowed BlockChildState InterfaceType
2 INITIAL ACCESS UP Invalid FALSE FALSE TRUE  FALSE FALSE ALLOWED RADIO

Ho Radio Adjacency Exists

Radic Backhaul: 1 [4C:AG:4D:23:9D:51]
Hops to Root: 1
idx Stete Role RodicState Cost Uplink Downlink Access ShutDown ChildrenAllowsd BlockChildstate InterfaceType
3 HMAINT UPLINK ¥ 217  TRUE TRUE FALSE FALSE TRUE ALLOWED RADIO
Mesh AWPP Radioc adjacency info
Flags: Parent(P), Child({C), Meighbor{N}, Reachable(R), CapwapUp(W},
BlockListed(E), Authenticated(A), HTCapable(H), VHTCapable(V)
0ldParent{0), BG5can(s)
Address Cost RawCost LinkCost Reportedfost Snr BCount Ch Width Bgn Flags: PO C MR W EBE AHWY 5 Reject reason
4C:AG:4D:23:AE:F1 217 272 156 16 mwm B 36 28 MHz - (T/F): TFFTTTFTTTEF -

arg1za_rarzifj

MAP show mesh backhaul

SR LAEAPIR IR UE RPRVLAN R 4K EL B

AP9124_RAP#show mesh ethernet vlan config static
Static (Stored) ethernet VLAN Configuration

Ethernet Interface: O
Interface Mode: TRUNK
Native Vlan: 100
AlTowed Vlan: 101,

Ethernet Interface: 1
Interface Mode: ACCESS
Native Vlan: 0O

Allowed Vlan:



Ethernet Interface: 2

Interface Mode: ACCESS

Native Vlan: O

Allowed Vlan:

E#FSwitch2#I Laptop2 i 2 7 5k BVLAN 10189 IP#b 4k

:\Users\luke>ipconfig

dindows IP Configuration

Ethernet adapter usb xhci:

pecific DNS Suffix
IPv4 Address.
Subnet Mask
Default Gateway

F B 1ESwitch1 LB Laptop 148 5k B VLAN 10189 1Pt :

Ethernet adapter Ethernet 6_White:

Connection-specific DNS Suffix .

Link-local IPv6 Address . . . . . : fe80::d1d6:f607:ff02:4217%18
IPv4 Address. . . . . . . . . . . : 192.168.101.13
Subnet Mask . . . . . . . . . . . i 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.101.1

C:\Users\tantunes>ping 192.168.101.12 -i 192.168.101.13

Pinging 192.168.101.12 with 32 bytes of data:

Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128
Reply from 192.168.101.12: bytes=32 time=7ms TTL=128
Reply from 192.168.101.12: bytes=32 time=5ms TTL=128

Ping statistics for 192.168.101.12:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 5ms, Maximum = 7ms, Average = 5ms



EE EEE , E'EWindowsiEZ 2B ICMP |, BFEEE RS AE E RFICMP, B
IWERT , Windowsi® & & ERSM A IEF PR LEICMP,

AT R ARMFFZEN S — MRS 25 & R L& E R FVLAN 10189SVI , 3 B Switch2
SVIi&E NDHCP, FFVLAN 101#9Switch2 SVIMVLAN 1013RERIP#E31E |, &7 LAXY Switch 1 VLAN
101 SVIHATVLAN 101E R E -

<#froot>

Switch2#show ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM up down

V1an100 192.168.100.61 YES DHCP up up

VI an101 192.168. 101. 11 YES DHCP up up

GigabitEthernet0/1 unassigned YES unset up up



[...]

Switch2#

Switch2#ping 192.168.101.1 source 192.168.101.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.1, timeout 1is 2 seconds:
Packet sent with a source address of 192.168.101.11

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/7 ms
Switch2#

<tfroot>

Switchl#sh ip int br

Interface IP-Address OK? Method Status Protocol
Vlanl 192.168.1.11 YES NVRAM up up

V1an100 192.168.100.1 YES NVRAM up up

VI an101 192.168.101.1 YES NVRAM up up

GigabitEthernetl/0/1 unassigned YES unset up up
[...
Switchl#ping 192.168.101.11 source 192.168.101.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.101.11, timeout is 2 seconds:
Packet sent with a source address of 192.168.101.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/6/8 ms
Switchl#

i E AP C9115W N AEWC :

* » Access Points

W All Access Points

Current Active Current Standby Preferred Active

Total AP5:3 O

AP Name AP Model : Shis i Stalus Up Time : IP Address : BaseRadigMAC : Eihemet MAC 1 APMode :
P :

SAXE-B : ] Pt 5 192.168.100.14 1218079 66aC B4f1.47b3 2cdc Flex

AP 91152 N AEWC

B 023N T B RS EL B STHEIWLAN ( PR, PSKHIdot1x ) |, H1E15E 8 E X T VLAN
101 :
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AP9124 RAPEshow mesh

adjacency
backhaul

bgscan

channel
client-debug-filter
config

convergence

dfs

dhcp

ethernet

forwarding

history
least-congested-scan
linktest

nat
res

security
stats
status
stp
timers

show mesh

MESH Adjacency

MESH backhaul

MESH Background Scanning

ME5H channels

MESH client debugging filter set
MESH config paramenter

MESH convergence info

MESH dfs information

Flex-mesh Internal DHCP Server
show mesh ethernet bridging
MESH Forwarding

MESH history of events

Mesh least congested channel scan
MESH linktest stats

Flex-mesh MNAT/PAT

MESH RES info

MESH Security Show

MESH stats

MESH status

MESH daisychain STP info

MESH Adjacency timers



AP91.44 RAPadebug mesh

adjacency MESH adjacency debugs
ap-link MESH link debugs

bg-scan Mesh background scanning debugs
channel MESH channel debugs

clear RESET all MESH debugs
client Debug mesh clients
convergence MESH convergence debugs
dhcp MESH Internal DHCP debugs
dump-pkts Dump mesh packets

events MESH events

filter MESH debug filter

forward-mcast Mesh forwarding mcast debugs
forward-table Mesh forwarding table debugs

history MESH history of events

level Enable different mesh debug lewvels
linktest Mesh linktest debugs

nat Mesh MAT debugs

path-control MESH path-control debugs
port-control MESH port-control debugs

security MESH security debugs

=tp MESH daisychain STP debugs
wpa_supplicant Mesh WPA_SUPPLICANT debugs
wWstp MESH W5TP debugs

RAP/MAP izt R R £ 2T

EWLCL :



G12AEHCEshow wiralass mach 2
AlrtimE-TALFASSS Shawe Maz
i Showt mes
CAC Showt Mag
config Shaw mesh
Comrergence Show mech
ETIEr T Sho nl [
neighbor Show neight
parcicteant-scid-broadcast Shows Meg

-\:A_'.-\.I-_E':

show wireless mesh

¥ =
]

AP AL et e
aF relatad
AP cac related i
configurations

Ealen

ifFor

omvergence details.

Dorg

of all ¢

lags math stharnsat

L

nnected mesh

w wireless mesh rrm information

Aps
AP parcsistent zzid broadcast

EEWLCE# TR , HEE S NRadioActivelREREMAP/RAPHIMACH 1t B & F o

TB1 . RAPMMAPIZ U &R 25 RH B Thidt 1T & 030 1E
<#root>

AP9124_RAP#show debug

mesh:

adjacent packet debugging is enabled
event debugging is enabled

mesh linktest debug debugging is enabled
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Jan ker nel :
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EVENT-MeshRad1i
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EVENT-MeshAwpp/
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EVENT-MeshSecul
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https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/nb-o6-embded-wrls-cont-ds-cte-en.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/products/collateral/wireless/embedded-wireless-controller-catalyst-access-points/white-paper-c11-743398.html
https://www.cisco.com/c/en/us/support/docs/wireless/mobility-express-aironet-access-points/215077-configuring-point-to-point-mesh-link-wit.html
https://www.cisco.com/c/en/us/support/docs/wireless/mobility-express-aironet-access-points/215077-configuring-point-to-point-mesh-link-wit.html
https://www.cisco.com/c/en/us/support/docs/wireless/mobility-express-aironet-access-points/215077-configuring-point-to-point-mesh-link-wit.html
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