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ERER
i B3t M55 ¥ (UAME)

UAME 2 ##JUItra Automation Services(UAS)3 4183k | SIAB /Y :
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crucs502-cnat-cn_oaml_0_d7f 90cle- 4401- 4be9- 87f 6- f 39ecf 04ea3a VM ERROR_STATE
crucs502-cnat - cn_nmast er _0_05487525- c86f - 47el- a07e-f d33720d114f VM ERROR_STATE
crucs502- 4g- CRPC_CRPCF5_0_ee07bf 60- a8f 8- 405f - 9a0d- cf a7363e32e7 VM ERROR_STATE

REVMHEE

FUAMEMESCHKREVMIRES. MESCHBMELE, WMRESCTEIREVM , FHEMNUAMEE
HERE

HE1.MUAMER EVMRE

EFZUAME , &fnZEconfdcli , ARRERE , WA

ubunt u@r ucs502- uane- 1: ~$ /opt/ ci sco/ usp/ uas/confd-6. 3.8/ bin/confd_cli -u admn -C
Enter Password for 'admin':

el cone to the ConfD CL

adm n connected from 10. 249. 80. 137 usi ng ssh on crucs502-uane-1

crucs502- uane- 1#

crucs502- uane- 1#show vnfr state
VNFR | D STATE
crucs502- 4g- CRPCF504 al i ve
crucs502- 4g- CRPCF505 alive
crucs502- 4g- CRPCF506 alive
crucs502-4g-CRPCF507 error
crucs502- 4g- CRPCF604 al i ve
crucs502-cnat-cnat error

W2 MESCHRELER BUH.
£ F 2 MESCIRE.

Spoiler
AR METREEEIR (1505 ) FBETEHK.

bootup_time 300
recovery_wait_time 600

AR RERREFE0R (157% ) FEEE M. bootup_time 300recovery_wait_time 600
BREESC , REZTHRR , RARWMITIRESR S , WTFAR,

Last login: Wed May 13 02:07:42 2020 from 10. x. X. X

HUBHHHH RS H RS R R R R R S R R R E# # ESC on crucsb502- esc-vnf -
esc-core-esc-1 is in MASTER state.

BHUHHHH R H R R R R R [ adm n@r ucs502- esc-vnf -
esc-core-esc-1 ~]$ health. sh ESC HA (MASTER) with DRBD
vi nmanager (pgid 14643) is running nmonitor (pgid 14712) is running nona (pgid 14768) is running
drbd (pgid 0) is naster snnp is disabled at startup etsi is disabled at startup pgsqgl (pgid
15119) is running keepalived (pgid 14070) is running portal is disabled at startup confd (pgid
15016) is running filesystem (pgid 0) is running escmanager (pgid 15254) is running

ESC HEALTH PASSED / opt/ ci sco/ esc/ esc-confd/ esc-
cli/esc_nc_cli recovery-vmaction DO crucs502-cnat-cn_oanil_0_d7f90cle- 4401- 4be9- 87f 6-

f 39ecf 04ea3a




tail -50f /var/log/esc/yangesc.log

2020- 05-05 02:29: 01. 534 WARN ===== SEND NOTI FI CATI ON STARTS =====

2020- 05- 05 02: 29: 01. 534 WARN Type: VM RECOVERY_COVPLETE

2020- 05- 05 02: 29: 01. 534 WARN sStatus: SUCCESS

2020- 05-05 02:29: 01. 534 WARN St atus Code: 200

2020- 05-05 02:29: 01. 534 WARN St atus Msg: Recovery: Successfully recovered VM [ crucs502-cnat -
cn_oanml_0_d7f 90cle- 4401- 4be9- 87f 6- f 39ecf 04ea3a] .

2020- 05- 05 02: 29: 01. 534 WARN Tenant: core

2020- 05- 05 02: 29: 01. 534 WARN Depl oynent nane: crucs502-cnat-cnat-core

2020- 05- 05 02:29: 01. 534 WARN VM group nane: oanil

<out put tri med>

/opt/ciscol/esc/esc-confd/esc-cli/esc_nc_cli recovery-vmaction DO crucs502-cnat -
cn_mast er _0_05487525- c86f - 47el- a07e-f d33720d114f

tail -50f /var/log/esc/yangesc.log

2020- 05-05 02:12:51.512 WARN ===== SEND NOTI FI CATI ON STARTS =====

2020- 05-05 02:12:51.512 WARN Type: VM RECOVERY_COVPLETE

2020- 05-05 02:12:51.512 WARN Status: SUCCESS

2020- 05-05 02:12:51.512 WARN Status Code: 200

2020-05-05 02:12:51.512 WARN Status Msg: Recovery: Successfully recovered VM [ crucs502-cnat -
cn_mast er _0_05487525- c86f - 47el- a07e-f d33720d114f].

2020- 05-05 02:12:51.512 WARN Tenant: core

2020- 05-05 02:12:51.512 WARN Depl oynent nane: crucs502-cnat-cnat-core

<out put tri med>

SHIREREREMI,

¥ Eyangesc A % (tail -50f /var/log/esclyangesc.log) , H &EHRESFKE , W0 LR, MEKID
, BE M ZEconfd cliF 31,

[adm n@rucs502-esc-vnf-esc-core-esc-1 ~]$ /opt/cisco/esc/confd/bin/confd cli -u admn -C

adm n connected from 10. 249. 80. 137 usi ng ssh on crucs502-esc-vnf-esc-core-esc-1

crucs502- esc-vnf - esc-core-esc-1# show esc_dat anodel opdata tenants tenant | sel ect depl oynments
st at e_machi ne
NAME DEPLOYMENT NAME STATE VM NAME STATE

<trucat ed out put>
crucsb502-cnat-cn_etcd2 0 7263c87c- eeb62-4b81-8ele-alf 5c463a5b5 VM ALI VE STATE
crucsb502-cnat-cn_etcd3 0 512ef 3c0-96a2-4al0- 83b0-4c7d13805856 VM ALI VE STATE
crucs502-cnat-cn_master 0_05487525-c86f-47el-a07e-£d337204114f VM_ALIVE_STATE
crucsb502-cnat-cn_master 0 _8cf 66daa- 9df e- 4c7e-817e- 36624f 9¢c98c2 VM ALI VE_STATE
crucsb502-cnat-cn_master 0 _df f4ad36-7982-4131-a737-ccb6c8eae348 VM ALl VE_STATE
crucs502-cnat-cn_oaml_0_d7£f90cle-4401-4be9-87f6-£f39ecf04ea3a VM _ALIVE_STATE

S &L %

When ESC shows VM ALI VE_STATE, verify the status in UAVE

crucs502-uane- 1#show vnfr state
VNFR | D STATE



crucs502- 4g- CRPCF504 alive
crucs502- 4g- CRPCF505 alive
crucs502- 4g- CRPCF506 alive
crucs502- 4g- CRPCF507 alive
crucs502- 4g- CRPCF604 al i ve
crucs502- 4g- CRPCF605 al i ve
crucs502- 4g- CRPCF606 alive
crucs502- 4g- CRPCF607 alive
crucs502- 4g- CRPGN02 al ive
crucs502- 4g- CRPGAG03 al i ve
crucs502- 4g- CRPGA608 al i ve
crucs502- 4g- CRPGA09 al i ve
crucs502- 4g- CRPGA610 alive
crucs502- 4g- CRPGN611 alive
crucs502- 4g- CRPGN612 alive
crucs502- 4g- CRPGN613 alive
crucs502- 4g- CRPGN614 alive
crucs502- 4g- CRPGN615 alive
crucs502- 4g- CRSGN606 al ive
crucs502- 4g- CRSGN607 al ive
crucs502- 4g- CRSGA608 al i ve
crucs502- 4g- CRSGA609 al i ve
crucs502- 4g- CRSGM610 alive
crucs502- 4g- CRSGM611 alive
crucs502- 5g- upf - CRUPF014 al i ve
crucs502- 5g- upf - CRUPF015 al i ve
crucs502- 5g- upf - CRUPF016 al i ve
crucs502- 5g- upf - CRUPF017 alive
crucs502- 5g- upf - CRUPF018 al i ve
crucs502- 5g- upf - CRUPF019 al i ve
crucs502- 5g- upf - CRUPF020 al i ve
crucs502- 5g- upf - CRUPF021 alive
crucs502- 5g- upf - CRUPF022 al i ve
crucs502- 5g- upf - CRUPF023 al i ve
crucs502- 5g- upf - CRUPF024 al i ve
crucs502- 5g- upf - CRUPF025 al i ve
crucs502- 5g- upf - CRUPF026 alive
crucs502- 5g- upf - CRUPF027 al i ve
crucs502-cnat-cnat alive
crucs502-cnat-sni-cmalive
crucs502-esc-vnf-esc alive

verify the same in openstack (source the correct overcloud rc file)
(crucs502) [stack@rucs502-ospd ~]$ nova list --fields nane, status, host |egrep "CRPCF507|cnat"

<truncat ed out put>

| 3eb43fe7-9f41-42d8-afe4-80£6£fd62c385 | crucs502-4g-CRPCF507-core-CRPCF5071 | ACTIVE |
crucs502-compute-11.localdomain |

| cc678283-2967-4404- a714- e4dd78000e82 | crucs502-cnat-cnat-core-etcdl | ACTIVE | crucs502-osd-
conput e- 0. | ocal domai n

| 71146fcd-b816-49d4-a702-e993765757b0 | crucs502-cnat-cnat-core-master3 | ACTIVE | crucs502-
osd-compute-3.localdomain |

| 46£64bde-a8db-48£f2-bf3d-£fe3b01295£2f | crucs502-cnat-cnat-core-oaml | ACTIVE | crucs502-osd-
compute-3.localdomain |

| f470ba3d-813e-434b- aac8- 78bc646f da22 | crucs502-cnat-cnat-core-oanR | ACTIVE | crucs502-osd-
conput e- 2. | ocal domai n

% BN

LROGIERMESCIRE XME M, EXHERT , VMMWUAMEE#HTEE,



/opt/ciscol/esc/esc-confd/esc-cli/esc_nc_cli recovery-vmacti on DO crucs502-4g-
CRPC_CRPCF5_0_ee07bf 60- a8f 8- 405f - 9a0d- cf a7363e32e7

% 8 JRyangesc.log A B # BEE B

tail -50f /var/log/esc/yangesc.log

2020-05-05 02:57:21. 143 WARN ===== SEND NOTI FI CATI ON STARTS =====

2020- 05-05 02:57:21.143 WARN Type: VM RECOVERY_ INIT

2020- 05-05 02:57:21. 143 WARN St at us: SUCCESS

2020- 05-05 02:57:21. 143 WARN St atus Code: 200

2020- 05-05 02:57:21. 143 WARN Status Msg: Recovery event for VM Generated ID [crucs502-4g-
CRPC_CRPCF5_0_ee07bf 60- a8f 8- 405f - 9a0d- cf a7363e32e7] triggered

2020- 05- 05 02:57:21. 143 WARN Tenant: core

2020- 05-05 02:57:21. 143 WARN Depl oynent nanme: crucs502-4g- CRPCF507-core

2020-05- 05 02:57:21. 143 WARN VM group nane: CRPCF5071

<out put tri med>

2020-05-05 02:57: 21. 144 WARN ===== SEND NOTI FI CATI ON ENDS =====
2020- 05- 05 03:09: 21. 655 WARN
2020- 05- 05 03:09: 21. 655 WARN ===== SEND NOTI FI CATI ON STARTS =====

2020- 05- 05 03:09: 21. 655 WARN Type: VM RECOVERY_REBOOT

2020- 05- 05 03:09: 21. 655 WARN St at us: SUCCESS

2020- 05- 05 03:09: 21. 655 WARN St at us Code: 200

2020- 05- 05 03:09: 21. 655 WARN Status Msg: VM Cenerated | D [crucs502-4g- CRPC_CRPCF5_0_ee07bf 60-
a8f 8- 405f - 9a0d- cf a7363e32e7] i s reboot ed.

2020- 05- 05 03:09: 21. 655 WARN Tenant: core

2020- 05- 05 03:09: 21. 655 WARN Depl oynment nane: crucs502-4g- CRPCF507-core

2020- 05- 05 03:09: 21. 655 WARN VM group nane: CRPCF5071

<out put tri med>

2020- 05-05 03:09: 21. 656 WARN ===== SEND NOTI FI CATI ON ENDS =====
2020- 05-05 03:14:22. 079 WARN
2020- 05-05 03:14:22. 079 WARN ===== SEND NOTI FI CATI ON STARTS =====

2020-05-05 03:14:22. 079 WARN Type: VM_RECOVERY COMPLETE

2020-05-05 03:14:22. 079 WARN Status: FAILURE

2020- 05- 05 03:14:22.079 WARN Status Code: 500

2020-05-05 03:14:22. 079 WARN Status Msg: Recovery: Recovery completed with errors for VM
[ crucs502- 4g- CRPC_CRPCF5_0_ee07bf 60- a8f 8- 405f - 9a0d- cf a7363e32e7]

2020- 05- 05 03:14:22.079 WARN Tenant: core

2020- 05- 05 03:14:22. 079 WARN Depl oynent nanme: crucs502-4g- CRPCF507-core

2020- 05- 05 03:14:22. 079 WARN VM group nane: CRPCF5071

<out put tri med>

KEESCH 1R R i

HESCH , MEFENEFHED, FRAVMEEZBIEHES (REENHE ) ENE,

crucs502- esc-vnf -esc-core-esc-1# show runni ng-config | include recovery_policy
recovery_policy recovery_type AUTO

recovery_policy action_on_recovery REBOOT_ONLY

recovery_policy max_retries 1

FUAMEH EF T IAVMIRES

Spoiler
EE(A: EHHBUwaday0BlE, F1XREEFTEL MM,



EEUH . EFMPBRTHEdayORE, F1REEFELIHME.

ubunt u@r ucs502- uanme- 1: ~$ /opt/ ci sco/ usp/ uas/confd-6. 3.8/ bin/confd_cli -u admn -C
Enter Password for 'admin':
el cone to the ConfD CL

adm n connected from 10. 249. 80. 137 usi ng ssh on crucs502-uane-1

crucs502- uane- 1#

crucs502- uane- 1#
crucs502- uane- 1#show
VNFR | D STATE

vnfr

state

crucs502- 4g- CRPCF504
crucs502- 4g- CRPCF505
crucs502- 4g- CRPCF506
crucs502-4g-CRPCF507
crucs502- 4g- CRPCF604

alive
alive
alive
error
alive

S|4 EFTBRVM,

MUAMEE T EEVM

crucsb502- uane- 1# recover n

REENHBRNAE

sd-id crucs502-4g vnfd CRPCF507 recovery-action redepl oy

EEFUAMEREFESCHE , BENIRERZAREE 1504,

UAME B & :
tail -50f /var/log/upstart /uane/l og

<truncat ed out put>

2020-05-06 08:57: 22,252 -

VM RECOVERY COVPLETE]

| VM RECOVERY DEPLOYED | CRPCF5071 | SUCCESS | Witing for:

2020- 05-06 08:57:22,255 - Timng out in 143 seconds
2020- 05- 06 08:57: 48, 227 -
9a0d-cfa7363e32e7 | SUCCESS | (1/1)
2020- 05- 06 08:57: 48, 229 -
2020- 05- 06 08:57: 48, 231 -
2020- 05- 06 08:57: 48, 347 -
2020- 05- 06 08:57: 48, 354 -

| VM_RECOVERY COMPLETE | crucs502-4g-CRPC_CRPCF5_0_ee07bf60-a8£8-405f-

NETCONF transacti on conpl eted successful | y!

Rel eased | ock: esc_vnf_req

Depl oynent recover-vnf-depl oynment: crucs502-4g succeeded
Send Deployment notification for: crucs502-4g-CRPCF507

ESCHE :
tail -50f /var/log/esc/yangesc. | og

2020- 05- 06 08:58: 01.454 WARN Type: VM RECOVERY_COVPLETE

2020- 05-06 08:58: 01.454 WARN Status: SUCCESS

2020- 05-06 08:58: 01.454 WARN St at us Code: 200

2020-05- 06 08:58:01.454 WARN St atus Msg: Recovery: Successfully recovered VM [crucs502-4g-
CRPC_CRPCF5 0 _ee07bf60-a8f8-405f-9a0d-cfa7363e32e7].

2020- 05- 06 08:58: 01. 454 WARN Tenant: core

2020- 05-06 08:58: 01.454 WARN Depl oynent |D: 4f958c43-df a4- 45d4- a69d- 76289620c¢337
2020- 05- 06 08:58: 01. 454 WARN Depl oynent nane: crucs502-4g- CRPCF507-core

2020- 05- 06 08:58:01. 454 WARN VM group nane: CRPCF5071

<out put tri mmed>
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