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AR AXEFHEHME= M, ShaUHNEAE=FRFZRXEFRRN SR,

B : W{AIETCL LAN 124188 (WLC) L EME B XX H 2

A.WLCEEFWRE :

5 KM RAM — RIFLEDES AR HIZREE

JEZ k1t RAM (NVRAM) — REEFEFEE

YIBE WLC HEERERSH , MEES NS LM RAM, BHATFSH LM RAM FHEEREZE NVRAM F |, BUBR WLC FH 3
FINEEEFHF 3.

EHITUTESHN , TREEESRBHANFHREEE :

EREERS.

AR E,



RERE.
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A4 CLI,

WLCIhEEE I &) &

B MAELLBIEMEFERWLC) LigERT B S A RIEMIN(EAP)ER ? B EINEHEEFRSER (ACS) &E , BEAEHE
B“unsupported EAP 258,

A WLCLEBHIMMEAPKEEE, X THE EAP(LEAP)., EAP Flexible Authentication via Secure Tunneling (EAP-FAST) =
Microsoft Protected EAP (MS-PEAP) , REBLE |EEE 802.1x 5k Wi-Fi Protected Access (WPA) ( Z1RIZEA WPA 5 802.1x ) »
RADIUS [Eit & i L X ISMME EAP X RIBEN 802.1x FRidXIFM. ZFF M RADIUS fR5588 £H EAP RESHITHL,

EEWLC EBY GUI EH EAP, BERUTEE :

1. 7£ WLC GUI A |, B WLANS,

2. X E R WLC FE B WLAN FIR, BEHEN WLAN,

3. £ WLANs > Edit 7 , 8 Security 3EIF -

4. B | ayer 23 3% 3% Layer 2 Security?E 3 802. IXBRWPA+WPA2, & AT AR — & O RE BEATR M 802.1x 8. RE
, WLC BEELEFiHMINERS 82 B K EAPANERES.
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& EALORETMERIIWLANNE P IR BRENRS | XERERIZHBNEFRBEERNERATHEER, S MWLANTLE
BENEFIRHERRTEEANTE,
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A. PKCREEHZHHAEF. ©RENX 802.11i IEEE b ENT BRI,

PK CRCisco 2006/410x/440x R 32 |25 B AR —fIhEE | EAF ERE B WirdeTakSTech WriterBk R, ssBEFIm@i LT EAE
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HEFTEFHAUERFTHMBZEZE. NRLSEFHEE , ENENRELEFEFHRIRTEENENNIFENNE. 2FENEE
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B : Cisco B&RIBMIEHES (WLC) REXEFHED®R (HTk ) hee ?

AR K REHWLANFEFRERANRZAWLC , NAUEECTIAREHITR, BF , — N LAPAMAZIFEENE WLC, —BX
WLC XEHE | LAPHEFEIHMAZBHATRNE —D WLC, EHELRINEES | LAPNRIAE WLC HETEET A TERT
ETIAE WLC, BXiFMER |, TS HREEASHWLANZE SIS S EIIRE B RO,
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ARG MRIIACL (BBEX) , IEEEFHERHITEORIICH , BHALUATFEFHREREASEIPUL, AN
WebfRE 28 ITWeb B IR AT , FELEWLCTF AFE N S EWebRS 85 ( Cisco 5500% Fl#2 4185, Cisco 2100F& 52428, Cisco
2000FR B M= FIBF M EEIR ) B HRIEACL, W TFHEMAWLCES , MBHRITACLTREMSEN., B2 , EFERA N EBWeb S 14361k A
, —FpEF I A R SN EBWebR S B85 Bl E Tl & 2 I UEACL ..

@ BRHMEHRE— MACTIIE WLAN FI— N2 TFHA WLAN, BEFBERARIARBRTHN WLAN? E |, BEFBEES
Bz 5 MAC 33888 EiRiER WLAN ID #3<Bk ? Ak , AfH4 MAC TS E&E— N EQEM ?

AZPIET LR B F P iRl B N IEZE T NEMWLAN, MAC SIEESH M MEm o B TR RSN A R WLAN SiEAMNEO, R
24 WLAN SBEZERBMED |, BELIRZEONA MAC XEREMETENEN WLAN 5 BISIESEES.
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AMWLCHRZA4.1FF 88 , WLCKIFTACACS, FSHBLETACACSHE T M IN{A B B TACACSHEUAIFWLCH B E A -,

B . TL&BEMREER (WLC) FHEEINEXRKIRERAAR ?
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ERRASEARKRE  BREATHR

1. £ WLC GUI A | 3 Security > Wireless Protection Policies > Client Exclusion Policies.

2. % EEUEE D Excessive Web Authentication Failures.



B RERNEABEAR (AP) BRABREER, EFEA AAA RADIUS REBHTEFIRTFITHNRERTLIEA LD (LWAPP) &
AT, BERET WLCH IPH#atBREEE IR RADIUS Fit, BEBETSiZ WLC XxEH AP MAC it A 21Z WLC #9 IP
H# 3k B RADIUS ighk ?

AR, ATEAWLCIHE BT MILIRIE. BRERATIR

1. 7R HIZF GUI H#Y Security > Radius Accounting & , B —N“Call Station ID Type” FTHIAE. i%E#F AP MAC Address,

2.8 LWAPPAP BEXNIHEH TR, HiZAXD , BELEFE cdled-station ID FERE R TREREF IRFT<BE AP K MAC #t
i.lj:o

B MEEN CLI £ L& B EM R8s (WLC) EE R Wi-Fi Protected Access (WPA) B FHBAHE ? HAE R 7] LAfECisco |IOSEA =
(AP) L dot11 wpa handshake timeoutvaluefs S T INE K , {BNAEWLC LI ITILIRME 2

ABBRAT42RESMAFER T BZWLCEEWPAEF BN IR, FHN WLC RAREHTFRLIED,

AR T SER WPA EFEBIHE :

<#root>

config advanced eap eapol - key-ti meout

<value>



config advanced eap eapol -key-retries

<value>

MINMESS R WLC BIHBEITT N,

- the default value for eapol-key-timeout is 1 second.
- the default value for eapol-key-retries is 2 retries




EE : £Cisco IOSAPL |, T {8 Adotll wpa handshakeds B & Lt i& B

BB T LAE R config advanced eap @5 T HIETREL B H it EAP S8

(Cisco Controller) >config advanced eap ?

eapol-key-timeout

Configures EAPOL-Key Timeout in seconds.
eapol-key-retries

Configures EAPOL-Key Max Retries.
identity-request-timeout

Configures EAP-Identity-Request Timeout in seconds.
identity-request-retries

Configures EAP-Identity-Request Max Retries.
key-index

Configure the key index used for

dynamic WEP(802.1x) unicast key (PTK).
max-login-ignore-identity-response

Configure to ignore the same username count

reaching max in the EAP identity response
request-timeout

Configures EAP-Request Timeout in seconds.
request-retries

Configures EAP-Request Max Retries.
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HEWERE , AREIY EERBUERFIRAEBEMNE LEE TE, SaLMERESIE GUI S CLI BAZEEE , FETLMERZS
2% CLI & WCSIZE T2 Wiz,

YHEEREATNE. MRERAZKFEENER TREN WLAN BEAERNE , BLBEUTHE



The page at https://10./7.244.204 says:
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' The Following errors occurred while updating the WLAN:
{ = % Error:Cannot change diag wlan settings
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