E=TE 7 o]

AZEANAUHTE L Telnet. SSH F1 HTTPS (ff ] ASDM) Viln) ASA BT RS HE, Wil H P idk
AT S B UE R HZ AL LA B o] G el 265 S A

o MUEEHEREYTH , BB

s NARGZEHANE AAA, 18 1T

o WA wAAVIN , 2838 L

o ERRVI MBI ek, B 40 T

it B & I8 A2 17 (9]

AFNENT A ASDM. Telnet B¢ SSH Br & ASA Vi, DA IAMAE BB, )08 S AEE .

e & SSH i519]
IR T 2 7 i 1P Mk 12 vl SSH i&E#: % ASA I, EHATLL I DR S0 LR
.

o BEPTI] ASA B LLEEAT SSH Vilal, JRETE AV LN 1P Hubk 17 R0 . 48 B 4 e A 4 I
H SSH.

o BT HEN ASA T iRz O LIAN, AN Ee Hofthdz k4T SSH Vi) . B4, 4n SSH EAL
P FAMRE I b, W RE B ) A L R B . SRR (A e — i AR 2 Tl VPN &
(X ASA SSH WAk 32 F) o iES AL E VPN fEiE B v , 55 12 .

* ASA SRVFREME /AR Z A 5 NI SSH &4, EFrA T s Z 700 100 k. 1H
s T RCE AT T RES BIUE IEAE S B, RN IRAE DN SSHE TR b AT B,
i PR LEAS N T T AT S

o BAOATEML T, ASA{f CiscoSSHHER:, ‘©iiT . Bn LAl )a F- 54 ASASSH Hil . CiscoSSH
SRR T

* FIPS &3k
o SEHTERET, AR B R IE AL X I S B

| g ]
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R, ORISSHHEA S HF:
* 8 VPNl SSHIE R R JiAb R 1 CEF L) n))
* EDDSAZH T
* FIPSHA T IFIRSAZE PIX)

W B X eI RE, N ASA SSH MR .

CiscoSSH HEFE ] SCP ThfiEME 781k : 4l ] ASA copy fir 2 #3011 151 SCP Al 45 2% ak A SCP
RSS2 53 h S, AT ssh dir 2 1E ASA 2k SCP RS 251 M/ EHLE FH SSH 17 i)

« ANFFCFF SSH BIAFH P 44 . i SSH LK pix 5 asa I/ 44 FUE Sk S VL i 42 ASA. 2
1§ FH SSH, #4204 7518 [ aaa authenticationsshconsoleL OCAL #ir4-HlE AAA S IF; 4SR5
I username fir 4 E XAHLA P o A1 SR AT AAA JIRSS 25T AN A HBECH FEEAT S 0 B
E,  ERESCHE AN b B 43 56 C Ok 25 F 72

* A SCHF SSH AR 2.

FiaZ |l
s FEZRRBAT, WA SRR R AR . EARRIE VIR BRI, A

changeto context name.

UK

(A[ig) AHH ASA SSH HER A 2 2R IA CiscoSSH HEAk
no ssh stack ciscossh

TR A 2 CiscoSSH HEFE, %1 ssh stack ciscossh.
AR SSH b TR (MGG H F2E ASA) &
XFF ASA virtual, S7EHCE G ABIAIE %X . ASA virtual {3 HF RSA %41,

a) RPN
crypto key generate {eddsa edwar ds-curve ed25519 | ecdsa elliptic-curve size |r sa modulus size}

i

ciscoasa(config) # crypto key generate ecdsa elliptic-curve 521

* eddsa edwar ds-curve ed25519-# 11 K/ 425647 . ANSCHFCiscoSSHHER »
* size-LI7 R BAALIG K /N 256 38411521, ecdsa eliptic-curve

o size- K/N CCAGE M EAE) h2048. 3072804096, rsamodulus B i iR AS o2 MR 6 RAS 25
B SRR, DRI ERAT A 13 e kg A P A S B R B 5 A

B z=niE
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sEsshiza ]

PR E BB/ IR, AR B3 B0 P 75 (R IR TR S . SSHZ LA R P 221X % 4H:  EdDSA,
ECDSA, #RJG+ERSA. fliH{| || }fiv4 . show crypto key mypubkeyeddsaecdsar sa SSHAY ] )%
FAFR Ay<Default- type -Key>.

b) (k) ARG BRI BT (EADSA, ECDSAFRIRSA) , iiffse ZAE (1804
ssh key-exchange hostkey {rsa| eddsa| ecdsa}

HIEARRSA, WA FI2048 KT K M. b T SOUTHHCAE, (UL LR A It
A SCHRONE ] T R oS SR RAS BEHI0SCHE, B TR Ol B LA S
CELIESIR

i

ciscoasa (config) # ssh key-exchange hostkey ecdsa

K P RAF BIR AN AF
write memory

IR

ciscoasa(config)# write memory

e B s FE R G g ] A SSH ViRl ). st DUAEF AAA RS 283EAT 7 U7 i), (Bt it
FAMA 4.

user name name [passwor d password] privilege level

IR

ciscoasa(config) # username admin password Far$capel999 privilege 15

BRAANGOUT , R R 25 BIANAT 0 F1 15 Z[aIZn], b 15 HAA TR, oS 2iam 6 H
FUE N SL 3857 B O 56 UE T AN 2 250D & 43 5641 (ssh authentication), #&1] #8752 AE F & 68 4l 2
Fro #IEFE username iy 2 HHC B A B B O B0IE LR RS, U SRS AR SRR S A AAA B
ouE, H PRk S 5%, R G2 username it 4 nopassword #£15, ; nopassword
IS VFNATAT 20, AN T .

CAlag) SV A A S O S UE AR/ LRSS S Oy S0 E,  JFAE ASA BRI AH:
username 4 #x attributes
ssh authentication {pkf | publickey key}

Tl

ciscoasa(config) # username admin attributes
ciscoasa(config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "

g ]
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AAAAC3NzaCllZDIINTES5AAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiNe5Q
--—- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

XA username, W] LS A BH S 03 50 UE AR/ DL ACEE A 3 7 Bk o A8 m] UASE FH ATART n] A2
ssh-rsa. ecdsa-sha2-nistp 5% ssh-ed25519 JU U % 8] CANAFIETS) 11 SSH 2B AE ek A1 (i ssh keygen)
A FVEX . 7E ASA EEIANZ A A5, SSH & il AAEH (LA S H T A st 2 g %) i1y
4) HHR ASA.

T pkf ZH, RGEBPERERENG PKE #2258, 5K 4096 47 kg T il i Kam ik LA
Base64 #% 20 R 2850 . wiltn, m] DAEH ssh keygen A5 J 4096 17 (%5, AR B JL 5y
PKF, JAiH pkf CBEFAE A SRR & 0T LUK pkf koS d s — (], {3 PKF %
AL B EHIBISH RS . EuZif N write standby iy 44 BElH 2> PKF %41,

X8, %4 Base64dn i) A4 . publickey #& 1] LLAE HATfA] A] 4= i ssh-rsa.  ecdsa-sha2-nistp B¥,
ssh-ed25519 JRah% 48] CORWUEH) 1) SSH %4 4E kAt (4 ssh keygen) - 8%t

ORF T3 J5)D JA ] SSH Uil A (50 AAA JIR 55 #%) 5 6 B ik -
aaa authentication ssh console {LOCAL | server_group [LOCAL]}

TP

ciscoasa(config)# aaa authentication ssh console LOCAL

X4 ssh authentication iy & (1 )7 4, B & A REIAIL AP G r K k. ASA Bl A<t
Bl FEEAT A1 B I . e SO BAT BT 4 o n SRS SR vEASHL ] A8 ) A B IEER
TR, AR a4 S b A B 4 901 LA SRV SR )

s ASA WILHSZ REAN MU bk B 7 9 (0 342 (1 TP kil AR RT /R AR SSH 4 .
ssh source |P_address mask source_interface

* source_interface - 8T a4 I L o X IMFAL, il He @ ML R 82110 . X4 VPN
ERYT GEZM BCE VPN BRE ERE BN, 512 50 , iR Em4n BVI .

5 Telnet AN, #0] LIRS AR 224900 % 1 EAT AT SSH.
il
ciscoasa (config)# ssh 192.168.3.0 255.255.255.0 inside
(nE)  WETE ASA Wi SSH il Z B, 231l n] 205 PR R R 2 i ] o

ssh timeout 4344

i

ciscoasa(config)# ssh timeout 30

EIRiF ]
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iE
[24

I

*

1"

sEsshiza ]

BEE NI A, JEECY 13 60 7380, BRME N 5 708l ERZHEIEIT, BROAFFSEN AR, W
B0 L2 SE ST AT AT SYIIN KA AR HE R DT s (KD )

CAIE) A 2420 (SCP) iRk 55 4 -
ssh scopy enable
SCP fIRk 55 a3 AT H RS RF o /b H S SCrF o IR R 5 )7 i 17 1) ASA AR SCA
SCP fik 55 #i AN S HF s sl BC A
(AI%) WL SSH & fid nes Hvk:
ssh cipher encryption {all | fips| high | low | medium | custom colon-delimited_list_of_encryption_ciphers}

il

ciscoasa (config)# ssh cipher encryption custom 3des-cbc:aesl28-cbc:aesl92-cbc

ERE R medium. R AN IBFAE A o 0 T 1e XA, M2 A 200 B eIk 22 4 44
HH .

o all B AR e T % 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes128-gem@openssh.com chacha20-poly1305@openssh.com aes192-ctr aes256-ctr

* custom RBEFRAE 8 SCAE IS E 717, LR 596,
* fips KEE TR EANAF A FIPS %69 aes128-cbe aes256-cbe

* high S48 e AR L% i . aes256-cbe aes128-gem@openssh.com
chacha20-poly1305@openssh.com aes256-ctr

* low KREEFIEEM. TRIEME S 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr

* medium X FIRE T A SRS (BRIAKE) : 3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr

(i) ACE SSH i s #evE 5k
{1 E 50 B flist_of integrity_ciphers} ssh cipher integrityallfipshighlowmediumcustom

i

ciscoasa(config)# ssh cipher integrity custom hmac-shal-96:hmac-md5

BRI A high.

o all JCEE 45wl T %% : hmac-shal hmac-shal-96 (Deprecated) hmac-md5 (Deprecated)
hmac-md5-96 (Deprecated) hmac-sha2-256

* custom K IR E A E UM INE R E 74T, LLE S 0.

* fips JCHE AR AT A FIPS 1% 8Y: hmac-shal hmac-sha2-256

g ]
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* high SREETF5 2 9B :  hmac-sha2-256

* low FHEFIEEMK. PR ETRE %55 : hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96
hmac-sha2-256

» medium JCBE FF R E R % : hmac-shal hmac-shal-96 (Deprecated) hmac-sha2-256

$I%12  ("]iE) (Admin context only) - % & Diffie-Hellman (DH) %4547 # 45 5 :

ssh key-exchange group {curve25519-sha256 | dh-groupl14-shal | dh-groupl4-sha256 |
ecdh-sha2-nistp256}

Tl

ciscoasa(config)# ssh key-exchange group dh-groupl4-shal

RN A4 dh-group14-sha256

DH # PIAZ B Gk BT — D5 SO 3= ] A 5B M TSP S, I
FEENL SR RAE . B PIHTTER B R AR5 3 SR RAE. A% DH % P15 AP EAR{S
K WS RFC 4253, S REAEE PG St e B B PIAc#; B SLpr A 5 St .

=)
LU R AR B T ) PKE B3 G175 G0

ciscoasa (config)# crypto key generate eddsa edwards-curve ed25519
ciscoasa(config)# write memory

ciscoasa (config)# username dean password examplepasswordl privilege 15
ciscoasa(config)# username dean attributes

ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiie5Q
---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

ciscoasa (config) #

PLUF 7R #454F Linux B Macintosh 54t 4 SSH ZEB— ML 34, I 5N ASA:
1. fETHEML AR 1 EADSA AP RIRAH:

dwinchester-mac:~ dean$ ssh-keygen -t ed25519

Generating public/private ed25519 key pair.

Enter file in which to save the key (/Users/dean/.ssh/id ed25519):
Enter passphrase (empty for no passphrase): key-pa$$phrase

Enter same passphrase again: key-pa$$phrase

Your identification has been saved in /Users/dean/.ssh/id_ed25519.
Your public key has been saved in /Users/dean/.ssh/id ed25519.pub.
The key fingerprint is:

B z=niE
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SHA256:ZH0j£Ja3DpZG+gPAPIASPYCEY0+Vzo2rkGHIpplpw8Q dean@dwinchester-mac

The key's randomart image is:
+--[ED25519 256]--+

\
| o

| . . + ot o
|.E+ o ++.+ ©

| . . 00...
+---—[SHA256] -—--- +
dwinchester-mac:~ dean$

Vg B ¥ g PKF A% 20

N

dwinchester-mac:~ dean$ cd .ssh

dwinchester-mac:.ssh dean$ ssh-keygen -e -f id_ed25519.pub

—-——— BEGIN SSH2 PUBLIC KEY —----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiWe5Q
—-——— END SSH2 PUBLIC KEY —---—-

dwinchester-mac:.ssh dean$

3. R PR R BTG .

4. (£ ASDM 1, HKUGEF BLE > REEIE > AHR/AAA > BARkA, E&HEMA4,
o iliREE . il Public Key Using PKE JE4 25 kGG 31 % C b

5. BOUEH] R Al LU I SSH R R ASA. X T804, i i N B /1 B £ FRS I e 1)
SSH # P # Y .

dwinchester-mac:.ssh dean$ ssh dean@10.89.5.26

The authenticity of host '10.89.5.26 (10.89.5.26)' can't be established.
ED25519 key fingerprint is SHA256:6d1g2fe20vnh0GHJI5aag7GxZ68h6TD6txDy2vEwIeYE.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.89.5.26' (ED25519) to the list of known hosts.
dean@10.89.5.26's password: key-pa$$phrase

User dean logged in to asa

Logins over the last 5 days: 2. Last login: 18:18:13 UTC Jan 20 2021 from 10.19.41.227
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.

asa>

LR 7R "5 ASA El’] SCP £xific MAMB ML E% P umdh AT SCP UL R, i, &
Linux A LL R ir 4>

scp -v -pw password [path/]source filename
username@asa._address:. {diskO|disk1}:/[path/]dest_filename

v RIRTEAN, WURIERTRE -pw, WS P i N Y o

| g ]
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it & Telnet 177 |9]
S AV Telnet SE375 ASA 10/ 2 1P MU, HEHUT UL FABIR. 152 bl L F e

o GNEVT ) ASA BT Telnet Ui i), WATFEALHF TN IP bk A v7 RN, 18 75 AR Hi A8
Sy BeE Telnet Ui .

o BT HEN ASA BT A3 O BAAh,  ASCRENS HADFE L 3E4T Telnet U5 i) . #1201, 40 Telnet
MU FAMFE 0, W R Re Ak B #2178 1 1) Telnet 34 . BEIEI ME— @l A2 1k VPN
H¥:. WWZSNCE VPN BEE ERE BN, 25 12 Tl

* BRAEFEH VPN BB 1 Telnet, 75 W JC1EAEH Telnet V5 ) A% 22 =20 % A .
o YAME SR RZ 5 ANIER Telnet &, EFTH G T &RZEZ 24 100 NMERE.

FHIa Z |l

s A2 FHET, G RPATE N D S AT . ENRGERE V2 SCE, HA
changeto context name.

o B[] Telnet 17 1] ASA CLI, &% Nilid password fiy 4 W B 15 530 . i ] Telnet R 47
TFB B I%E .

UK

T UUN ASA A7 TR AR ik BT I SOE SR 1 TP bl
telnet source IP_address mask source interface

* source_interface - 5 &AL O 4 10482 o FF B4, 5452 MMFL 8 0 . X4 VPN
ERYIN GEZ0 S VPN BEE B s yim , 5 12 00 , WEREa A BVI#EH.

WARFA A, EEEDR 229000 100, i) ARCE. Telnet LLYS ) 1%4% 1
T

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside
P2 WHE ASA 5 Telnet 231G WiFF R 1, 1%2 Ul il LARFEE A 2K i)

telnet timeout 4344
w1

ciscoasa(config)# telnet timeout 30

BCEEINIE], e 1 5] 1440 7380, BRINEN 5 08t . fERZEAEOLT, BROAFFSE (A #OK KL,
3840 A L 5€ BT A RIS A g 5 e £ T

B z=niE
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EEMAF ASDM & WTTPS i, ez [

AN
TH SR —& N O _Eh X 192.168.1.2 [ EHLTT M ASA:

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

TSR A0 fRVF 192.168.3.0 PIE% LR TE F S AE S EREE D L ) ASA:

ciscoasa(config)# telnet 192.168.3.0. 255.255.255.255 inside

BcE AT ASDM &Y HTTPS ifja]. Hh &= Pim

Wi H] ASDM B¢ CSM %5 HAth HTTPS % /iy, W5 225 ) HTTPS iR454%, JFR¥FE ASA 1)
HTTPS &, HTTPS Vi) & 4F I ) BRABCE 30 0 . Wi ECE HTTPS Ui, IHHATULT
U IES LU HEN
« Ui ASA B2 LAHEAT HTTPS Vi in), JRJETE ARV AL IP kb v i U o 485 3 75 42 A 4
BC'E HTTPS. {HJ&, WIRENCE HTTP 5 [ ¥ HTTP 18 H ) # € [\ 22 HTTPS, W44 2005
FH SOV HTTP (5 B0 7500, %38 O Gy HTTP & .

o BT HEN ASA B BT (4 10 LLAN, ASSCRER Hoh 2z b T B U ). o, Qo S5 B R MUY
TAMEEE D b, 0 R B ) A R A I . IR DU i — g A T VPN . i
Z RN E VPN fgiE L Fivinm) , 26 12 7.

« AERRE ST, mEZ LA 54 ASDM kR &1k, 2T, MER®RE 5 MER
ASDM &1E, ARG = HZ 94 200 /> ASDM 5241,

ASDM TIPS HTTPS 34— M T RZArE4E) , 7 MNHTRHATIRE S (X
VAT E SN A A o B, B EERGEIN 200 4 ASDM 21478 HTTPS 2164
BRI 400

* ASA ARVFAE RS S a A AME e CInskaTHD Wi foir 6 AN F & dE ASDM HTTPS 431,
BTSSR &2 AV 100 > HTTPS £ .

o QERAENR] 4% 1 _L[RINS F] SSL (webvpn> /R B £ 1) ATHTTPS Vj1i), AT LAM https://ip_address
il Secure Client , M https://ip_: address/admmwilu]iﬁﬁ 1443, WHIEJFH T aaa SBIE http
ZEIE, WLk ASDM Vi )45 & Hopth i 1

FiaZ |l

s FEZ A EREUE, RN EPIT S P e RATE . ENRG EVIH RN RIE, WA

changeto context name.

| g ]
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B ==5T asom e HrTes 0. EfpE i

$IR2

UK

WU ASA AT s 2 1 AR A Huhk 51 200 HTTPS 3E 8211 1P Huhk .
http source_IP_address mask source_interface
* source_interface - Fi5 @ AL Ll 44 I Lo P T IOA AL, Wi54a e AR AL i 82 11 X T4 VPN
BRI G2 BE VPN BEIE FEEYGR , 2512 70 , 1B e w40 BV 0,
il

ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

J&i F HTTPS 45 %% .
http server enable [port]

TP

ciscoasa(config)# http server enable 444

FOAER, owE k443, WERE o 05, 55U ILEFEE ASDM vi i) URL H . f#ild, a0k
i 5 SOl 444, I NLL R URL:

https://10.1.1.1:444
FVFEE AR BEAS 16 HTTPS % /' tj ) ASA _E[%) HTTPS %% . BRIATENL K, ft1F ASDM. CSM
I REST API.
http server basic-auth-client user_agent
* user_agent - 7 HTTP i 3K i) HTTP 4R Sk thdig e 2 7 g i H] AP 7455 eh o 80n] DU S8 58 B 74
HR RSN R O AT R s i B P AR AT R (R SKIUHC o A e 1) 2 45 o DL g
rr At R, SUFRAIRIX P KNS
fln, curl FEULHC LA H] AR 4 e

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 l1libidn/1.18 libssh2/1.4.2

curl K AVEHEL LT I P ACER 745 o «

abcd curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

CURL A ANILHC LR AL AR

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

AP B iy S B AN REAN B AF HR . VFEZ L% e (B, python JE . curl Al wget) ASCEF
P R it (CSRF) JE T MUK S 3 J0E, DRI, T B ) Fo VI 4 i (T ASA HEA 5 47
WAE V. TR, AR VT % 7 i .

B z=niE
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Tl

ciscoasa(config)# http server basic-auth-client curl

FEA (AR BCERIERM S TEN .
http server idle-timeout )4
http server session-timeout )4
http connection idle-timeout )

* http server idle-timeout 7341 - %' ASDM IEH: SRR, JuFE R 1-1440 4081, BRIMEH 20
I38he ASA W TRV 1IN H] B 9 A T3 PRARZS (1) ASDM 384

* http server session-timeout /41 - X5 ASDM 2 i IS 1EE N, JuFEh 1-1440 438h. MR ER
WAL TEERPIRES . ASA 23T 1k 15 B 1 (] B 1) ASDM 2%

* http connection idle-timeoutseconds - % '# fiTf7 HTTPS %4 (fu$F ASDM. WebVPN FlILfhE
Ju) (R RGN, JEH 4 10-86400 75 o R I BRI AL T-AE IR o ASA £ T 70 150 5 1) I T
BEA AL T2 RPIRAS 3% R . W1 3 [A] I & http server idle-timeout Al http connection idle-timeout
fir4>, M http connection idle-timeout {25 H1AT .

i

ciscoasa(config)# http server idle-timeout 30
ciscoasa(config)# http server session-timeout 120

Gt

PLR 7~ S o anfn] 3 FH HTTPS Al 4 a8 4 1 _Esht y 192.168.1.2 [f E ALV 7] ASDME:

ciscoasa (config) # http server enable
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

PUR 7- 8] B anfnl £ 192.168.3.0/24 WI2% BT P ] BLT ) 9 #84: E _EF) ASDM:

ciscoasa(config)# http 192.168.3.0 255.255.255.0 inside

% ASDM 37 {385 T % A% SSLVPN F2 B HTTP £ 1)

TS Zid ] HTTPS &8 2 i ASDM 5K 6% F' i SSL VPN [ ASA. T 7 i WL, v LUK HTTP
LR E W 2 HTTPS. i, @ik &2 7 HTTP, %A http://10.1.8.4/admin/ 5%
https://10.1.8.4/admin/ 34 7] i A4 1% HTTPS Huhikf¥) ASDM Jii 8l 0L 1fi

f& T LLEE 2 [7] TPv4 R IPV6 it .

| g ]
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FiaZ /i
T, ST SOV ENLIP Mk s ) B . HZ, X HTTP S ), “anZiUs i foiF HTTP (15
R A0, % D AT HTTP b 1 .

UK

JA T HTTP &5 A :

http redirect interface_name [port]

Tl

ciscoasa(config)# http redirect outside 88

port fiffi & #: F W IL 5 17 HTTP 4% 1005 . BRIAME R 80.

Be & VPN bil b B E2 i ia)

W VPN BRI AR — AN O E2b, B T Bk Ui ) AN A i B2 COR T HE ASA, A 20K 1% 4% 11
FRFCHE YRR . Bltn, WSR3k ASA, it shfERT LAl ASDM. SSH. i
Telnet BN FEL I, 80, G MANEEEHEARS, v LL Ping WHB#E .

\}

R RAEH CiscoSSH HEAL (ERINEKE) , W) SSH A Frb I Re .

\)

IR OSNMP AZHFEIAE. AP T-5ET VPN [ SNMP, FRATESNAERR A8 10 _F s FH SNMP. 863 o 4
PR IR Sh g BN AT AR 3R 0042 11 _EAd ) SNMP. 2R[B[5 1 13E H T SSH.

B T 13EN ASA BT I E: O LA, ASZHEe Atz Ot4T VPN U5l a0, Wi VPN o5 [ AL T
SNSRI b, W RE E B I A D R ER . NAE ASA W] BT W R0 B A VPN, R
kA AT, DAEEAS A E 2 AN HudE

DU 2R VPN B ] DLSE B BV i) . IPsec 2% )" i~ IPsec ¥ (] ¥ fij B2 VPN Fll Secure
Client SSL VPN %) it

FHIa Z Al
R TR AR DD fE

UK

Feoe T — AN HEN ASA I ZEY ] 1A BB L1 A K

B z=niE |
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#E Firepower 2100 T & 1 $piE 0 LB &5 Fxos wgisia ]

management-access management_interface
XF T Easy VPN Filsii pilalfzis, vl LR @4 BVI (ZEB BT .

TP

ciscoasa(config) # management-access inside

1£ Firepower 2100 “F & 4=\ #3542 O LB & x3 FX0S B9 & 1B/ o)

TGN, 0 S B % 1145 7 Firepower 2100 L/ FXOS, W] LLAC & SSH. HTTPS Al SNMP
Vil W SRR PR A, (H B T /1 GXIE V7 W FXOS (AKX A7 T A7 p g e,
M shaedE A H . s FHbThag, WACRT DAgRSi AT 3 11 AT AR UG ). (HOE, TEANBELE
A F DD RE R ALV EXE I FXOS I EE 11 BT FEvr 0] o LD e s 00 ok 15 AROK I i e R 21 ASA
Bdidz 0 BRI , I AR A2 (BRI #5528 —> FXOS &M G,

ASA {FHAEFRHES FEAT FXOS Vilnls briff CR 08 B DAL Rl — 8 00 B/ ASA A . 24 ASA ¥4
R R E] FXOS B, B8 RN SCR AEARE B x4 45 FXOS % 1 (A2 B FXOS
() HTTPS ¥ii 1) o A4 HAx 1P Hhhl (R ASA 210 1P Huhb) th ol i Py iht, it FXOS
. PEHHEORFEAAS . R T IR, ASA A FEE % b 2 ke IER I 92 0. 41805 1)
BN I ASA X8 TP HuhkIny, 208 FXOS FI S 448 5% ASA 4 HUd T ASA &5 H 17
e

ST LLAE ASA B4z 10 B )R FXOS & Hifw A4l , X/ SNMP [EBFakil4T NTP Fl DNS k4
MEEFTH I BRAEDLT, K4 ASA AhE#z 1 JH F FXOS & By & A 8, DL T DNS FI NTP filR4%
WA GXEIH TR BB FF AT A5 BT J5 00D o
FiaZ /i

o A PR S

o NuFE ASA BB,

o ANReH AT VPN BRIEZEE S ASA B, WABEE B 0 FXOS. E24 SSH H)—Fh Azl
Jii:, ALUIE VPN &S] ASA, 170 ASACLI, 4R J51# 1] connect fxos iy 417 in] FXOS CLI.
1HYER, SSH. HTTPS M1 SNMPv3 &%/l LUINE, R E B3 2 80m 2 02 24511

* TPR FXOS MG Ll B R R R ) ASA Bl 11 CBRAMED « ARIEMCHEZER,
WHZH (TR o

i

JEt ] FXOS i FE 45 HL
fxos {https|ssh|snmp} permit {ipv4_address netmask | ipv6_address/prefix_length} interface name

i

g ]


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg/asa-platform.html
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ciscoasa(config)# fxos https permit 192.168.1.0 255.255.155.0 inside
ciscoasa (config)# fxos https permit 2001:DB8::34/64 inside
ciscoasa(config)# fxos ssh permit 192.168.1.0 255.255.155.0 inside

( ) #

ciscoasa(config fxos ssh permit 2001:DB8::34/64 inside

(ATag) S IR S5 I BRI 3 11
fxos {https| ssh | snmp} port port
T2 LA BRA

* HTTPS EK A3 [ - 3443
* SNMP EKik¥i 1 - 3061

* SSH Bk [ - 3022
Pl

ciscoasa(config)# fxos https port 6666
ciscoasa(config)# fxos ssh port 7777

FOVF FXOS M ASA #2115 sh45 BLE

ip-client interface_name
BN OLR, AMEZ DAL T 8 HPIRES

Tl

ciscoasa(config)# ip-client outside
ciscoasa(config)# ip-client services

ERH /1 RERR] PR RS CBRAEDL R AL https://192.168.45.45, FF' 4k admin, %15

“ Admin123) .

AT AIRE (Platform Settings) £, #XJ5 /A SSH. HTTPS &, SNMP.

ERIAE LR, SSH 1 HTTPS &b T8 HPR A

&% E (Platform Settings) i£ -~ L i1i718513R (AccessList) At & A R VFE R BhE . BRI
WF, SSH A1 HTTPS H A VFEHE 1/1 192.168.45.0 M4 . T35 AVFE ASA I FXOS 2 &1g

(FXOS Remote M anagement) Bt & P& 5 AR A Hiu ik o

Bz H & At

P IN B T PR R AL T A EXBC B0 sliie B IR ()5 ik BB I I )5, 23

e AN EXEC BEe BUARSOLR, il Al . thBiEA

IR, AR AN .

B z=niE
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UK

arx ey ||

THE R TREAG I ZE W] (0-60, BAZMBPN HALD o

console timeout number

Tl

ciscoasa(config)# console timeout 0

BRI 0, HR &R LN

HENX CLlI B R

A ARSI XTI, AT LUOKAA T AR AR 2 BRI G ok — & ASA. MBI
R, ARG ASA BATMIEI N4, Wt ThaedEH A H .

FEZAE SR, AT LIRS SR BUAR S T 228 A ol B SN G 3 R AT . AR BENG Serh,
BT E BIBOASLRTT, I ENLA RIS AR

BOATEOL T, R 2o ASA I ENLA . AR RBEUT, RARFFE B M. 8 CLIRRTY

AT LE 7R LRI -

cluster-unit BIRERE R A AR RIS WA — M E— A PR
context CIYEA IS¢/ EWITN=Til/k -5 U E

domain Bonig4 .

hostname WoR A .

priority ORISR pri (E2) sisec Cililll)

State

R B R AR IR A e
XTI R, 23] state JCBEE Pt s DA AR :
* act - O HREERS, Bt IEAEAR R .

* sthy - QR HIMRRHAS, BEs RAEAL IR, JF DAL bk
FAtARE s

* actNoFailover - & 3 M1, W& IEAEE =,

* sthyNoFailover - i IRy, B RAEALIET . X REfE
REFLBE A AE BIE LA B 3% Db 5 A

XETERAE, 2 Bt SR 1.

g ]
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UK

T AN BL R v 4 H o L CLI R 7T
prompt {[hostname] [context] [domam] [slot] [state] [priority] [cluster-unit]}

il
ciscoasa (config)# prompt hostname context slot state priority
ciscoasa/admin/pri/act (config) #

i N SR (K WU A R R A5 Hh A Ju 3 I (A0 ARG () 0 B@D

B B2 RiE0E

AT DABCE AE ] P IE 82 ASA I ZEH P8 S 2 sl AE H P ik NRFAL EXEC #5532 Bk 2 7 117
,%w

FHIa Z Al
© NZAMBERE, BEEREREMIERERBUGVIH . W2 “Xdn” s “7” S5,
NENVERAEIBTE R E o LA R A AR BRI ) 0B IR P TR «

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o ZENINERTE S, G LU RIS, WTRES K4 ASA ) Telnet oY, SSH 21 :
o WA R IR SN AE T F R AR BERR R T S
SR DR IR SN R AR TCP B A 1%,

o A OCHE MRV B OUEN], 1525 RFC 2196,

UK

IS INAE LR =AW 0] 2 — 2L R R R : 76 7 B IOE R (message-of-the-day (motd)), 75 /&
K (login),  BAKAEH] 7 5 ) 540 EXEC I (exec).

banner {exec|login | motd} text

Tl

ciscoasa(config)# banner motd Only authorized access is allowed to $(hostname).

M IERER ASA I, RGO G IR message-of-the-day REIE, 4R )5 7 login BEIE AR FF. 51
FUSRIE S ASA J5 . RGUK WK exec BTl .

B z=niE
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wagrsizng ||

WERIN—4T L L, i banner dr A TLERT 2 1 .
X TR SCAR
« RVFERLE M, (AR CLI B JEH A IR AT
* B& T RAM MR AR BE R BRI A - T0 HAd A B BRI
< WIS AR $(hostname) A1 $(domain), A LB ASA 1) M4 il 4

* WMARAERGRCE P ECE R, P DU AR S E A $(system) T4 R ORAE R 7 P HT 1%
M SCA

5l
DL R 78] 2 7 WHR[ 25 1 message-of-the-day f# i :

ciscoasa(config) # banner motd Only authorized access is allowed to $(hostname).

ciscoasa(config) # banner motd Contact me at admin@example.com for any issues.

S B BB IEACEN
T LALE ASA T SR VFIR B KA INF ASDM. SSH AT Telnet 2316 i . a0 ik R A, WA i
HAh &1, IHFAERRGHENE. MEP I REH0E, WA PSRRI TCEE 6 41,

)

IR 2N SREUN, WK ASDM S iEHUE E R 5, WITGVERC B 4 iE 4L

)

AR WUOREGE N B B TR (SSHAR) IR MG SUCE BRI IR, A T B K{E .

FHia Z |l

2 EREAT, EEBRPITE R P R EARE T . ENARETHREHRACE, i changeto
context & # fir 4.

buK i
L1 AEMALL T2

guota management-session [ssh | telnet | http | user] number

o ssh-W B e KSSHZS I EL (A T 1IRI5Z08) o BRIAME N 5.

| g ]
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* telnet- 1% & i KTelnet<x i 4, /T 1AISZ 0. BRIAEY 5.
* http-1 & 5 KHTTPS (ASDM) &1&%, AT 1RSI, BRINEN 5.
* user - E AN P IEBOCSIEEL AT IS Z 8. BRIMER 5.
* number-1 &/ T0 LD FI10000Z (A £ 1B EL UAHATAT HADOCH PN, 24
BWEAN TINS5 2GS 5. BRIAMEN 15.
il

ciscoasa (config) # quota management-session ssh 3

( )
ciscoasa (config) # quota management-session telnet 1
( )
( )

ciscoasa(config) # quota management-session http 4
ciscoasa(config) # quota management-session user 2

T2 AR LATEAM .

show quota management-session [ssh | telnet | http | user]

TP

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

NEGEEGEE AAA
ZS

FRII AU ARG B A OB SR IE L BB iy A

Ml B &= IS uE
it & F T CLI #1 ASDM i i) [ & 43 B8 E

XTFERWIE
o] %557 ASA B T2 5 FHL 4 0
%F SSH HHBIE

WS UL R0 THRAEA S KA RS 2 G RAE L T AT SSH i1
© T GIOUERS - (6 YRAERE A T, SSH R AT,

o SOYIRE - QA B RAIE, TE R NTE AAA IR SS d B R B i e U R P A R
o X TS RAL ASA DOCFFAMESE A . WIRECE SSH AP S U6 IE, W) ASA Kt

B z=niE
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X F Telnet 4 183E .

{F A B G 2 o A P A4 R i g sk iy, AR B C & SSH S B0 E . #CKr ik N
T EXEC iR,

X F Telnet {436 F
B IAEAEH G BAERAEH B IAE S 50 ) Telnet Vi), 1S LL TR

o TLIOYIAE - T AN Telnet i FIATAI G4 560E, &2V 4 B NAZH N B S0 (ff
J password Air A ¥ H) o WA IS, PRI E A, 48T Telnet %15 ASA.
1K HE N P EXEC FR .

o A7 UYL - W S Telnet BHAIGAE, TEHIALE AAA JRSS 2% ol A b P $idis 2 Hh fr se SCi
Py, K3 N P EXEC #E .

XF ASDM S 301E

A RAEE T S AR BAEMAE T A3 BRI DL T ) ASDM V5[], 52 LN AT N o 85348 n] DARE B iE
BOBRAE, MAE RN AAA FRRAE.

* LH O IAIE - BUAELL T, T DU 22 1 1™ 44 DUl L enable password iy B¢ 8 (4 )t T 25
(BRANZE) 6ok ASDM. JEUBRREE BUR %0, ANERORERE ARE: S0 E L
%\ WA KOR B A Telnet %05 B IRFECLIFP A A G A1, RESPOREH SR, Bt
ASDMIN AL SRFIAT AT o enable iifiE i, WERAEE X BEAE A A2 Mt i A 24
4825, I ASDM A 2 A 3o bl 7 /2 175 A7 DL e 10t

< AEPB S IAE - R FAS . B ) T LR A P &G RIET . N IE T - 4 R
5, ASA 2R PKI 5T s AHIE P AT 50E

* AAA SGUMAE - 3] ASDM (HTTPS) SHA KL, 74N AAA 55 2% oAb F 7 #cds f2 vp
2 SR P R3S . ASRE A F 2 FH P 44 Rt FH %50 6 5% ASDM.

o AAA SIS INED S 8AE - RAAAS . B B ASDM (HTTPS) S 5AEN, 7
TN AAA IR S5 2 sk A 7 s 2 b s SR P 42 R it . n S 7 44 R s i st -3l 5 47
WAF AR, RGP RERNEAT. ] LIERETIE 76 MAE BIRERI T 44 .

XFRITHHEIE
WS LT R TIRAE S0 TG G 00 B0 AR RS 00 U i) B AT 42 01 5 iy 1 -
o TG EAE - Qi FEA K AT U5 0] 3 AT Sy e, WIAET N 7 44 B0 S0k N P
EXEC f:L,
o SHIGAE - W B AT VT RE S BGAIE, TR ANTE AAA AR 5525 BAS i FH P 50 22 v B e ST
P s fnans . Bkt N P EXEC B,
%F Enable &{4I&iE
L B S SR AR EXEC BExt, M enable iy 4. i 21 TAE 7 sCHUu T2 75 5 FH &4 50
ik

| g ]


asa-919-general-config_chapter23.pdf#nameddest=unique_44
asa-919-general-config_chapter23.pdf#nameddest=unique_44
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B ramzezga asansis

* No Authentication - WIHANACE enable S50 1E, 7EfTA enable iy &4 AN R 400 &4 Gl it
enablepasswordir & ¥ &) , ZFHIVAE . Bk enabler &1, RAESTRREE L
W, HZ, WA enable S50 IE, EHI enable iy 45, WIANT URE & H P B4 %5
K, RXRWIET R P DhRe, War . A TIREHE 4, 16 enable 545

* Authentication - {1 it & enable &5y 8iiF, ASA S REHIATE AAA RS 25 88 AS i FH 7 e

JE b SCRITHL P AN o 230 T i SR BUN L Ih RERs 00T T, DR P A4 A 5 P o] KU
AN 0 i I S

XA P A H s %6 1) enable B 360E, 7T LUME ] login fir4, RAXUES enable iy« login dr& s f
B 44, BN ZERC BT R SRS
A\

==

RN

I AT LA ) CLI E AN AS B2 N EEAL EXEC B IR P Vs 0 380 A s 8500 v, D) S A0
AT FELMATBUTEI T, W BBRGON A 2 8 m (2 2BRAED » WA ATe

76 CLI A A B iS5 U7 R EXEC B (LA IT @) o B33, BT LA AAA JIRS#%1

ASJEA MBI FE AT SN IR, SO IT A PR E A 1 9, CABHIEAH ] login iy 4>, IXAFEEAT
DA il i o] LA R 40 F 3505 1 1) R A EXEC X

MEHIRIERFE ASA BISTE

7865 5 SRR ASA VA BB N FHIZAT: i, Catalyst 6500 ) ASASM E¥, Firepower 4100/9300
) ASA. ST N ENEANERFE] ASA HI41E, En LI E H47F Telnet S350, HAKE T
PR, U, connect asaFirepower 2100 7E°F- 54538 R ) FXOS H i & FH H AT 18 #

ZAE ST, OEE RGN E T EATT AAA i (HJE, WUERAEE B O St P Telnet 5%
AT BRI, WS Gy IR & T T IR Ee e 1h . EBLIE DT, AT B NG 55 AAA IR 55 4% sA U]
FORR I o

B & A F CLI 0 ASDMi7 5] B9 S 443 3 3E

FrIAZ |l
* FU'E Telnet. SSH 5 HTTP i1l
o SETAMBEOIRAT, TEHCE AAA TRESER4L . ST ASHL G IAE, 35 10 A B 2R I
* HTTP & B G I UFASCRE AAA RS 284111 SDI Hhi3.

o B REA T ML ssh authentication iy 4 X A ] 1 44 3E4T SSH A L] S 43 5641E . ASA ot
A AR B AT A S H S IR . IHREOCEMH P 42 S W SR VEA A P
HEAT A S G 0 B0 U B AE T30, 1877 A0 st e d s AN S 30, DL il AT 2%
(AT

UK

X P EA T BR8] 1) B 43 BRI o

B z=niE |
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B & Enable S#H33E (5w exec %) |

aaa authentication {telnet | ssh | http | serial} console {LOCAL | server_group [LOCAL]}

T

ciscoasa (config)# aaa authentication ssh console radius_1 LOCAL
ciscoasa (config)# aaa authentication http console radius_1l LOCAL
ciscoasa(config)# aaa authentication serial console LOCAL

telnet 8k 7P Telnet Vil ssh &8 7426 SSH Uil (UMt A L8] 5 0y 50 Uk Bl A b
) o http SCHEFIE ] ASDM Vjinl . serial JCHE -yl & o D Ui o X7 G 8E0R N
Firepower 2100, MICHE T2 mi{#i ] connect asa i M FXOS Vi (I ERIEEHI 4

WARAEH AAA BRSS2RAEAT GO I0IE, 1T LUK ASA FCE AN TE AAA RS 35 AS m] FH A FH A Hh £t
PEAE NIRRTk . fr e R #4144 )5 8 LOCAL (X490 K/NE) o R ITEASHIER A 5 AAA
W25 AR K P A2 A, DO ASA SR RFF AN 4 R T AT RO VA AR T 3R 7R . B, BT DA
BN LOCAL, DLNG A e HIE L2 S e 7% CMETBERD .

Bic & Enable S {3I8iF (434X EXEC #&5)

BT PN enable fir & I Al AT T1EAT B4 0 B

FHia Z |l

12 1] < T Enable F40564E , 56 19 T,

UK

e LU R Iz — F T80 T P 24T 5 3 B0k«
o WEAEH] AAA RS SRR T F P BEAT S SE, AL T dr 4
aaa authentication enable console {LOCAL | server_group [LOCAL]}

i

ciscoasa(config) # aaa authentication enable console LOCAL

ARG AR 2 A .

R AAA RS ZSHIAT G505, 7T LAKE ASA T E N7E AAA RS 25 0] I8 F A
BARZEAE NIRRTk . 388 RE LA 4 JGER LOCAL (X4 K/ANE) o FEISUE A H B d 22 vp 4
5 AAA RS20 R0 P 4 R mt, DRk ASA HERFFAN 245 B A FH AR P o V2 (AT AT $6 7 o

o, BTSN LOCAL,  LICREAS it 2 FH A 32 220 S iy i CAERTIR1RD
U AR e T B B o, WA AR i 2
login

i

g ]
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B ==asomizssnni

ciscoasa# login

ASA SIS AR (EIAEEIIE . ASA KA B TAMO B P i AU )
i

FHP AT LA R B LR 44 R b 8 ok U5 T AL EXEC B, RITE R 0 R N e it R G fi
REIH 2o WL SOVE P A8 S 5 Vi MR A EXEC B8 (AR a4, 1k L BB 4 6
B2 (BOA) 215, WUERFCEA M 2HAL W  HAes A 2 Fo g 1A R 200 55 K431

K1y 2

BCE ASDM iE 514 30k

TR AAA S 50IE, TEH T DIESREATUE B S 50k, ASA KB PKIAS AT sUSG UEUE 1S

FHI6 Z Al
BUAEHAN AR SRR LD RE

i

JAFHUE 5 A 50 -
http authentication-certificate interface_name[match certificate_ map_name]

i

ciscoasa(config)# crypto ca certificate map mapl 10
ciscoasa (config-ca-cert-map)# subject-name emailAddress www.example.com
ciscoasa(config)# http authentication-certificate outside match mapl

TN AR D RC EAE B B IR, A 525 A/ % 1 ERBERE T SRR T A2 KA H]
i, UAEZANE D BJR FET S5

A BEEDRUE P UL ECUE LS, 1 HR € match B RIBUR 447k, {1/ crypto ca certificate map fir %
Tic T AL 55
(W3E) W E ASDM T MIE TS IRA: FH 7 44 1 Jeg ok«

http username-from-certificate{primary-attr [secondary-attr] | use-entire-name |
use-script} [pre-fill-username]

T

ciscoasa(config)# http username-from-certificate CN pre-fill-username

ERINEAL T, ASDM 1§ CN OU J& 1.

* primary-attr Z$45 & EH TIREH S 4 0@ M. secondary-attr 2545 & 5 B S T
IRAE P A i HAb @ . a8 mT USR] DLR

B z=niE
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* C- EZR/MX
* CN- A%

* DNQ - DN BR5EfF

* emailAddress - BB {: Ik

* GENQ - HACKR & ¥
*GN- %4
BEN-Eat:
*L-{7#

* N- &K

«0-HH

U - ZH LA

* SER - 7415
* SN - #E [
* SP- M/

« T - B4

«UID- |7 ID
* UPN - )7 B4R 45K

* use-entire-name 7l H 523 DN 4845
* use-script S 78l ASDM ZE B Lua HIAS
* prefill-username SCHEEAEHE R S BAF N T A 7 44 . iR 44

EAgmEmzs cu i Asom s [

HERYIMARAR, &

GO W ANEORAE, SR ST RS T A4 . SR, SERT DN B0 B E (1 S

£ AEIERAEH] CLI F0 ASDM

VR Y A

719

ASA fERETT LAAEAE BT AL RE YT 1) 7 HEAT SR AR IR AR TN A 230 7 A G K X 23wl i 1k

TLFEVT R VPN AR 451 in) F - a7 31 ASA 18 BLE ;.

TR Z Al
RADIUS

g LDAP (B5FRY) AP

g ]
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iR LDAP #3475 IGER, Al A LDAP J& 1t A HAR 5 1) ASA J 1k A B i i $24L
Ihfit. M EAT 0 A1 15 Z [0 KM AL 3 ) Cisco VSA CVPN3000-Privilege-Level. #X)5, 1]
|dap map-attributes iy 2-# LDAP J& Wi} 2] Cisco VAS CVPN3000-Privilege-Levelo

1 RADIUS IETF service-type J& 1 AE 4 RADIUS & 473 56 iiE FIHZAGH 3K 1) 45 R A0 U5 0 #6523 B b b AT
RAERT, SR TR $ T i B O B (10 ) R I g5 1Y
FE V7 R 3232 0 A K 3% RADIUS Cisco VSA privilege-level J& 14 (Vendor ID 3076, sub-ID 220) i, i%
JE P TR 7s L IR ] o

TACACS+ AR

i “service=shell” 13RI, Mes54s LA PASS 8K FAIL 1E AW 3 o

AR A

e e P 44 BEE service-type v 4.

authenticationconsole iy 4 & x& FIATAT IR 25 34T 52 15 ) .

EIRRWEY

BN R, service-type #& admin, fLVFX) aaa

WS TR, TIE PN AAA RS SRR R0 . ASA A ISR s A RS Il 1980001 o

EHRR 5 RADIUS/LDAP (BR5H | TACACS+ fB1% Rt EHEER M
B B
SE4 Vi) - FRVFSE4s VT i aaa Service-Type 6 (& PASS, R 1 admin
authenticationconsole iy 4 Frfa /€ AT IR %S | #1) , Privilege-Level
1
Vi) - SEVF/ESIC Baaa Service-Type 7 (NAS | PASS, HFtL 2 2 J¢ | nas-prompt

authenticationconsole fir 415 fn) CLI B¢
ASDM. {HJ2, Wil Haaa
authenticationenableconsole iy 2 it & enable
S5k, W CLI ] Joid A ] enable fir &
Vil EXEC FAU .

7R,
Privilege-Level 2 } 1
)

Framed (2) A1 Login
(1) MR &5 2888 4% ") — I
W SN

EEt S|

No Access - fHAEFE VG 0] . FH 2 JGyEAF T i
aaaauthenticationconsole i 4> 15 & (4T
RS (AU serial Kt RRVFHATY)
) o ZEFEVG] (IPsec f1SSL) FiJ{/ym] %
LRV i) 2 U AT B A B E JF 28 1 25 i
AT HAth R 45257 (Voice. FAX 48) #%[F
— 7 A,

Service-Type 5 (i}
uh)

FAIL

remote-access

H Ao

o TR VT R AL 2R SR

B z=niE
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EAgmEmEs cu i asom s ]

 ROELAUNE BT ACE AAA B0 IEA REMT ML Eh e, WS B RCE ] T CLI A1 ASDMj i)
(15 Gy 5eiE 55 20 UL,

o U RASAT AN S O B0 AE, W DAZNAE S T T e 2 AT T B AAA HRSS 2241
* HTTP #ZBUAE 5N i e X 52 32 8

i

oA Telnet 1 SSH Jit & BEFZ AL -
aaa authorization exec {authentication-server | LOCAL } [auto-enable]
auto-enable SCHE 7 FoVF AT W FAUBLR R 45 2L 3705 S N H 3 HE AR AL EXEC #3X.

IR

ciscoasa(config)# aaa authentication ssh console RADIUS
ciscoasa(config)# aaa authorization exec authentication-server auto-enable

4 HTTPS (ASDM) Jii JH 4 FEFZAX -
aaa authorization http console {authentication-server | LOCAL }

Tl

ciscoasa(config)# aaa authentication http console RADIUS
ciscoasa(config)# aaa authorization http console authentication-server

Gt

PAF - o i fe] iE SC LDAP J@PEWLS o FEAR I, 2245 ngdia i 1IE /Rl LDAP HEAT
SO B R 0 FH PR Ll sk - BOsS S bR iU 2 ] 43 51 21 SR IETF-RADIUS service-type il
privilege-level.

ciscoasa(config)# ldap attribute-map admin-control
ciscoasa (config-ldap-attribute-map) # map-name title IETF-RADIUS-Service-Type
ciscoasa(config-ldap-attribute-map) # map-name company

PUR 7”15 LDAP AAA IR452% N LDAP J& P .

ciscoasa(config)# aaa-server ldap-server (dmzl) host 10.20.30.1
ciscoasa (config-aaa-server-host)# ldap attribute-map admin-control

g ]
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3%

m%ﬁf%ﬁmyme AL ASAFCE v B AEL TP AL P AR 4. BRI
B, G LAY i A EXEC B, B A i N ) i 2. i\ enable fig &I (a7
i A s A P FE TN login fiv 20D, Al RLEBE AR EXEC #ECJ05 n) m i 4 CRULFE L B iy

A

] DE P M S A T —
o A HBAL R 2 5
* TACACS+ IR &2 B[R 2 53]

AT LLR I A BB, DUME R AT HEBUT il g A fir &

A LUE PR i B E L

o RHBUBRZ A - 78 ASA FRECE v BRI . A, RADIUS 5 LDAP (¥ LDAP J&
Wi 2] RADIUS J&1E) FH P i a] CLI U7 AT S B ks,  ASA 23 4% H P 4585E AR
[+ RADIUS 5% LDAP fli55 %5 & SCHIABR 5 o FH 0T BAYS 0] 73 B (R AR 25 ) B LA 2500 1 i
Lo R, AR E RSN SN P EXEC B (&gl 08 1) o 2L
{1/ enable iy & FFRREEAT S 50 UE A BERE NFFAL EXEC A (ip 20 2 80 ), liffi
login fir % &5k ([UPRAHE ) o

\}

ER B0 DU AR T AT, DR CLI’fﬂiyfﬁ enable 5 1
BUFRITEOLCT, A A 24 Hi A\ enablefir 2B, T EMA RS
JA S, ASA 2 st g 15, Rq, ,ﬂuﬁt/\é&ﬁIJﬁJLF'ﬁﬁ
@hid, LUELERIN enablen (2 % 15) I, ASA NEIEEZ0 n. BRAERE
FHA Ay B2 A5 WA A X L2 531 o

* TACACS+ R%5 25 BUR L) - /£ TACACS+ MR %5#% I, e & H P a4l 7EBET CLI U [ (1) 5 43 i
Ja i U 4. P CLI N iy 2 #88 F TACACS+ AR5 28 AT 50AIE

MG AAA WEM LA, AFRERZ AR,

BBy S BUS,  AU IRC B A 5. IRRC B RENS SKEN AN 22 I S AT AN T ) i 4%
Lo
AE g A S AT, B G R SR N R E BT 44 SRV i AR BT S U T AT DT

f#, BAEFT I St AT BEARAS JCTRBC B % A B R B DA AN R 22 415 50 22 1) ) iy 2 BB AT
REA 225, Al RS n g i 3R

B z=niE
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i SR 7

wammrss ]

\)

AR RGHITE A AAA 4 B, S REBHERGHAT AT H .

BOATEOL R, 25 B2 20 e 0 AR, Ty St dn 23 T 15 AR .
* show checksum
* show curpriv
* enable
* help
* show history
* login
* logout
* pager
* show pager
* clear pager
* quit
* show version

AT B A R BT 15 I, 1R “configure” wir & # 2[R— 20, 75 W H]
JURETGIRIE N L B AR

BeE AR oy SR

T Tk A H A A AT AR 16 MALRZL A (0 5] 15) 2 —Midr S . BRAEI T, S ard
0 Ll 15 AR . 4 mT DURKEAREA T P e SCYER e BSR4 7 BT DU N 43 1 A PR 2% 3] 5 A
TN 4. ASA SCRRAEAMEIEZE . RADIUS 45 855k LDAP 45 8% (5% LDAP J& I
Wit ) RADIUS J& 1) e U P BB 203

UK
Rt i 27 BE BRI o

privilege [show | clear | cmd] level level [mode {enable| cmd}] command command

-

ciscoasa(config)# privilege show level 5 command filter

g ]
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BB A LIER

XHEEHET I BE AR iy & R A 4
Ui & R IR G F

* show | clear | emd - XU AL G 7 A HI T OO0 fir 2 B0 o s T BR A B TR QB EAUR . A &1
Mo B A P B E R, B R R i & 7230 O showsl clear iT4d)
w LA no e WERAME IR — A8, s dr & KA .

* levellevel - /T 0 Fi1 15 Z (Al 51

* mode {enable | configure} - W1 HRH=A 4 LAZEH ' EXEC BB EXEC #E T B it &
BTN, I Bz e AN AT A R, 0 a] L3 0l v B AR IR SRR AL
B 2 531

* enable- 5 & H ) EXEC B FIEFAL EXEC K.
* configure - 52 e &R, AT LMEH configureterminal iy & 3E475 1)

 commandcommand - 5 Z R E K. B HAERCE T MR R . Biltn, T AN E BT aaa
A, (AT DL il E aaa authentication 7741 aaa authorization iy 211254 51

T2 (L) N BRBUSH AAA I WAREAT I %, ) ASA USSR AR 128 11 7 (B RR £
Al IR T ARSI P ERIA BB 15 2

aaa authorization exec authentication-server [auto-enable]

Tl

ciscoasa(config)# aaa authorization exec authentication-server

Ui 30 o A IR . 35 2 B AT PR ALAA 6] CLL N ASDM Dj 1), 5 23 1L

IR 3 HAEH A iy A AR 2]«
aaa authorization command LOCAL

Tl

ciscoasa(config)# aaa authorization command LOCAL

FEVCE AT S BRGIN, BRARE Uiy & R PCE iy 5, AN BEAT iy 2 5L

il

filter v AALLMER:
« filter (X7<24 configure ZE15)
* show running-config filter

* clear configurefilter

B z=niE
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T LIR30 B AL PR G 0], Bl 1 2 e 504 i A TR st LR — U ). B
?mﬁJﬂmﬂﬂﬂﬁﬁﬂmﬁﬂiﬁ/z&:

ciscoasa(config)# privilege show level 5 command filter
ciscoasa(config)# privilege clear level 10 command filter
ciscoasa(config)# privilege cmd level 10 command filter

B, LUl os Wi Ay filter i & B B4 [/ — 200 :

ciscoasa(config)# privilege level 5 command filter

show privilege i 443 Bi s I 2.

PLR 746 5k s mode G 4 FH o JZ\ZJﬁU\ﬂ%ﬁ EXEC #iX i\ enable 4, 1 ] 75 i &
FEH  17] F) enable passwor d 4 )5 sk i v (KA BR 2% 5 -

ciscoasa(config)# privilege cmd level 0 mode enable command enable
ciscoasa (config) # privilege cmd level 15 mode cmd command enable
ciscoasa(config)# privilege show level 15 mode cmd command enable

PR /s 57 A configure SSEEF IR B b dy 2 mode iy 4

ciscoasa(config)# privilege show level 5 mode cmd command configure
ciscoasa(config)# privilege clear level 15 mode cmd command configure
ciscoasa(config)# privilege cmd level 15 mode cmd command configure

( )

ciscoasa(config)# privilege cmd level 15 mode enable command configure

)

A8 o417 T configureterminal 14 .

7£ Commands TACACS+ fR 58 FELEH S

T n] AR R V5 il 25 IR 55 2% (ACS) TACACS+ g5 #s b, 4l sl s T PRt fir & ic & o 3L
FRCE AU T 5 =07 TACACS+ IR554%, TS I IRGS a5 SCRY TR A X fir & BRI TE A

F .
THZ I LA N AERARF 4 ACS 3.1 FRAH BC B fir & (HE N s JL VR 2 U0 ol P 358 =5 I 45 i«
*© ASA KRBt A W Ahdedin & 50k, PITEAE TACACS+ JIwds ds oKt i & W0 & A b5t i

%,

\}

AR R4 ACS WREIE 4 N “pix-shell” [RIArA2RA, W58 BT T
ASA L.

o A S AN R A Ao A BN SR 4, RS SRR per mit B8R
deny.

| g ]
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B % commands TAcACS: E% B L REGS

3

B z=niE

#il4n, W% f5F show running-configuration aaa-server fiy4, 111 iy & 7B N show
running-configuration, #RJG7ESAT-BLBEN permit aaa-server .

JE % Permit Unmatched Args & IEHE, 1] DLV BHBR4E 28 10 BT i & 550

i, fEn] DAL show 4, A SLVERTA show fi<. AL ik, IXARREm e
T i RN R (RS M 5D, RS CLIKEHEN GEZHTED .
B 1: i AHRXemS

IF Permit Unmatched Args

AddiCommand | Remowve Command |

114412

XA R ) S, A A 28, MR VEAILECH 25, #1U1 enable 5 help (i
ZWTED .
B 2 R it BN BiRNG S

[ Femit Unmatohed Args

114411

Add Command | Remove Command |

WE AR RS, A S BT AL T ECE. deny

flhn, fn%E i enable, {HAS 214 enablepassword, i 4P B i enable, {53 %7 B
I deny password. #fiffik§ Permit Unmatched Args S IEHE, IXAEATAE Foi/F s F ()
enable GHEZ W FED
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# Commands TACACS+ 5 2 L EEHS ]

3EIESHE

BT -t Unmatohed A

deny pasaward

Add Command I Remowe Command |

114410

o YETEMAATHY S A AT, ASA ST LA A4 R A0, RG] BN B S H N A
NI RE & 3% 3 TACACS+ 45 2% .
Bln, RGN shlog, A4 ASA K34 show logging fir4 &% %] TACACS+ fIR%5 4. H
S, KN shlog mess, IS4 ASA ¥ show logging mess iy 4 & i% 5] TACACS+ IR %5 7%,
AN K259 A show logging message T4 . #51] LABC B [7]— AN 5 i 22 Pl ik DL Fi )
45 GESHTED .

E 4iEEHES

showy [T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

Add Command I Femowe Command |

114414

o QR AVEFAT TP LL R A 4
* show checksum
* show curpriv
* enable
* help
* show history

* login

| g ]
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* logout

* pager

* show pager
* clear pager
* quit

* show version

i & TACACS+ A S5

W H H TACACS+ i &% AL, HH P ECLI EH A4, ASA 2¥5 A R 7 44 & 1% 3 TACACS+
R 55 a5 LABH 32 fir 2 2 15 LR AL

155 TACACS+ 3 4M2 l, 1545 LL TACACS+ G558 B g LM 2 B4 8 5% ASA, FEAfi i+
BT DB A S PR AR S0 B ASA. Bltn, #RNA% LISRAE T iy A5 BRI B 0L 7 B0 8
o N, WRESEAMIE

ERSH e I B S U 7 IBAT 200, ERAFIC S . WS DA R i e, 8 T DUE I &R
ASA KIKE i .

TR IR TACACS+ R4 e hae Honl 5. 0 B py m] Sk 5 ) T8 3 75 248 HLAA 52 2 TUA Y TACACS+
R4S 28 RG24 TUA I ASA HIERTE. Bltn, EHH TACACS+ RS st p s — AN 51 1
EREII RS 2R AN — AN SR 1 2 SR IRSS 8% o 1B ] LUK A iy A AU & 4 7 TACACS+ JIRSS
PEANT] I [R13E T v

N4 TACACSH R4S 25 lic B ay 28, iEMAT LU R DI

UK
BANLUR fir %

aaa authorization command tacacst+_server_group [LOCAL ]

Tl

ciscoasa(config)# aaa authorization command tacacs+_ server group [LOCAL]

1T LLKS ASA i 'E ) AE TACACSH R 45 25 AN il FH I F A B 30408 e 4 o [RE 7 vk . ang s AR,
WHRE RS #4144 G R LOCAL (LOCAL X3 K/NE) o A A H A s 72 4 FH 5 TACACSH Il
Z A P 2R RS, Ry ASASRRTFAS S 4 AT T Rl 5 i AT AT 48 7R o 1A DR AE AR Hh 5085
2 i A AS PR 0 R G P

B z=niE
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A E IR E P BB B AL R

AP A H K P22 0 P 1 CILT 20 ASDM 5 1) (149 5 A7 BRI, R LA PG 5 ) SR oK SR 7 4R E I
(A1) Je B 0 8 W S R b, A9 L P AT S XU R e N A 5

ST SR AN G A A M B E A B P, T ASIE AT DA A B e ) H A A s (49
T FRIZ U7 1 VPN B3 AAA i) , WAEH T AAA RS 883-4T S e (K 7 s

[ ) U P VG o = N NN SR S W D I R T S S A R T 2 P €
AT SRR R R AL o BT S I FH T F user namefit 4 LL Mz change-passwor d i3> 51 250 25 i
FiaZ |l

o {f A HL BB 1% A CLI 58X ASDM 5 M L & AAA S IIIE .

o FEARMEHE P P4

UK

PIE1 (AT BE M P S 2 A2 G2 (LR LD .
passwor d-policy lifetime X

T

ciscoasa(config) # password-policy lifetime 180
iR P & s R ANy BTS2 T E .

AN 0 £ 65536 Ko ERINMEN 0 K, Ronwid A 2.

B AER, Baia FESHE. AENIIN)E, AU RS WD
JaviE, AT AN R

* 55— PR BEH username i A B U T
o GBI EREE G v S SO A
P2 () WELIHEMARL, B b2 5 O RN AT
passwor d-policy minimum-changes value

T

ciscoasa(config) # password-policy minimum-changes 2

HRAEH 0 Fl 64 NFFF2 i) BRINMER 0.
FRVCE ST B IR, RGN A B S R ANE 2 B0 0 AT AnT sth 77 H BT A 40k 5 B

PR3 (L) AR,

| g ]
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B rvurEmpRETEEs

passwor d-policy minimum-length &

i

ciscoasa(config) # password-policy minimum-length 8

HRAE N 3 F1 64 NP2 0] IR/ NEK LR 8 AN FAF .
P4 (R WCEHEWIEA NEDNKE PR
password-policy minimum-upper case {i

i

ciscoasa (config)# password-policy minimum-uppercase 3

HRAEN 0 Fl 64 N5z 0. BRINMEN 0, Ros oM.
P$ES (i) WEBEELIEA RN NG TR
password-policy minimum-lower case {i

i

ciscoasa(config) # password-policy minimum-lowercase 6

ARUE A 0 F 64 NP7 I BRINMEN 0, FRon T/ M.

W6 (E) BE A RN T TR
passwor d-policy minimum-numeric value

i

ciscoasa (config) # password-policy minimum-numeric 1

HRAEA 0 F1 64 DNFFFZ 0] BRMMER 0, FoR i/ M.
BT (IR BE SR A ) B N T AL
password-policy minimum-special 1

i

%

ciscoasa(config) # password-policy minimum-special 2

HRAEA O F 64 MFRFZ 00 FEATFRFRFE L8 1 @ #. 8. % A & % “ (7 M
“) 7 o BUMEN 0, RonToE/ML

$E®8 L EMNEMN:
passwor d-policy reuse-interval {H

i

B z=niE
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EE

gxzn ]

ciscoasa(config)# password-policy reuse-interval 5

fas ] LR F ] S 2 A S (2 2 7 ANZ AT ) FVCHL 2. 2 R/ s i 4T
passwor d-history iy 4 LU JE XA- A=A 4 R IRCE s a2 H A TTRLE

SRAEAEH] 5 P A VLG 2

passwor d-policy username-check

(k) wE R = E LU A change-password fir 2 B BCE D, 1A 2 1L 7 3 usernamefir 4
PR TR

passwor d-policy authenticate enable

i

ciscoasa (config) # password-policy authenticate enable

BRINBEE A P w] DA A Ao S e i
W SRR e D REIF 2l ] username i BE U Y, R 2 LU TR BRI B -

ERROR: Changing your own password is prohibited

WAHEE H clear configure username fir 2 MHER B S MK 7 o WS 2ARIXFEM, R & Eon bl N
i/%?‘ﬁ/%\:

ERROR: You cannot delete all usernames because you are not allowed to delete yourself

m%&ﬁﬂﬁ%*METMﬂﬁﬂ@,Wﬁ%fmﬁﬂﬁ@ﬁ R S SOABT A S o IR A
SRS S G0 UE, USSR T A 0 S SO ¥ o SRR 8 B SRS S A BRI, ISR T U e 7 il
nAE R ST ik

WE S A TS, AT AR

i

HIANLL R 4

change-passwor d [old-password old_password [new-password new_password]]

i

ciscoasa# change-password old-password jOhncrlchton new-password a3rynsun

g ]
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TR RAE AT S P N 0 S5 R 250, ASA 2B,

BHREMERERERE

Nil

8

BOATEOL T, B D AL SR /A7 90 Ko AT LRI UL hfie, thnl S ClFp LN i), % 365 K.

FiaZ |l
o BRI B IR MR R RGBT, B RO A OUOR B A IR SR T e
s FEEDPUINBIE, ANe R Sk I s A

o MR K[ —PPERZ Fh CLIASH 57 (SSH. ASDM. HATEHIEG) B A’ AAA S IIFR, Ik
Dy RER I H T A M FE A alok ) AAA JIRSS 2310 1 44 . ASDM B S AN ARAEAE T b

UK

BEE SR P LRI ]«
aaa authentication login-history duration X

i

ciscoasa(config)# aaa authentication login-history duration 365

ALK days B E A 131365 2 (], BRIMEA 90, ARG 5 0id %, &% noaaaauthentication
login-history.

PRI, ARTRE BB SRS L, itk SSH 7R

cugel@l0.86.194.108's password:

The privilege level for user cugel is 15. The privilege level at the previous login was
2.

User cugel logged in to ciscoasa at 21:04:10 UTC Dec 14 2016

Last login: 21:01:44 UTC Dec 14 2016 from ciscoasa console

Successful logins over the last 90 days: 6

Authentication failures since the last login: 0

Type help or '?' for a list of available commands.

ciscoasa>

PG G
show aaa login-history [user K]

IR

ciscoasa(config)# show aaa login-history
Login history for user: turjan
Logins in last 1 days: 1

B z=niE
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Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: O

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

fo B E 11010
fE CLI "y N show i & Z AMRAEFT -2, o7 LRIk B 0% 3] TACACS+ Lk 45 2. 1&7T
DAL E AL P18k A enable iy 4 Ik 4 i fir & K
XAk, AR TACACS+ IR554s
U BERC LA FEVS )R enable fivAidik, 1EHRAT LR B ER:

UK

T FALL T 2

aaa accounting {serial | telnet | ssh | enable} console server-tag

IR

ciscoasa(config)# aaa accounting telnet console group 1

BRI R4S 28 41 U2 RADIUS fil TACACS+.

B a2tk . HA TACACS+ R4 283 Hedr Ak .

aaa accounting command [privilege level] server-tag

N
g
N

i

ciscoasa (config)# aaa accounting command privilege 15 group 1

privilege level Jeit 72 HO0HE TARBUR 251, 1) server-tag Z40E ASA MK 210 ki B2 32 1
TACACS+ R4 %5 I 2 FK .

MEE R E

LERLCE LR, YT IT a4 AEL CLI S MR, Tl Respi i e iE ) ASA CLI. %, )3
ASA BRI IR E Vi) . (HAE, RO E, Wl fespiie.

RIS TR WBIE A BL AT R R

| g ]
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R 1:CLI B R %EF SR EES

gipia |

Ih&E WIE MG 5% RA RRAE: BiR R B
AHh CLI S 50IUE | RIEAMEIE | W ARRE S s | Skt EE M aaady | &S 06 AAZHHLE
HRRCE . P, W Teas, |2 ASA. Wﬂui}\%éﬁi&
It HICTEAR AT AT H [B) B SR A SRS I
Jo
TACACS+ 22 | RSS#s XM | WERARSS ALV, |1 BRI EEHEMA AAA |1 3T ASA 4%
754 Vi, HBAA | W TGTE 8 s aJcik o BC B AN A I e U )
TACACS+ CLI 4 ) FEEFRE 7. | MBS o A M A MRga%, A4S lﬁ/\)\
; LB ASA,
LAl nfé.ﬁ/zz szﬂé ,?ﬂ S u Mgéﬂﬂkﬁ
% SRIL /TTIAIEQEE&
6F ° TXE
2. CREAH R R Ok ]
B, XA
T M 55 5% 5% P A
JE o
TACACS+ &2 | UARA AL | SR (HERE [ 1B 52 TACACS+ MRS 7 | Al 2 08 MAS AL 5%
754 EEE‘J?HF%%& F%ZEMHFI:/%E%J)\ R ASA Wﬂu%%éﬁﬂﬁé
417?'32:% \r o BT LA v A%
PR 452 (PRI - 7 22 57 B K. HFEY TACACSS Al
EASA, AL B X | > -
B I aaa ird o Fe
A Hb i A AZ AL WU A R | a4 (HUERE | 65 sk B 5 % A0 A aaa A 25 1F AT WL %
WRIH P S8 | JERIVH TR | 2. ASA. &R LR G PAT
Ko AT fr 2o [) 5 L5k 155 5 5 e P 4
e
A 4oL Az 321
ISR &1 0]
ES I LA iy Ak M4 5 2% U7 i) -
* show running-config all privilege all
ey (iRl 'f'mTFﬁjﬁ (iiReg E’J*XB&%‘UJ'J
X} show running-config all privilegeall fiv4, ASA ¥ SR 417 A &EAS CLI 420 Bt (KA PR 2%

il o

PLR 2 B 2 1% o)«

ciscoasa(config)# show running-config all privilege all

B z=niE
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privilege show level 15 command aaa

privilege clear level 15 command aaa

privilege configure level 15 command aaa
privilege show level 15 command aaa-server
privilege clear level 15 command aaa-server
privilege configure level 15 command aaa-server
privilege show level 15 command access-group
privilege clear level 15 command access-group
privilege configure level 15 command access-group
privilege show level 15 command access-list
privilege clear level 15 command access-list
privilege configure level 15 command access-list
privilege show level 15 command activation-key
privilege configure level 15 command activation-key

« show running-config privilege level %%
W2 Bk ERR N a2 level ZEEANT 0 F 15 Z A1 4L 4L
PLUR 7B 527 10 GRS PR () iy 243 1«

ciscoasa(config)# show running-config all privilege level 10
privilege show level 10 command aaa

« show running-config privilege command iy 4%
i 2 B o i & BR8] o

LL R 74 {5 7~ accesslist 7y 4 Ih) i 2 2 i :

ciscoasa(config)# show running-config all privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list

privilege configure level 15 command access-list

* show curpriv
AR R TN T TR N U DR
LL R /& show curpriv i 4 6% 7 1) «

ciscoasa# show curpriv
Username: admin

Current privilege level: 15
Current Mode/s: P_PRIV

T 7R show curpriv fir 4 4 H -

K 2: show curpriv %4 115 AR

FH 15 AR

M4 Mg RSB P S48 5%, WA FR 2 enable_1 (H /" EXEC) B
enable_15 (FfAL EXEC)

&
|
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FE 15t R

Current privilege level | 25|k 0 31 15, FRAEGMLE A b i A 52 Ay o (A PR 25 59 23 i i 4
(=) J“J/\ HE'TE}:H 0 Q&ﬁ:ﬂ 15 Q&

Current Modes ARG A R

* P_UNPR - 1) EXEC #iz, (0 Z&A1 1 %)
* P_PRIV - ¥ EXEC #38 (2 243 15 40
* P_CONF - il B4

* show quota management-session [ssh | telnet | http | username user]

b M T Bos M AT EAEAE I 21

LR 42 show quota management-session 4> )4 H 7~ 191 -

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

* show aaa login-history [user % #K]
R 5 I R A N S N S DR RS ST R TRB
LL K /& show aaa login-history iy 2> 1% H 741 .

ciscoasa(config) # show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: 0

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

IR R A £ i8R

*EERIFEAELIER

THREBFR FERMA R
CiscoSSH HEMHLAE N ERIN B E. 9.19(1) BUAEER AL ] ISR SSH HERK .

B MG M) fir4: ssh stack ciscossh
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TIREAFR

L RA

IN|BlBL 10 52 7 SSH Al Telnet

SEBUAE AT LS NI B2 1 1 LA R Dhfg
* SSH

* Telnet

sy 4 interfaceloopback. ssh. telnet

SR SSH HEF

9.17(1)

ASA 1G4 SSH HERGHEAT SSH 42, BLFE, #aT UG- i %
T OpenSSH 1] CiscoSSH Ak . BRINHERLRL h ASAHERL . JEUR}
SSHZ ¥:

* FIPS &tk
o SEIATEHT, AR B BB YR AL X R T

WHVE R, CiscoSSH HEARASSZ 47 LL R Ik
* MR VPNl SSHE H B HoAbE: 1 G F) ) )
* EADSA 4%}
* FIPSHEA R IRSA % FHXT

IR TFEIXET R, NARSFHASA SSHHEFL

CiscoSSH HE#& ) SCP T Rems B A1k B Ad ] ASA copy 21
{42 131 SCP AR 45 43 ol A SCP R 25 2% & il SC 4, s i Ziifi H sshiiy
AFE ASA 25 SCP IRZ-#: T M/EHLS H SSH Vi AR o

B G M) fir 4 ssh stack ciscossh

AT 7 B E B

9.17(1)

ASA 1] DLE G SR 22 0k 2 v i B O e Bie Ik . kD RE
ANE ] TRRG 0 15 A . tealh, H e sie, |
PV B UL S . B, HPURAE 10 VEEFF%&F@T FrAEE B
BAEIL 2 Fi# T clear aaalocal user lockout T4 . AUFRZEHI K 15
(1 7 BAE AR 5280 BB IR R

IrEAEMI 4 aaalocal authentication attemptsmax-fail . show
aaa local user

SSH FlI Telnet it 5 i 7~

9.17(1)

ASHU S E U] SSH BX Telnet Y‘i ASA TN, RGais b ATE
U, (R PG ECE TS, RGBT T B O % .
HJE, Wi ASA FEH N, U‘\U%éﬁfi\/‘ﬁrﬁﬁ)j B s
st ik,

WVER, AT R A - B RS (B VPN b2
FHAE SSH BY Telnet & 35 3 1] 5 25 BT 350 o

B AE ) fir 4. show aaa local user

g ]
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INREBFR TEERRA  |iERR
SSH 2 4=k Btk 9.16 (1) SSH HAE 37 3 DLF 224 gk«

o EHLEPIRE A - cryptokey generate {eddsa | ecdsa}. [ T RSA,
TATTIERG I T % EdDSA Fl ECDSA ENVE AN S RE. e
PIfEAE, ASA &35i% LU PR : EIDSA. ECDSA, %
J5 & RSA. Wi A# ] ssh key-exchangehostkey rsa i 4 ASA
b xR0 B A AT H RSA B EH, U200 A= i 2048 07 B 5T i 47 1Y) 2%
He AT EITFAHAENE, DCAEHEGA ENHH R E N,
ASATA AF B NIRSAFHLHEH . RSASCHRRAE HE m kA
THIBR o

o« WA P - ssh key-exchange group {ecdh-sha2-nistp256 |
curve25519-sha256}

* %53 -ssh cipher encryption
chacha20-poly1305@openssh.com

o ANFESZFE SSH JlAS 1 - U ssh version #ir4.

TS 4 cryptokey generateeddsa.  crypto key zeroize
eddsa. show crypto key mypubkey. ssh cipher encryption
chacha20-poly1305@openssh.com. ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256} . ssh key-exchange
hostkey. ssh version

SNMP {5 2 j a 9.14(2) FERCE ML VPN BEE 157 21 U7 RN, 76 08 WSk s 1n) 51 2 rh Al 75
AR I TP Huhik,  AF Al ik 2SR VPN #1724 SNMP 481
1] VPN L& 11— 457

HTTPS “ N I 1 9.14(1) BiAE, ALY ASA FIITAT HTTPS R B 25 N, A
ASDM. WebVPN FIH A% 3. LA, AEH] http server
idle-timeout i 4 FLAE 1 B ASDM 25 R AN o 4 5 ] I 48 5 W5 AN
I, B e AT .

B /AE I fr 4 http connection idle-timeout

SSH Jin ‘s S5 R BUAE % e AR 2 4 | 9-13(1) SSH N B A BLAEAZ T0E XAE (Bt b A sl 224 1224k

P M v B AR I 1) 1 Mtz s B BAR T 51 o TR R, BT 4% AR AR 2
EIE B, X MR A B 3R e T i e A k%
i,
Br/E U dr 4. ssh cipher encryption

AN PRAE A AT 5 b B B SSH AT ki | 9.12(2) T ZAE Admin 15 5% P BEE SSH B A s FITAT HABS 5ok gk &

X R E.

PB4 ssh key-exchange

B z=niE
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TIREAFR

L RA

PUAE 85 N 75 22504 enable i

enable BRIN IS A2, BILLE, WA 24807E ASA Bk NFFAL EXEC
Wi, RS TR SO — N 2D 3N FERIE, 1A
it 0 B 4% . no enable password iy 44 Ja A3 3

7E CLI H, #af LUME T enable fiv4+ login fiv4 P RCBR 4% )
782 2L ) o SSH X Telnet 1% (414 i3 Ji aaaauthorization
exec auto-enable) ik NFA EXEC B, AR 714,
IEER AN B,

{HJEAE 55 ASDMINE,  TUIAAT X I8 SO i () sk . BRI VL R
7E ASDM i, #&IE Tl H 7 44 Fil enable S5 AL HI AT 6 5% .

B /& T4 : enable password

AT B B e v B

9.12(1)

A, fEnTDARCE RS A TEEL A P S TR EOR A P
PR TR B A . DAY, S BERCE R il s, e
Ml G4, T B e, E2M AT, WHRE KHTTPS
SR E R S, WITCERCE iR Ak, RGN E AN
% quotamanagement-session iy %, % BELE I S E TP T Ik
B e, BRI ECh 15, R ECK I E N 0 (R
WD BT 16 E, fETHZLR &R, MAES BEHECh 15.

BrME M4 quota management-session. show quota
management-session

7 SRR 800 B 50

9.12(1)

e, 32T Ui IR AUR (aaa authentication enable console) 1 7t
VFH B TR EXEC V717 (aaa authorization exec auto-enable)
Jois AR R CAr T A RGO OSSR R AT, ASA
)RR S GRS

BB 4. show aaalogin-history

SSH M5 22 4k

9.12(1)

HZ LT SSH 224 itk

* ¥ Diffie-Hellman £ 14 SHA256 29145 4. M5B BLAE 4y B
WEH. SETTERAME N4 1 SHAL.

* SCFF HMAC-SHA256 SE VLI o BROMEILAE 2 i & et
g2l (¥ hmac-sha2-256) . SGRUERIAE AN REE

PB4 : ssh cipher integrity . ssh key-exchange group
dh-group14-sha256

RTINS 2 1 HTTPS 2 ) i Uy
i) ASA

9.12(1)

AT DL AVEIE TR S 28 1 HTTPS % /' iJ7 ] ASA (¥ HTTPS
MR BRAEAT, 4 ASDM. CSM 1 REST API.

B s fr 4 http server basic-auth-client

g ]



B =mianmsias

gipia |

TIREAFR

L RA

RSA X 32 HF 3072 A7 % %H

TEIUAE T OB B 1524 3072,
PB4 crypto key generate rsa modulus

MR EEFURL (BVI) _E ) VPN % B i)

BUAE, WIRAE BVI _EJEH T VPN management-access, 1 L{E %
BVI b HEBARS: (B0 telnet. http il ssh) o XT3k VPN 4
PRY7 i), NAE PR R B 1 b R R B X 2R 45

B E o4 https. telnet. ssh. management-access

CLFE A SSH A 1

9.9(1)

SSH A 1 E3FH, RKRAFHRAIT. BOARE M SSH vl Al v2
Y SSH v2,

B ME ) fir 4 sshversion

X FH SSH 23 8H 5 43 56 UE 1 FH - Fn LA
SRR FH 2 43 i EA T SRR B AR B AIE

9.6(3)/9.8(1)

7E 9.6(2) LARTIIRCASH, #8753 H SSH A & 43 K3 iiE (ssh
authentication) I, W] LAAN 06 WA G T A ] 7 5080 2 () AAA
SSH 4 ¥:1iF (aaa authentication ssh console LOCAL). 7E 9.6(2)
i, ASA ESRIIHG S H AAA SSH S IGAIE. (EILRRASHT, R F
T EE WIS AAA SSH S B0iE; 4% 4 F P ICE ssh
authentication fir& i, BRUAE LT 23 4458 T S8 B 43 5010 11 1
R A S Bk . thAh, 78BS AAA SSH S B ER,
PEAC B OOE T HA %S P 4, JF Bl DU AT AAA i
2285 (44N aaa authentication ssh consoleradius 1) . 1,
FACH] PRl DU A S AE (A REE A L S Ab A
WA AL 754 F %5 A% Al RADIUS .

RAEBATAT A 2.

BRI

9.8(1)

BRINIEDL N, sk I sk R A7 90 Ko T LAZEHT b D fE, o)
BRI ], 52 365 Ko AU —FhalZ A 3 ik (SSH.
ASDM. Telnet 25) J& FHASHL AAA S EAIEIN, dEIhfeA@H T
A R R 4

5INT LU Fr4: aaaauthentication login-history. show aaa
login-history

S8 H A A S LA AR AT 2 —
™ 44 DT RC PR 25 G PR 85 ) SRS ST

9.8(1)

PiAE, wLZEIEE S L (R TR0, IERTLAZE AR
NEESE S PR INHIVE X LR

SINT LU Fir4: password-history. password-policy
reuse-interval. password-policy username-check

ASDM [1] ASA SSL %% 22455 5C JL e

9.6(2)

o T8 S E BT S KE Y ASDM /7, IR AE T LABESRE
L E 5 Wb DT AL o

BT A N4 http authentication-certificate match

B z=niE
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Ihiae AR TFakA |t

SSH A8H & 3 B ik 5k 9.6(2) e R AR, 47555 T SSH A4 & 4> iE (ssh authentication)
I, AT DAAN 6 5 F S T A ] - $His 21K AAA SSH S 5 iiE (aaa
authentication ssh console LOCAL). R EIIECIEHE, b
Wt e ) AAA SSH 5 Oy SriiE . S48 1EH] - A8 H) & i AN 2 AR
AR AT DL AR s AT 305 (0 HH - 4
Bk T LL M4 ssh authentication. username.

ASDM & FHZ AL 9.4(1) PLERT LR HTTP Vi 1) 5 Telnet A1 SSH 1 [ it B4 B FZAL o
5INT LA x4 aaaauthorization http console

UEBECE ) ASDM H 44 9.4(1) 45 H ASDM iIF1 S 43 54 (http authentication-certificate) i,
A LABCE ASDM MUEBH-HCH - 21077 20 38 ] DAAE I8 s 4
JNIN 3 FH P 44 P 78 Dl g
SINT LA R4 http username-from-certificate

SO IR — IR PR 0 B 3 B I 9.2(1) A RS FZABORR 1) B 53 mT LAIE I N 1 U S 4 BiF AR E — Uk

NEA EXEC 5%, aaa authorization exec 74N T
auto-enable 10

B T LA R fir4: aaaauthorization exec.

*F IPV6 (] HTTP € [n) S FF

9.1(7)/9.6(1)

WAE, 6 ASDM $: Nl 6% ' SSL VPN Ji Fl HTTP 552 ) 2
HTTPS K}, 7% 2 A RE MR & 5 1) 3] TPve ik,

] LA ip 25 0T DjRg:  http redirect

FTC . SSH N3 A 5g B B 1

APABP3OAD

F P T AEFRAT SSH I 8 B e B 0 520, JFn] L & HMAC
I AR A S AT WL . ARSI, 18] Re Ay S A AR 1S
SN RE BEAN S o TEER, A T AR EL T AT
nas s, BRAEOUR, ASA LT i LT S —Faays::
3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctro WIHLERE WIS —Fh 8% (3des-cbe), NIPERE S mE
18T~ 128-cbe &5 H UM B filan, B M E S, 5 H

ssh cipher encryption custom aes128-cbc.

FINT LA R4 : sshcipher encryption, ssh cipher integrity.

SSH (1) AES-CTR jij 9.12) ASA F1H] SSH AR 2% %% S it B AE 32 FF AES-CTR #E N .
etk ) SSHEE T A= i 2 4 1) b 9.1(2) LRI ]IS 3] 60 4341 5 sl i ik # 1 GB )5, SSH &R

A
FINTLLFr4: show ssh sessionsdetail

g ]
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TIREAFR FaRA | LR
XTAEZ N SR 1 ASASM, S2FF | 8.5(1) HIARMZAE ST A LIERL = ASASM K ER £ RGEPITH

MATHFABEAT Telnet F1REFAZE T & £ 4
Livat] o

(8], E AT AR B DG S5t G B B M DR M A IR S T

P A SRR N, SCRPE P O A i 5
U

8.4(4.1).
9.1(2)

A8 A M HScHfs PG 1) T CLI 5 ASDM Vg i) ) B3 G B ik v, vy A
C D SRS DA SR T P 435 3 I T I B SO R O F R S e
9] a1 g R A R R S 5 PR e /N T

5INT LA Fis4: change-password. password-policy lifetime.
passwor d-policy minimum changes. password-policy
minimume-length. password-policy minimum-lower case.
passwor d-policy minimum-uppercase. passwor d-policy
minimum-numeric. password-policy minimum-special .
passwor d-policy authenticate enable. clear configure
password-policy. show running-config password-policy.

SZFF SSH A8 5 47 36 3F

8.4(4.1)
9.1(2)

Xt F-5 ASA ) SSH 4%, #sn] LI T-HANH P R A S 1 56

UE. M8 0] LUFR E 81301 (PKF) #2011 % 4 0k Base64 %64, PKF
B L AL 4096 7. X T i T il K 58 ASA A FEHAEH]

Base64 #20 (BRK: 2048 £7) [K)%4%, &4l PKF # 1.

SINT LN

IAE 9.0(2) M B m A o S PKF 38 .

ssh authentication.

TR T SSH 84S He i)
Diffie-Hellman 2H 14

8.4(4.1).
9.12)

O INSZ ¥ Diffie-Hellman 2H 14 347 SSH 2525 #e. LLWT, H3Z
B 1,

SINT LU Fir4: ssh key-exchange.

SR P T BRSO

8.4(4.1).
9.1(2)

AT LY E 3R &% ASDM. SSH I Telnet <% 15 NEE .

SINT LU Ffir4: quotamanagement-session. show running-config
guota management-session. show quota management-session.

PeE T SSH &4, ANF 7 SSH Bk
INH 4.

8.4(2)

M 8.4(2) TFHh, YEICHETHAEFH pix BY asa H /™ 44 FIVE: 3% 85 i3t ok
SSH &5 ASA. U [f] SSH, WAZ0i# i aaaauthentication ssh
console LOCAL fii4 (CLI) B¢ “BiE \> W& EH \> H J/AAA \>
AAA Vi) \> G IGAIE (ASDM)” KL E AAA S4M56IE; AR50
4 username iy 4 (CLI) BUAK ERE “PlE \> 45 H > H
JUAAANS I FIK ST (ASDM)” SR UARHUR o ISR AT ] AAA
M 25 2 T AN e A FE AT SR B0 AIE,  E UK A Hh B3 B0 UF T
HAEH .

B z=niE
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THRERFR FaRA | LR
BT A 7.0(1) FINT IR

FINT LT 4

show running-configall privilegeall. show running-configprivilege
level. show running-config privilege command. telnet. telnet
timeout. ssh. sshtimeout. http. http server enable. asdmimage
disk. banner. consoletimeout. icmp. ipv6icmp. management
access. aaa authentication console. aaa authentication enable
console, aaa authentication telnet | ssh console. service-type.
login. privilege. aaa authentication exec authentication-server .
aaa authentication command LOCAL . aaaaccounting serial | telnet
| ssh | enable console. show curpriv. aaa accounting command

privilege.
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