VPATHE: A

MR BEHAEVFAT, ] DUAR R I SRS BEVF AT IR . L AU B (PAK) VRATIEANIH], B REVF
FEARGEE BIFF B P A0S o BEmT LURRRA B35 B ] ASA, AN PR & B VRT3 H . Tl
BERRAF VAT, 3k mT LA T AV T TR A DA 5 5K

)

IR ISA 3000 EASSZERFEREAE AT EAMER PAK ¥F0iE. 1535 T PAK VFrfik.
HIRBEAFE B RV THRERUT N VRS S, 15 S 0 SRR RN 5 R 41

o RTRReHAAT, 2810
BREBATVEAT AT PR ACPE 55 20 T
o FRERAFVERTVEN , 28 21 L
s FIREHATVFRT BN BCE . B8 21 1T
* ASAv: MCEARERAFVIRT . 2522 10T
* Firepower 1000/2100. Cisco Secure Firewall 3100: [t & & REAAEVF AT, 26 41 UL
* Firepower 4100/9300: Fic & & Ae k- 1/F 0], 5 54 11
s BEAMSHVERNIE , 55 57 0T
o BN HIVFRIIE PID . 5 69 5T
o WP REAEVERT , 2B 73 W

o BRI PEARIEAS , 76 L
o FREAF AT ek, B 78 WL

- O &b kA >
AT B RERHIFA]
SERHE REVF AL Bl RIE VF IR, Db e fit PRI, PRI, HE B Oy 2RI AN B

B JORE S AL S FEA A AT AVER 224, EnT DL rI s I N . A5 B4 fE
VRl AL

o BRANHUE: RERVFRTENT T AR S A R (R BV T U, AN TR O
(PAK).

| ik gaesiry


asa-919-general-config_chapter3.pdf#nameddest=unique_74
https://www.cisco.com/c/en/us/products/software/smart-accounts/smart-licensing-feature-roadmap-comparison-table.html

VFALE: EaEarisa |
. Firepower 4100/9300 #/155 _£ ASA B & BEER 41 A

s Z—%1. FIH] My Cisco Entitlements (MCE), #0] LAZE—AN S0 T 1] vh 41 1 it s 1)
JITA7 Cisco 7= b MRS, WAZE T RIS LUROEAEAE FH (107 S AR 5

s WFRAMEREME: IR RA SO S0E, DI nT DU 5 LA A FH AL Fan vr vl ik
ARV TT, IBAAZISELE Cisco Software Central (software.cisco.com) b 81 & 2 AEMK /.
AR BRI VELIEE , 1515 1) cisco.com/go/licensingguide

Firepower 4100/9300 #1#5 _E ASA B9 & BEEX 4 1F 7]

X} T Firepower 4100/9300 HLAH L1 ASA, RGBSV RIBCE, K434 Firepower 4100/9300 HLAH & #
SR ASA TR SY o

* Firepower 4100/9300 HLAA- (EALAT L& JT A B BRI PFVF ] Sl v, 46115 8RR 14 21
PHHATIAE B . Firepower 4100/9300 HLAH A< & T T AT ¥4 ol 1k BN Al 3847 .

N

AR HURE RIS A S AE SR (R VR L 5 A [ O3 BEVF RT3

* ASA N - /£ ASA HPiE & T A VA IERZAL

R TR B AN MK S

PN B AW K A B AN VFATIER, R AR SRR RE BRI E e B 8 rhons FLadb A e 2
https://software.cisco.com/#module/SmartLicensing

R R B, AT LU A G A R

N

AR WEREOEBCAIR T, W AT DOBCE IR . R RERE B, T DUN AL
(LG

RGO T, UFRTIE S 0 T BRI . FE K A B 5 “ﬂuii?‘ﬁwilimf@m
W i, BRI X, FTE T A T A . I AN R T, BT DL AR A B K
EVFAIEF#% %o

ke IR
W RAE B TEEEVT ) BIERY,  HARGE ) & BE - PRESTEME, 18 m] U B 2214 m]

K AVFAIE R

DR AR Ve T 22 A IR R T GA D In) LRI, 40T LA A ASATE SKOK AVFATIE . R AVFAT
UEANTE S5 W05 i) B B A G . 5 PAK VERTUIE—HE, BOR ASA T 3K— MR RIEJF 22 evF ]

W SeEmer e


https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
http://www.cisco.com/web/ordering/smart-software-manager/index.html

| WALE: Beem A
ASA Virtual 5k A iF 0] iE T &5

UEBEHY. 5 PAK VFATVEZR (02, KL 0 Rk R SR A T VP AT U 4T DA D
VAT b5 7K AV R VE BB 2 R DD

\}

AR ASA AN CFERRF IR (SLR). fE SLR 1, Hr THEEFZACK K A H o ASA X SCRRK A A H BT
HjEe [ PLR.

ASA Virtual 7k A i A IiE i E3
~

FR UAE VMware FT KVM _E K AP AT IEREE o

T mT LASRATH S BT T RE i B 5 R s VP i
o BB AR
o JEAil 2
* SN2 (3DES/AES) VFr[UE (Ul SR 1k 1 75 & 415
* Secure Client L fit O F B4 1 6 K Ml

fe 7 H Secure Client Dy T2 150K T ib RS REM 4 ] Secure Client [fY) Secure Client V1]
iE (iE 2[4 Secure Client Advantage. Secure Client Premierfl {Y Bl Secure Client VPN VFrJilE , 2f
8 U1

TEIBE ASA virtual I, SEEREN vCPU/WAF U E T Tl MBSV aTIE. 5 HA R 1§ vCPU/ A7 FI A
B A T R BEVF RIS, K AVF AT IE IR A 5 350 58 ASA virtual I (1) vCPU/ N A7 AH K
SR LLT vCPU/W AL S VR IER R &

*2GB, 14 vCPU - ASAV5 (100M) (75%{fi ] licensesmart set_plr5 fiy4; &0, 15 H 23 A%
{FH ASAV10 VFaEFF o1 1G Bl s, )

76 9.13 1, ASAv5 RAM 2R #4253 T 2GB. T RAM [F3Eh0, ASAvS KAV i AN
W, K ASA K2 T 0B N A7 9506 2 2GB RAM 5265 F & ASAV10, A& ASAvS. iy
ASAVS FKAVFATIE TAE, %07 LK ASA LB A ke s SR A A M ) 9 A

*2GB, 1/~ vCPU - ASAvI10 (1G)
* 8 GB, 4> vCPU - ASAV30 (2G)
* 16 GB, 8 vCPU - ASAv50 (10G)
*32GB, 164> vCPU - ASAv100 (20G)
T 5 B R A I A S ), DU ZRGR [ BV T UE AR LA 1R 25 2 a3 SRR (VP nlIE . B

T CHE ) ASA virtual (8L, FERBINLIE AP, ATV B vCPU A DRAM ¢ E DAL RCHT i
RS HOR, A7 RIZLEME, 2 ASA virtual TRIEATTIRR

| ik gaesiry



VFRE: Beemeira |
B rirepower 1010k aisFiERE

U A AR VR AT AE,  UAZBE L AE ASA virtual 1=/ BGR [FICRS, R )5 5% AR5 N BE
B LR EIVF A A ORIE BRI ], DA ok A A (VP m TR 9%
Firepower 1010 7k A i A]iiE 771 £§
AT LASRAG S T AT DO e VF AT LE -
« SLah 2
* Security Plus
* #iN% (3DES/AES) VF A iE (U SRR 1k 2 75545 410D
* Secure Client € U3 FIHF BN & e KAE .

fe 5 i Secure Client JyAEH 4 T2 53K T ik #RE A% 111 ] Secure Client [¥] Secure Client 1 1]
iE (i5Z [ Secure Client Advantage. Secure Client Premierfl {¥ [® Secure Client VPN 4 AJ{E ,
8 1)

N\

AR ROLTEAE ASA BCE PSRN, UE ASA SEVFEHIEA

UR L LA VR AR, W08 A AE ASA EASGRIBACHS, AR5 R %A S AR RE I B
DGR [FIVFATIE . A OR AR IR P A, DAEE G 2 AR A8 T A VF RTIEAS 2t o

Firepower 1100 7k A i R 1E T E§
T8 AT LLERAG A AT DR i VF AT ik
« JLAh 2
PN i
* SN (3DES/AES) VFAME (USRI - 7545 41
* Secure Client Lljfig C 3 FHIF B0~ & 5 K1H

Ret i H] Secure Client )R T2 I 3K T ik GEfE {8 H] Secure Client 1) Secure Client 17 1]
iE (i5Z @ Secure Client Advantage. Secure Client Premierfll ¥[8 Secure Client VPN 4 A {IE , 2
850 .

)

AR ROLTEAE ASA FCE PSRN, LUE ASA SEVFEHTEA

DR A A AV RTIE, WA ZI0E I A ASA EAE SR RIS, SR REZA RS Fr A\ e BRI B A
DGR [PIVFATIE . A R AR IR P R, DA S 2 AR A8 H A VF T IEAS 2t o

Firepower 2100 7k A i R 1E T E§
T mT LLERAG A AT D e i VF T ik

B L Eaeiebir



| WALE: Beem A
Cisco Secure Firewall 3100 5k A i AT iE % B3 .

* SEAil =

B INCE

* SR (3DES/AES) VFrliE Chn A Mk - 77 5 4416
* Secure Client YJRE 0 JF 1 H 8508 1 5 B KA -

fe 58 Secure Client Dy REH R T2 53K T il 7 REA 11 H] Secure Client [¥) Secure Client V1]
iE (i#Z#Secure Client Advantage. Secure Client Premier/fil 1 i Secure Client VPN ¥FrJiE ,

8 U

A\

R BICTEEAE ASA BlE P SRIZAL, DME ASA R VHE R EAT.

USRS LAV RTAE, U6 2008 Ik 75 ASA FAE IR [RIARAS, AR 5K 124 QA5 s N R R 2 8 o
LGBV RIUE . A OR IE AR IR [ s, DLk S Jhy AT FH A VF T UEAS 3%
Cisco Secure Firewall 3100 7k A iF ] iE{R B3
TAT LASRAS S T Dh R VF AT IE
« LAk 2
« R A
< IBE VPR
* SHIN% (3DES/AES) VFRTE Clt R Mk 7 754 444
* Secure Client Dy g LA B8 V- 5 e K E .

Ae5 i Secure Client Ly AEHN ¥k T A5 ML T ik B8 (% F Secure Client ] Secure Client F 1]
it (152 @ Secure Client Advantage. Secure Client Premierfll {{ ¥ Secure Client VPN 4 AJ{lE , 2

8 7

N

R BICTEEAE ASA BLE PIESRIZA, LME ASA R VHE R EAT.

IR A VFRTIE, W20 AE ASA AR GRIFACRY, SR Rz AU A BE B B A
DGR PIVFAT IR A R IE AR IR D R, DAEE S o A8 ] B VF rTUEAS 2% .

Firepower 4100/9300 #1587k A ¥ A iE#R B8
R LASRA IS HI BT A D RE VP T E
o B 2.
© BRI R

BT VAT

| ik gaesiry



VFALE: EaEarisa |
B =esuemsrng

* 0% (3DES/AES) VFrliE (U S48 1k 2 45545 4146
* Secure Client D AE EV ) F 38 4 -6 Bk .

fe 7 H Secure Client DJ R HX R T2 155K T ik REMS A8 ] Secure Client 1Y) Secure Client V1]
iE (i5Z 4 Secure Client Advantage. Secure Client Premier#il {¥ [} Secure Client VPN ¥ AJIE ,
8 UL

\}

ERE VFATUELE Firepower 4100/9300 HLAR FAFHE, (HAIETEZE K ASA LB FAL, LME ASA AVHH &
.

U RS A FHYF AT AE, A 58 I 7 Firepower 4100/9300 HLAH /A B FACHY, AR5 Kz A hd i
AN BB B T DOR RIVF A IE o A ORI AR [Pl R, DL G ok AR R vl SE A 9%

BRI E TR AR
SRS R A6 4T 22 R RV ) FLIEI 65T BAERE LUBEABIBL (VM) Tk 24 A 0 e 4
S TR (IR RElrt TR ) RS 8. A M RT R AC P SIS B O R
INREIITHE, I SVFR I AT A B A SR AR S OV FT IS5 . P AR B0 Ak A 8 s 00
PR LR RIS, A RERIS GV TER NG B, TR RT3

2o

T DIEAI R RE BRIy BEAS B4R AT LU R D
o PO B W AT HIE
© B o F] IV RTIE
o PR T SEARZ [ A% v Al iE

HRHEQEE, EZhttps://www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html#~on-prem.

1R E IR P E IR AT AT IEFR %
A R nT DU S O 45 1200 7 IV RTUE RS, A A% MR PR VE RIEFI A s AT A B 2R
TR LILABYFRTUE, WA DL S — AN B S AR S AT IV e o S04 m] DLAE R AR P 2 ()%
W
X} T Firepower 4100/9300 HLAR L) ASA - AUHUAETE N A ¥4, TIHLAR I ASA W H 231K H
VEA[IE. dn, *FTFRE 3 AN Firepower 9300 HUAE, HUARTE N — AN, (HREHAET 3
A BRI VF RTIE o

B L Eaeiebir |


https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html#~on-prem
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html#~on-prem

| miE: Beemuire
i ]

SV ATIE

ASA Virtual

ASA virtual NSCFRFPPAEEEA . 7E ASA virtual [ 8 REFCIFAE BLBRE M 2 BT, &S0 A% BRI AR RPIR
& hiefr.

Firepower 1000

1t Firepower 1000 [n] & REH/ T BLER T ME2 /T, EafEiPiRXTiE17 90 R (R E) « (XEEH
BB HILIHBR S5 0], Firepower 1000 K548 Jg A5 7

N

AR EARBE O VAT TR IN % (3DES/AES); B0 Z0 [A) B AE R PR, DABRISCAT S R A N
2% (3DES/AES) VFrJ IR 5 & M4 Fd

Firepower 2100

1E Firepower 2100 [n] & REA A7 AT M 2 00, BRI TiEi7 90 R (&) - (X HH
BN . HIL AR ZE TR, Firepower 2100 K528 AN

Y

AR RO VTR REA T 9 N (3DES/AES);  # A0 1) B B ST BE AR, DABRISCRT I i
% (3DES/AES) VF ALK T H A I 4 f

Cisco Secure Firewall 3100

fE Cisco Secure Firewall 3100 o] 2 R FE L2 M 2 80, ESEIHMHEBER 21T 90 X (RfEH
) o ANO)AHBOABIA. IR 45, Cisco Secure Firepower 3100 4748} ANEG4E .

N

AR EARBEEOEAS VAT IR TR N (3DES/AES); B0 Z0 [A) B AE R PR A, DABERICAT S R SN
2% (3DES/AES) VFrJ IR 5 & M4 Fi

Firepower 4100/9300 %/ 5§
Firepower 4100/9300 HUAH S35 P FPSE A (1 DAL VR ) GE -

* HUBZVPS B - 75 Firepower 4100/9300 HUAR 1) & e 4K A BEARVE N 200, SAEVEA R Fig
1790 K CRMEHED o ASA fRUbBIA N IGIEE R E AL, AR T ERIARZRL. Mk IR 45
W, Firepower 4100/9300 HLAE 248 A AR A

o FEFFRIVPAL L - 75 Firepower 4100/9300 LA M) & RE R A BEASVEM 2 J5, 18 AT IR
T PEAGVF A E, JF PR IR SV nf e BCg ASA. 78 ASA 1, IR T SRR 4%t
TRV AR BB, TR BT LT TR) IV T E B R UK AVF ATHIE .

ik gaesiry



VFALE: EaEarisa |
B sreemusmimi

A\

iR

TEANGE B SPAL VR T UESEAT 92 025 (3DES/AES);  #8AZ0 ] 2 RS HCEAE B0 3833 0 5 3R BUK AVF AT IE
, LAEEOA] s in 2% (3DES/AES) V8 iJ UE -5 A vE A h

KT LEEX 57 BT ALE
L 3 A e SV TR A

Secure Client Advantage. Secure Client Premierf {X R Secure Client VPN iF 7] i

Secure Client VF [ iF A4 BN T ASA. {HZ, BT SV Al Ul FF6 s n 2018 ) & ek
PIRIER ASA F1E Secure Client Hij ¥

* XJF Secure Client Advantage 1 Secure Client Premier VF ] UE, K IEFT SAERIRENK 7 0T ASA
A R SR ECR AN, I A B R A AR SR AT IE

o X+ fUFR Secure Client VPN, 1 8%8FA4~ ASA JHE—/MFR[E. SERMEATHZ 1 ASA LR}
S AU I ARV FTIEANTE, YR Secure Client VPN V7 AJ I A2 2 1if 5 %1 23 11

HIRVEN, EHSM:
* Cisco Secure Client 1] WF5

* Secure Client VF ] & L] BA#R2ZF (FAQ)

FHAth VPN 3 F K%

Hifth VPN X ARG LR VPN 287
 {fi [ IKEv1 [ IPsec iGFE1 7] VPN
 {§iff] IKEv1 ] IPsec 3%fi f5i[d] VPN

* {fi ] IKEv2 [f] IPsec i i) VPN
BEVF AT E A B AR SRV R R
VPN X ZE K 2%, PrBEEE

* VPN X448 R 2 Secure Client A1 HAh VPN X254 RO K VPN X255, #lin, iR a
o0 1000, WAT LR o 500 4 Secure Client £ 500 >E Al VPN XF254%; 8% 700 4> Secure

Client 1 300 4~ HAth VPN;  BiX) Secure Client {8 F 48 1000 4~. Wi H T VPN XS54 S L,
Al LAKE ASA SERtIE A, DURFAARAR Y H R 9 2% KN

B L Eaeiebir


http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

| WALE: Beem A

IV RTIE

mzrmii [

smfinZ: ASA Virtual

FEXEFE BV RERCI S B 2 Bl RE A8 PR AR 5 25 22 1110, 908 (3DES/AES) ] il 18 B,
PR W] LU 3 ASDM BB B A LS o X Tl i N Can VPND (Ralid B & (1 &,
RS R BB REHCT A B AR T RAF AN VF PIUEZ T, Ak 2 2 3 B o

MR ) R BEEEVE AT S SR ASA virtual PV, WSE T RF B I S REE MBI R EE
S HIEHIThRE SHE, LU 9825 (3DES/AES) VFrfiiE (RS Rk = b 450454 A 464 o
U ASA virtual Z JG8 HAGHURE, HE ORI A3 B A AR, ASA virtual F 2 (- VF
AE, I HASIE ZIHORZHRE . RS TN ASA virtual, JFHAAH T A, 868
WK ASA virtual JE SR 2 H ) ERINRE, RGNS MBRIZVFATHE.

R BRAIEM ASA virtual B ARAEF RN, 25 s T smmes, WAZ0E B n#k ASA virtual 4
A AR VF R AR 2K

X TR AV U VR e e, W ik 2 5540 4514, WS A5 N (3DES/AES) V1l ik
IR AE (R BEMK - A SRAF SR N3 FZAL, {H Cisco TUAfiE SUVFISAE ISR IN S, s n] LT gl ot in 26 F
CIRRAYIEIR Y] A

SBANE: &R T HY Firepower 1000, Firepower 2100. Cisco Secure Firewall 3100

ASA BRIAME UL T F 3DES T, (U T YT, R aT DLE R B8 R PH A BLES 3B mT LASE
I H ASDM. Ui JG7E ASA EICE T SSH Vi, i r LU A SSH ORI SCP. oAl 7 25 fn 2%
(3 VPND T BELAUS FI N RS, X TSR SE 1) 4 BRI AT 45 BRI o

)

i

SAEIZE O LW, JF LSRRI S . SN A B A2 S B BB B 1, i Qe 2

1/1. SSH AZZ5¢mi., WM FE KT HTTPS iEH:, n LLUER: ¥ 6] 6 o 1 LLFHiC & ASA. @43

SUEBERE L, BCEER BB o o in & D RE M B 1 1

WRAEAE M 2 A 22 B AT AT A s i S e (RS T 95 ), I HTTPS M4k

248 ) R BE SRV A K I SR ASA R IFA RN, TEIET R ER S SR L ER S
FHIThRE S EAHE, LU 95N %% (3DES/AES) YF il iE (MK 7 A0 & HAE FH 415D« TR ASA
ZJGAAARE IR, N ORI T H A PESRE, ASA K4k 8: A vil it & . Rl
RN ASA HEER T HARNE, VFaTiEIR R AR . Wi 80K ASA I EIH 2R
B, RISV ATHE,

USRI ASA I RAEHIBRINE , 5 SA N T 5sne, W A0 Hoine ASA A REAEHVF al ik
A3

XEFRAVFAETE VERTIE,  WERAE Mk P RF S A 208, IR Al sin s (3DES/AES) VF ATk

T A R BRI P R RAS SR IS5 %A, {H Cisco CWfiE Fe sl F s in s, #n] LAk o in =5
A UEAS N B K .

ik gaesiry



B s=msa
EEREIFAIE

VFALE: EaEarisa |

SEmnE: F&IEN T A Firepower 2100

FEERE R Re I E S LA ol e E A BB A IR 4528 2 1, 9N%% (3DES/AES) v] B 45 FLE %,
Rl vl LS 3l ASDM. 57, ASDM U AU B AT BRI S i 2 & 8 0 EvT . (el
FEIRICHE IS VAT UE 2 0, AN SO VFE A T E R s (1 VPND A IR &

A8 7)) BERA VAT K 3R SR ASA TR M4 N, R R iF ARSI ST R L ERSE
YR RE S LAHE, LU R F 95N 25 (3DES/AES) VFATIE (IR IR 1 A5 454 HAE FH 441D o Tl iR ASA
ZJRAENANE IR, RE ORI N S A rEA R, ASA K4k sk R VFBE W& M. RIE
ST HEN ASA FH2EH S H AN, W ETPE R Er A PR . R E% ASA W& 2 H ) BRA%E
B, RGBS MBRZVFATE .

W BN ASA W ARAF TR INEE, 2 5 AN T amnes, W H Nk ASA 7 fefl Bz nlif
3

T 7K AVE A UE PR Vo E,  an Sk P 75 A A 4048, WA H ssn s (3DES/AES) VF Al iE.

T A R BRI P R SRAS SIS %A, {H Cisco TV Fe i sl s in s, #n] LAk o in a5 v
AUEAS N E R K .

38/n%%: Firepower 4100/9300 #1558

24 ASA TE k1B B U 2 I, AT DAST R S 2 ASDM . 1E #8882 I S B I S5V v E 2 B, S fo i
EFEINZE (41 VPN) H& IR,

AP R BERAFVR TR T T SRR VE L B, ik R @ e S RUE M =R LEA ST
FEHITNEE STIEME, DUEN IS8 IN% (3DES/AES) VFalE (RS b5 & LA 4 1F) «

WER ASA ZJE NGRS, RECRIIN 3 A RIVE 2, ASA RS 2R EE e vF it B4 1)
Vi WOAREHDFEMAL, JF AN T R M AL, SGE WURECR BRGSO RE, R
Gkt MR I%VF ATIE -

W ARAIE WD UAT I R AT AT SN Es 2 )5 SCAVIN T s in ‘s, o 200 =087 N 280 AS A NI REFy A RE A8
VFRUEAERL .

XEF A A VFATE TS VT, 4 OB 7 A (T 4P, R 38N (3DES/AES) VFTTiE.
LA IR BRI Y R SRR NS4 AL, {H Cisco TUfiaE Fe Vs Al F s s, 48 0] LA 36 o in 5
CIRNRAYIEI NN

DES: FIEEIES

TeHEZE M DES YFAJAF . WS4 225545 3DES YFAiE, N DES 4R AT H o BEAE 7S B AN AE FH il 25 1k i
1] DES, 18545 0¥ BT A AH 5 i 2 A IC & A AU FH 55 0 2%

Bz E FVFAAE, TRl M A AL L fE

* Diameter - Diameter/&t 7= F —ACE a0 F1 [& 2 A5 4% (BT LTE (K3 f1IMS (£
PR RY) 1 EPS GHIEMEIHE ARG MBS KALE. ALK (AAA) PRl 7EIX LR %%
B, Z OB RADIUS fl TACACS.

B L Eaeiebir



| FmriE:

B HITA

nsimsiEsy [

* GTP/GPRS—GPRS B&i& P T GSM. UMTS 1 LTE ¥ % ()3 1 23 21 o2 il 55 (GPRS) i &
GTP wﬂ%u*ﬂ%ﬁua PEEMS, T AV A& ORI BRBETE K N B B v $E 4 GPRS 452 N o
AN, GTP AT H BEE LR AL 16 H P 8 .

* M3UA—MTP3 User Adaptation (M3UA) & & /' i/ I 55 2 WS, 2T 1P Ry FH A ILI%E $2 SS7
RIZ% I e, LAETIESE SST W BB #5570 3 (MTP3) J2. 1 M3UA, nJ LLERE IP M 2431817 SS7
FHPE84y (B ISUP) « M3UA 7F REC 4666 315 X,

* RFC 4960 " /r4H T SCTP—SCTP (s hilLil) « ZWHGZREEET IP [ HIHE 2 P
SS7, i EiEH T 4G LTE #5344 4244 Hh 22 A4 D g b isd .

TLS RERIELH

P In vE ll ) B A TLS AQBE 251G #R 2 vh N TLS Vil ik Bl
i TLS ACBE S35 M At B AT TLS BRI, BB sh B8 o VimTie) .

FLONY A RE AR — MR 2 Al B, ROy — s R E T A SR Unified
Communications Manager, W4 2 4~ TLS fCBEZEHz

i tls-proxy maximum-sessions 774, £ ASDM i Configuration > Firewall > Unified
Communications> TLSProxy TG, P E TLS AQHIRR . ZEAFER S RE], 1% tisproxy
maximum-sessions ? @4 . WA NH ¥ TLS AIVE nf Uk & T B0A R TLS ACEEFRE], W) ASA A3
& TLS AR PRI LA S5 VP UEVCAC . TLS AR PR I Pt/ g m TV nT e Bl a0 SR B ) TLS AREE PR
ST VE e UE BRI, TJCEAE FH VF o] Uk R T 4314

\}

AR XTLL“K8” S RMVFIEA S (B, FUEUbT 250 IVERIED , TLS ARBE iR B R4

1000. XFF-LL “k9” 45 IVF Rl IE A4S (B, F 80k 250 808 2 VF R UE) , TLS AQHEERR
B TR, S S BRG] . K8 A KO 45V I il 2 5 H PR K8 ASRZBRM, K952 B,

WRERRECE (B clear configureall #v4) , TLS AR 2 BRTPK: B B A B 1 B INE s SR8k
AR TV uE R, 2 Bn— 48R R, iR tls-proxy maximum-sessions i 4 F 9 1%
B (£ ASDM ', ffiH] TLSProxy &) o 1948 H ks It write standby v, o
1E ASDM 1, 7EE 1% F{liH] File> Save Running Configuration to Standby Unit ﬂ%?&ﬁﬂi&ﬁﬁﬂﬁ

20, WS/EmiBhiss I Ag)ER clear configureall fird, KMk, rTRESERBI B & G 3%
HE . BTEE DS EAE B EicCE ) TLS ACREFR S, PRIn] L2 s %7

IS WA RE N IEFAT ] SRTP Jip% 2 i :
o % T K8 #IIE, SRTP £ 1H# IR HIh 250,
o X KO VFAIHE, A AT B

\}

ER U SO AR T I g (R 5 vk N SRTP BRI an UK IRl v e o B, R paii h

SRTP, IXLENFIY AT A BRI

ik gaesiry



VFALE: EaEarisa |
B =xvwungs

B X VLAN 2
SFTHRAE VLAN RIS 0, B2 i 4B VLAN. 6l

interface gigabitethernet 0/0.100
vlan 100

BEF ML= 3 iR 8815 vl ik
LN B EIE A, RN (3DES/AES) VFATIIE.

W pEEE T2 ASA EERFIFA]ILE

ASAv HI R FE3E 51 AT E
H WA THELS TR SRS KL,

Firepower 1010 B9 FE 35 #51F AT iE
B E TR E MARFAHE AR

7 Firepower 1010 -8 #5005 1) 2 e AR HAE BEAS B RE AT BRAS AL IR 55 251 o P £ T 6 40
LRI A FIFERIVF T UEAN 22 4 IV AT IE, SRS 4 RERC B M 1%

WH, WHATEELE ASA TS SR IN%E (3DES/AES) IhAEVFAIUE, DOATEHM BT, W& Bk
%F%%ﬁm SR AT HVE N BRI, 5 B0 ZIUE AT AR [R] 4 A )

U SRS IR BRI AR SRAF 9 N 2 #2AL,  (H Cisco TUffiiE SR VFRAE FH s 2%, S8 nT LA Bl s n 85177
FEA IR A o FERXAMEOLT, TR R R Ja AE E R B R e . I B
FIRHBE, HEHREASHNZLE; R RIFAERARE . T B R 20 Ik 5541 K
VAR VFRIERS SR &0 — A A b e BV mIE, i e e x 3=, ﬁﬂ%%ﬁﬁﬂﬁﬁ
R RAAAE S B, DU IR R R O B A o AEMBE SR i, B 32 e s g 4

AL VR IE . EOREAL T G A7 VP ] Uk G B 7 IR 55 5 T 5 SR A o éﬂ%Iﬁu%ﬁﬁ%ﬁm
FHPOIMANZRI, COR ATV LA A2 & B R AT AT, WK™ s 8w A VER]
E,  JUPHT B IV RTE T Al T AN G HUIRE . b B A R S VFTHE M IR S 30K, R
IR RAE S RS AN, B AT S a8 i, PR TG I2o0) /5 2858 % (3DES/AES)
DIREVFAEI DI REEAT RO B S G A WA AN 2 RS2 o 07 T4 RN 35 0 Beik — MU AL
HAEK, HPVFAIES MO L. WORMRBOZ SRR, W R BB R A B, JF G s
VPO E R RS APIRAS . BRI VAT, HERG RGBS LIOICE, ReETEE .

K AVF AT E T B8
TR AV TR, L Z0AE C B MR L 78 2 i A B 5 AU SR ) S/ v e 505 .

Firepower 1100 A9 # FZ 45 #5215 AT iE
Bt E R E MARFAAHE bR
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Firepower 1100 BY# P& 5 71 AT HE .

SUA 2 T U6 o ) IR 55 45 5 SRV RIIE o VP T UESR & D B e A 0 L2 R PR B e BV mTIE o
BhBEag AL BN RAR o

N P B R2 e TSR Jm - EIWR%L%E FREVEF AT o 6T/ e 12
HBEAEMR AL A 1 0 EA & ERCE R REVFAT. B B R h B i, HE A
AR E s R RFERAPRE . %éﬁﬂﬁ&é%ﬁﬁ%ﬁ&%i,u@ﬁﬁ&%%*&%i
HIBEAE N AE A

)

AR B ASA FETE R RE  IN A R A AR I VFTE . K ASA VIR REVF AT A5 48 I, 4
BN M N, RSt BEART & AR R s VF ik il TR, e R AT

B B TR AR N85 4 AU, A PR VR P Ik 5

o FEJA IRREEERS 0T, USRS WA I BV REVF AT A5 4% o AEIXFHEOL Y, P B AT
SRINE IR, ARG, AR TERRRE G, AREAE T e BRI E VRS WSRO T

BRI N, RG0S EH AES/3DES RN

o FERE IRV EN BV REVF T IR ST a8 1, A TR . IXFMHOL T, P& B HIEANRE
BEATHRINGES . ARJE, WCEVFAIUERAUR BB B R VF IR Ss & M & B HR L ZR
EVFRUE A SRAG RN . WHER, WEREAEMBE R R LR TN, RZUEAEH] DES (55
I s DRA Wi e T B AR R A SRAT ORI TR S o AT N 2 e %, A fiE

TERERS FAEH] AES/3DES. WURALEFINE— G Bk, WHZBEER 2 1] AES/3DES, T
B ML DES, OR8N G B8RSR () .

BAEAFVFATIES R 4% LU R 75 AT 4 BE

o SEAl— EUAR IUAT T T Ve i S ) IR 5 4 35 SR LV Al i, (HER IR B0 B & e 28 ) T Rty
AR BT R S AR AL T E

o M- R EH®W & T EER I TIE. A, BOAEO R IEREFIERRs 2 M5, R4
TWERE . BFG WA RFRERE ol IF 0 5 R 84 B RE S vl IE & 3 2 1 E G B
e it

« FH/AEH: %mﬁTﬁaﬁzArﬁ,ﬁ%wAMmenmu% X EEVFRTE T

1 4 AME S e E S R T E R A L RCE 3 AME S AE. Rk, AR
BVFANEaHs 7 M. Ak, mT—6R&IFaREA 5, FIEIFFliuF 2
Y S AMESt. LW T, REek BRI E A 1 M.

o B/ R VPRS2 AME S R T AS Firepower 1140 T4, X EEVFnliE s pH (L
4G5 AR/ P A BRCE 4 AME S VFRNE. Rk, BA MR
VFATIEALHE 8 M st. filln, —& R 5 AME S, Mo — BT LUEH 3 M
5, il mf%M%@,*um%hﬁﬁ%ﬁSAfa HT— & W& 1T 5 BRI A
10, PRUHA VP ANESR 2 SOV 10 ME 5t 8 MG SR REVEHE P .

* SRN% (3DES/AES) - Un A A BENK ) R AR 9N $2 B, fH Cisco CUAF5E S VR sl ln

TER] LLT-BleRs s b s VR A N2 Bk o U BB 5 S SRk VP T aiE, Jf ELeb TvFm]
AT, MH B E.
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. Firepower 2100 ) # P& 5% %514 AT HE

FEMISEERS 5, OB I T B K AR S MR Vi R UE e ERHAM T A7 VP vl NG 22 i I 55 4 BT oK
B A TH IR P B8 A1 b 48 B FOR I AAZR I, EoR R ATV RTIE R A o 7526 FH e 26 A AL
AT, WA B BV ATIE,  UDET A B AV RTIE R REAL T A RRES . MR AL
REVFANERIYBGE 30 %, W SRAZ M e B 6 A8 T8 FRIYIIR 5 AN L, K JCi20] 5 2R R VP vl ik
MZhfe (B, asm— RN 5D BATHCE NG AR SR B L v hEls 35
MRAE D BURBAEL LR, HRIVFATIE G RO 1k WERMRHOZ AR R XS, U T AT B R A
BB IF NG & RV B R AR GAPIRES . HHFras VT, T2 bRbe e e LI,
AR OB CEE

KAVFAIET B
X AR AV RIUETIE - 20 B A R e B 22 i b 5 5 LA SR SEF RTIE I A

Firepower 2100 A4 F% 3% #51F AT iE
B E TR E MARFAAHE AR

SUA T V6 7 ) R 55 45 T SRV PIIE o VR T UESR & D Wb e A 0 SE 2 ) PR B e B VF P IE o
BB ag AL P AN RA o

R PR RS R s e i e, HUReAE B e ERCE R BBV AT o XT3/ Ak 1%
HBEFEMRAE AL 1 O A ERCE R REVFAT. A BRI Bl s, HEMNREAS
EZICE : R PRE . BEVPIEM S ZAF s s b, DM ok s 1=
HIBEAE N AE A

)

AR B ASA LETE R RE O IN A R AT AR I VFTE . K ASA VR R BEVF AT A 4RI,
BN N, RSt BEART & AR R s VF k. i TR, R R AT
B B DR AR N85 4 AN, A PR VR P Ik 45

o TR IR 0, VRN 5 WA I BV REVF T A5 4% o AEIXFHEOLT, I B AT
SR RE. KI5, AR TSRS e, QRS T B ERCE VIR AL W i
BEER A N, RO AES/3DES GERINE) -

o FERE IRV EN BV REVF T IR ST a5 1, A TR . XFMHLL T, P& B HE A RE
BEATRRINES o SRJS, WCE VP UERBORR EHIB AN B RE VT RS54 Y 5 B HORE AR
EVFRUEFSRAG ORI . HER, WOREAEMBERE B iR LR TN, RZUEAEH] DES (55
I 5 DR Ay Wi e o e AR W AT ORI 8 2 AT ST o S AU I3y 15 e o, A fiE
fEBER EAEH] AES/3DES . WERMC N — G Bk, WHXBEAR 21 AES/3DES, i Ji4h
B MR DES, ORS8N G B8 AR SPRE (i) .

BV AR AR 2 DL 5 AT 2
o BEAl— EUR AT 5 P Ve i 2 1) IR 55 4% 335 SR L VF T i, (HERUE B0 R & T e R ) T 2Rty
FIE; BTG AR SS AR AT E
o M- U B el SR IE VAT IE. A, BOATSOU R AR VF RS 2 MR, JREAE
TG b BEG B MSERVF AT UE (5 2B B SVF RIE R & IF 2 A8 5 IR
ilo it

B L Eaeiebir |
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Secure Firewall 3100 &Y% f& 4% 7515 ] iF .

o B/ A VPRI UEEER 2 ME S AT AN Firepower 2130 T4, IXEEVFrliE s TH (L
1 4 A 5o AR/ X 3 e BRCE 30 AME S e Rk, SR Al
VP ATIEALHE 34 ME St A, BT —a &R TFERER 30, KA IFVFHER 2
AVF 30 M st. 7ESETEOL R, HAEK T SV IERCE A 25 M .

* FH/#H: ﬁ%ﬁTﬁ@%2Afa,ﬁ?%AFmW%ﬂBO&%,E%WTWKﬁ@
14 MG e E R/ R BECE 10 AMESURVERNIE. Rk, AR
BV uE s 14 M5t wlin, —&R& T DMERH 9 M S i — S R& T RMER 54
5t flins ARZERONN, —& AR 14 5. BT — 8 R&N & mREY
30, PG IFVFATESR 2 FOVF 30 M 5t 14 MG A ZBRERE A .

* SN (3DES/AES) - W (PR RENK ) AR AT 5 Il 2552 AL, {H Cisco Ui A V/F AT FH ot b %,
1450 L3658 VE el SEAS IR 00K 7 o R R T B SR b Ve, OF Hod el
ERA, WER&WTHE.

FEMBERCRE I, OB 3 B R GRS HI SR SV ATIE . e A T G A7V PTHIEIC B 1) R 5% s TS 5K
BB 2 IH A B A 0 28 & BT IS I, B A VE AT IES AN o £E4 I BER8 AT AL
A, AR B W BV ATIE, U B OV RTIE R AL TS IR . SRR 0 A
FIER GV TIE R YIRR /& 30 K, W%Wﬂh%&ﬁfmﬁ%F%TAﬂ,Wh%&ﬁﬁ%%%ﬁTﬁ
fIZheE (g, Fm— MBS TR E S FIBAEASZ R B BB AR 35
M RAE— D BURIAEL LK, HRIVFAT RS R0 ko WERAF HOZ AR 0T, U T2 AT a5 R A A
BB IFHN B RE SRV IR R GRS . EEBEOR VI, frEbiRe s i LR E,
ARJE PTG A

K AVERETR &8
W F K AVFATIE TR, A Z0UE IO & S 4 7% 2 10 8 B 5 FUAR SR SEF m] E 53 H «

Secure Firewall 3100 A& S35 #2154 AT iE
R E TR R MR AR A 1 AR

6 B TRV ITE CIROARTFD) AR DS VFFTE . BB 7 O R 2 1
VIR A6 5 A AT VPR, LB S VTR IURE B, DL PR VT RE H B b
HEBS B

MR RS DI REA S AN EAT VR ATIE . Bl i e BRI SV rEA 7 AR A A o

YN HEM AR, RS AR E A ) BRI E VETIE . X7 ASARC E s -
SR 1% (3DES/AES) HHAEVFATAE, 1S K 3,

fE ASA VFAIIERCE T, BOATEOLT, PI6 v LI JEal VR uEan 2 4b TR AR . 1/ il
BB o HI e A% I, UREAE T T e LICE R REVF AT 0 T LAY/ e ¥, I REAE b
B 1 B et LR ER RV ZRCER R BRI B, ER RS A S E
ERIRFFIEGAPIRG . REVFANIER SRR N8 b, DB LB R R O 32 B I A

B AAAEVFATIESR R 4% LU J5 CEAT 4 B
o Bt — R G B AR IS5 SR UT R NIRRT AT IE .

| ik gaesiry



VFALE: EaEarisa |
B =5 T Firepower 41009300 B # B RS AT IE

o o - HA B e f S SR ILVFrTE . A, BRI OU R IERIVF IR RS 2 MR, JFAFAE
THERS L. 8GR REEMVFTUERE Y TR R RV ERE & IE 25 IR

il fdn.
o T/ e ltF—ﬁE/EJ,% 2 AME 5L ST Cisco Secure Firewall 3130 %£s, X U6{F
Tﬁ LTS 4 MG R, AR/ A R BECE 100 AME SIS ATHE. H

U, RO VFTIERAS 104 M. A, \iF -G ir & BREY 100, Kt
EIHFVFIIES 2 A SEVF 100 M. AEBROU T, AR B ST IEEC & 95 M1

E'\

o EH/AA: FEAE AFREAESRE 2 MES ST TP Cisco Secure Firewall 3130 W 4%, X6
AR TS 4 ME S A ER/ERX ) FE g ERCE 10 MG SRR, B,
RAEWE R VE AT IR RS 14 MG S B, — SRS TR 9N S s — G e
DM S AME S Bl (BAERICE, — SR E 14 M5, BT —8&n
SRR 100, FULAIEVFIIFRZ VF 100 M 14 MBI EIE K .

* RN (3DES/AES) - WA [P BENK AR SRAF 5 N 25 528, {H Cisco CUf i S VAT FH ot i 25
&0 LR B s &4 E S B IS K - . RF 3 e 7 B SR A Al e, %Hﬁ?ﬁT
WA, MR iiHE.

FERRHERS BT B T B R AR S T SR AV TIE o DR G2 A7 VF IR IRC 35 170 ik 55 45 BT i oK
B 2 IH ) B AR A o8 F B BT I I, B R AT VAT UESR A o 576 B8 AT AL
AT, QR BT VR ATIE,  WDET 3 B IOV R IE AT REAL TS RRIRES . SRR A
REVFRERIYBRAE 30K, W RAZ a3 B0 75 56 BRSNS L, RRE JE o0t 7 EE4F IRV Tk
fIZhae (o, m—AEENOTRE R BATRCEE S, SIEAEA SR B BB AR 35
WAL D BUIRBAEL LR, HRIVFA RS RO o WERMRHOZ AR RS, U T2 AT B R A A
BRI H G IR BT B IR AR AP RS . EEOFE VAT, W25 bR & Bk B E,
X 1 OB G AL

K A VF A IET B8
W F AR AV TR, AR IC B M i B8 2 iy D 5k 5 AU PR S vl e 5 3 .

i& Fl F Firepower 4100/9300 A4 #{ [ 45 #21F AT iE
HRERHETESR E AR b
LETC B MRS 2 R, I Firepower 4100/9300 #l5 U Z0 [n] F4 BE 045 FH 4% 0l A Be 4R 1F 25 BB AS i i
KoM o HHB BRSSP A BANSA o
MBI AER, STFREAERAR, RG2S 888 Hmms T ut. FH S, &A1
FE LA AH RIS AT UE . 6 T7E ASA BC & i H T 58 s (3DES/AES) ZhEs il iE, i
Z T Lo
ﬁim%ﬁﬁ@%@ﬁ%ﬁ@%@ﬁ,A%TIMW%LMEM?IM%MﬁM%@mMmﬁT
WERCE B R o T B/ WEEHRE, RebE ML 1 e LR E R s,
LB R B SR E, (HEHBEEASMEHIZEEE; R RFFAEZFRES. ) ﬁiﬁk%%ﬁ
M) ARG 281 SKIF AT E . R R UERE SR B 8 — AN R R AV nl e, (s R e 3, I Bt
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Secure Firewall 3100 #Y ASA Bf &1 A iE .

%ﬁﬁm%t%%ﬁ@%ﬁ&%i,u@&@&%%%&%%%&%ﬁﬁﬁo%4#NE%@%@
PATR 5 QA T4 B
o SRl — BAR AT A 7 B ) IR S5 283 SR UL VR AT e, (RER DL B & v & O H T JEAilr
FIUE; BTG ) R SS A A ORAL T E

o W - HA EH®R ST EER IR, AR, BROATE O B IR S 10 AME 5, JRAEAE
THE®HS . fE 3RS 5 %4 B RS S IE R & IF 2 F 4 TR

e .
o EH/AH: FERE FAIEAES 10 ME S XWT 2 Bt XS AHEMAINZ AR 20 ME
Bro TBAE /A R R S 4 B 250 AME SVERTIE. BRI, SA MR T

WEAHE 270 M. Ak, BTG R&AN & REY 250, FILEIFFTIER 2 A
250 M. EMEOCT, A0 BN SRR E A 230 AN .

o R/ AL VRRIIER S 10 ME S 0T 2 s, XEEVFRTUEAINZ AR 20 MG

Sto BBAETF/EAX R E A LRCE 10 MESIVFAE. Kk, BASEEERBFaHIE
ARG 30AME . B, —GWAATLMER 17 M5, 08— G W& UERT 13 M5,
Blhn; HAERMAN, —SR&KBHEHIE 30 MEs. BT 8% &1FaREN 250,
KA IFVFATIE B 2 ARV 250 M5 30 AN StAE i B IvE A

< JE R - A BT IR E, JF i TR S, R B e
* RN (3DES) - WA 1 RENK ) AR IRAT RN RAL,  {H Cisco T E SEVFEME AT s, &

A ATl s n s VR el IS n BB I o A 3 e wl B SR UL VF RTIE, O HL i Y RTIE
Re, MERSEEEE.

FEMRHERS o, BT L B R AR S T SR A VI RTIE o ORI G2 A7V P IEINC B5 17 JIR 55 4 BT A oK
B 2 IH I D AE o & B8 TR MO I, R R AT VR IR A o 7 25 I B R ATHRAL
A, Ak B W VR ATIE, D B VR IE R REAL T A S IR . SRR A
IS VTR R IE 30 K, A SRAZ e e A2 8 2 S8 BRIV AT AN SR, DR TS i20) 75 SR IR VF P HIE
M REMEATRC B S MR AN 2 B8 m0 o OB 32 J1 Be# B3B 35 M0 i — MU IR AL SL L1 3K
HEVFAT RS AU 1. m%%ﬁﬁﬁh%@ﬁ W) 3 I BE AR A AT, IF HP 6 Bt 2BV L
BEOREAEZAPRE . EIEFHOR VT, HEEREE RS LK E, R ERLE .
KAVFRIETI B

XEFRAVFAIUETREY 60 LB U A2 2 T o Bk 6 U R SV AT IE T A

Secure Firewall 3100 &4 ASA B£& AT iF
R ETESE B M AR AN A Htb kR

KR B T BRIV ATIE. CBRR A FAR R Ve . BT i 5 PG il A7 vl i
G5 A RF B B BEATVERT, R Gt LV AT AN DURC S i R, AR AP s RTE I Y B ER A 1 B
SN S 1) L

SEREDIREA D AT EATATVFRTIE . Hodla st b s S/ rTEAN 2 RO SA .

YN HEM AR, RE S ASAREE A R RIS VP IE . X7 ASA FCE A H K
A IESRNES (3DES/AES) WIREVFAIIE, 5S4 K3,
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B asaveasa emirmic

76 ASAVFRTIERLT o, BOANTSL T, SALAERTA B o JTLAERRVE TE . 65 FLRAER I B 4 LR
FREVEAT. N A BB B, (RLSE VT A s S TR, SV R
T R T Y N S e 1 S T T
GATLERAR VA b, DUIRER AR e 4 J s B 4 T o AV 2T L 7 st
T

R — A B4 S R 25 B R — A SERRVF ATE

o o - R e s NIRSS s SR SV e, BRAEOU T, RPN s 2 MR, JFH
RET PSR 0L b RS B AR AT (ORI B il e B R S SEPF AT e (R L TR R 1k
TREEVFIHET RS R B

« AR 6 4 Secure Firewall 3100, ﬁ{?ﬂlﬁFTlﬁ@% 2GR A H 6 6%, K
JH:JZJﬂﬁ VEATUE e ok i AL dE 12 M. AEss Lx% FAAMICE — M E 20 AN S
VFAJiE. BRI, ZRE ARV IR AR 32 M5t — G WG RS 100, Bt
AﬁﬁTﬁm%ﬁﬁumAfm,&Afﬁi%@%ﬁﬁw BRI, ] DAFEE il de s b
fo S 2 32 ME s B 650 &k i s =R A 32 ME .

« BAEGER P 34 Secure Firewall 3100 %o FEAIVFAIIEELEE 2 M5t BIOAVE 3 6 &%,

PE X SV ] ke R S AL AL 6 MG ﬁ&h%h%iﬁﬁ%@ﬂﬁ—/\@ 100 M5

PIVFATUE . Bl SRA SRR/ T UF e 4E 106 ME 5. mT*m&%m+éW%ﬁw&

R A IF VAT IE S 22 SO VF 100 M5 106 M sl L IRBIVE . DRIk, S840 A] LA #2276

ﬁ%i%ﬁm%HmATE,iéﬁﬁu%LLMEEﬁ@ﬁ%ﬁﬂmAfa FEBEIE L
T, HEE SR 1 Sl uE L & oA 94 Mt

* RN (3DES/AES) (T ERERH AY) — A7 Hhli s i BRI VFaniE, JF Hof TVFaiEsR
o, iR E.

R FE TP, OB IO B A AR AL T R S I VF TR iR ﬁ%%ﬁMﬁTﬁmgﬁ
DR PRI B VF AT IE . 4 TH A e 4 1 0 Bl B 2 BB AN G RE R B SR i B 38V AT IE
%ﬂoﬁﬁﬁﬁ%ﬁﬁﬁﬁﬂEZW,W%WF¢&ﬁﬂ%%ﬁﬂﬁ,M%ﬁ&%%ﬁﬂﬁﬂ%b
T A IEG IR . PR BV A0 30 K, (HAUR e a3 BRI 5054 THES BURES
TR JCTNS 3 BRI VE ATIE A Dh REREAT O B SO A MRS B2 5. B BB R 35 70 K
B BRI EELYE R, HEBIVF AR S RN 1 AR VR AN IR SR T Se B AR B 2 1y, ikt gt
ITRCE . WAL S B iR AR, SRAF (K IO B R BN R 170 4% B A BEAT B2 BCRE 2 fR 7

JEIRE, R AR AR B LRI SR SRV AT IE

KAVFAIET B
X AR AVFRIUETE 20 G B AR A 2 T A LA SN S VF RTIE IR /A

ASAv B ASA S BHIFAIIE
B SRR MR A R

B 6 Vet T S A A e R VE PTUE MU R N B VR v e e JRATTEE WUAE IR TSR A8 I VF v e 5% 2
R B AT VERT, 36 Gt IR VF AT AN DR RC AR e B, A A P S0 B Tk I H B A T B

[

TN BEA 5 AT EAEATVF AT IIE .
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Firepower 4100/9300 f4 ASA $E8%iF AT i .

SN HEM 2 R, RG o ARG A SR IN & VPl iE . % T/ ASATC & Hh H
A5 N %% (3DES/AES) HIREVFAliIE, 15Z T 3C.

FEASAVFANIERCE S, HAEAESE IR ERCE R BEVFaT . 20 B S BRI B %, (EIEFATE
AMEFNZICE; eV TEAPIRES, RATEBIB & A SWRVPANIE. RSV R G sk
I E RV AR, R EVFNIE R S SAr AR B b, DMIRRIEA W B A2 0 Pl
BERR AT o AN VFATIESR AR 42 LR Oy s A7 2

o BERE - AP A MRS S SRR TTAE, IF EL R T AT B, AT A AT LU AR
@WT&
o« FE -G AR RS S5 R I A ek B E.
* W02 (3DES/AES) (FH TEREZH ¥ — RATE v & i Sl sk s aliE, I B T4 ATk 28
A, T A A

K AVFATEF 8

ST KAV AIETRED, A ZILE I B AR 2 ATk 5 6 A S S VP R HIE 5

Firepower 4100/9300 B9 ASA £ B¥i5 A

B R E TR RS B AR FN A 2 hR

FEREDIREA S AT BT ATVFANIE . S0 9N & A A PTE VAT UE, A4S Firepower 4100/9300 HLA]
A0 M B VF AT EAUA LR B e B4 BE 8 3 AR A R o Bd s B8 AN AR AS

N AR, S TR AR P, REe Bah)a sk, - MR, S
FE S EAG AR A B I B VF AT AIE . X T-7E ASA FiC & A i FH Y el 2655 N % (3DES/AES) Thfg v alilE, i
SR 3

FEASAVFANIERCE , HAEEE B s ERCER GEVFaT . I E S B HI2IAR B %, HIRSVF AR
AMEFZECE; EU5AT2APIRE, RATHEHIR & A SRVFANIE. XSV R G sk
FEBLE S ISRV AL, RS VPRt & SR BR B b, DRI I s e 4% A2 77
BERR AT o AN VFATIESR AR 4% LA R 5 QA B

o JEA - AR IR SS ae i SRILRIVF AT E, JF Hoit FYFRIEILSR, AN SR AR T DU A A
HEVFITES

o M5 - g bl e MRS S iR SV, BRIAS OB, JERVFRTUE 4G 10 M5, JFH
REFPrAT SRR A Lo B SRR AR VF e AN b2 il e o B R VP n R AR{ELE R T B
T RERREVE TR K- 5 B

« BT 6 /> Firepower 9300 B, JEREVFAIEELHE 10 MEH: MT 6 Gk, XEEVFH]

UEAINZ AR 60 M5t. AR HI B A& LAAMNILE — /M 20 MG VFTIE, Bk,
RO ARV IR EE 80 M5t M T— MBI & BRI K 250, PRI G 5 VR nlHiE
% LV 250 M 5 80/\r SO H LR PR, ST AR R R ELE 2 80
ANE S G AU AR S R 80 M.

« SEBE AT 3 & Firepower 4112 W o JERBVF A IERFE 10 M5 XT3 6, K]
UEAHINZ R 30 M5t BTEF il BRI B — /N 250 M Sty iE. Bk,
RO MAERVPIEEE 280 M5t BTG WA G G 250, WIS 5 VAT UE
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W2 VT 250 AV 5e; 280 M S H T UL PRl DAL, S84 n] AR R % FC B i %
250 M BEE B B W B RO AT 250 M SR, ELETEOLR, AR
WA RV RIS B 220 ME R

© IBE R - A RUE] VPN TG . VPRI R s AT, B s MRS Rk L A 2
VFAIE.

* SRNE 3DES) GEM T 2.3.0 LURTHRAS (K ARHE RERR /ey PLER A A28, ol ] T ERER VT 35 0
), WVFANIER B REATHRR, G B MRS 2 3f K A SV AT

URAERE TR P A, BT A B A AR R S IOV ATHIE . &30 2 i P A7 (R VF vl IR T 3 7
UCHERPEI B A VF AT IE . 4 TH A5 e 4 1 0 Bl B 2 BB AN SRR R B SR i B 48V AT E
B AR B AR OZ VP A UL BT, W SRR A AT Al R VF R E, U2 0 80 5% RV R UE R] REAR
T A IEGHIURA . PRE BV rER AR 30 K, (HAURE e % BRI 5054 THES BURES,
TR oI T BRIV R IE A D BEREAT LB S s S ERAAS AR50 o OB 0 T2 B B 12 /M
ﬁ DA ESELTR, HBIVFRTUE SO 1. AR VPR IR SR AT se SR M AL B2 i, e it
ITRCE . WAL S B iR AR, A7 (K IO B R BN R 170 4% e A BEAT B2 BCRE 2 fR B
ﬁﬁ%,@%ﬁﬁﬁﬁﬁ&%iiﬁﬁiﬁﬁﬁﬂﬁo

KA VF A UETR B
X F AR A TR, L Z0AE C B SR 2 A0 A RS HUAE PR S T e 53 H

B RER T AT AR R
BRI E R B MM AR AT IR S

Firepower 4100/9300
FERCE ASA VFa #2802 1, 15 7E Firepower 4100/9300 HLAR _FHC & & RERAT R v KEfb B .

FEHBES
* BRI 1 BEAS IR FLIE R U7 ) . HTTP ARER U ) SASH IR 55 25 U5 1) b IR e AR AR B S
* Jic & DNS 455, DUE5 % RE0S AR AT 20 Rk (14 B3R 1 2 Pk
o WEKREIN . ER &R Firepower 2100, £, #4E FXOS % & N4k,
o 7E SRV REIE EE A ROIHK
https:/software.cisco.com/#module/SmartLicensing

R BGR AT, U R R DABCE R o Tl DR RERPHAE AR, T LN 41246
K

W SeEmer e


https://software.cisco.com/#module/SmartLicensing
http://www.cisco.com/web/ordering/smart-software-manager/index.html

| FeE: WaemeHFE
xawrmirmgness i

K AVFRETN B B 514
o (R IR R A H s B K
https://software.cisco.com/#module/SmartLicensing
WUREE R AW, 18 s R LB K P ol B R s, T DU A 26—

AP B ASA TSI B LI 4 55 B 2 T B 55 % AREAT A A VF T RE TR, (LY
PR A (3R -5 ERAS A AV T E

o AT DN )2 A VT IE R SR o S AR B8 PR AV PTE R 01 470 . TR0
PRI, W0 SRS K A AT

o WSHRFIR A K AV RTIE. G2 RS VP AIE PID , 58 69 10D o WIS ik 1
FIFITE, Y 24K ASA AR VFIERS, B FRIZRMIT LU R AR RN R “¥F
AJUETCVEIR B, DR A R AU P A R 8 )R 4 LR K AV THIE: 1-Firepower 4100 ASA PERM
UNIV GKA) o« “

« FRAVFATUEEAS AT A o ThRE, F55 e (3DES/AES) VFriE CHRE bk 7 754 415D «
Secure Client JJ REH 2 P51 5 0 () e R B, AR T80 2 1) Secure Client V7RI IE
T HARUEH Secure Client (152 [ Secure Client Advantage. Secure Client Premierfl {3 [}
Secure Client VPN YFrJ3F , 5 8 1) &

* ASA Virtual: Azure BERINLIEFEFR T AN SO A AT UETI .

O 4ab+A A S
& Re 1 AT EN
o NCZRFRIBEIRAF T o KT ASA virtual B IRAE, G R RIA PAK 14 1] [#) ASA virtual,

WL R AT A e, (R (R4 Lo USRS ASA virtwal FEZE, A BT
w4,

 XFTRAVFAIUETE B S T e L BB IBIZVF AT IE . JRAN IE A GR BHZVFalE, 1% 7F
AES R FF AR, HIHER I TRk .

o BT R RME S R S BA A G L A DAE AOTETS, PR ASA 551%™ fh— & AT,
ToiRAE ] HTTPS . S 5008 RME R SCAE ] HTTP.

BRI RTRIEOAIRE

Smart Call Home F2 & X214

¥ Firepower 4100/9300 ({EHLARZ A M BEAATFVFRIUEIESE ) Ab, P 45 BRI RE A —
A4 “VFRTIE” 1) Smart Call Home FCE SCHF, T4 @ B RERIHE BEAR 1) URL.

call-home
profile License

| ik gaesiry


https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

VFRE: Beemeira |
B ssav mEmgsssT

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService

ASA Virtual

* fEHE ASA virtuallty, ERTBCE YRR A R 00 o PRI AL 00T T 0T A AV ATE
TR, AT EIXLESH . A E IR AVERT U N, X2y R G E P B -

N

I Essentials ¥FrJiERE LFCOAARUEVFATUE, CLIAER “FrUE” KRif.

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G | 20G}

ASAv: B & & e HITH

AT WA ASAv BCE R BERAFVFAT . SRRl R jTEZ

UK

$IE1 ASA Virtual: FCE T B BRI AT, B 22 UL

FIB2 ASA Virtual: hVFnfic B A R BLES 20 27 T
$IE3 ASA Virtual: FLE ST (MSLA) B GERRAFVFAT , 2 30 1T
IR 4 ASA Virtual: BUE/KAVFAUETIR , 55 37 0L,

ASA Virtual: BCE # M & eEREIFA]

FEHRZE ASA virtualltf, BnT DLFNC E WA PR MNE MR, DU ) 3 RE A BE G M F R
FVEREFATF VAT o U RS 2 HTTP AR S5 4% VFATIER AL, BT ASA virtual  (Bilhm, 40
RACRAE Day0 BCE S ID A , HHRAT IS

\}

AR RO AR B ) ASA virtual I TIAC E T HTTP ARH AR S5 28 RIVF nl IR AL . S80E v] BEAE ¥
ASA virtual i #£ Day0 FL'E S T MR Wik R IR, SN 77 24 FH BLRE 7 J it

B L Eaeiebir
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AsA Virual: B E w3 wamuir

UK

PR CURME AR B b, SO B s i 20 e rb (1 e dehik 7 3 3k — N2 T S & 4 .
a) miidiiEE (Inventory).
B 1:558

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) EEM (General) LI+ I, AdiFESH (New Token).
B 23Sk

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) £ CreateRegistration Token Xfi&HEH, AL N&'E, 4R)5 st Create Token:
* Description
* Expire After - JARHE UL H] R 30 K.

* Allow export-controlled functionaility on the productsregistered with thistoken - j5 1] 5 H &
FPERR G

| ik gaesiry


https://software.cisco.com/#module/SmartLicensing

VFALE: EaEarisa |

B ssavinal. =B 20 samsET

B 3: SIEiE ML

Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

FRGURE A AN N 2 S5 103 B

d) e AT O AR 35 Sk RS T AT T Token STEAE, T LA HURE4h ID S B BTINGRR . 45 28
W ASA I, AEHER L AR, AFEIZAE I T B

E 4 EFSH

General Licenses Product Instances Event Log

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZIYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

B L Eaeiebir



| WALE: Beem A
ASAVirtual: BLE B & EEREFIFAT .

5: SIS

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

P2 (W[ik) {E ASAvirtual 11, i Call Home f & HTTP 4 URL:
*}F Call Home:
call-home
http-proxy ip_address port port

BRI 248 ] HTTP ARBEBEAT FLHR U 0], U250 B e A VF T e B AR ko EARRE—
L HF Smart Transport A1 Smart Call Home.

e 2 AZFFUNIEHTTPACEE,
w5l

ciscoasa (config)# call-home
ciscoasa(cfg-call-home) # http-proxy 10.1.1.1 port 443

SIE 3 N VF RS
a) HEAVFRIUER RENC BB
license smart
w5

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

b) WEINALE:
featuretier standard

HHbE GEA) JZTH, (AT AR E PRI E o JERERCA AT UE CARTAR R bR UE R4 AT IE,
fE CLI R “HRUERR” o

o) WHEEMEIN, LMEHE AN R BRI VR Al iE
FIH KR (100M | 1G | 2G | 10G | 20G}
2 LR AR =V RIE G R
* 100M—ASAV5

* 1G—ASAv10

| ik gaesiry



VFRE: Beemeira |
B ssavinal. =B 20 samsET

* 2G—ASAv30
* 10G—ASAv50

* 20G—ASAv100

i

ciscoasa(config-smart-1lic)# throughput level 2G

d) (Afk) AN

feature strong-encryption

DR SR I RE A BB BN 2 R, AT IRV mT e . RIS RIS R RENK ) R AR AT
SN AL, {H Cisco TURfE SCVFREAE A s, JmT LU Bl sloin s VF rl e o S04 ik =
S B e EEn SR IEVF e, JF B YR &, WA e i e,

i

ciscoasa(config-smart-lic)# feature strong-encryption

a) B VAT IR e LS FH B g
exit
FEIEIE DL 7 OB B VPR R BE R B A N /T, O A S AR IR A (exit B8
end) , A HE N SLARAR A AT AT Ay 2 o

-

ciscoasa(config-smart-lic)# exit
ciscoasa (config) #

FIB 4 K ASA virtual 7 2 BEF A HLRS
license smart register idtoken id_token [force]
ASA virtual SR 8 BEER A BRI EE SO UGB IV A UE BB T RAL
M ASA virtuallif, % RERKAFE HLAS 2 A ASA virtual FIE A8 PSS 2 18] (R IEAE AL ID UE1.
BIESH ASA virtual 43 FCEAH N (1) UK o EEAEOLT, R RS (R, R ID
RS R T A A o) A SR T B, R S5 AT A BRI ASA virtual.
‘) SR B LAVE T L NHE AT e R B BERS AN (1) ASA virtual o 140, WURMEBE
AP PR R IMIER T ASA virtual, 141 force.
il

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%S0A

B L Eaeiebir



| miE: Beemuire
Asavimal: »mEEsesenreEs [

SIES KAV iR A&,
show license status

ISR R R AT B R A5 R, VSR AU T IC . T DNS Je g% as LA RT 7 I) Je 9% & FA TE A i
FE

TP

asavl# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: REGISTERING - REGISTRATION IN PROGRESS
Export-Controlled Functionality: NOT ALLOWED
Initial Registration: FAILED on Aug 31 2023 19:38:45 UTC
Failure reason: Communication message send error
Next Registration Attempt: Aug 31 2023 19:56:56 UTC

License Authorization:
Status: EVAL EXPIRED on Feb 25 2023 16:39:25 UTC

Export Authorization Key:
Features Authorized:

<none>

Miscellaneus:
Custom Id: <empty>

ASA Virtual: AiFrIECE At & ge i B2 2%
LRI P AU G P 31 ASA virtual

FHIa Z |l

M Cisco.com T BEF A HLAS A OVA S, IFHE VMwareESXi k454 [ 2B FITC & b S A
HRFEAME R, 1S Mhttps:/www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html#~on-prem.

| ik gaesiry


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html#~on-prem
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html#~on-prem

VFALE: EaEarisa |
B Asavinal TR EREEREEES

o
i

BB BRI AR A b SR A R
$E2 (k) fF ASA LiE HTTP f4# URL:
call-home
http-proxy ip_address port port

G0 RAE I W 2545 F HTTP AR EEBEAT BRI U7 ), JUDAZ0 ok R BE AR ml e B AR EE ikt . B4R — %
.4 T Smart Call Home.

R AZFFVIEFHTTPICHE,
w5l

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

WX 3 WV AT UE RS 4 URL DA 208 Ge 4 PF A BEAS AN -
call-home
profile License

destination addresshttp https://on-Prem ip_address/Transpor tgateway/ser vicesDeviceRequestHandler

Tl

ciscoasa(config)# call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

SIE 4 N EVF A .
a) HEAVFRTUER RERC B
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

b) WHEIIEES:

featuretier standard

SAPRHEE AT, BT A B R FOR T o BRI Tk LARTRR A bR AERRVF AT HIE o
o) BCEATMERI, LUERDE N BER AT BT8R I VF AT HIE:

throughput level {100M | 1G | 2G | 10G | 20G}

W2 DL ARk 5V R G &R

B L Eaeiebir



| WALE: Beem A

FIES

ASAVirtual: A A B A GEAHF 1R 58 .

* 100M—ASAvVS5
* 1G—ASAv10
* 2G—ASAv30
* 10G—ASAv50

* 20G—ASAv100
=l

ciscoasa(config-smart-lic)# throughput level 2G

d) (k) JFHn®,

feature strong-encryption

TR R BE A PR AR R 5 8 A T, AN TR P e . AR, WER ISR REIK P R 3R A
SEINEEAZA, {H Cisco Tl SOVFIEAE I s inas, 48] DL Sk o 0 28 140 nl e i 20 1465 ik - o
P F A& T BRI VEalE, B d P iER S, e RSy e.

-

ciscoasa(config-smart-lic)# feature strong-encryption

a) B H VAT UERY R LS FH B
exit
PRI BAF 5 SR MV AT A AERC TR B 2 0T, SO AR S IR BT Cexit 5k
end) , B AL HE N SLARA A AT Ay 4 .

i

ciscoasa (config-smart-lic)# exit
ciscoasa (config) #

LRSS 1 il SR IW 2 I ASA:
license smart register idtoken id_token

ASA [0 A H B Be B g v N, JE L B VAT IEREAL . A SR A K S R, A R
2R A A S N R SR (3DES/AES) YFAJIE.

M ASA virtuallbf, AR BRZR S50 ASA virtual FHEY REERARE HIEAS A H 058 2 8] FRTI0A5 R
IDIEFS . EIE2KE ASA virtual 2} BCRIAHN K REIIK o TEHAHFOLR, LR — KPR, (HiE,
AR 1D UE S i T A ) RS B AT 03Y], R R e S EHTA M ASA virtual..

TP

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk

ik gaesiry



VFALE: EaEarisa |

B Asavirual. RESFREF (MSLA) B 8 LEE T

ASA Virtual:

dYRmZ INTNCNG1vRnBHUFpjcmO2WTB4TU4wS 0Ac2NnMDO%$3D%0A

K AV AT IR

show license status

T 2R R A AR KA RN, TR AR L E T DNS IR S5 A% LU AT il JiR 55 45 ) IE A
Hie

i

asavl# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: REGISTERING - REGISTRATION IN PROGRESS
Export-Controlled Functionality: NOT ALLOWED
Initial Registration: FAILED on Aug 31 2023 19:38:45 UTC
Failure reason: Communication message send error
Next Registration Attempt: Aug 31 2023 19:56:56 UTC

License Authorization:
Status: EVAL EXPIRED on Feb 25 2023 16:39:25 UTC

Export Authorization Key:
Features Authorized:
<none>

Miscellaneus:
Custom Id: <empty>

AL E S T2 (MSLA) & ge 3k 45 a]

T FEA IS5V AT B (MSLA) B FHRE P VE AT, R0n] LA VF Al e R I (R A 2l AN 2k VF
ATUEVT YK AVE PTUE SRS — P S ] o AESEFIRR P VFRTBEUR . ASA virtual 23 BURF ()4 547 (15
IREPIRIRE D) SRERERVF T UEAE I Ol ASA virtual 5 BEACEEEEDU AN /NN 17 B BEBR A A5 BEL AR A& VR HIE
S OUR T (BEAK RUM AR ) o ARJE, RIS DR A R e S BT S e o5 4% o A S TR
VFAIIN,  Smart Call Home AN HIAEVF AT B IO A& A 1 SURF SO0 A8 1 4 e A% il i HTTP/HTTPS
ER: Y s

B L Eaeiebir
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AsA Virtual: EEAREF (MsLA) Baeatir ]

FHia Z |l

TS AT LU HI A HO B BE S5 B 25 A Cisco.com T 8B BE IS BLER AL OVA U, F4E VMware
ESXi kg5 4% FA2 eI & I S0t . A7 RTEAIME S, 16 2 [ihttps://www.cisco.com/c/en/us/buy/

smart-accounts/software-manager.html#~on-prems.

UK

T AR E LS IR BRI BEES) v, BRI e AV n 21 L b () - UK 7 17 sk — ANy
IR AL
a) MiiiEE (Inventory).
& 6:F8

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) {EFEH (General) Wi K I, mdi#fiiE<h# (New Token).
B 7 #E S

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) 1F CreateRegistration Token X[ ifFHEH, HALLF#E, 285 it Create Token:
* Description
* Expire After - JARHE LI H] R 30 K.

« Allow export-controlled functionaility on the productsregistered with thistoken - j5 i § &
AR

| ik gaesiry


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html#~on-prem
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html#~on-prem
https://software.cisco.com/#module/SmartLicensing

VFALE: EaEarisa |

B Asavirual. RES: AR (MSLA) & a8 HE T

& 8: SIZiE M

Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

FRGURE A AN N 2 S5 103 B

d) e AT O AR 35 Sk RS T AT T Token STEAE, T LA HURE4h ID S B BTINGRR . 45 28
W ASA I, AEHER L AR, AFEIZAE I T B

E 9 EFSH

General Licenses Product Instances Event Log

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZIYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

B L Eaeiebir
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AsA Virtual: EEAREF (MsLA) Baeatir ]

10: S8

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

$HI2 7 ASA virtual |, FLE R AEVF]SH

a)

b)

¢)

d)

HEAVF AR e e B
license smart

5l

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

Ja A Re Al
transport type smart
SEHFR PR AT 75 248 ] Smart Transport [ AN /& Smart Call Home.

5

ciscoasa(config-smart-lic)# transport type smart

CRIE)  fi g B REFIH A B G 1 R BA B PR 2B ) URLe 12, S mT DL VRl b Al AR DU 2 4R
SE AL BE.

transport url {transport_url | utility utility url | default }

WIRORBCE URL, EORE [A]IN0) 3 B AR S AN VF T IEAE T 1 DU 5 A8 ] default, R
https://smartreceiver.cisco.com/licservice/license.

A5

ciscoasa (config-smart-lic)# transport url
http://server99.cisco.com/Transportgateway/services/DeviceRequestHandler
ciscoasa(config-smart-lic)# transport url utility
http://server-utility.cisco.com/Transportgateway/services/DeviceRequestHandler

CAI3E) T SR i W 448 F HTTP ACEESEAT BRI D7 o), T B A CEE
transport proxy proxy-url port proxy-port-number
Pk 24 AZFEHAEFHTTPACHE,

i

ik gaesiry



VFALE: EaEarisa |

B Asavirual. RESFREF (MSLA) B 8 LEE T

2

h)

)

ciscoasa (config-smart-lic)# transport proxy 10.1.1.1 port 443

FEVF RV JE P BBV ) B8 1K N 42 B REARI AR 5
privacy {all | hosthame| version}

i

=

ciscoasa(config-smart-lic)# privacy all

WEIIREE:
featuretier standard
HAPRHEE AT, BT S E R R T o BERIRRVE ATk LARTRR A bR AERRVF AT HIE o
BCEATMEE IO, DAE E A RE R A BRI SR VF T E -
throughput level {100M | 1G | 2G | 10G | 20G}
THS LR BV IE R R

* 100M—ASAv5S

* 1G—ASAvV10

* 2G—ASAvV30

* 10G—ASAv50

* 20G—ASAv100

i

ciscoasa(config-smart-1lic)# throughput level 2G

CAIE) A s .
feature strong-encryption

BRI SR I RERA A BRI R I 25  j s  WANTG ZEUE VAT E . RTTT,  SRAE R RENK - R R4S
SRINEE AL, {H Cisco CLfE SOV ISR INES , 0] AT SR s s Vi n e I 2 R g ik
AT B e ZE R IEVE e, JF H FVFaliEsR &, WG s e,

i

ciscoasa(config-smart-lic)# feature strong-encryption

IR H VR TR R AR DAY B

exit

FEim sk LUR 7 R VR e IR R RE AL BB BT, SO A SRR IR iz A Cexit B
end) , B AEEHE N LA ATy 4 .

B L Eaeiebir



| WALE: Beem A
AsA Virtual: EEAREF (MsLA) Baeatir ]

i

ciscoasa (config-smart-lic)# exit
ciscoasa (config) #

PR3 BB LTV
a) HEASEHRR PR E R
utility

i

ciscoasa(config-smart-lic)# utility
ciscoasa (config-smart-lic-util) #

b) AUEME— R P AR AR . AR TRAT O 5 78 S AR P VR ol A A SO 5 v b
custom-id custom-identifier

A5
ciscoasa (config-smart-lic-util)# custom-id MyCustomID

c) QUEEME— % T RCE SO AR B S AR SE TR Fe VR el T A B 2 o
customer-info {city | country | id | name| postalcode | state |street} value

T

ciscoasa (config-smart-lic-util
ciscoasa (config-smart-lic-util customer-info country MyCountry
ciscoasa (config-smart-lic-util customer-info id MyID

( )# customer-info city MyCity
( ) #
( ) #
ciscoasa(config-smart-lic-util) # customer-info name MyName
( ) #
( ) #
( ) #

ciscoasa(config-smart-lic-util customer-info postalcode MyPostalCode
ciscoasa (config-smart-lic-util customer-info state MyState
ciscoasa (config-smart-lic-util customer-info street MyStreet

d) B HSEHFEFFRT.
mode standard

i
ciscoasa(config-smart-lic-util) # mode standard
TR A WA 12D PRI ME M ASA:

license smart register idtoken id_token

IR

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4

| ik gaesiry



B Asavirual. RESFREF (MSLA) B 8 LEE T

FIES

LWJIhODItNzBhMGQ5NGR1YJjUXLTEOMTQS5NDAY$0AODQzNZz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS 0Ac2NnMDO%$3D%S0A

K AV AT IR

show license status

il
asavl# show license status
Smart Licensing is ENABLED

Utility:
Status: ENABLED
Utility report:
Last success: May 14 2018 21:37:25 UTC
Last attempt: SUCCEEDED on May 14 2018 21:37:24 UTC
Next attempt: May 15 2018 01:37:24 UTC

Customer Information:
Id: MyID
Name: MyName
Street: MyStreet
City: MyCity
State: MyState
Country: MyCountry
Postal Code: MyPostalCode

Data Privacy:
Sending Hostname: no
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: ENABLED
Version privacy: ENABLED

Transport:
Type: Smart

VFALE: EaEarisa |

T 2R e A AR KA RN, TR AR L E T DNS IR 55 A% LUA AT il JIR 55 45 ) IE A

Registration URL: http://server99.cisco.com/Transportgateway/services/DeviceRequestHandler

Utility URL: http://server-utility.cisco.com/Transportgateway/services/DeviceRequestHandler

Registration:
Status: REGISTERED
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on May 14 2018 21:37:20 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Sep 13 2018 13:34:40 UTC
Registration Expires: May 14 2019 21:29:20 UTC

License Authorization:
Status: AUTHORIZED on May 14 2018 21:37:22 UTC
Last Communication Attempt: NOT STARTED
Failure reason: Device in Thirdparty Utility Mode
Next Communication Attempt: None
Communication Deadline: Aug 12 2018 21:37:24 UTC
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ASA Virtual: BECE kK AVFAIETE

ASA Virtual: 25 5k A 1 A iE 71 58

ATk ASA virtual 53— AR AVFRIE . A A7E 445 T ASA virtual I, s/ S SO 20
HLAFEEB R VF A e w38 B e .

UK

HIB1 38 ASA Virtual K AVFAAE , 26 37 7L
FIE2 (k) (Aik) JRIE ASA Virtual K AVFATUE , 55 39 T

% %< ASA Virtual 7k A1F AT IE

ST ToE 7 ) HEERI I ASA virtual, 8500 L) R BE RS F1 28 SR /K AV AT IE
)

AR O TARAVEAUETIR, SR ASA viﬂualZﬁﬁiElE]iZiTTiE WERANE B PRZ AT E, 1%
VEA[IE S5 O FDIRES,  HEER B F T35 ASA virtual. #5204 (F]ik) 1Rt ASA Virtual 7K A
VFR[E , 5 39 T,

R IR B AR ETERECE (B writeerase) , W R FHERATAT A S 500 license
smart reservation iy 4 HUH A FAK AVFRTUETE (WP IR 1 Fs) 5 BAREZE5E st FR 7 (1 HL AR il

72

FHI6 Z |l

« WK AVFATIE, LU SCTEA A B R vy . JEAl A S MM A0 P 2K AV T T
B, 7EMRI EIL IO AR A, TR CL A R RHILE

* fE ASA virtual JA B2 Ji5, BAIE KK AVFATUE; BEANGELE Day 0 B E W) 225K AVFATILE .
i

1 (U ASAVS) Y1 DRAM 4 2GB (9.13 A SR A T B AREEKD I, Vi H ASAvS K AVFA]
ik,
license smart set_plr5

$IE2 {F ASA virtual CLI 1, Jid K AVF A ETH B -

license smart reservation

TP

ik gaesiry
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B = asavimal kasrmic

ciscoasa (config)# license smart reservation
ciscoasa (config)#

W T LU F 4

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G | 20G}

BHEHIE R REVE AT, M no B, REE A Likdr 4. HAB VAL B AR FEAA,
EARAEH], PRIEAN TR S E R A\ X iy 4.

T SR B RE R A B2 Hh B N TRV IR AR «

license smart reservation request univer sal

Tl

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S: 9AUSET6UQHD{A8ug5/1jRDaSp3w8uGlfeQ{53C13E

ciscoasa#

TEHBE ASA virtual B, EEFEN) vCPU/WAEYGE T I R Sk . 5 B R vCPU/WAEFIE:
B A5 IR R BEVF R ANR], K AVE AT UE TR BE A5 502 ASA virtual IS IF) vCPU/ N A-AH G
WS UL vCPU/WAE S VFATIE M E R

* 2GB, 1/~ vCPU - ASAV5 (100M) (5 2# H licensesmart set_plr5#ir4; 750, by H =5 %

/] ASAV10 VFRIEJEAUVF 1G &k, )

*2GB, 1/ vCPU - ASAvI10 (1G)

* 8 GB, 4 /> vCPU - ASAV30 (2G)

* 16 GB, 8 /> vCPU - ASAv50 (10G)

* 32GB, 16 1~ vCPU - ASAv100 (20G)

LSRR A R A (RS 0], I Z50IR R 24 i VF RIS L A8 ) 2R 5 O SRORT AV RTIE . 22
R C BN ASA virtual (975, fERRIUINLIEERE P, AT LU e vCPU AT DRAM ¢ 8 RAVGACHT )
UG ESR ATRIXEAE, S0 ASA virtual RRIEA T THRRT . HAFE LTS, ] show vm fir

%

WREF AL 2, WS BoRF—AC, BE T ndUa 2tk W& AR AR A
AR EHLSS, JEEABEIOE ZIER, ERA:

license smart reservation cancel

WREER R AVF IR, BT AR AL EE SR SO W R AR i N BE AR A4 RS
A2 52 B R A BERF iZ1F vl IE N T ASA virtual, 4K )5 0] DURTE R BB LY rE. {ESH (]
) IRIE ASA Virtual /K AVFRIE , 58 39 T,
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L4

(aTitt) i55% ASA Virtual X A TiE ]

Vila] “ R REAFE FEESHE B.” (Smart Software Manager Inventory) Ji %%, 571 AJIE (Licenses) I
.

https://software.cisco.com/#SmartLicensing-Inventory
Licenses LI K W7 55 RS R ) AH QB I AT BRAT VERTIE. GBI AR A o
s VPAEFREE, JEAEHEPEEA ASA virtual X4, siii Reserve License.

BB B A AU o ST LR BOZBU sy T AT BB AR . AR R e PP
VFRIES C AL TAE IR -

W% AT F 3 License Reservation 241, WIS Ak 7 AR FEAIAT AR AVFATUET R o« ZEX P Ol
T, N AE K AVE A UETREE O BB e N T B A B VR AR A A o

TE ASA virtual P ANIZ A :

license smart reservation install code
w15l

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwWS
ciscoasa#

ASA virtual BU7E5E RG] o

(A[3%) 1RiE ASA Virtual 7k A 15 7] iE

WA TSR OVFTTE 11, 653505 1) ASA virtual SRS BSOUR 5 GERIERFEE 5 SERFVFTIE
NS R A VP U 2O 4 R PEAT TS . SRR T S B, VP
PR EFAE LIRS IF B RRRARE IO T HoAl 7

i

£ ASA virtual A2 iR IS .

license smart reservation return

i

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLlwYCaq8oSv60yZJuFDVBS2Q1iQ=

ASA virtual 2 LRI AR AR VF AT FREAR N “PPAN 7 R RIS T EFIR AR AR, EEHEA
WA EER, WREE KB K A4 TTE (license smart reservation request universal), B B
ASA virtual 285 2% 5] G W T H 5 55 3 vVCPU/RAMD W C ik J 0T o A CHD o Al R 1%
ARA5 LL5E BR I8

A ASA virtual 3l FH 5 & FRIARE (UDI), DUEAERY GRS B A% 4R 21 1k ASA virtual 5241 -

ik gaesiry


https://software.cisco.com/#SmartLicensing-Inventory

VFALE: EaEarisa |
B ) mossim AsA Vinual (B @A)

show license udi

T

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

IR 3 Ui B BEAR I “VE . (Inventory) BEdE, AR5 AU FEERSEH (Product I nstances) i3 -
https://software.cisco.com/#SmartLicensing-Inventory

Product | nstances 13 8 i UDI 7R BT $-A5VF 7] 177 i o

LA FRIVEAEED AT AT ASA virtual, KIIEFE 1B1E > MIBR, RIEEHEFEE N ASA virtual IR IEAL
fih, A Remove Product I nstance.

TR AV AE R 34 2 AT H it o

(A[1%) BUEEAF ASA Virtual (5 #1F0A#)

S+ ASA virtual BUH A M MK IS ASA virtual. REE2MHER ASA virtual H )T 127 T SEFZ AL
FEF . 3 T] B 75 B B V1 0k M 571 ASA virtual BB AIIE. B0, ] DU e 7 5 7 2 )
% ASA virtual.

\}

AR WO ASA virtual, WITETHTINEL ASA virtual /5, €K TAR (A R EPIRAS .

g2

I ASA virtual:
license smart deregister

SRJG ASA virtual £ 55 N4

(AIE) 4% ASA Virtual ID AEB ST AMIER L CERFAZRH)

ERAEOL T, IDAEFRE6 A BB R, Vi RERAURE 30 K ERT . A R4 Uy ) TLIBC R (R I 18] 5 B
B AR R AR T BEAT AR VF AT S SRR, AT RE N IX LT H T B S T -
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https://software.cisco.com/#SmartLicensing-Inventory

| miE: Beemuire
Firepower 1000/2100. Cisco Secure Firewall 3100: B &% 440 ¢4H i ] .

UK

S B ID LT

licensesmart renew id

T2 FHVF AR AN
license smart renew auth

Firepower 1000/2100. Cisco Secure Firewall 3100: FZ & & &8
AV AT

AT 4] A3 Firepower 1000/2100.  Cisco Secure Firewall 3100 it & & gE4R 140 . LT 7k
Z#:

UK

%121 Firepower 1000/2100. Cisco Secure Firewall 3100: i & 5 A BEA 40T, 26 41 T,

AL (afik) I vEM Firepower 1000/2100,  Cisco Secure Firewall 3100 CiyMLFIAM) , 25
54 Ek (Afk) 444 Firepower 1000/2100. Cisco Secure Firewall 3100 ID ilE 15 84 rf iEFA Cy I
A, 55 54 L,

$ I8 2 Firepower 1000, 2100, Cisco Secure Firewall 3100: it & 4 AL BEAS ALV 7], 25 46 L.

AL (Al k) T ENE Firepower 1000/2100,  Cisco Secure Firewall 3100 Ciy MLFIAM) , 25
54 piEk (Rfik) 4E4 Firepower 1000/2100+ Cisco Secure Firewall 3100 ID UE P58 VF A UEFZAL Chy L
A 55 54 T

I8 3 Firepower 1000/2100. Cisco Secure Firewall 3100: it & /K AVF I UETEE , 55 49 T,

Firepower 1000/2100. Cisco Secure Firewall3100: L& & # & g5 A]
B T B BRI 30 ASA.

UK

S RS S HRM BRI ) v, R e B 25 V8 0 2 30 b (s ol 1 SR — AN
A IR HNZ A
a) MiEE (Inventory).

| ik gaesiry


https://software.cisco.com/#module/SmartLicensing

VFALE: EaEarisa |

. Firepower 1000/2100. Cisco Secure Firewall 3100: Fi & & #15 SR i AT

11558

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) {EFEH (General) Wi K I, mdi#fiiE<h# (New Token).
B 12 B SR

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) 1F CreateRegistration Token X[ ifFHEH, A LLF#E, #R)5 it Create Token:
* Description
* Expire After - JARHE LI R 30 K.

« Allow export-controlled functionaility on the productsregistered with thistoken - j5 i S &
AR
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Firepower 1000/2100. Cisco Secure Firewall 3100: B2 & & & sEiRHiF o] .

B 13: S I E MRS hE

Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

FR GRS N 2 S5 103 B

d) e BRAT O R 35 Sk RS T AT OT Token STEAE, T LA HURE4h ID S B BTNGRR . 45 28
W ASA I, AEHERLF AR, AFEIZAE I T B

B 14 EE5LH

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZIYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

ik gaesiry
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. Firepower 1000/2100. Cisco Secure Firewall 3100: i & &M 40 7T

15: S ShE

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

P2 (W[ik) 1 ASAvirtual 11, i Call Home f & HTTP fC# URL:
*}F Call Home:
call-home
http-proxy ip_address port port

B AR W 2 A H] HTTP ACBEHEAT BRI U7 1), )06 2004 2 BE VP PTG A B Mt ko M AR —
. HF Smart Transport A1 Smart Call Home.

a2 AZFFUIEHTTPAC R,

i

ciscoasa (config)# call-home
ciscoasa(cfg-call-home) # http-proxy 10.1.1.1 port 443

PR3 E ASA FiERVFTUERZ AL

a)

b)

<)

BEAVF A UE R RERC E A
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

(Firepower 1000/2100) ¥ & IIHE)Z

featuretier standard

bR CGEARO JZATH, (AR AR E PRI RV b I s v e
B 5 Ao FEAbRRVF PTAE LR N BRUERRCVF AT AE, £ CLI HATIFR A “Ar#fEfi” - Cisco Secure
Firewall B2 (1) Reffi V5 rIIEAR 240 T8 RS, TEVEEEHT

1R SR,
feature context 45

TR Firepower 1010 A3 FRIL VAT IE,

BROATHOLT, ASASCHRF 25, DRILR NI SR i S5 0 /5 B O 25 2 BRI 5t
A 55 i R Ok T A T 25
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| miE: Beemuire

d)

e)

Firepower 1000/2100. Cisco Secure Firewall 3100: Bt & % M8 ge i thiF o .

* Firepower 1120 - 5 F 5%
* Firepower 1140 - 10 Ff{i =

* Firepower 1150 - 25 Bl 5t

* Firepower 2110 - 25 Ff{i 5t

* Firepower 2120 - 25 Fii 5

* Firepower 2130 - 30 Fii% 5

* Firepower 2140 - 40 Fili 5

* Cisco Secure Firewall 3100 — 100 /M 5
filtr, X3 Firepower 1150 15, A0 & KA - 25 Bl &, 0SB 23 IL(EK 53R
WAE 2 A

i

ciscoasa(config-smart-lic)# feature context 18

(A[i%)  (Firepower 1010) i K850 A 22 A VF v 4F LS FH B 655
feature security-plus

i

ciscoasa (config-smart-1lic)# feature security-plus

("[i£) (Cisco Secure Firewall 3100) 53K Diameter. GTP/GPRS. SCTP il {132 & 1 VF nJ ik
featurecarrier

i

ciscoasa (config-smart-lic)# feature carrier

CRIE) R H s n s .

feature strong-encryption

DR SR I RERAT A BEERWCRRIN 25 s WANTG ZEBE VAT IE . RTT0,  RAE R RENK ) RARAT
SRINEE AL, fH Cisco CLAE SCVFRAE ISR INES , 50T AT BlKe s s Vi e I 2 R gk
ST B e s 25 R IEVF e, JF B FYFaliEsR s, WG s i e,

i

ciscoasa(config-smart-lic)# feature strong-encryption

TR A AR 1 D IR ASA:

ik gaesiry
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. Firepower 1000. 2100. Cisco Secure Firewall 3100: i & % gE4R & IR 88 A b 7]

Firepower 1000. 2100. Cisco Secure Firewall 3100: i & & fE4k (4 & 1E 2

AN HBIF AT

Nil

license smart register idtoken id_token
il

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOO0OTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%S0A

ASA [1) 8 REBAEA PR S TE N, FF I B VAT R AL R IR f Ve, T RE A PR B iE
2 5 N5 (3DES/AES) ¥Rl iE. #iH] show license summary i 446 25 14 m] E AR A R4 F A5 0

IR

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP1010-ASA-Std) 1 AUTHORIZED

oo

R I8 T A R e 1 PR 1) AS A

FHiaZ |l

M Cisco.com T H R RERAFAE B as A OVA S, IF4E VMwareESXi k454 b 2B MINC B ST A
HRVEAE R, 152 https://www.cisco.com/c/en/us/buy/smart-accounts/
software-manager.html#~on-prem.

1 LER RSO R B B A 4 % Lt SR A4

B L Eaeiebir


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html#~on-prem
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager.html#~on-prem
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$IE2

Firepower 1000, 2100. Cisco Secure Firewall 3100: FoE % 454X 1R RS A i v .

(Ali%) 1& ASA b45&E HTTP ALH URL:
call-home
http-proxy ip_address port port

G RAE I X 2545 B HTTP AR EEREAT BB i), DUDAZ0 Ok B RE R A vl il B AR EE bkt . AR ER — %
4+ Smart Call Home.

IR AT FFAAIEHTTPACHE,
w15l

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

SRR UE RS A URL DA 2R B4 P s A b IR 554
call-home
profile License

destination addresshttp https://on-Prem ip_address/Tr anspor tgateway/ser vicesDeviceRequestHandler

T

ciscoasa(config)# call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

£ ASA FilsRVFATIERZAL
a) HEAVERT I AR
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

b) (Firepower 1000/2100) ¥ & IIHESE
featuretier standard

HEVEAE  (WFCHIEREFATIE) mTH . B TR 2N HAb ThsE 4 rT Uk R AT 4. X
T Secure Firewall 3100, FrAEVFAJUELELANT 8 ARSI TCIELERT

c) (i) iR S E,
feature context 4% 5

iR Firepower 1010 ANSCFEILVFATHIE

BRUKESL R, ASASCHF2 MR, DRICISREIH R AR SCECR TS BRI 22 MR 3
TSRO BRI P 8 5
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. Firepower 1000. 2100. Cisco Secure Firewall 3100: i & % gE4R & IR 88 A b 7]

d)

e)

* Firepower 1120 - 5 F 5%
* Firepower 1140 - 10 Ff i 5

* Firepower 1150 - 25 Fl 5t

* Firepower 2110 - 25 Ff{i 5

* Firepower 2120 - 25 Fii 5

* Firepower 2130 - 30 Fii% 5

* Firepower 2140 - 40 Fii 5

* Cisco Secure Firewall 3100 — 100 /M 5
filtr, X3 Firepower 1150 15, A0 & KA - 25 Bl &, 0SB 23 IB(EK 53R
WAE 2 A

i

ciscoasa(config-smart-lic)# feature context 18

(ATIE)  (Firepower 1010) i 3K 3 5 20 22 4 VF w] ik LUJE H 32 F/4& R 4 7%
feature security-plus

i

ciscoasa (config-smart-lic)# feature security-plus

("[i£) (Cisco Secure Firewall 3100) 53K Diameter. GTP/GPRS. SCTP il {132 & 1 VF vl ik
featurecarrier

i

ciscoasa (config-smart-lic)# feature carrier

CRIE) R Han s

feature strong-encryption

DR SR I RERA A BRI 25 2, AT ZEUE VAT E . SRTTT,  RAE A RENK ) RARAT
SRINEEBAL, {H Cisco CLAE SCVFRAE ISR INES 50T AT BlKe s s Vi s I 2 R ik
AT B e s S5 R IEVFAE, JF B FYFaliEsR s, WG sl i e,

i

ciscoasa(config-smart-lic)# feature strong-encryption

PR AL 1 DRI ASA:
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Firepower 1000/2100. Cisco Secure Firewall 3100: B & Jk A 5 A7 B8

license smart register idtoken id_token
il

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOO0OTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%0A

ASA A HA REARHET BR A IS5 2 Y, R BB E VTR WA Mk T v, R RE K
P B g 2 NV H 9 N % (3DES/AES) ¥FrJ k. {41 show license summary i & £ 25 1V il IR A
- DL

i

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

Firepower 1000/2100. Cisco Secure Firewall 3100: FC & 7k A 1 A] i 7 B8

T

$IE2

&\ LA Firepower 1000/2100. Cisco Secure Firewall 310073 Bt — MK AVFAIUE . ANTIEN2HLETE H
ASA IR [HIF AT IE.

‘% %% Firepower 1000/2100+ Cisco Secure Firewall 3100 7K AVFAIE , 55 50 Ui,
(Al (nf#k) JRIE Firepower 1000/2100. Cisco Secure Firewall 3100 7K A VFA[HE , 2 53 Tl
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. 224 Firepower 1000/2100. Cisco Secure Firewall 3100 5k /A i A iF

%2 4% Firepower 1000/2100. Cisco Secure Firewall 3100 5k A 5 A] i

Nil

XFIGIE ) FLIC R ASA,  SnT LA 3 RERCFAE BE 885 KK AVFRTIE . K AVFRTIE S BT A1 DI g
FA I 20 2 A 50 R VFliE.

\)

B

R X TARAVEAUETIE, e ASA Z RTIB NZVF PR a0 AN IESGR RHZ e E, & el E

SRR OAT RS, H%d&x&‘lﬁlﬁﬁ%%ﬂﬁﬁﬁ ASA. S (A[ik) IRIE Firepower 1000/2100. Cisco
Secure Firewall 3100 /K AVFHUE , 2f 53 Ui,

FiaZ |l

W SR AVF AR, DU AR REAR A FR 2 v vl F o AR BT K P Rl kv A FH K AV T IE TR
FERS AN B LI RE 2 AT, IE IR RIS R

UK

E ASA CLI H, JAHZR AVF A UETIEY «

license smart reservation

T

ciscoasa (config)# license smart reservation
ciscoasa (config)#

T SR B RE R A A rh R N PR VF PR AR
license smart reservation request univer sal

IR

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasai

WERFFr A A, WS WoR A —ARS,  BPAEZE SR N 4R 2 k. W SR v Rk AR IS H N
FRERAE B, I ARG s R, WA

license smart reservation cancel

WERAR K AVFRTUETIRE, W FT A R A B SR S B EGH o W R A ERZA R i N RE AR B2

V)0 250 58 AR P A RERF A VF T UE Y F T ASA, SR )5 T DU 75 LR BV rlE . W2 (ifik)
IRIE Firepower 1000/2100. Cisco Secure Firewall 3100 /K AVFAIE , 5% 53 WL,

Vila) “RRE A E PEASTE .7 (Smart Software Manager Inventory) ff 4%, sitiiF AIIE (Licenses) LI
K

https://software.cisco.com/#SmartLicensing-Inventory

W SeEmer e |


https://software.cisco.com/#SmartLicensing-Inventory
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224 Firepower 1000/2100. Cisco Secure Firewall 3100 7k A i A iF .

Licenses 1 Il Wy 5 88 (1K 7 AH DG I T A AT VFRTE. G RIZK )
HEFRIETREE, FFEMET N ASA RS, i Reserve License.

B EL A AT o 65T B A sl AT U B IR, R R L
VFATIEBLC AL F AR

W% A F 3 License Reservation 241, WIS Ak 7 AR B FAIAT K AVFATUET R o« ZEX P O
N, AN A FH K VAT IE PR R R N AT BEVF AT IE AT 2

76 ASA WA :

license smart reservation install code

Tl

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwWS
ciscoasa#

1E ASA B RVFATUESZ AL .
TR BARIK AVFRE SO 52 A BT el i, (BB B 4T T ASATC & AHAL,  DAME
ASA FE el LA e .
a) BEAVFRTIERT RERC B A
license smart

5

ciscoasa(config)# license smart
ciscoasa (config-smart-lic) #

b)  (Firepower 1000/2100) %¢'&E Lhfig)=:

featuretier standard

SUATRRUERR. CREARRRD 2RI, AR S BB B R R s SR VPR I A AR D REVE RTIER
Hrbe At FEARRRF AT IE LARTRR AR AERRVFATHIE, /£ CLI SRR “Ar#fl” o Cisco Secure
Firewall £8Yf¥] Feail Vi rJUELR AL T8 R, ToiEEEH]

c) (k) RN FVFIE.
feature context 4=

pE e Firepower 1010 A S HF IR AT IE .

FRATHOL R, ASASCHF 25, DRI N2 Y iy 5 i DA g B B i 25 2 BRI 5t
HI R A VPRI SRV RS, DR mT LUy B S 5 MY s K. S K i KM i T
AT S

* Firepower 1120 - 5 i 5

* Firepower 1140 - 10 Fl{i 5t
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B =:: Firepower 100072100,

d)

e)

VFATE: Saemuira |
Cisco Secure Firewall 3100 5k A 1A 3iF

* Firepower 1150 - 25 Fi i 5t

* Firepower 2110 - 25 F 5%

* Firepower 2120 - 25 Ffi 5

* Firepower 2130 - 30 Fi i 5

* Firepower 2140 - 40 Fi i 5

* Cisco Secure Firewall 3100 — 100 4™ 5t
B, %§T Firepower 1150 11 &, ZEAF FH I MH - 25 PG 56, A1 SUEC N 23 IB(ER S8R
INME 2 FH o

i

ciscoasa (config-smart-lic)# feature context 18

(WJIE)  (Firepower 1010) Ji FH 145 80 22 A VF T ik LA A H B i 4%

feature security-plus

il
ciscoasa (config-smart-lic)# feature security-plus

v—

(") (Cisco Secure Firewall 3100) Jii [ Diameter. GTP/GPRS. SCTP ¥l [#)i2 & i VF ol ik

featurecarrier

5

ciscoasa(config-smart-lic)# feature carrier

CATEE) A s

feature strong-encryption

DR R M REHCA T BRI R N i, WA TG BEIRVFRTIE . SR, WERAE R RENK ™ R 3R A
SIS, {H Cisco TR E SCVFRE s, S mT LA Bl s in 85 VF rl e In 2048 ik ™
A ER B EE RV AN, JF Bl TR &, W E s i e .

-

ciscoasa(config-smart-lic)# feature strong-encryption

B L Eaeiebir
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(AJi%) iRi% Firepower 1000/2100. Cisco Secure Firewall 3100 7k /A i% AT iE .

(A[1%) Ri% Firepower 1000/2100. Cisco Secure Firewall 3100 5k A i A] i

WRATFFERAVFATUE (I, IEAEAEH ASAD , B2l LU R AR P # %V nl ik 1 E 2k i 45
BRERAE PG . WURIEALIR T A D BRI, W VF nUE R R R A ADPIRES, JF BV RAR R
T JEAt 5 .

B2

S 7F ASA A GRIBACY

license smart reservation return

i

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLlwYCaq8oSv60yZJuFDVBS2Q1iQ=

ASAJ%iﬂﬂ}’EjﬁliﬁTﬁﬁ)\ CPPAE” RE. R THEHRER AU, EEMALG L. TE
G, TR AE SO K A4 T (license smart reservation request universal), %8 5L FURT s
LH:ﬁﬁfb AR FAZACHE LL e R I8 o AR PR E k1], W ASA S HEANRE PR A . A7 KA HEIR
SHFEAELR, B0 AGIRE , 577 1.
$2 BFH ASA BT UEAFRINSF (UDD), DUEAE S AP B sh R 2t ASA 52451«

show license udi

T

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#
PR3 Ui BRI E FLAR “VE R (Inventory) Ji%E, AR5 i PSR (Product | nstances) G 1| :
https://software.cisco.com/#SmartLicensing-Inventory

Product I nstances i&£ I i@ id UDI B~ BT S5 7] 1R 77 f o

LB 4 RGNV ASA, IKUCGEFHRIE> PR, ARJE7ErHER 8 ASA IRIEARY . sili Remove
Product I nstance.

TR A VF RTUEAPER 4 21 7] i o

| ik gaesiry


https://software.cisco.com/#SmartLicensing-Inventory

VFALE: EaEarisa |
. (AJi%) BYGE;EA Firepower 1000/2100. Cisco Secure Firewall 3100 (& 31 F07 )

(AJi) BYHEAM Firepower 1000/2100. Cisco Secure Firewall 3100 (&
FANASHE)

WOHVENT ASA R B IKIMK - IHER ASA. ARG MIER ASA LRI PrA VFAHERAANE S . &

SH]RE T
HCTE 3 M A BERBCVF AT e LA T8 ASA. B, AT LK ASA MY e 01E 7 #1 3% rh R

UK

IUVE N ASA:

license smart deregister

(AJi%) 2249 Firepower 1000/2100. Cisco Secure Firewall 3100 ID jiE$ =i
VFANERN CEHFAARH)
BRATSL R, TDAET3G 64 ] EZ S, VETUERERUT 30 T A ) FLIE T4
S T R B8 P30 T T AR VRTS8, T B B 3 AT T BB M

UK

S B ID E 1

licensesmart renew id

S 2 FH A IR AL
license smart renew auth

i . T 5 A0 A6 £ (1

Firepower 4100/9300: Bic & %5 5840414 AT
IR F TR BRI S . ACH R REER A PR IOMLAE, BUKAVFRIIERIR: 12 (FXOS
BUEFRR ) o LOKERI T EEBLE R P 41
XTI KAVFRUES R, VERTUER] S T Thag: FAT 2 2l SNs g i vrnl Uk ks 2. B2,
ik ASA “HNE” WLMEHIZ LT RE, BT EAE ASA ERHEA.
FIAZHI

YT ASA R, S N EEIL T TR . G A A, e — & AR T .
WZREFFTR, Eda] LA ASA CLI $#UTH .
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Firepower 4100/9300: B¢ & %5 A8 4% ¢4 1% 7] .

%3] Firepower 4100/9300 HLAH CLI (38l H 8L SSHD , AR5 & 1hi%H: 5 ASA:
connect module ## console connect asa
w15l

Firepower> connect module 1 console
Firepower-modulel> connect asa

asa>

TUGERR] ASA ¥ G R, BB ASA, AFHFEFIKA connect asa.

XT ASA BERE,  UH YT ) $2 ) PR C AT VR ARG A AR RO B . R, R ICAL T
1, DI, S e RO B iR

fE ASA CLI ', #EAS R EA. BOASOL T, BRAR/EREIZ M e B8 TR, SIS
AP s, (HARGES AL I fir & enabl el Se7s 15 B i i

enable configure terminal
il

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ****x*x

Repeat Password: *****x

asa# configure terminal

asa (config) #

X ASA ERE, WIRTFE, EFA MRS R It
show cluster info

i

asa (config)# show cluster info
Cluster stbu: On
This is "unit-1-1" in state SLAVE
ID : O
Version : 9.5(2)
Serial No.: P3000000025
CCL IP : 127.2.1.1
CCL MAC : 000b.fcf8.cl192
Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-2" in state SLAVE
ID : 1
Version : 9.5(2)
Serial No.: P3000000001
CCL IP : 127.2.1.2
CCL MAC : 000b.fcf8.cl62
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VFRE: Beemeira |
. Firepower 4100/9300: B2 & & SE4K 1415 AT

Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A
Unit "unit-1-3" in state MASTER
ID : 2
Version : 9.5(2)
Serial No.: JABO815R0OJY
CCL IP : 127.2.1.3
CCL MAC : 000f.f775.541e
Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A

WL A B 2 A R 4, IR U ATE R, IFEERRIEMII & . AU iR &R, &0
T

LA BV IR REC B AR
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)#

PR WHIGEZ:
featuretier standard
SbRHEIZ AT H o BV AT UE R S A D BEVF TR A TSR 45 A SR IRIMK P b 20 R 88 R R0 VT RIIE o
TR, o B AT A )y e VF AT IE B ZEVF AT IE BT D) e
PG TR LT DIRE A — el 2 Filr
* J&7H 1 (GTP/GPRS. Diameter F1 SCTP #ilf)
featurecarrier
© AR
feature context <1-248>
XTI AVFRUETR , R80T LA € e K 58 (248).
* 1% (3DES/AES)
feature strong-encryption
T R s N RERR AT PRSI R ) s B 4, WA ZEEVF TIE . SR, SRR ENIK 7 R 3R
FFIRINEE AL, {H Cisco CLfE LV T NS, S8 7T LTSl sl s VFmT 1V 0 21 45 (1 ik
Fo MU R T EE R ICVFATUE, JF B TVFaER S, W& Bl Al
eRtIR

ciscoasa (config-smart-lic)# feature carrier
ciscoasa(config-smart-1lic)# feature context 50
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srasmrTi W

FLEH ASA #5105, FERRARTF RGN ~ RIAE H Telnet N o #i A\ quit CUR R #E 5| % CLI,

b
\I

BNNEIS B ATk

Ao HH ] T ASAv FlI Firepower 4100/9300 HLAH ASA ‘224 #He (4 nf HEFZAL o

ASA Virtual

1A throughput level fir 75 ASA BCE P B E AT LU0 N, &2 W RERCPHE BLER T R
FIVFRTIE . T2 L Ak B 200 /A AT IESC &R

* 100M—ASAVS
* 1IG—ASAV10
* 2G—ASAV30
* 10G—ASAV50
* 20G—ASAV100
Tk L PR E T 5K Secure Client Fl TLS ARBE 221540, (HJE, BUIKIHI ASA virtual P AFRCE AT
P BRI SR 1R A, DL e s il o SR A At R A 2 e N AE
ASA virtual IIAAFBRIE T K IF R KBRE BN VLAN, 1A A S0 e o
TR ASA virtual R C3KVF AT 1T g

A 15t B

VFEER 4R

vt E 23 &0l LS throughput level iy 475 ASA it & rh B 8 7 25
S T B e 1 B [ VR T AT
100M: ASAVS
1G: ASAV10
2G: ASAV30
10G: ASAVS50
20G: ASAV100

B e S5 4 AT

B W 4 i JE A R
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VFALE: EaEarisa |
B AsAvirwal

VFANIE 15 BA
TR KB B KEGEFE  ASA virtual NAFE o
2GB % 7.9 GB: 100,000

8 GB £ 15.9 GB: 500,000
16 GB £ 31.9 GB: 2,000,000
32 GB % 64 GB: 4,000,000

BEH Ja H
Total TLS Proxy Sessions TLS fCH &G A = Z 5 A ASA virtual AT HE .

100M 7t & + AL 947 500
1G #rit i + AEEAAE: 500
2G Fritl &
*2GB % 7.9 GB Wf£: 500
* 8 GB+ A7: 1000

10G #Fit &
*2GB % 7.9 GB W f£: 500
* 8 GB £ 15.9 GB P {¢: 1000
* 16 GB LA EXAE: 10,000

20G FF &
*2GB % 7.9 GB W 1f: 500
* 8 GB % 15.9 GB 4 1%: 1000
* 16 GB % 31.9 GB W 1%: 10,000

* 32 GB+ WA¥: 20,000

VPN 15/ iE
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AsAVirual JJjj
VFATE 15t A
Secure Client % 5544 ARIRFFVF AT R Secure Client X 4544
HH A R ) A
ASA virtual N A7

=13

E o

A3k Secure Client Advantage =i
Secure Client Premier YFAJIE,
%

100M ¥4 + LA Y47 50
1G ik + (RN AF: 250
2G it
«2GB % 7.9GB W ff: 250
« 8GB+ Hiff: 750

10G F
*2GB % 7.9GB Wff: 250
* 8GB % 15.9GB W f#: 750
* 16 GB L\ A f7: 10,000

20G 77tk
«2GB % 7.9GB W ff: 250
* 8GB % 15.9GB W f#: 750
16 GB % 31.9 GB: 10,000
* 32 GB+ A ff: 20,000
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VFALE: EaEarisa |

VFATE

152 AR

Hifth VPN X 44

iR HoAls VPN XS54 e f 2 53] AT ASA virtual P A7 ¥R

5o

100M 75 + AR A7 50
1G #rih i + AEE A AE: 250
2G I

*2GB % 7.9 GB W ff: 250

* 8§ GB+ NAF: 750

10G A5
*2GB % 7.9 GB W f£: 250
* 8GB £ 159 GB Wf#: 750
* 16 GB LA P 47: 10,000

20G it &
*2GB % 7.9 GB W ff: 250
* 8GB % 15.9 GB W 17: 750
* 16 GB % 31.9 GB: 10,000

* 32 GB+ I 4¥: 20,000
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AsAVirual JJjj

VFATE

152 AR

VPN X254k a4 (HEpTE R
A1)

TR
i o
100M 75 + AR A7 50
1G #rih i + AEE A AE: 250
2G i
*2GB % 7.9 GB AW ff: 250

* 8§ GB+ NAF: 750

10G &t 4
*2GB % 7.9 GB W f£: 250
* 8GB £ 159 GB Wf#: 750
* 16 GB LA E47: 10,000

20G it &
*2GB % 7.9 GB W ff: 250
* 8GB % 15.9 GB W 17: 750
* 16 GB % 31.9 GB: 10,000

* 32 GB+ I 4¥: 20,000

VPN i G2 i 850t A7 k5 20 3 A ASA virtual P A7 ER

18 A 1F AT E

n'E JLlll (DES) 5% (3DES/AES), Uyl Ttk ™ i3 H A FUE i
HU bR RS FH/A&H

e ANSCHF

e £ i

I K VLAN % VLAN {1 ASA virtual 17 8k5E »

2GB 2 7.9GB - 50

8 GB & 15.9 GB - 200
16 GB % 31.9 GB - 1024
32GB & 64 GB - 1024

ik gaesiry



B Firepower 1010

Firepower 1010

VFALE: EaEarisa |

N IR Firepower 1010 S3RVF Al [ Th fig
PFATE ELAH 1 ATE
B K 31 BT AE

(EIR TS s u) RIHE.
IR B KB R 100,000

2B ANSCFE. BARASCRE SCTP Kt , (H3Z ¢ H ACL (1) SCTP
PRAFIN «

TLS A LE M 4,000

VPN F A 3iE

Secure Client %4544 ARGV HJ#% Secure Client Advantage.
Secure Client Premier. 5, {{ i
Secure Client VPN ¥F ] E, #5
%. 75

oAt VPN 28 4k 75

VPN X254k m$ (Witprg2s |75

)

& F 1 AT E

ik LAt (DES) 55 (3DES/AES), HUgk Tk )™ i) H 5 Mk 0 5
WA e 4y (RS ) M Al ik

AN S E

R S ESR

K VLAN $¥i 60

Firepower 1100 2 %]

N R Firepower 1100 R51 L3k VP R Zh A
VFANIE it 15 AT HIE
B AV AT E

68 7 P g i e i AIHF

W SeEmer e
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Firepower 1100 &7 .

VFAIE EAib VP ATIE

I Bl7 K R Firepower 1120: 200,000
Firepower 1140: 400,000
Firepower 1150: 600,000

BER ANSCRF . BARANSORF SCTP Krfllwss, (H3CH5 {4 H] ACL ) SCTP
AR -

TLS ACBE 2 1H S 2K Firepower 1120: 4,000

Firepower 1140: 8,000
Firepower 1150: 8,000

VPN AT

Secure Client %} 2544

A

n['i% Secure Client Advantage.
Secure Client Premier. % {2
Secure Client VPN ¥FA[IF, #
ER

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

Hifth VPN 5244

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

VPN X &5k m 4 (BHETE
)

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

18 A 1F AT E

e St (DES) sl (3DES/AES),  HUARTFK /™ (1 5 A5 R 1

2 2 ALEVFRIIE, %
Firepower 1120: 5
Firepower 1140: 10
Firepower 1150: 25

i ANSCHF o
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WATE: B eEE |
. Firepower 2100 %1

VFATIE L8 1 AE
K VLAN %5 1024
Firepower 2100 2 %)
N2 K Firepower 2100 FR 51 R VF AT R L fE
VFATIE ik 15 ATHIE
B3 A 31 AT IE
i )7 M 2 U B R A AN
IR KA B Firepower 2110: 1,000,000

Firepower 2120: 1,500,000
Firepower 2130: 2,000,000
Firepower 2140: 3,000,000

BT ASCRF . BARASIRF SCTP Rrdllm s, (A5 H] ACL ) SCTP
ARAHLI -
TLS AREL 15 4L Firepower 2110: 4,000
Firepower 2120: 8,000
Firepower 2130: 8,000
Firepower 2140: 10,000
VPN 15[ iE
Secure Client X254 RIPAFVF] Al'3% Secure Client Advantage.

Secure Client Premier. 8¢ X i
Secure Client VPN 1],
2

Firepower 2110: 1,500
Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
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Secure Firewall 3100 &% .

VFAIE LA 15 ATIE
HAth VPN R254K % Firepower 2110: 1,500
Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
VPN XSS CRFET98 | Firepower 2110: 1,500
Ly Firepower 2120: 3,500
Firepower 2130: 7,500
Firepower 2140: 10,000
18 F 7 AT E
n JLhih (DES) 84 (3DES/AES), MUy Tk i 5t A vk 1
Za it 2 AEVFAE, 8%
Firepower 2110: 25
Firepower 2120: 25
Firepower 2130: 30
Firepower 2140: 40
i ANSLHF o
£ K VLAN & 1024

Secure Firewall 3100 % 7%

N E7R Secure Firewall 3100 Z& 41 L3R4 v 1 Th E.

VFATE it 15 AT HIE

B A&V AT IE

B I 2 I e s A AN

IR B K B e B L Secure Firewall 3105: 2,000,000

Secure Firewall 3110: 2,000,000
Secure Firewall 3120: 4,000,000
Secure Firewall 3130: 6,000,000
Secure Firewall 3140: 10,000,000
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VFRE: Beemeira |
B secure Firewall 3100 %31

VFATIE LA 15 ATIE
ekl el AT VAT E: S
TLSACH 2 1 S 2L Secure Firewall 3105: 10,000

Secure Firewall 3110: 10,000
Secure Firewall 3120: 15,000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 15,000

VPN AT

Sy

Secure Client X454 RPFAFVF] nJi% Secure Client Advantage.

Secure Client Premier. o 1§
Secure Client VPN ¥ ] 3iE, %
EZ

Secure Firewall 3105: 3000
Secure Firewall 3110: 3000
Secure Firewall 3120: 7000
Secure Firewall 3130: 15,000

Secure Firewall 3140: 20,000

SH

FoAth VPN X444 Secure Firewall 3105: 3000
Secure Firewall 3110: 3000
Secure Firewall 3120: 7000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 20,000

VPN W&k i #r (s a 28 | Secure Firewall 3105: 3000
) Secure Firewall 3110: 3000

Secure Firewall 3120: 7000
Secure Firewall 3130: 15,000
Secure Firewall 3140: 20,000

18 A 1F AT E

e JLAil (DES) sk (3DES/AES), HUgkTik /(1) 5 H A pE v
& 2 AEVFAE, . 100
e J5 H

#: K VLAN %t 1024
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Firepower 4100

Firepower 4100 ]

"N IR Firepower 4100 CL3RVFAT TN fE
VFAIE L8 P ATHE
B3 A&V AT IE
AR P 2 e D ANSCHF o
IR Bli K BB Firepower 4112: 10,000,000
Firepower 4115: 15,000,000
Firepower 4125: 25,000,000
Firepower 4145: 40,000,000
&7 2% ATHEVFATE: 5%
TLSARHE 25 iif S 4K 15,000
VPN 17 iE
Secure Client X 25 {4 RIAFVFAT H['i% Secure Client Advantage.
Secure Client Premier sk {1 [
Secure Client VPN V1 A[ {if :
Firepower 4112: 10,000
Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
FLAth VPN X 4544 Firepower 4112: 10,000
Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
VPN W24kt (aispra2E | Firepower 4112: 10,000
) Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000
18 F 1 AT E
nE B4l (DES) 85 (3DES/AES), MU p Tk /7 1) 5 th A B v
A 10 FIEVFRTIE: % 250
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Bl Firepower 9300

VFAIE LA 15 ATIE
i Ji
K VLAN it 1024
Firepower 9300
R 7R Firepower 9300 CL3k V1] [ Th fig
VFATIE L8 1 ATE
B3 A&V AT IE
i )7 P 28 U L R A AN
FER i KR Firepower 9300 SM-56: 60,000,000

Firepower 9300 SM-48: 60,000,000
Firepower 9300 SM-40: 55,000,000

Camer % ATEVFATE: JE
TLS AU 16 S 4 15,000

VPN ¥ aTiE

Secure Client X} 554 ARIAFVFA] AJ 1% Secure Client Advantage.

Secure Client Premier. % X [E
Secure Client VPN VFA[iF: %

20,000
At VPN o 45445 20,000
VPN 45 d (R pTfi 2 20,000
A1)
1# AT AE
e JEhl (DES) 8% (3DES/AES), MUk Tk f (1 5 H A M 4
AN 5 10 FIEVFRTIE: f % 250
e JA
5K VLAN ¥ 5 1024

W SeEmer e
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srmsmismien i

B/ 85 Y1 A]E PID

08 SR ER A 7 S B S A I, SV R IE Y 1% O R B R RE ARV TR . (HZ,
WA T S IR RTIE,  TUiE{# ] Cisco Commerce Workspace I [#) Find Products and Solutions
MRTFB . WRLUFYFAES i 1D (PID).

16: Y RIEHE 3

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

ASA Virtual PID
ASA Virtual B EIREE E MM ARAEPID:

* ASAV5—L-ASAV5S-K9=

* ASAV10—L-ASAV10S-K9=

* ASAV30—L-ASAV30S-K9=

* ASAV50—L-ASAV50S-K9=

* ASAV100—L-ASAV100S-1Y=

* ASAV100-L-ASAV100S-3Y =

* ASAv100—L-ASAV100S-5Y=

\)

ERE ASAv 100 2T VERIE, Vel ARRA 1 4F. 3 FFk 5 4.

ASA Virtual sk AFA[IEFEE PID:

KAV AR AR B ] FHThAE, A5 5m %5 (3DES/AES) Y il iE (WUR BRI 7545 44F) o Secure
Client D 6t 2R 4151 6 W S 1) e K0 Y, BRI T 46506 3 (1) Secure Client V5 7] 1E & 77 AT
i Secure Client (i%Z:[5iSecure Client Advantage. Secure Client Premierfll f [l Secure Client VPN

VFAE , 558 70
* ASAv5—L-ASAV5SR-K9=
* ASAv10-L-ASAVI0SR-K9 =
* ASAv30—L-ASAV30SR-K9=

* ASAv50—L-ASAVS50SR-K9=
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VFALE: EaEarisa |
B s z2eaiTizen

* ASAv100—L-ASAV100SR-K9=

Firepower 1010 PID
Firepower 1010 £ §E4K 14 B 12 32 & MARFAAS AR PID:

o FLRRFATIE — L-FPR1000-ASA=. FEAEVFAIIEZE G211, (H AT AR Ty Hs FLas n 2046 i 2 Redx
PEFRTR e

o WHUR T 22 A VFAE-L FPR1010-SEC-PL =, Mo 22 VPRl HIE i FH T s
* 0% (3DES/AES) Y i IF - L-FPRIK-ENC-K9=, X4l )" A SR A2 HUAE FH it on 35 i 7 22

Firepower 1010 5k AiFAIIET & PID:

RAVF IR AR BT A T Zhae, BRGS0 (3DES/AES) VFrliE (A& Mk P #5441 - Secure
Client D e B S M- 65 0 2 i) de K8 Ja - AR EGR T80 2 1) Secure Client VAT UE A2 75 HATAL
{1 Secure Client (iZ[5{Secure Client Advantage. Secure Client Premierfll {¥ i} Secure Client VPN
VFiE , 25 8 51

* L-FPR1K-ASA-BPU=

Firepower 1100 PID
Firepower 1100 & 884K 14 & 12 28 ¥ MARFAZ AR PID:

o FLRRFATIE — L-FPR1000-ASA=. FEAEVFATIEZ G2 1), (H AT AR F5 Ho FLas n 246 i 2 e dx
TR e

o 5 SUFATHIE - L-FPRIK-ASASC-5=. 1% 5cVFalUE 2 BN s 15 0 S 2 0 VF al E DA 8 10 7

ey
2o

* 10 5501 AJHIE - L-FPR1K-ASASC-10=. 1 S VFlUE S B InmTs  v8 08 S 2 40V vl ik DA A 28 11

.
Lo

o 525 (3DES/AES) ¥ 1] HIF - L-FPRIK-ENC-K9=. X 241K /" R SR BE A FH s i s I 75 45

Firepower 1100 7k AiF AJIEFREE PID:

TR AVEFRTUEL S BT vl FZhRE, AF658 N2 (3DES/AES) VF Al iE CAn R Mk P 747 &5 4<14F) - Secure
Client V) REH i1 5 8 3K 1 KRB 3, BARE e T 1808 3 1) Secure Client VF 1] I A& 5 HATHL
{1 Secure Client (i5Z[5{Secure Client Advantage. Secure Client Premierfl {¥ [ Secure Client VPN
VFHE , 25 8 51

* L-FPRI1K-ASA-BPU=

Firepower 2100 PID
Firepower 2100 & §E4R 4 & 12 28 & MARFAZ AR PID:

o JERBVFATIE — L-FPR2100-ASA=. FELAHVFATIE 2 2k 1), (R BAT R T B LTS I 21465 1) 8 e 3
AT e

B L Eaeiebir



| miE: Beemuire
srmsmismien i

5 &S AIE - L-FPR2K-ASASC-5=. & S5t1VF Al UEE BN 1 S8 2 O3 VF vl Uk DA e 8 1 75

HhH

2z o
* 10 5541 ATHIE - L-FPR2K-ASASC-10=. 1 s VF Al UE S B I s 18 WA % 2 4V vk DA S 28 11 7
go

* SN (3DES/AES) VF ] IF - L-FPR2K-ENC-K9=, X 241K 7 2 FRAZ AL 5 o 2488 bof 7 22

Firepower 2100 7k AIFRIIETEE PID:

KAV RUERL G BT vl I ZhRE, ALFE5E 0% (3DES/AES) Wl ilE (WHERIE K P 7 & 4<1F) o Secure
Client D e B S M 15 00 2 i e K8 Ja F - ARG T80 21 Secure Client VAT UE A& 75 HAAAL
i ] Secure Client (152 [ Secure Client Advantage. Secure Client Premierfll {¥ [} Secure Client VPN
VERIE , 258 D) .

* L-FPR2K-ASA-BPU=

% 4Rk 3% 3100 PID

Secure Firepower 3100 & sE 4 B 1228 B AR FAZA AR PID:
 FEREVFATIE — L-FPR3105-BSE=. JEAliF Al il 2 04 75 (1 AT IE .
o FEREVFATIE — L-FPR3110-BSE=, FEREVF AT UE AL 2 75 A PR AT HIE o
o JLRBVFRIUE — L-FPR3120-BSE=. FEAliF i IF A& 26 77 UV vl 3iE o
o JEREVFATIE — L-FPR3130-BSE=. J&Afii/F nf il 06 75 (K V7 il k.
* JLRBVFATIE — L-FPR3140-BSE=. JEAlF nl Ik A2 26 75 (R VF T IE o

* 5 55U ATHE - L-FPR3K-ASASC-5=. f 5e VU nliE 2 BT s 15 0 S 22 3 0 m] I DAl 2 S5 10 5
o,

* 10 555 1F AJHIE - L-FPR3K-ASASC-10=. 1 S VF il UEAZ B0 s 18 0 S 2 40 V5 vl ik DA 2 28 11 77
%o

* B (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR3K-ASA-CAR=

* #iN% (3DES/AES) VFAJIF - L-FPR3K-ENC-K9=. X 41K "' AR SR AL FH i i a5 I 2

Firepower 3100 sk AVFRIIEFR & PID:

KAV ARG AT v FHIhRE, G502 (3DES/AES) VErliE  Cln A ik ) #5546 7F) o Secure
Client i e B 23 M8 6 0 2 R dpe K8 8 - ARG T80 218 Secure Client VF AT UE A2 75 HATAL
{# F Secure Client (i Z:[5iSecure Client Advantage. Secure Client Premierfll {¢[R Secure Client VPN
VFAIE , %5 8 T

* L-FPR3K-ASA-BPU=

Firepower 4100 PID
Firepower 4100 & sE X4 B 1225 F MR FAZ AR PID:

| ik gaesiry
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o FEREVFAUE — L-FPR4100-ASA=. FEAEVF A UE 2 G20, (H AR 75 B0k FLvs I B8 0 2 e 4K

AT R

* 10 5 5LV ATHIE - L-FPR4K-ASASC-10=. 1 s VF Al UESE B INmTs 1 WA % 2 40V ik DA S 8 11 7
o,

e 230 F5 4 AfIE - L-FPR4K-ASASC-230=. I 5tV T UF 2 BT s 1 W) S 22 03447 m F LG 2 25 1)
. 250‘r SRR - L-FPR4K-ASASC-250=. &5 VPR IE A& MY 350 3% 2 0V T E DAH 2 15 1)

&7 (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR4K-ASA-CAR=
* WN%% (3DES/AES) ¥F A IE - FPR4K-ENC-K9 =. W 4K J* R SRFZ AT FH 558 o0 2 I 75 2

Firepower 4100 5k AiFAJIEFEE PID:

IKAVE T UEALHE BT A v I TheE, LG5 %5 3DES/AES) VFnfiiE Cl A ik 1 774 4 4F) « Secure
Client T et 23 HEH - 6 W S R e KB B - FUARIGR T80 218 Secure Client VAT E A2 75 HATAL
1 Secure Cllent (52 [ Secure Client Advantage. Secure Client Premierfll f{ [l Secure Client VPN

VFAIE U
* L-FPR4K-ASA-BPU =

Firepower 9300 PID
Firepower 9300 £ REER - E 32 27 % MARFIZA MR PID:
o BERVFATHIE — L-FOK-ASA=. FERRVFAIHER S 9 i), (AR T 2O LS I B ) e R A FvF

Gl SR
* 10 15 S Al HE - L-FOK-ASA-SC-10=, 18 501 vl UE 2 M s 38 M K 2404 nl ik LA 2 28 1 75
o,

12 1 (Diameter, GTP/GPRS, M3UA, SCTP) — L-F9K-ASA-CAR=
* SR/ (3DES/AES) ¥F A - L-FOK-ASA-ENCR-K9=. X241k /" R FRAZAUAd FH i o 3 ) 75 2

Firepower 9300 5k AiF AJIEFIEE PID:

FKAVFAIERAR AT rT I ZhRE,  CAh 2N (3DES/AES) VFrlil CHRE K 7545 %%F) - Secure
Client Tjj e B 23 M9 6 0 S ) e KB R, URIGR T80 418 Secure Client VT AT UE A2 75 HATAL
] Secure Client (i%Z:[5iSecure Client Advantage. Secure Client Premierfll { ¢ Secure Cllent VPN

VFAE , %5 8 T
* L-FPR9K-ASA-BPU =

W SeEmer e
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A
Iom

78
-

REITR]

28 R R]

fEn DUV RIE D RE  IRASAIIES,

ERESRIRITAE

WHEHFE, SR N e

* show license features

LA A F R

EEEH

el |

LAUR 7- B s AT JEAith VFATHIE (e sl P T IE RO ¥] ASA virtual -

Serial Number: 9AAHGX8514R

ASAv Platform License State: Unlicensed
No active entitlement: no feature tier configured

Licensed features for this platform

Maximum Physical Interfaces : 10
Maximum VLANs : 50
Inside Hosts : Unlimited
Failover : Active/Standby
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts : 0
GTP/GPRS Disabled
AnyConnect Premium Peers : 2
AnyConnect Essentials Disabled
Other VPN Peers 250
Total VPN Peers 250
Shared License Disabled
AnyConnect for Mobile Disabled
AnyConnect for Cisco VPN Phone Disabled
Advanced Endpoint Assessment Disabled
UC Phone Proxy Sessions HE

Total UC Proxy Sessions HE

Botnet Traffic Filter Enabled
Intercompany Media Engine Disabled
Cluster Disabled

FAEIRTS
HZ 0 LR A ok B F/ VP IRIRAS :

* show license all

BORBREAT VAT IR . R . UDLfEE. %
R VFRE AR EAHEE 103 REACBAE S5

PLUR 7~ $2 7 ASA virtual VFAJE:

ciscoasa# show license all
Smart Licensing Status

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

BREARIVRS . SRR, X

ik gaesiry



5 VFALE: EaEarisa |
BESRETIERS

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTIC

License Authorization:
Status: AUTHORIZED on Sep 21 21:17:35 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 21 21:17:35 2015 UTC
Next Communication Attempt: Sep 24 00:44:10 2015 UTC
Communication Deadline: Dec 20 21:14:33 2015 UTC

License Usage

regid.2014-08.com.cisco.ASAvV-STD-1G,1.0_4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:ASAv,SN:9AHV3KJIBEKE

Agent Version

Smart Agent for Licensing: 1.6 reservation/36

show license status
R REVFIRIRAS

PLR 7481 S 7 A3 FH 1 3 2 BE AR AT 1) ASA virtual FPIRZS:

ciscoasa# show license status
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 23 01:41:26 2015 UTC
Next Communication Attempt: Oct 23 01:41:26 2015 UTC
Communication Deadline: Dec 22 01:38:25 2015 UTC

B L Eaeiebir
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LATR 78] St s A IR AVF PTUETIT ) ASA virtual FPIRZ:

ciscoasa# show license status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jan 28 16:42:45 2016 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Jan 28 16:42:45 2016 UTC

Licensing HA configuration error:
No Reservation Ha config error

show license summary

B

SRR REVE PTUERAS AL 15 DU 22
AR 79 Sl A P 3 A RE R AF VP T 1) ASA virtual [R5 22

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2016 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2015 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (ASAv-STD-1G) 1 AUTHORIZED

LAR 7581 S 7 A FH K A VR AT UETIIT 1) ASA virtual (4422

ciscoasa# show license summary
Smart Licensing is ENABLED
Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION

Export-Controlled Functionality: Allowed

License Authorization:
Status: AUTHORIZED - RESERVED

| ik gaesiry
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* show license usage
SR REVE AT UEAE RIS .
DU 749 78 ASA virtual (45 4% 100 -

ciscoasa# show license usage

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC

regid.2014-08.com.cisco.ASAvV-STD-1G,1.0_4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1

Version: 1.0
Status: AUTHORIZED

£% UDI

WA AW AR RAT (UDD, 525 LL N4
show license udi

LR 7n ] 878 ASAv ] UDI:

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

I B T
WS LU TR R 4
* debug license agent {error | trace| debug| all}
M REAREST IR
* debug license level

FTTT AP0 B8 RERAFVF vl 4 B A8 R

FR I A RS IR B8 0 ] 5 e A A BRI A

B L Eaeiebir
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wesrmns i

I EIEMANS R

XEFREA K, 0T DLETEE M . BRIARE DU, BE AR 30 K. il B R B ol
TEM AT BRI, TERI AL R ID BURARA I . WERBLA R e ), WRT LB (K4

)

ERE Firepower 4100/9300 HLAH - WA MEAENFE T AL ASA B & FIH TR E

B R ST B TR BICS SRR R BN . B 2 R PP BT . P %
WA B AN B 38 £ A A A 28 2 ) AL AR D RE 1S« B 5440
hUE, (MR 6 A A B K

S R R R A A S

=]

BEAGRE 30 R B REHAH A B ARSI WERESHER RERMHE BLES b AT S0, vl LRI B e 6 L
(KB, DA S R AR B, T LA B A F v RIDELA

Al LLBE R AL & HTTP fCHE,

ASA Virtual

ASA virtual 23] A% V5 ) TR, s 22 /b mrhg 90 KIl I HTTP AQCH S i) TLCRY o VR AT IE
AEEE 30 RIEAT K, (HIR KA RGBT, WEZ RREHIRE R, AT AShER.
R, NIRRT BT B, R ASA virtual F5AE R JABERAEA R R0

PrEHEMES

ASA BT AR VG i) TR, sl 22 /04 90 XUl i HTTP ACEED; () TLIC o B REVF T IE T
fE4F 30 RIEAT K, HUURBER AT, WaR21817 90 K, AT Ak, 725
W, BN AR BERA A B, A WU RORE JCi2o0) 75 SRR IR VE ATIE (R DY REMEATC B S o, (HERAE
WUJANZZ 5 o

AR

BEAAAELL PSR e kb FA G HUIRAS
o TEREATA - A AN T R VAT IER
o VFRJUE R - Y2 w7 nluk 2R
o SHAE AN - 2 A TCTR VT ) VE AT TEATUR AL LA B SR AL .
FEOAERS MK R AT AL T B A HURAS DA 200K 1 £ i 1E 75 FH PR B 2 Bk P v (2 A
AT
WG BRI S, A TEAERUIRE T 1T RESZ 2 Bl
* ASA Virtual- ASA virtual /532 540 .

ik gaesiry
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o BT AR - B oo s EAF IR VE IR R D REEA T B SO, (HERENWANZ . fildn, 2
T A VAT UE R BLA PR T LIRSS AT, BT DMESUEATRRCE, BRI B M8
USRI B AL R FEG VRRTIE,  WJCVARC EARFTVFAT DhAE, BRI A T fE

Smart Call Home EAti%

BROATGOL T, Smart Call Home BC'E SCPHA7AE T I TR E B RE P BLES K URL MECE . ARER
BRUCHCE SCAT . THVER, VFRTIERC & SO e m] e B IO 3 se P8 B AR 1 H sk URL. B
AEFRAT Cisco TAC [Mid57s, A5 WA B SR RERRAF 4 B 4S URL

N

ER XIT Firepower 4100/9300 AL, HI-T-VF 1] 1) Smart Call Home 7& Firepower 4100/9300 HLAFE #1 5| 4
i, AN ASA EHEATICE

ANEE T B B T 25 ] Smart Call Homeo 1301, BI{# 4% F] no servicecall-home 7422 ] Smart Call
Home, tHANSEERIRGEMA T,

BRAlEfE L 1 TR E oAt Smart Call Home DhRE, 5 WA TT X LT BE

HEeEIFILIEP EIE
ASA £ AEhBIEE—MEAT A, 5% Smart Call Home il 25 #E 5 CA FIET5 . it o e iR
S5 ARAE T B J2 I e A B O IR 45+ B, 1 T auto-update iy 4, LA & e W () s 1 3
BEHHE AT PR R .
M BEVE ] UE IR S5 2 W 21 O IR 45 23 1E 15 A 20AE Extended Key Usage 7B P36 “ServAuth” . Jbis
EANAEAE AR FoE; AL UE BRI 7 B R AR AT AT

BREM TR R1E%

INREBFR EARRA | iR
2 4B kB 3100 RIS E F A AT E 9.18(1) & P OE 5 7 Diameters GTP/GPRS. SCTP #ill

B MU 4. featurecarrier

ASAV100 KAV AT E {5 B 9.14(1.30) | ASAV100HL7ZE S 74 F 7 ih 1D L-ASAV 100SR-K 9 =ik 7 7Kk A VF AT AIF
T . EEE: eI K AR AL FH K A T IE TR

B L Eaeiebir |
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TIREAFR

L RA

ASA Virtual MSLA 32§

ASA virtual S FFRIEHTE ISR (MSLAD 27, X2 —Fh
AT RIS SRR, Lo ) o = 7 SR BT A IR 45 1) LR P
AR TR T

MSLAIE R REVF AT B, RV rT R e AR I 5] 247 Py
EAVF AT AL AR A 0 o

BriAE M4 licensesmart. mode. utility. custom-id.
custom-info. privacy. transport type. transport url. transport
proxy

ASA Virtual & iFVFA]

9.13(1)

RIGEVFA R BV I — Rl e, JLrpnl DAFESZ SCRF) ASA
virtual vCPU/ N A7 HE & 4 FH AT A7) ASA virtual ¥F 7] E.  Secure Client
FITLS AQHE ¥ 25 1 BR 1 HH 22 2% (¥ ASA virtual “F S E, A
S5 RS AR HE 5 BRI

HEAE 4. showversion. showvm. showcpu. show license
features

H T Firepower 4100/9300 HLAH L ik
R XTIV T

9.7(1)

A EHBITRES T R TRR . k2, Wi & #0535 1 SRV rl e
R S FXO0S 2.1.1.

1% T ASA virtual %577 H3 39 98 R 7K A
YrouE R e

9.6(2)

TR CERE 1.6.4) , WHRASZAUCHSILAT AL
Eﬁﬂ’]? FFH

RAEEATAT 674 o

TPEARS 285 ASA virtual (1) 37

9.6(2)

TR IR T2 4 B R G35 Vg o) ELIBER, f48 ] AR % LA RE FULML
(VM) B 2 B A 2 e 45 B s AR RS 4 o

RAEBATAT A 2.

i F T Firepower 4100/9300 HLAH |-
ASAv [F7K AVF AT UIE T B

9.6(2)

TEAS FRVE 5 SR RE AR A B8 (AT I8 A5 () i e A R PR B v,
A LI Firepower 9300 1 Firepower 4100 |1 ASA 153K ik A VF
AR T A VP RER A AR R AVE T UE, AL SRR
SEANE (CWERFFEAM « RS MEERriE. FH2EFX0S
2.0.1.

T4 it & 4 7E Firepower 4100/9300 AL _E3AT: Toisxt ASA HE4T
fitE .

ASA virtual 7K AVF AT IECR B

9.5(2.200)
9.6(2)

EASVE S BBHE BRI 28 Z A3 T30 A5 R e e R R
&AL R A HE ASA virtuaZK AVFRTHIE.  7F 9.6(2) 1, TR TiE N
Amazon Web ;55 1] ASA virtual 731 T X LD EY) 32
Microsoft Azure N2 Fr b B i

FINT UL Ffy4: licensesmart reservation. license smart
reservation cancel. licensesmart reservation install. license smart
reservation request universal. license smart reservation return

ik gaesiry
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]
=
anp

ERTR

L RA

HRAABTI R v1.6

9.5(2.200)
9.6(2)

BREACH LT IRATH R B 1.6 A . BT SRR AV I UE TR

7] B L1, SCRF A /7 T UE I 5 v AR 4 5 i N %% (3DES/AES) ¥

I8

pE WIRAE N 9.5(2.200) WA FESL,  ASA virtual R AR B
VR RRA . T EAE T, f#H] license smart
register idtoken id_token force #iv 4 T HE M, HHME
BB PFE AR ID 4

5INT LA Fis4: show license status. show license summary.
show licenseudi. show license usage
Bk 7L N4 show licenseall. show tech-support license

FEM T UL R4 : showlicensecert. show licenseentitlement. show
license pool. show license registration

SN (3DES) VFnlE S B3N T
Firepower 9300 _I[1] ASA

9.5(2.1)

KT — M R RE AR HEAS 7, 29T 17E Firepower 9300 I

N AR, RSN AR, RS B3ha Han &)

s

iR TR S o R BERCPE R B g TR B T ASDM AN
5 N2 Dhge, (eSS ASA 2 J5f# ] ASA CLI
3 58 in e (3DES) VR Al k.

T REZR HAT FXOS 1.1.3 R4S,
MR T LR DANCE K dr4-: feature strong-encryption

T R R S5 S 5 (R AU S UK R B B
o R RESR R S5 (Smart Call
Home)/# fEVF 1] (Smart Licensing) ilf 15
AT RIE

9.5(2)

B HEVF ATl F Smart Call Home 5l . 2 ASA 1 IRAE)G G L E
BReIRbE RS s A iRE R, EaBastlE—META, XMEE
SUVEL AR Ik R BEAR B I SR ) CA IRIE TS . ASA IRAESZHFAE
R4 2 IE o A0URE 2 R &6 K AR B IO IE P EA TS0 IR s S8 n] DA% —
S TSR] 1) B 2 3993 trustpool FHER K B 3 5 85T Th g .

SINT LA 4r4: auto-import

Ha B i VE AT IE

9.5(2)

FF 43147 1) GTP/GPRS VF uJ U (138118 5 7 V1 nTuE S 1) S 45
£ F5 SCTP Fl Diameter #3]. %}T- Firepower 9300 -] ASA,
feature mobile-sp iy % A 31T 3 feature carrier iv% .
FINS & T LA R4 featurecarrier. show activation-key.
show license. show tech-support. show version

Firepower 9300 ASA 1 LR} g 5 A14
A

9.4(1.150)

A4 Firepower 9300 ASA I T & REHAFVF T .

SINT LU R4 : feature strong-encryption, feature mobile-sp,
feature context
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THRERFR FEMRA A
i[5 ASA virtual FERHERERAF VR |9-3(2) R B VERT, ST DU SR BVFRIE . 55 PAK VFATHIE

ANE, BREVF I UEARGS € B P85 o 0] DL FA R 28 s
ASAvirtual, WAL HEAEE A FVFAT IS W8 RE AT
nf, A n] LRI T AAVE A R A A DORT R

5INT LU R4 clear configurelicense. debug license agent.
featuretier. http-proxy. licensesmart. licensesmart deregister.
license smart register . licensesmart renew. show license. show
running-config license. throughput level
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