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* IPv6 over IPv6
« J£T- IPV6 [1) TPv4
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o JLT 1Pv4 [f] IPv6

o IXSCFPRE RS TPve Huhik A1 BEIE U5 H L.
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o WS FH NAT, U IKE F1 ESP #4055 75 UDP #i¢sk .

* JoIRREIE P B P AT, IKE A IPsec 224 RIS AW B0 LB 9. X T afifR VTI BZ
TEIRLAL T EARES

o PRI ZH A4 FR 0200 5 0 S5 AR D 3 TKEV ] 8 IKEV2 544y A3 (1 N B AH T o

Virtual Tunnel Interface .



Virtual Tunnel Interface |

B ozvwmis

o 0F Tt g R R A ) TKEV T, A B B0 56 UE D535 DA B0 A5 R/ snT A5 AAE 0 A F AR
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« ATRAYE VT #2100 E R F U7 ) NSk 4z fld e VT i .
* VTI $2 1 2 [H] 324 ICMP ping.

o WA ASA & 45 T0SIKEV2 VTI % i, 5251 10S _F L B A Hid sk, N4 ASA ik i1 10S
VTI % ' AR ) L2L 215452 mode-CFG J& .

* ZhA& VTI 3ZFF HA Fll IKEv2.

ZINIEE
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T

wm ipsec 323y (g I

fn] LMEFH DL R iy 2 FEAKL 2 ACL 530 F SV TPsec Yt sl ASA:
hostname(config)# sysopt connection per mit-vpn

BRI VT B2 52 A0 0 B, WAE VITBEY R T ACL, 3 FL AR
same-security-traffic, W AS iz,

BRCE UL IRE, EAE A R E B R E T same-security-traffic fir 4 & L intra-interface 244
AXREMF R, WS AV D NHE (Hairpinning) .

i

7N TPsec 28 (BeHtE)

L2 NN IPsec it & CF.

$IE3

SN VTI B&iE .

70 IPsec 121 (3%#mEE)

N TORYT VT BEIE T A, e B et . BeiaRAioh IPsec BUESCIFR)— 0 EH], %4
PRSIAN S, R4 VPN i
FHia Z |l

o 0] DM 2 3 B EAIE A 5 VTI SGHR1Y) IKE il T S 40 1E . IKEv2 v/ AR R 5
DY IAE TR Y] X T IKEv] A1 IKEV2, AU ER T VT BRI ZH T iC & it =% 9] .

o XA IKEvL B5E TR S I UE, D 20E E A R T A AR A AL XS Ty, 2
ZAE tunnel-group iy 2 HHECEAG AT m o X1 IKEv2,  DAZ0 [R] B 5 A 5 AR Y. J7 [ tunnel-group
i NECEH T S0 B UE R AT 5

UK

NN TKEvV] 8 50 TKEV2 TPsec $E13 LA V7. %2 42 Kk o
SENIN IKEV] #e s, WAL T i
crypto ipsec ikevl transform-set {transform-set-name | encryption | authentication}

Tl

ciscoasa (config) #crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac
Encryption 5 & A JH RS 0 5 120/ 47 TPsec Hdiii :
* esp-aes — i H 7 128 {7 % $H 1) AES.

* esp-aes-192 — ff A7 192 A7 2 4H 1 AES.
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* esp-aes-256 - 1# F 47 256 725410 AES.

* esp-null — ANIN%E .

Authentication $i5 & 18 FI RN 02 77 V5 AR 3 1Psec Bl it -
* esp-md5-hmac — 1§ il MD5/HMAC-128 1E 4 5 5.1
* esp-sha-hmac — 1 Ff} SHA/HMAC-160 1 K #7553

* esp-none — AT HMAC &4 Kk

50 IKEv2 IPsec 3218 o

B X 10S -5, 1H4E IKEv2 BB SOGB4l no config-exchange request i 4k
AR E A HRIE T, A STHEM(E R, 12 Mhttp://www.cisco.com/c/en/us/td/docs/ios-xml/
ios/security/al/sec-al-cr-book/sec-cr-c2.html#wp3456426280,

* $85E IPsec $2IU AR
cryptoipsecikev2 ipsec-proposal |Psec proposal name
il
ciscoasa (config) #crypto ipsec ikev2 ipsec-proposal SET1
* £ crypto IPsec ikev2 ipsec-proposal it B 520 45 & w458
protocol esp {encryption {aes| aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |

integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}

IR

ciscoasa (config-ipsec-proposal) #protocol esp encryption aes aes-192

7N IPsec Bt & T4

Nil

B

IPsec fic & SO & Ho5 | I TPsec $& I ik it b BT o5 1) 2 A D SUR B o IX BB A AR T A3 i 1)
VIT VPN X 854K 2 (A7 7E 2 A W 4R A A2 o

RS

Pai W s ElEA i

crypto ipsec profile name

il

ciscoasa (config) #crypto ipsec profile PROFILEL

B IKEv] 5 IKEv2 $21%. 1 BUEPE IKEv] F8Enl IKEV2 IPsec $21
a) W IKEv] H e,
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$IE3

T4

$IE5

IR

wmipsec @Ect ]

s WY E IKEv] #21%, T57E crypto ipsec profile i 2 F A R4 A BL R fir 4
set ikevl transform set set_name
TEAZRBI, SET1 J& S i 8 H) IKEv] $2i4k.

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) W E IKEV2 #2il.
o BLHE IKEV2 $21%, Ti57E crypto ipsec profile iy & F A\ R A LL R4
set ikev2 ipsec-proposal 1Psec_proposal_name
FEAZRGIH, SET1 s2SGHT B ) IKEv2 IPsec $21%.

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

CAJI%) $i8 0 A RIR A FF L I 1) -
set security-association lifetime { seconds number | kilobytes {number | unlimited}}
il

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

CRIE) K VT B S S C 0 DM A 3y
responder-only
o ATLCKE VT BETE ) — S e B AT AR 7 o AR R 5 g A 2 e P el B 7 A 1 3
o WARAEHIR IKEV2, 5 B 2 4RI A i Ja I R BRI 18], LR IR T AkE U7 i £ TPsec TR 2.
SO A A . X T T AR T S D R AR A B, JF R R PR IR RS SRS
© WARAEHI S IKEvL, 10S NARZAL TN 7B, P TOS ANSCHFIELLTHIER (. ASA
K 2 RO T I ER A R

o IR RS T v ) T A A R B AR, U MR S 8 R UG R ) A ST SA, AR A N
uii e & TG PR TPsec A i JE 3B LAR 113134 .

(ALY $85E PFS 4. 5E3EHT MRS (PFS) M REAN I AC He e pleME— 451 %5 4] o eME— 55 % 5 mT
RIS T 5 B2 . BEBCE PFS, W ZIE A AR 1% PFS 231 %5 PH N 24 HI 1) Diffie-Hellman %
B AL . T AR AR B TPsec 2242 CHE (SA) %8 . AL A AR BEAREL . B
K, i, EFEERAENTRE K. PFNREEE ) Diffie-Hellman ZH 220 VLI .

set pfs { groupl4 }

i

ciscoasa(config-ipsec-profile)# set pfs groupl4d
CAIE) Fi5E T3 SRR VT BRIEEHE N 208 A AUEAS IS A s
set trustpoint name

Tl

ciscoasa(config-ipsec-profile) #set trustpoint TPVTI
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B snvmzn

FERT (AL Dyt IPsec BC B SCIF IR B IR B IV (RRI), R8s B Jin i ph i B A Bl

set reverse-route [ dynamic]

TP

ciscoasa (config-ipsec-profile) #set reverse-route dynamic

AIVTIHZEO
SEQUEERR VT BEEEEST VT B, THATLA R0
S

ER S IPSLA, #fR SIS S BEE TR thas AT I, BRE T RFEE SRS . 1S (ASA AR
BC'E 8/ (http://www.cisco.com/go/asa-config) H 1] “Hi & F AR HEREE” «

UK

TR QB R .
interfacetunnel tunnel_interface_number
FeE 0 2] 10413 YL FE P FEIE ID. f5c 2 W) SCRF 10413 A VT E: .
il
ciscoasa (config) #interface tunnel 100
FIE2 AN VT LA K.
7 interface tunnel iy & A T A LL T dr 4
nameif interface name
il
ciscoasa(config-if) #nameif vti
SIE3 i VT 1P Mk
ip address | P addressmask
il
ciscoasa (config-if) #ip address 192.168.1.10 255.255.255.254
IR A Hi N KRR R AR (182 11 (¥ IPv4 B IPv6 Hihik.

ROL T LLIE PR R 1 e & L C B PRI 1 o MOREFURERR 5 I 1) P A READA U 170 42 1 #8s HAT AR
7l ) 1P Hbik

ip unnumbered interface-name

ipv6 unnumbered interface-name
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$IE9

wmvnizn ]

-

ciscoasa(config-if) #ip unnumbered loopbackl

i e R IE YR RE 1

tunnel source interface interface_name

PR T L P A R 1

il

ciscoasa(config-if) #tunnel source interface outside
fREREIE H AR 1P il .

tunnel destination ip_address

w5

ciscoasa(config-if) #tunnel destination 10.1.1.1

7 FH BB # IPsec 1Pv4 it B F¥iE .

tunnel mode ipsec ipv4

TP

ciscoasa(config-if) #tunnel mode ipsec ipv4
H IPsec ML & S/ Pl gh BE A
tunnel protection ipsec |Psec profile

T

ciscoasa(config-if) #tunnel protection ipsec Profilel

A VILZ LB — MR L s
tunnel protection policy acl_name

Vi FR T AR A B AN FIRIE S . WERARCE M2, #13S VTT DR BOA @ BUE R
FUERE RS .

T

ciscoasa (config)# access-1list Spoke-to-Hub extended permit ip 209.165.200.225 255.255.255.224
any
ciscoasa(config-if)# tunnel protection ipsec policy Spoke-to-Hub

Gt

ASA 5 10S & 42 [a)[) VTI i CRF IKEv2) Ho & 7.

ASAL

crypto ikev2 policy 1
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encryption aes-gem-256

integrity null

021

prf sha512

lifetime seconds 86400

!
crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

10SD

!

crypto ikev2 proposal asa-vti
encryption aes-gem-256

prf sha512
021

!

crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255

authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gem 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]
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wmasvnzEn [

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

NINENZS VT A
TN B VT QBRI AT LT B
A\

AR S IPSLA, ORGSR PR 2 A TN, BRI REFESIRES . S0 CASA B ERAE
BUEFRrE ) Y “ECE S ERER” . HhlEJE: http://www.cisco.com/go/asa-config.

FrisZ /i
AR fas UG & IPsec Fid & SCHFEFN TP K dm 582 1

B2

T GBI R AR -
interface virtual-Template template_number type tunnel
template_number & i SRR I ME—2i 5. JE[HEh 1 3] 10413,
B UBRANFAE TG HPIRAS o BAF 2 REAUASEAR ) L S S 4
* BO4RR
* fEiE IPsec #R
* [ IPsec Hc & SCAt
-
ciscoasa(config) #interface virtual-Template 101 type tunnel
IR 2 frE sl VT BRI L O 4 F5.
7t interface Mt B AL FHIA LU T dr 4
nameif interface_name

ASA SRRV 42 14 <Mirtual_Template_name> va<n>. B, Wi U i) 44 5k
dVTII01, JURERLYT 3% 0% 4 dVTII01 val. dVTIIO01 va2, LAMEEHE. QSR8 SUSRIBR,
A shutdown iy 45K ¢ P REPUASAR -

i

ciscoasa(config-if) #nameif dVTI101

YR 3 HCE MR R K (82 11 (¥ TPv4 B IPv6 Hihik.
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Nil
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ip unnumbered interface-name

ipv6 unnumbered interface-name

M AUSEAR T LA 4k 2R e 46 b B PR AT R B0 11 1) TP Mkl s [ bl AR FBMASERR. o B 1) T 7 R 8L 0
i) 45 1 HCRE AT A [ ) TP ik

il
ciscoasa (config-if) #ip unnumbered loopbackl
(AT 457 BB .
tunnel sourceinterface interface_name
P5Ez Va] DU 1 A M 1
ASA (UHESZR FIBCE BT U5 TP HhhE (K142 LK) VPN 2xi®iisRk . WRBA IR E kL, ASA K%
AT 0 VPN 22 iFiE K o REEL U7 Il 42 11 2 MARC B 1) R 4% 1 4k 7 MTU .. Wi %A g H
RIEIN, ML L TR 4R MTU, 1l ASA 2 MIZHEDEE VPN 2k,
7
ciscoasa(config-if) #tunnel source interface outsidel
F BEIE PRI RETRE N IPv4 B IPV6.,
tunnel modeipsec {ipv4 |ipv6}
RH:
ciscoasa(config-if) #tunnel mode ipsec ipv4
¥ IPsec MBS B4 B IE .
tunnel protection ipsec profileipsec_profile
I TPsec G ST 23 WE B W i A2 4 75 ) TPSec/IKE 244
il
ciscoasa(config-if) #tunnel protection ipsec profile Profilel
F ARSI PR N 2 BE T 4
tunnel-group tunnel_group_name type type
tunnel-group tunnel_group_name ipsec-attributes
virtual-template template_number
T8 AT LK Rl — MR AU BUE R B 2 A PR AL . ASA ST B AUREBCR A B4 VPN 23 15 1)t ey i
U IR
aUE

ciscoasa (config) #tunnel-group DVTI_spokel type ipsec-121
ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #virtual-template 101

8 NFEEA B .
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Virtual Tunnel Interface B9Th8E A 12 F* .

tunnel-group tunnel_group_name ipsec-attributes
ikev2 route accept any

ikev2 route set interface

ikev2 route accept any fir4 faVF ASA 32 4E IKEv2 A8 i 0] I) he 31 (AT B 4% 11 TP Hbudik.  BRIAS
LR, MEEIAL T O E HRES

ikev2 route set interface %74 01 ASA Y'j? IKEv2 A ja] A 2k b 422 11 1P Mk pLak I m] 78 VTI
Be O 2 0] kv g vk, DM@ BGP i fEiE iz 47 .

i BGP/OSPF/EIGRP A b 4 FHEHZS I o AERCE REFAAR J5, 20 e B Py SR, DA
I VTI B& i k% ik £ 2 3N A& VTL . B8 A2 BC B 7 ) 42 B0 LA Fe 148 2 i i .

IR

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #ikev2 route set interface
ciscoasa (config-tunnel-ipsec) #ikev2 route accept any

Virtual Tunnel Interface BYTHEE[H £ it F

TIREATR

RRAR | ThEEGR R

317 Virtual Tunnel
Interface 3 HF

9.19(1) | s ml LA B)ZS VT AR HI &AL HhCo B 36 2R 91 41 C B 25 1K 1 R 57) VPN iﬂi‘VTI
A T ORI Al A S 2R R SR e BN BAS VT AT LU b B 24
A VTR . 8] LUREBT 20 SCASIn R ot 178 5 B e e

s dr4: interface virtual-Template, ip unnumbered, ipv6 unnumbered, tunnel
protection ipsec policy

OSPF IPv4 fil IPv6 3245 | 9-19(1) | 345 VTI L/ OSPF IPv4 il IPv6 % H s

EIGRP 37 #F

9.19(1) | &7 ¢ VTI L ff) EIGRP 1Pv4 F1 IPv6 8% H il o

FHAS RIS VILIERIE] | 9190 | BLE, %nT LUK PRI LB VTT Y5 1 o IV I T SR LOAFRIENE 487K 1P

FE I SCRE hk, ran:*% LW 00 o | RS N TRIE 2 W V) S R X - S (1 B2 5 S o S
AT LAy M4 A P14 1 TP kb5 ) B #2111
sS4 tunnel sourceinterface. ip unnumbered. ipv6 unnumbered

A HOREIE 1D SCHF 9.17(1) | ASA Sz H5ME— A PSS ID, '& fLVF ASA {E NAT J5IH T £ IPsec B#i, LIMTER:H]

Cisco Umbrella %2 4= H.IHE M P 5 (SIG) . ASHb B 3 T M REAN IKEV2 BETE BC & ME— S5,
A N AT BT B — N2 R B

MM 4. local-identity-from-cryptomap .
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¥

heERTR A |DhEEER
TEFA VTI L ERIPV6 | 9.16 | ASA 7B IREIEFL 1 (VTI) Fit & P S FF 1Pve Mk,
1
e VTI RSB YEE o] DL IPve Hiuhik, 18 m] LUK LA & o HAE PR E 2. a0 SR PR e % 0
B IPv6 Hulik, e LAe e B4 bk, 5 BRI AL P 25— IPv6 4 )5
k.
P A DL TPv4 B IPv6, (HOAZ0 5 VT FRCE ) 1P sl 2B AH ], P& A4 fesb T
THEPIRA . IPv6e Hulik ] LA BC 4 VTI (o Y sl b i H brde 1 o
P a4 tunne sourceinterface. tunnel destination. tunnel mode
YRR AE 1024 A | 9.16 | AR FRCE K R VTIECE ©N 100 89005 1024,
3 1
VL O ey £ % R 1024 M, VITH BT %07 & - AT I VLAN S . s,
ASA 5510 32 #F 100 INVLAN, BEIE T 100 J 200 E K BEEE L 4.
sS4
VTI _E[¥) DHCP F 4%l | 9-14(1) | ASA FeiF# VTI 82 1 &y DHCP 4k iR 45 s i 2 1 .
P Bk 7T LA R4 dheprelay server ip_address vii_ifc_name.
VTI H 3247 IKEv2, it [9.8.(1) | idlpdig s 11 (VTI) BUAE SR BGP (A VTD o BILAE Al e b Al g vl PR 2048
TAEP B & 4356 e A IKEV2. TuuiTIPsecﬁuﬁIﬁqﬂm%ﬂFEnﬁﬂ%ﬁﬁﬁﬁg?ﬂ%m%{ PEAIE. IR DLAE
ACL H access-group @4, ¥ VTI LR V5 I BIER N H T3 i E
7t IPsec Bl B SCAFRLERA XTSI T ELU R4 set trustpoint.
FERLEIE R (VT 52 | 9.7.() | ERDH B R T (R “ERIBEIEE: 0 (VTD)” ) nI8E5E ASA, %8 0 H 1 1) 6 2544

7~ VPN [5IE o X AT R IPSec Be B SIS R I BRIE )5, HAET VPN 1K
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SINT LU Fr4: cryptoipsec profile. interfacetunnel.

transform-set. set pfs. set security-association lifetime. tunnel destination.
ipsec. tunnel protection ipsec profile. tunnel source interface.

responder-only. setikevl
tunnel mode

. Virtual Tunnel Interface



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



