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gug |
B sseznrs=r

© KIMHYSREIR SRR R AR SRR 21T B s AL I . 0T DARC . 45 2
e 5 P R B0y S IE RIS T Z T 1Y) S KB SR it B o W AR A P U ) 4 il
SR 2 S 473 IR IR 7 35 708 P 4 D7 TR R, G RO 3XRE, IR I (DR Y ] 11X 2
EAE

AR RIS I R 28 1] ) BRI TEANE R TS TSI % 1) 5Bl

c HRSERBIMEIIRRA: D) S G IR B L 1 B RN . AT R TEAN
Ko THS I REIEE T B U

P E R BT FE

g B RFHE
X HE VR B A 5N IR 254 (BT Active Directory 648 ) .

EH /NP HbiE
Active Directory = fil#s 1H EHL 5 2 R E FHL4 . EEEKTEEMREBTR, HS0 Ak Active
Directory lR55 4 4F% , 55 19 L,

DR AEAE ] Kerberos X o il B 26 1/ BEAT Sy I UE,  IETHAA ORI T AR LLH N7

WIERAE ] Kerberos S350 1E, W52 &4 1) FHLA 200 T 15 AN PR GX & Windows B ]
NetBIOS BRI 5 750, SIS 1F A BiE R . AR B W & I B2 B W& 4.

HIRTEANME B, 1214 Microsoft SCRS Mt EIF IS . Active Directory HUFRE ML I8, 3l £
A OU [ #4240 5E -

DNS 545 1] L4 R 1] 64KB 5% 5 A [y 50, SR HER: AD ikl IFREIZEFIA I
i EHRER, CKAE RFC 6891 45 6.2.5 1rhidtig.

im0 (Port)
IR 45 45 1) i 1
nE
CHRZUE . ) AT B0 I Iy ¥
* STARTTLS - Il ) LDAP %42
* LDAPS - 1% [¥] LDAP i 4%

* & (None) - A% LDAP &8 (ANL2MfiE)

i Active Directory JIR 55 #% %215, 1HZ M % H%EH 3 Active Directory , 2 18 Ui,
CA iEH

FHF R 055 25 32EAT B 43 B AIF (¥) TLS/SSLAIE15 . 420l & STARTTLS 5{ LDAPS {24 % K414
REff H] TLS/SSL UE+5.

. i


managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter86.pdf#nameddest=unique_2084
managing-firewall-threat-defense-services-with-cisco-defense-orchestrator_chapter86.pdf#nameddest=unique_2050
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://datatracker.ietf.org/doc/html/rfc6891#section-6.2.5

Eiibc

sgesn RS e |

WA R BT S I, UE () IR 45 48 4 PR 20 5 Ik 45 4% EE ML & /1P Hitik (Hostname /
IP Address) UCEC. %140, Gk 10.10.10.250 4524 1P Hudik, A& UE
computerl.example.com, E#HE KN,

AT EZBRRSHFED

M LUR I —:
« BT RR R EIRFI TR U P8 % 2] Active Directory 554 -
* i£#F3Z 0 (Choose an interface): EFEIEFZE| Active Directory R 45 25 4R € FLEH O .

AP BY F&
AD FE 13 (AD Primary Domain)

\}

X H T Microsoft Active Directory %3, FT-75 L% FH /7 HEAT B 43 50 UE 1 Active Directory it 55 %
()3 o

pakcd

1204 B Microsoft Active Directory (AD) AU & —ANME—1 AD Eif. BARRGERVT
X ANIA] Microsoft AD #Us 4 € IR AD 38, (HRG L IEH BT RAXFEN, 2K
H R G o N RN BN P RIS A0 B — N ME— D, R R 48 ok B A R AR AT o o
M P, BT RGICEIEMRNH PRI, D tbos B 500 2 AN sl e AH 1R AD .
RAEFE DL, &R R G2 Il BEAS S ) AN P AN A 7 Bl — AN — ID, IR S
PRI O R o P B4

MAERUERH A

)

£ 7K DN:
CRigEe ) B AR BT A9 3 )™ 2ol (1 IR 55 4% L 1) H S

W, AN HRAAFR (DN) B A $a 78 A w344 Flizs 5 pAr (1 55454 . %, Example 24 7] (1)
Security 1 JIFEAl DN 7] fE 4 ou=security,dc=example,dc=com.

2H DN:

(Al O R NAESL AR BT AR PR - IR 55 4% L0 Hsrp o SR A e P51l
RALSCFF RS A0 SRR PEAFR , 26 7 P iR,

AR AR LURAL A RESA RS R A R, WA (0 BT ) AR (), B
FHPASW I, AR T 5 43 50
e

RS RENS T BCE T P A R T P AN AL

A] F4A (Available Groups). iRAILAELE (Add to Include). #&AILAHERR (Add to Exclude)

R 1 P A SRS A R 4L
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s BRARKBAE 2 S RREMA R HRMASA R TBL AW ATRAE B o gin

T

IR AR SR A EMEMA R TBUR, ARSI AN e N B, B

AT SR A P

© WAREAS AR ) ) HERRBBFIA P TR, ARTIIre S rE AR, BR T X b

BOF R I EIR P 42

« AEARCR AARESARK N, e BARANMR NH B AR 44, 5 s iR

fn.

© RO ARESNAR N, EE BRNMR TR FB AT 44, R5 sl iR

fn.

pE

AKX R =1 - (E+e) + ith 5 M) B RF.O AT, o
*REC FEM T HSIE
* TREEA
* E jEHERRI 4L

SLENE S
Ml LR AT 5 AD [F2D
FieBEE RAY, &
B NN AD ] ML (RIS Tl AT ) 7] B

%2 4 b % 3£ 2 Active Directory
BI{E Active Directory 45 #sFll B EEHL  (FRATTSRZVEEBD 2 (WA E A%, B aT LN

AES:

« S H Active Directory 245 %% FIARIE 1S

© BERRAE TS SN A EL RO 1A ZAE AT CA IE .
* 14k Active Directory I 5525 156 4> Bl i 2 7K o
o QAU H

AREAER, WS MESZ—.

HXED
S Active Directory 4525 ARIE T , 2 19 1T

. i
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54 Active Directory iR % 28 &R .

r 4k Active Directory IR45 284485 , 55 19 1L
B4 Active Directory S 140 H 5% , 2% 10 7T

&4 Active Directory AR 5588 & TR
BE A H O E A H %, 2R S A PR IR S A A PR, 8T DATE S SRR Th R B 44
FRo
FIAZHI
b L HA AR BB VLA R I - 540 5% Active Directory IR %5 %5 -

UK

LB G Active Directory IR %5 %%
FIE2 gt A (Start).
WIE3 {4 iid 1tk PC (This PC).
B4 LB
$BS L ERESILE (Advanced System Settings).
6 sl HEAAR LR,
PR TR TETEN AR
75 FMC HC & 4k H s vy, e Zm A ) 2 F5 .

T—F Mt 4

BI%E Active Directory S 140k H % , 55 10 71,
X ER
T Active Directory IR55 45 ARTET , 55 19 1T

S Active Directory AR 55 22 EUARIER

BPRAMESTHE W3 HY Active Directory I 55 &3 IUHRIESS, 252 22 A 2] 45 B by DAIREUH
F AR B BTL R .

FHIaZ Al
TEALINNIE Active Directory fIk 55 a5 AR IEAS (A4 K ARAIEAS A9 44 AT e L5 K A4 FRAR ), B R4S
M AR AT REANR o SRR s T B R A IR —Fiorid; wl e Ay Foft s K

UK

P11 LU 2 A Active Directory IR a5 HUIE B AFRII—M 51k A RTEAE B, W20 Microsoft 3CFY:

s [l
|
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. £ Active Directory AR 55 23 ROIRIEH

a) PLHAIEAT Microsoft & B G BUR K ' 5 1)) % 3% Active Directory R4 %8

b) it FFIE JFHIA mme.

o) siili 32t > RAN/MBR Snap-in

d) e E R A B oesR T, Al GRS (R .

¢) HiiliRm (Add).

) FEUFPE B ITNUHE S, sl T E A 2 J: % T—%.

g) TE “IEFEIFENL XHEHET, sty At BN ARG s TR

h) 1XBRE Windows Server 2012, H & ikH uﬁbmﬁ% AL B BT

) s ITHI AR > FEFEBMANGE > ES.
EE%%E‘JxEEﬂ%E%EE@U%TT%qJ . FEIHE Windows Server 2012 ({7l %I 5 vl g
Bl KA AR,

@ Consolel - [Console Root\Certificates (Local Compulé}\Tmsled Root Certification Authorities\Certificates] ‘LIE-

a File Action View Favorites Window Help !En
f(mE & | XE B

| Console Root Issued To - Issued By ~ || Actions

a4 Cfarkiﬁcates (Local Computer) o AAA Certificate Services AMA Certificate Services Gt
4 [ ] Personal 5/ AddTrust External CA Root AddTrust External CA Root = - 5

) | Certificates 5/ Baltimore CyberTrust Root Baltimore CyberTrust Root =
4 [ Trusted Root Certification Authorities (55l Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio..| domain... -~
| Certificates

] COMODO RSA Certification Au... COMODO RSA Certification Auth... sz B

‘ lEnterpn:aTrucst T [ Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.
4 T"‘e;”‘: p’a:_ :"' KcatiomAUtoNtes SIDigiCert Assured IDRoot CA DigiCert Assured ID Root CA =
= el 5 DigiCert Global Root CA DigiCert Global Root CA
| Untrusted Certificates - =
sl DigiCert Global Root G2 DigiCert Global Root G2

_| Third-Party Root Certification Authorities kT : s ;
|5/ DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ...

| Trusted People
_| Client Authentication |ssuers
| Remote Desktop sl domain-DC-CA domain-DC-CA
| Certificate Enrollment Requests 4l domain-DC-CA domain-DC-CA
| Smart Card Trusted Roots 5 domain-DC-CA domain-DC-CA
| Trusted Devices :,;Jdomain-DC-CA domain-DC-CA
b || Web Hosting :n]domain-DC-CA domain-DC-CA
P i;,] Certification Authority (Local) sl domain-DC-CA domain-DC-CA
4 g domain-DC-CA [5IDST Root CA X3 DST Root CA X3
| Revoked Certificates (S5l Entrust Root Certification Auth... Entrust Root Certification Authority
1 Issued Certificates = GlobalSign GlobalSign
; Pending Requests [ GlobalSign GlobalSign
il Failed Requests 5] GlobalSign Root CA GlobalSign Root CA
&l Certificate Templates _n]Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au...
( | m >

Trusted Root Certification Authorities store contains 39 certificates.

HIE2 i certutil fr4 FHE T,

ZKHRFHIERH—F 7. X2 HEB T, JCHR AT LLS AT Webdl W45 M Active
Directory [l 5545 154 2] & B0 IGHL T .

a) &l A 5 emd.

b) KA certutil -ca.cert iF -4 K.
IR 55 28 BOAE 15 BoRAE B 5E b

o) AL A IR BN, L -----BEGIN CERTIFICATE----- JF3kFILL -----
CERTIFICATE-——-- £5 8 (WXL FRF )

B s
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CEailalil

T—%#ita

4 Active Directory IR 4528 FIUE BYE A2 AGAT CA WL B S A B AL, W NI E1T CA X Z R
k.
MHXER

T4k Active Directory IR a3 4F% » 5 19 1L

G35 R #04R
[ H P A =2 B EE Ay A ok 4 AN e 2 v i) P e A A H 5. B T R ) DA
1E G SEmg P S SRR A0 B k.

AR B R, R T Al SR I A L TE A PRAL I S . A, WS
PRI AT 353 9T,

FHIa Z Al

NABEAS Active Directory 3t —A> B HL L0 03, W EEANR AR Active T n) A8 4501
A BRI B, 1EZ A Active Directory #IUHUNI L H 5%, 55 10 11,

WA Ay FLAT A P 4 P A FR P P e 2 A

UK

TR WRMARG R, W L.
PR 2 ity AL > EA &R > G
F@3 ARSI TE (2 .

P EREHR, WHah BSER LIk,
“HUR” FIHR7R Active Directory kAT AL A A S R AFAE I e A 4R EEASSU ST 1A IO LA 457

o

GUBPRIIETRER | B X

51

) FrA R P ANALIRE Tt . EHR AL TR

BBl )20 P RN IR e £ B> Active Directory s 17— Mk, Jf

7'y A Active Directory 847 i 2450 17— H 3¢
ARVEMFER, WS HEEREE A5 b, 58 35 1L
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B ozsmss

gug |

Bl 3E s F 5

LU R, nT DRI A, X ARG N S 47 S I R I UK AT e 813 . g el
P8I I 2 54 UK 7 QA A s 1K) 7 sRGE AR ) DXRAE T 2R G N T 4 SR I 2 40k
F F R IO $ 28 P AT 0

FIEZ 8l

T Zi AN I A FH 22D PSSR, BN T Active Directory IR 55 #% (1% 4z . #8620 LDAP
AU Bl AU A

014 Active Directory SRS H 5%, 55 10 70 ik 1) g 4k .

UK

IR AR, W E R FEL.
R SR > H MR > Ul > g .
RS (Add Sequence).
15 AR FBO, N AR RIS 81 1 4 FR
(ATiE. O 75 WERBerh, S AN SU e 51t W] .
BT, A R T
ARSI K 44 Bk CAAS N 2 741
BN R R, TEE TSR BT R TR A A 44 FR

M E .

FEGN AT HUXT R RE R, i FE A A5 2 2R 480 2 0k A 35 P G JS 4 o

T &) s FH A AT ZH BT 45U R 1 1) 748 . domain-europe.example.com AUEE T 2
domain.example.com 45k iy 111 )

B s
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Add Realm Sequence

Name*

Americas and Europe

Description

Realms
+

domain-europe.example.com (AD)

domain.example.com (AD)

FE10 fLHRE

T—3Mtt4

THZ Y B 51 S

BE gmhL wemsE: 88

Drag and drop to order your realms

foE SO WEEEE: K&

RGNS LA T 2, X830 5 | P R B b O A P Bl AT (0 P R

W RGBS WAk forest.example.com Al eastforest.example.com. i & Hstk, LUMEEADH
SRR SELE H] PRI 2 ] BAER 3 —AN H Sbk 1) Miicrosoft AD EAT S 50 iE .

LA A AR A 7 1) B

forest.example.com

Active Directory server

Two-way transitive forest trust

eastforest.example.com

Active Directory server

s
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gug |

. 71 Cisco Secure Firewall Management Center it & B8 (5T 418 1: B BMSMEF

AT 7R, T U R o des B L
» forest.example.com /6L 5 EEAL Iy i 5 ) SEME 42 T 1) P P PO A A P 4 H 5
* eastforest.example.com 4 75 B 1 1] 42 1) S & 42 1l 1R FH P R4 AT 3 Al R H S
AN AN S A AT — NI, E L PRCE Y ke AR H SR E AR
* forest.example.com
o HIPBEASTT 23 HE 44 Bk (DN):  ou=UsersWest,dc=forest,dc=example,dc=com

« HH)FEA DN:  ou=EngineringWest,dc=forest,dc=example,dc=com

* eastforest.example.com
« P34 DN:  ou=EastUsers,dc=eastforest,dc=example,dc=com

* HH)FEA DN:  ou=EastEngineering,dc=eastforest,dc=example,dc=com

HXED
M Cisco Secure Firewall Management Center it & 515 T 0 5 1. fid & AUSATH 5% , 55 24 T

71 Cisco Secure Firewall Management Center fit & EiS {551 BiiE

im AN B

AR PR MES, R AT BC L PR P SR AEBSS AR R L E Y Active
Directory Jx45#%, XAV A ZUBORMUR WINECE . A7 RILAEARC B RIREE, 7525 B E i 3o
MIEsEfEE: WA, 9523 1.

R RN E DA RN AR RS H IR SE, WA S LU LR £ 100,000 441
i a B U ANAD o G FIX LA 22 4 AR 5y — AU R B ULES, ) BAAE DT )
P T EANT .

FHIa Z |l

T DA ZRAE s 35 AT 2k A2 RS Microsoft Active Directory A4S #%: 5 XTVE4IMG B, 15 S AR Z 5
Rk, 253 70 .

WIERAE ] LDAP X HEAT S e, UJCVEAE IR o

i

S

il SRR > HABEE R > 4

MR IN4RIE (Add Realm).

N E forest.example.com, EHIALL N E .

B s
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7 Cisco Secure Firewall Management Center it B 155X % 1: BEEHEMER .

Add New Realm @ X

Mame* Description

| forest.example.com | | |

Type AD Primary Domain
| AD |

forest.example.com |

m
[}

Directory Username® Directory Password®

limited.user@forest.example.com | | ------- |

Base DN Group DN
su=Users,dc=forest,dc=example,dc=com | ringWest, de=forest de=example,de=com |

E.g. ou=group,dc=cisco,doc=com E.g. ou=group,dc=cisco,dc=com

Proxy

w MyProxySequence |

Directory Server Configuration

~ 192.168.0.200:389

Hostname/IP Address* Port*

| 192.168.0.200 BEE

Encryption CA Certificate

| MNone | Select certificate L

Interface used to connect to Directory server )

(@ Resolve via route lookup

(C) Choose an interface

Default: Management/Diagnostic Interface

6 | @ Test connection succeeded

Add another directory

Configure Groups and Users

a3 BRHB R % " LLE Active Directory 3 H AT J* s T TERFARBIR o
ATiE#EZ BRRSEH/EVIZED o LR LUEH:H Active Directory JIj 2548 AR H2 H o

SIS RIE BRI ERSIARELFS, HTHE CDO ik AT 5 ISE / ISE-PIC il {5 . #lln, £
CDO W fefE NIk Z, {H ISE / ISE-PIC MR 4528 ml BeAE N EB M |

TIE ol (Test) JFa ORI IS FRAREL

Fitail |
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. 71 Cisco Secure Firewall Management Center it & B8 (5T 418 1: B BMSMEF

LT ik EREHMAR.
LIRS WIREE RS, W ER N0 WP,
forest.example.com

AD Primary Domain

forest.example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN
ou=UsersWest,dc=forest,dc=exa ou=EngineeringWest,dc=forest,d
Load Groups

Available Groups
Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows

that group only to be used in policy. Learn more [

Avallable Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

All except excluded None

CrossForestTest

AnotherCrosForestTest

S DA oo EngineersWest
—_—
are,downloaded S
CrossForestGroup

pE s UK AR, 1SR Z% DN A 22 DN P BUh RO, ARG il gkl .

SR B A AL AR B AR ENTINTEAE . TES 0 YU T B, 5 12 00 A A
SR SRR RS B, 2R 16 T

PR WA e IR i T T, 1 s RTF
IR0 il R > HAE R > Sl

FEN S ERMSUE (Add Realm).

$£IE 12 EE eastforest.example.com, EHALL M,

B s



7 Cisco Secure Firewall Management Center it B 155X % 1: BEEHEMER .

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain

| AD | | eastforest.example.com |
.'..'..'. doman.com

Directory Username™ Directory Password®

|I'|m]ted.eastuser@eastforest.example.com | | ------- |

E.g. user@domain.com

Base DN Group DN

|;Users.dc=eastf0rest,dc=example.dc=ccm | |eeﬂ'ng,dczeasllcrest,dczexample__dczcom |

E.q. ou=group,de=cisco,de=com E.q. ou=group,de=cisco,de=com

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address* Port*

| eastforest.example.com | | 636 |
Encryption CA Certificate*

| LDAPS | EastForest |+

Interface used to connect to Directory server
(@ Resolve via route lookup

(0} Choose an interface

Default: Management/Diagnostic Interface w

5 Test @ Test connection succeeded

Add another directory

Configure Groups and Users

HIEA3 LK (Test) A ARINR B Th 5 PRk 4L
S LG BREEMEAA.
SIS QURACE R, WA ER R T, W iR,

Fitail |
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B eocersrs snho 5% REAARE

eastforest.example.com Cancel

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data

Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore
Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users
Search All except excluded None

No groups were found

AR ER
NESEAEEE RS B0 PR 2. FRP A4, 5 28 1t

AEEEEEERE EEP 0 TE2:. FrHFME

S %
5

Nl

Nil

8

88

B

N -

2w

fic & AN B 2 AN BAT S (5 T2 & 1) Active Directory lR45 %85, W0 R P AIAL . Zid FE & 2 iR
Active Directory L& T RER AT (141, H—A Active Directory 3 A& 4 73— Active Directory
WUREMASH D .

FHia Z |l

fPR1E E 44T 4 Cisco Secure Firewall Management Center U & BI85 T 058 1. &8 H 5%
5 24 PR IS

UK
B AL,
T iy SRR > B &R AL > Ul

RS EAAE PR SRAT IR, S+ CIEIF#) . AR5 Mk 2.
midi Eikkrid 0D GaZD > E%.

B s
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$IES

HEgEERE et 583 wrag [

GURAURR] R 8RB IR el R, 1 A S O F SR, U B
5512 T AT AU H S [0 7B, 3 16 TUR TR

D ARAEAE I K ARBE AR 21, T DRI AT 32 e 45 # T LAY Active Directory 5% ISE / ISE-PIC i
fio WERZASZE VG W LA ISE/ISE-PIC M {5, Jfl Jam AU iU o U v EACEL P41, (AR
HIFy), 58 Wb PR

i SR > RAEM > GiE > S &R

AXEHR
NS A AR E B0 DR 3. R, 5 29 1T

AEBEIEERE EEP 0 PR3 RO

T

$IR2

IR 4

SIES

$IE6

P B AL R BB AR RN S — DR R R AR AT R T A TCVR IR R 20
NI R AT IR (U A R R L

AR B E QT12 W e RS AR L B s il o R R b A A A i e TR R S
IBER

FiaZ |l

UK

DR AR, W AL,
i A > B > il > FISER.

USRI, RS AT EL R ERS AR (A |, ML AR . I, 5 R
FIEH, ETUR .

NS I L A T R A

a) i RIS L E

b) i £ GIEFED L R A R,

il Bl 48R LR T .

W A B R mES AR A IS S B e S el () .
AT, L T LA 24 AL

AL PR TR, Ak e AR D DERE .

ATH R SR R TS L DU AT L 2 1) R A
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Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms Groups Users Users contained in the selected group
P — PR | A forest.exemple.com
3 E.g., Error message: this realm contains references to user or groups in another
eastforest.example.com CrossForestValidGroup domain that have not been synchronized (downloaded with the system.)

Learn more [4
EngineersWest o
A CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A\ EastFy mple.com\Easth ingUsers
Check config for Realm and ensure you can Sync user or group
'EastForest.example.com\EastMarketingUsers® from that Realm.

Viewing 1-2 of 2 Viewing 1-3 of 3 Viewing 1-1 of 1

76 FiRoRBiH,  forest.example.com 55— A5 184 CrossForestinvalidGroup , P 4 il 4 21
HL R EU) —AN EastMarketingUsers o 41 75 11X [F] 22 eastforest.example.com $0Ua /5, 4%
AL, NN REEIRS Active Directory 347 il 4% AU 45 EastMarketingUsers.

SRR ), AT L
* M CrossForestinvalidGroup k% EastMarketingUsers , F5iX 7] forest.example.com 4,

* M eastforest.example.com 4535 (1) 22 DN 1 fif[5% ou=EastEngineering fi, X< 33 FH .0 A
Active Directory 2 X 45 Ry [ e i B Ak R 4, 3147 eastforest.example.com[fi) 25 3 BB kG 7 .

ASHRIP VR AT A A0k 0B PR R ST S PR 55 o 1T R LU R S
© WEREEME R RO SR, WRVINCE S TG, s 8T B SOl & AR .
c WERERIE (O, NWRYIRCEE THUGR, B AT 1B S E AR .

B s
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S ik R > AR > .

SR 3 EWRTUR, 1l R (W)

ST A TSR, I AGEVURTHLN R (4 FEUTE R, 1 64 Active Directory ATUSRIATIS H 3
, B 10 THRETIR .

SIS BRI, RS AT, SRR, L 2 .

S E NN, W T (2 .

Fm7 maHss, el s FB) .

SIS LR, WS LB, 5 31 1.

bk & 4tk

i L. USROS B e TN A REAT IR S .
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Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms C' Groups Users Users contained in the selected group
—
Search Search Search

CrossForestGroup EASTFORESTO\EastMarketing A forest.example.com

. E.g.. Error message: this realm contains references to user or groups in another
Engineers\West domain that have not been synchronized (downloaded with the system.)
Learn more [§

A CrossForestGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [

A EASTFORESTO\EastMarketing
Check config for Realm and ensure you can sync user or group
'EASTFORESTO\EastMarketing' from that Realm.
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forest.example.com
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eastforest.example.com

Two-way transitive forest trust

Active Directory server

AMERICAS

El domain

Active Directory
domain controller

ASIA
domain

o}

Active Directory
domain controller

=

Active Directory server

EUROPE

El domain

Active Directory
domain controller

FMC configuration

Realm: forest.example.com
Directory: AMERICAS.forest.example.com
Directory: ASIA.forest.example.com

Realm: eastforest.example.com
Directory: EUROPE.eastforest.example.com
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