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* #%i&, on page 1
* AR, on page 2
o 0 HISAE T T AF AT 4 B A | on page 4
o FEMBAF Y G 1 C 5 MR AH £ KL, on page 10
* JF4 3] AsyncOS 13.0 K& ¥ S fiRA, on page 19
o IR MEFEH R A 2, on page 20
o AA MR R R HBAR 12 52 7R 4145 5., on page 20
o HBAHHM RO HERR, on page 20
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o AR RSP EREA L D8 23K T2 R AE R MR
SCAFAEAT AT IR AR T AAR S (1, RIME S 2 BE A AR . AMP AT LLUURX — ., 87 A4S S5
B, I HES G W I B S IR MR O o S8R LUK IS 19X S I F DA A B A B e S P IS £ S

PEAT AR B, SR PRI “IEER 7 SOy “RE” I, ST DO SR Y DG B
MR N ISR FF IR o

ST DU “ IR EREE” (Message Tracking) UL THI K8 2 FIAN R CUAL 26 21 P WS (A As k.« R4
EREE” (Message Tracking) JUHI & — N0 'E, ATH TR OALIEBIRFE a4 . WFRRE R
W AT U RN IR, I N FH X R AT B

HIB A2 194 DG ] OGS BA T IS 032 Hh R IR AR AT AR (R a3 -
* Microsoft Exchange fE£k — 7E Microsoft Office 365 4L HIMBAE

* Microsoft Exchange P {ffiiffi# - 4<Hh Microsoft Exchange server
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Microsoft Microsoft
Exchang Exchang Multi-tenant Deployments
Onlin On-premise

Check reputation of the

lessage wi
attachment reaches the ‘ attachment
appliance

Verdict Update: Attachment is
malicious

L R AR IS PFoH 3 AR A X O o

IS A oK A0 28 LSO B IR S5 2 LADP A B R O£ 25

PNILAAF S RS A4 ) RIL BN MBAF I o e by 22 R BAR A

IS DX oK S AR U A 2 L e N

Zeid— BTl JE WA R SR A SE SO AR 26 2 R A5 a0 P B o o P
- WBPE RSO BE B AR AR (KM AN R SATICE M8 R k.

RN TR

Microsoft Microsoft
Exchange Exchange Multi-tenant Deployments
Online On-premise

Message is Perform
delivered to the remedial
recipient action
Searches for the message to

be remediated using the
Message reaches Message Tracking Filter

the appliance
= —0—> [>T« —O0—
Email Security Applies remedial Email
Appliance actions to remediate  Administrator
malicious messages
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Fails

Remadial
action fails
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- Stop
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2
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&
}% tenants

& liance Appliance |
determinas the Appl pplia
Appliance recipiant checks for the collects the
r:acswe:ta addresses 1o donjams to profiles b‘?ﬁ_ad |
v:dzgfﬁzm“;:a _> which the —) which the —) on Idha recipient |
AMP server mliciois f:;lﬂlalﬂ OI-r::laltﬂglh
attachment is AANBEe. i 3 e lbdoted
delivered balong profiles |
L L : = .
Appliance attempts remedial actions Yes Appliance
using all the profiles configured in E checksifitisa

chained profila

\LNo

Office
Appliance 355 Microsoft
checks the Exchange
profile type Online
mailbox

On premise

Microsoft
On-pramise
mailbox

.

Falls { Appliance attempts
remedial actions using
< Lhe profile configured <

for the mailbox

Appliance
remediates the
message
successfully

1o [T HEZ AN AEY FH A A BR o D s AR R ALK I T MISA Fe s oo
2. [DUHFHLZAIANROME] F 38 EE RN RO S 6 SR Y FH b R A o

3. [BUHT B ShANSUEAE] 24 B R SCH 2R B A ISR = IR S5 2 (iR

JABHRAE AN RO FE -

BIIPEAE R, BRI

4. (DU A BIANROBAE] WS AF 100 SCRE A 5 R T IS A% 36 80 1 S -t e o
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™ G SO SCBE 3 T T BN I AT B ShAMRORAE IO HE AR B B AR B I e S
PEIERE SN B NI, A BE S AN R A F IR 1
7. WA I SR A, 1 S 4R P P S A

o [B0GE ] TR A s A0 FE ) A SRR B SO, R 9 5 2 2l A P e e S P )
AT IR ™ BE B SO RAT AR AT

BB E A2 2 MK BB SO o A SRR 5 B A1 B AE 22 B8 P A7 AE A
W a2 G S G B SO DA 5 A B8 v DA WS 2 SCIRI P AT IC SO S X G AR A
FEBE A SO A N ™ C B S AU SR AT b Rz o

o WRASZFEATC E SCIF, WM S H AC B SR AL, T i 72 Microsoft Exchange Online
fic B SC I8 & Microsoft Exchange On-Premise Fitl & 3044

8. IS I S et Y R PR C B ST T AN SRR AE T AR
A\

Note iy T3 AN, MSARHMBOPTBE 22 R, A RVEANE B, T S B AR HEBR, on page
20,

B®
* % Microsoft Exchange Online WA 11T B LFPAT $M KA, on page 4
* %} Microsoft Exchange On-Premise IS4 H (¥ M- PAT 4 bR 4F , on page 6
o NFTR AR b A ) MR BRAT AR A, on page 8

Xt ER 78 A R ER A TR R AE

ST LA L SRS #8E o FR) BB PSR AT R R A

* Microsoft Exchange Online (Office 365) - X} Microsoft Exchange Online IS4 H ) /4P T % bR
{E, on page 4

* Microsoft Exchange On-Premise - % Microsoft Exchange On-Premise HEF 11 (1) BB AT # MR A
on page 6

TR/ AL HRE - RS S AT R ISR T AR AT, on page 8

Xt Microsoft Exchange Online HB 58 # B BB A0 1 T4 3R 1E

TT LUK IS A7 Do X DAy o0 P P SAT v BRI AT A e
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L A B 2H 24 ] Microsoft Exchange Online 55 B MBAS, WU AJ DLUKE ML W9 5 Fic B 24 26 J8 W 1) vk T8 g ief
WFF P HSAR BT E S ANRERAE . G, AR e N I BRSO BRI, AT LL
A S TE B oA AACISCAE N I A A I oz s A7

T LG CARSE R MRS (WS Tl AT ARt Bl MEFRsfte AP (06 2 B3 T DU T i
BRI L B8 A AN 7 ISR R PR T R R A

HF
* WA X% Microsoft Exchange Online HISAE A IS4 Fic & 4 b R34, on page 5

yn{a %+ Microsoft Exchange Online BB 58 5 A4 BR {4 BC B %) #1R1E

RS BxER
g1y BE TR £ Microsoft Exchange Online M4 H %R il 14

(R RT #2451, on page 10

F2% FG R S EM A Azure AD (Azure % | 75 Azure AD _FORE S8 (T HISAE:  S&E AfF A JR H,

BETFD BN A on page 12
E3T LEMBAE I 2% e b P ¢ FE MR A X 9 L et FE S 466 R

FEHB ARG _E A IR 7 ¥ &, on page 14
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. %} Microsoft Exchange On-Premise H#8 F AOER 140 1T IR AE

TR R EXER

45 TE MR G A1 Office 365/7E & (Graph | 4 17 IBFH G 4 Office 365 B & X, HHAE
APT) SRR e A B 194 O b SCHIBAR

FETTURZ T, Vs R A

* LN SHINME - 76 Azure BB TP BIE
T BN %5 7 s ID AL ID. 3155
B 7E Azure AD FRESE (RTHI A 9 SGTE 1A
M., on page 12[f125 5 9.

o XTI R PR, TSR
NBH

* pem AL BFH T %
AR EF

* UE T FRE ($base64Thumbprint). 1
Z{E Azure AD FAGHS IR IS ) G
MMV, on page 12112058 8.

o T EET R P A IS, IR
7E Azare B HL T A0 10 N FH A2 BT
%P PE . 12 HAE Azure AD
A RIS A 19X G A N, on page 1211

I 8,
W2 A ik 7 i E S, on page 156
$55 IS I NI i 38 S 21 Office 365 | WS WA N HBAR B i3k, R 1 sk i o 1)
[ Office 365 ik )" lic & S+

T 2 D SR 21K 7 1E B ST, on page
17,

Ek [T B S ANRCIS AT PR S5 AR R SCIC | A B o C BB AF ) B B4 RRAE, on page
BOATEEU A AR, xiEisgy |17
AR ISP AT R R AR

B1H [T TR Z AR B 194 SGHE B | 75 ST 4% 2R AU AF, on page 18
NS ARIE LS e 25 R IR IS T 3h AT b
E{E2 (N

%} Microsoft Exchange On-Premise R} 58 52 A BB 1T R38R 1E

T AT LCRE B F 9 G L X Exchange A BT A2 IR 55 a1 BT ISAR b KBS PR SRAT ARG, ISP mT LA ph s
WIS H AN AR RT L A S R e D s T Bl A R
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#0{aT X+ Microsoft Exchange On-Premise B4 Fh AR 4 EC B MR IE .

A2 W9 S 2 impersonator ALFR A4 77 K515 1) Exchange P9 #8352 MRFE,  FEXF MEA-FRAT #b ek
1o S DAZIAE M AL Y G 23 42 21| IR R A 8 i 45 L B 3t AT impersonator BCR (IHEH PR, If
X BB A4 T MR

)

Note

JER I A £E Microsoft Exchange 2013 2016 F1 2019 34T HEAS B sh#b#k

BHx

* 4nfarsk; Microsoft Exchange On-Premise A A 6 B AT B #MRA, on page 7

4n{aT %+ Microsoft Exchange On-Premise HB#E H B MR 4E ED B M ik

Rz BEER
F1y H LIS £ On-Premise MK ) AR ROHE A (1) i $i2 55 F,
on page 11
g2y TEMIAE ) 5C F 5 K P 50 TE RIS 3G F RS FH AR R
TEMAE M O F s MK &, on page 14
£35 FEMBA P O G I A R A ik ) BC & | 9 TP AT €142 On-Premise FiC & 301, JFAE
A IS 0 5K L 5 SCHBAR B R
IR, SRR A
* impersonator H 1 K 7 FEA 1 B
o AU AS e I 55 A K LA
Bk ;P E S, on page 15,
Eay NI NIB K 2 35S 21 On-Premise | Vi ISR A BSAR BT 8 (R13s, IR i sk dit 1)
M P S A PR P G B S A
T 2 DR SR 21K 7 E & ST, on page
17,
£5% [T E A MRS 1A A8 RIS A R0 SCIC | A ISR T B IS 1) E b Bt AT, on page
EONTE B e AR R B, Rk |17
B T RAT AR AT
£6T [SCH) T 2R RIS R B2 WSS o £ | A5 SR 4% 2RI BUB AT, on page 18
HIS - P A D AR A
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TR LACE A S I SR VR 45 A e 8 e 2 AN AT AR T P E AT H R i, G IR B4 40
_[E%E’H’ 46 M Microsoft Exchange On-Premise iE#% £ Microsoft Exchange 7E2k, W4 7E Microsoft

Exchange Online fi! Microsoft Exchange On-Premise "' M4, B 2T 5CHCA 1k BEAET A g
PERIOC B BN R EAE R P A A R Bed 3 2 T3 AR

B A B AN A A B P C B 2 AN HERT AR, T ER B B S rE . B E T4 & TR
B A B A AT K OB SO TG B SO N 0 S B S PRIy 5 SC T IS I S A A i
SO AR L 5642

AR SRR 7 AMP IR 55 IR IIE ) I, B2 S g R e oAUl B SO v o SR S 20
Js AP OME S P A AR KRR AN C B SR AT AN R AT

BT RN CALL B P BAR BB, AR “ M ERER 7 (Message Tracking) i yiE#% . #n
DU FH O DS A B AN R A, PO E AR A, TFRE MBA N H AREHR A

A%
o WD £ B RIS o IR AT 1 3R RRAE, on page 8
anfar xR S AR E L RYERAE H AR AT B ShA ORI
HRRLIRE ELEE

F1y BE LIS TR TR VR G B8 22 AL 38 Hh i /2 6 Microsoft
Exchange Online I Microsoft Exchange
On-Premise HEFTHAT H 24 B AE 1 T i
et

WHZ [ A4 1F, on page 10,

g2 FEMEAE M S E N A Azure AD (Azure % | 7 Azure AD  FREAE A 194 G A 3

B BN on page 12
E3IF FEMB A W9 2 e Ik = 1 FER A W4 2 b e A MR
SR R oG b S FHK S L, on page
14,
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RT3 S ARE L AERFE Hh VBRI T B BIANBURAE .

TR R

EXER

VR AT/ 2 AL S8 F [ A IS 1) Ak
SRS E AT

O P S Qs i 7 BE B SR, AR IR
5K b SCHERTBEE -
FETTURZ T, Vs R A

* LN SBHIME - 7F Azure B EEL 7 B
W A (K% 7 3 1D FALS ID. 52
[ 75 Azure AD _FRE 8 R SEE W9 S E Ry
M., on page 12[F5 8% 9,

o X TR R PR, TSR
NBHA

* pem ALY BH T %
AR EF

* UE T FRE ($base64Thumbprint). 1
Z{E Azure AD FAGIS IR IS I G
MMV, on page 12112058 8.

o AT P A IS, IR
7E Azare B HL T A0 1) N FH A2 B 1)
%P PE . 12 HAE Azure AD
A RIS A 14 G A N, on page 1211
B R

* impersonator H 7 K5 FE4015E B .

o ASHHB AR AS H R 55 2 K E LA

TH 2 [ Gk 7 i &SP, on page 156

i g e BT

(fE R NI IR IV SEE 2 DASHIE il
P e & S0

2 )t B U & S, on page 16,

A N R K L 21 G
A

AP E AR BT PR3 JF R 21
A B S

THZ DR S WL 2K 7 BC B SCF | on page
17,

(U B I RO T 8 0 9 S i
ELAAE B E A NG, RSy
2 HLP B MEPE AT R B AR

A HSFG HC EL R AE ) B BN RRAE, on page
17

[ TR ZARNR A 0F R AR
#etf.

TEHBAE 45 2= FIRMRCHB A, on page 18
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= IHB#HBE_I:@EEHEB BN

AIHE 4 1F, on page 10
* 7E Azure AD KRR IISAE 9 5GH 0 h REF, on page 12
o FERBAE PG E S FIK B8 on page 14
o QMK S L E SCPF  on page 15
o G EE AL B S, on page 16
o KL ik ) S SO on page 17
* TEMBAE PR B 1 1 B4 BURAE, on page 17
o TEHEA 48 R AL, on page 18

Bl 54

* {£ Microsoft Exchange Online HE4H 1M RUHEAF [ AT 4454, on page 10
* F On-Premise i )7 HHARROB A (R HTHE 45 145, on page 11

#£ Microsoft Exchange Online B} 78 B 4 FUHBEE BY AT IR 5514
o (PR HBAR F AR - SCPREE 2RSS RSO B 45 1R Dh e %, on page 10
* Office 365 Ik, on page 10
o GATEART 25 i A PUE T EY, on page 11

S B S FN EHTIRSS 0T R 98
A

Note  7p5d I J HSA b AR IB AP T4 R RANRURAE IR, AN T B2 SCAA5 2 R 55 RS 53 W IR 25 Dh RE %54

Tk FH P AR e B A B S AN R R R, SRS
o i) HIS A2 D9 S 0 SRR B R 45 RS o BT IR 45 T Th RE 25
o LEMBAE S g T SO SR T e . 1521 jr{Jrf:éuﬁ%uIH/%ﬁ
Office 365 I 7
ARSI A 0 SV E 1) Azure AD BRI Rk

* Office 365 MLk /7
« 51&H) Office 365 ALK ' LHK K Azure AD 1] H

B A FE R ROHR A
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FKRVEN, IR IEN Office 365 F R .
REBIERPIFFHIEPE
BLLRY Office 365 RS55S4 Je 2 (A1 (Rl A, S HAT A FAT45 22—
o NAE Azure BRI EAE AN AR 0 7 i A
s UFAIT A2 — BT Al AZAUE BN ZAEATH CA SREGIET .
T IINEA

« KH ort 8L p12 BRI AHT . 1EH{R* emailAddress & 4 Office 365 45 HH 53 (I A Huhik: (
<admin_username>@<domain>.com )

S pem K sUHOXIELY, BT bl 2048 .
A\

Note g A S 5 6 10 (0 A .

HRVEANE R, 15Z i https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
211404-How-to-configure-Azure-AD-and-Office-365.html,

£ On-Premise it = F &P FUHR R B AT HE 5544
o (IPRHRAR F AR - SCPREAE 2 IS RSO i 45 1 D g %, on page 10
* (W) $ A Microsoft Exchange Web iz %5 (EWS) ilE15, on page 11

« K5 F 5 In#] Impersonator {4, on page 12

SO B RS 5 AT AR 5 0T B4
S

Note /b I IS4 o 0 S BT S0 2R AN RO A IS, AN TG B SCPAR 2 IR 45 AN SO R 43 W7 1R 55 Th e 2 9.«

B FH P AR A AR AR R AE B BN R RN RO, TE ORI
o [r) PR X SRS N SCAE A 28 IR &5 RS-0 BT IR S5 B Bh RE 254 o
o ZEMRAE S E R T SCHAB BRI M SR o T 210 SO 2 i g8 Se e
(ATiE) S Microsoft Exchange Web A 55 (EWS) iE$

RS AE T EWS RS0 Microsoft Exchange On-Premise IR 4525 LA FH HZSIE1,  WDAZI0REUE 15 M
Microsoft Exchange On-Premise [x45#5 F A ZIHEAE M S, ZHFANUER, ESHIFAUET.
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. 1% P &% Impersonator

1% F F % hnZ Impersonator 5 &

T

A2 P9 o4 FH B impersonator S HT FH K5 5K 15 ] Microsoft Exchange On-Premise HEFE . MF4-AS
8 B LA A{EAHE Exchange IR %545 F A1 —AN AT impersonator A1 Pk o A 194 A
I P2 K5 R SR T PRI A4

Procedure

QUL U, FL73BC impersonator ALK 7 o IS D00 XA T a0 P 7 K 5 ) R840 ST LA kR R
Ao

HIR 2 A H 51 AL R B 5k 1 Microsoft Exchange 21T S 1] .

I3 FNENR > EERAE.

T4 QIR MEIERZM A "ApplicationImpersonation” R .

WIBS KAk I IE impersonator AR A ik P8 0 Sk EHT AR IR R I

7£ Azure AD _t 151 B9 BB 15 I < 5 E AR A 2

T
IR 2
$IE3

IR 4

_u:qm 5

$IR6

Office 365 k%514l Azure Active Directory (Azure AD) F24LSS FH F MBHFE B 2 A0 1) o B 183 P 2 W)
KREWE Vi 1) Office 365 MBAE, LA Azure AD VEMHEIMBAEM SCBe % . LUN 2] Azure AD
TEVHIB A 0 OG5 BEAT D R . TR U, 215 Microsoft 3C#Y  Chttps:/docs.microsoft.com/
en-us/azure/active-directory/develop/quickstart-register-app)

HEETE
AT 7E Microsoft Exchange Online A HARKOE A ) HTHE 45145, on page 10 HHHfR I1FS5 .

Procedure

i Office 365 k25 F A5 UE & 5 2] Azure FHE] .
B35 N VR I 2104542 31 Office 365 11T I H &
SR FEM > FUEM LRIV A .
RGBT N P ISE, IR
o $85E N A FREA N H A0 SZ FR bk 7 285,
o (AHE) JEFE Web N A, HRAIHH P T R8RS I FH A8 B4 5 ) URL
S T T A AR o PR SR A A% I API AR (API permissions), &5 H i AnABR (Add a

permission).
1E$¢ Microsoft Graph > Kz R, FEAC A FBRR «
* Mail.Read - BEIATA HEHE A A 44

* 8. ReadWrite - SEHUIE AN B HEFE (1) HR A4

B A FE R ROHR A
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* Mail.Send - EMEAT I 977 SR E A

* Directory.Read.All - M Azure Active Directory " SzHUH 7 B8RA1AE B, LUK HAFAETE R 2 BR B v
Tl & ff) LDAP 5545 L.

SRR TR AL PR 3SR TR .
I8 AT LU NME— RSk R Office 365 /IR 4515 A 19 562 A RIA A 22 4%«
* JAE Azure & BRI QRN AR e 7 i )
Note  ff pRASS M%) s DM, DUAAE SR SEE % Azure F5 BT IR AN S P R i 4H
o AR SEE IR AL A B B SR UESK SR Y I . AT U AL B

a. i Windows PowerShell $#£/:4F, MABHUETH3RIL sbase64Thumbprint $base64value
skeyid M. TEZ LA R/, £ Windows PowerShell #87/R7F F, FHLEIEL & AFHUE TS
H, RGBT TN

i

Scer = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
Scer.Import (".\mycer.cer")
Sbin = $cer.GetRawCertData ()

$base64Value = [System.Convert]::ToBase64String ($bin)

$bin = $cer.GetCertHash ()

Sbase64Thumbprint = [System.Convert]::ToBase64String ($bin)
Skeyid = [System.Guid]::NewGuid () .ToString /()

147 Bk 25, 847 AT A2 AR ICE AT TR «

Skeyid

Sbase64Value

$Sbase64Thumbprint

b. i “CyEMNH” Gk E D ETEER, IR HEE T
C. TEWHHUAZERT, HLLUT JSON ##2%[f) KeyCredentials J& 1k -

i

"keyCredentials": [

{

"customKeyIdentifier": "$base64Thumbprint from step 1",
"keyId": "Skeyid from stepl",

"type": "AsymmetricX509Cert",

"usage": "Verify",

"value": "Sbase64Value from stepl"

1
] 4

IR

fjiﬁﬁ/] JSON ’f’tﬁ%}%‘&qj Efﬁf%)ﬂ EP?#(’?%H"J{E%%@ Sbase64Thumbprint~ $base64vValue *D
skeyid FIMH. M\éﬁ%“tﬁéﬁﬂfjim)\/\ﬁ

FIR9 EMH Azure AD VEMMEIBER )5, TR MR “HEA” EHAC T Azure 8 PR AR EGLL R TR
ga{mzmﬁ

| g aomse



gainss b aopes |
B =semzramkags

o IV ID
o FL/ID. AL ID AT A AT URL AR a) g mE—f8 . #iltn, s E&)HK URL A

* https://login.microsoftonline.com/abcd1234-bcdd-469d-8545-a0662708cbc3/
federationmetadata/2007-06/federationmetadata.xml

* https://login.microsoftonline.com/abcd1234-bedd-469d-8545-a0662708cbe3/wsfed

* https://login.microsoftonline.com/abed1234-bedd-469d-8545-a0662708cbe3/saml2

LEIXPPEGL R, FH77 1D 24 abed1234-bedd-469d-8545-a0662708cbe3

What to do next
FEHB A9 O FJE ik P& &, on page 14

EHRHR X ERAMAIRE

HEEIE
iR
o [IHBFS B Bh AN RRE ] ZEMBA I 26 _F g H SCAHHS B R AT ThRE o 18 S 18 SO 2 L g8 RN SCA 4y
*ﬁ‘? o
Procedure

W GBI MG

$1B2 M RGEETE (System Administration) > ik A& & (Account Settings).

$IR3 Hii /2 A (Enable).

PIR4 EFBAKPRE.

WIRS (AT S AN A 90 SR I AE LU B AR AT R B K 2k . (HA 20000 1 3] 5 22 [R) ()34
WIRG  (AJIE) AN BITR A5 A A 0 H 55 455 B IR - T HIS A 9 G RS54 IR D B . (B 20 15 31 90 2

[ F K
PERT (AR SRR A H AT AT e I 55 BRI 2 F A I S b ZSE A R AR B (B 200K 15 31 90 22
ENINE: S

TIR8 AT L

What to do next
ik e & SCPE | on page 15
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ElEM P BCE X
WP S S X SR ORI 20, 6 MBS B 5 AR A
B A

FEASECE SO RIS B AP A OC . WEREAE AL Z M PAT AN, WA 2500 B AL B A
BCE SO, AT A B QB SRR e ORI K . E, AR A T K 2 2 01 P B2 S B i 4
U475 R G A O SO, AR B At B SO A S B T AR K LA

HETE
R

s BRI RE . WS BAEHEM G R Tk 7 B8, on page 14,
* Microsoft Exchange Online I} 45 %% 5 Microsoft Exchange On-Premise R 45 2% 8 R B4 bk o
* Bt & Microsoft Exchange Online 1K /' 5, Microsoft Exchange On-Premise MK /™ JT i (11240

Procedure

S G BRI

$1E2 i REEE (System Administration) > 1 A& & (Account Settings).
HIE3 il A B E S0 (Create Account Profile).

PB4 AL E SO SRR .

IR S AR AR B BRI SO A

* Office 365/Hybrid (Graph API) - i+ 10 DAL & 7 Microsoft Exchange 782k (1 HE4, JF
BIONCUR PRI B

* 7£ Azure BB ] BV N K% 7 S 1D AALP 1D
o BPELL MR — R RIRUE R ) i ST L -
* BRImEHA: ERMETUMATE Azure B BT AR RN HI 25 i 25 5 o

* BPUmIER: EPIET, HAEBMTESC (fH $base64Thumbprint) , AR5 W iiksE
3¢ (Choose File) LA .pem X _EARAE T IR EH o

* Exchange On-premise - #% £ 1% 5 PAFC & 7E Microsoft Exchange On-Premise #5244
AU P4 B

* fi N A A impersonator FEEUHI LK T B A RS I . A OTRANME R, TSR g
7% Impersonator ff {1, on page 12.

* % X\ Microsoft Exchange On-Premise %55 #8511 L4 .
Note WIEAREAT 2 2 70 7 S0 S I i s, A 0D & S I ST A 1 B L4

HIR6 UL HEE M G HE 75 A LLE FE $1) Microsoft Exchange Online 5%, Exchange On-Premise /4585 .
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a) Hiilik % (Test Connection).

b) M AMBFTHAE . IXDAZ02 Microsoft Exchange Online B, Microsoft Exchange On-Premise H'HJH 4%
S ik

c) HuiiilikE$E (Test Connection).
BRIRAS, AR IR DG 15 T L H B A IR 5545 -

d) 4. ST (Done). A RH R IHEHERR,  1E S B IBAR AN RO R, on page 20.

AT T L

What to do next
o G CC & S0 |, on page 16
o RS i S 20K B E S on page 17

t) N BCE X

P
PIR2
PR3
PIR4

FIE5

DA EERE A sl R 8 v A rh A PR REAT RN RN, A AT 5%
HEETIE
TR DRI I R 5 2R T Nk P e SO

Procedure

635 B AT 9 5 o

i REETE (System Administration) > i A& & (Account Settings).
e @4 B & 304 (Create Chained Profile).

Ao N B X S 1) A2 PR I

NI 7 i B v G PR AN 0 3 e QO SR PR P BC B SO o BN I B 2 WO B S, T R R ik P
it & 3214 (Add Account Profile).

Note o TR HE A B IS AA 0 DA, B L SO AR S A T MR R L S SR8 e S A
o RETTRALEMS AR 50 b — i 2 Bt AN s B S T

o BEAMEEAC B SO F S 2 W] LA TN 10 AR S ESCAF

AT T L

What to do next
5 S i B 20K L SCA | on page 17
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51 AR 5 2 ik B B S0

AL ZNURE SCHCAFE NSRS P I (R 4o AR, 22 30K I S5 280 BRI X S P eSS A v A1 1 ™ P 25
(G

\}
Note o BT DAGRBHIRAS ,  DCREHTISAS N £ C WA 3120 B SCPE I AT 5
o O SCPF AN HATE— ko ISR B — P B SO SR AS RS 21 ) — AN BC B ST

HEETE
TR DR R AT 005G b 2RI T ANk B B S0

Procedure

P ERBAEMC.

$IB2 i REETE (System Administration) > ik P& & (Account Settings).

$IE 3 i B2 I8ARST (Create Domain Mapping).

T4 L5 R . R SR AR SO BT, TN R ALL
HIBE LB B RSB S E ] DU B C B SR B

FIR6 PRATIFINE

What to do next

o TR MIAR PG IR AR 1R B S AR, on page 17
o LEMBAR P8 2NN RUIB AT, on page 18

FEHRFE P EC E BB RY B SR SURME
~

Note s SRS Ay ISR 1T MIS PR 22 RS 0 S AN BRI A N B A, T BT LA AP B

HEETE

WRALR T IR B SO AE B A LIECE K 7 BEE . 15 S BAEMBAE ¢ L) K 7 135, on page
14,

Procedure

W1 EPAR SR RS (Mail Policies) > & AR5 ES (Incoming Mail Policies).
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FIE 2 ATk IR NG ) S R B B R HBR P (Advanced Malware Protection) #1) o (A 3EA T 1 24

SR 3 EPEE MBS B s .

TR A 558 U E SO G EI, R IR e I AT BB . RIS ELR, kR A

WRARAEZ

o FER BN IE . PR IE T DR S M R IS R R A dR TP, B b B B
o BHBRIEA: . 4R b3 T00 ] ME5e 2 FH P AT IS A6 73 A ) e 55 3 B R B A2
o B BN AE kI BRI A o B4R s 38 T n K 5 S R B (Y IR 2 i di e L P (4Bl s
PERERGL) I MR 2 (R IR AR 7k M iz g1

SRS SRR L.

What to do next
HRER
o Wi BT RE 5, on page 20

o A HPFERES WA 12 R TE A5 B, on page 20
* WEFH A RO PR HERR, on page 20

FEHRFE PR R AR AR

HEETE
* WEHORC A T HSAR B S BOT MR ¢ ERCEK P VOB . WS AR SRR 5GBS ik B
, 14 0,

o FEMBPERIOC R B FER ER o 5 2 IR T B SRR o

o AR EAT AR AL P ISR ER R 55, VR OR CAEFRRE BT OC L T T trailblazer i 11 A AsyncOS
APIHTTP % 11, I HERRZ2 4 HEA1F1 Web 57 #L88 7T LA [A]1% trailblazer % 1 WIRAAH] trailblazer
gty 1, VEA AR R A SR Web 45 BRES w] LA i) FE4 IR IR 9¢ L) AsyncOS APT HTTP 3ify
M.

Y

AR ORELEIIE RS HET Web F AT LU R PR

UK

ST i 24 B A DRI AM L. H Web SETH LR “WRi! 1 7 (Try i) B, W2V T
Web [ TE il 911 (GUI).

$12 P IRER (Tracking) KB .
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F4% 2 Async0S 13.0 & E =5 kA .

HIE3 B (Messages) I+ LA /IMER 45 Ru . 5 X1ENE R, TS 785 Web FLHT % 2201
.

FU 4 EPEIANRAIIBAE . 8 2 T LGS 1000 BHHBEE. L BERMRAL T AL SR A A o

PIRS5 ik (Remediate).

FIE6 A FHIELNE R

* BAFPRHEAL BE A FR o
o PELU AL A RRAR
o MIERMISPE o PTG AT M e 26 AR ISR P 7K A MM B TS o
© e RB|—ABEA LGS () S BRI bl R TR R A R R g e
TR A 2 D
© BB AN AR B AN LU () 20 BRI ik, SRS BRI o PR IR R
SRR R g fig e P (BT AHE BE 50 5 IR AEZ ™ BRMIAR rh K AR IR

TERT B (Apply)-

iy “NA” (Apply) Ja, BATRIAE “HEFEEREE” (Message Tracking) T A R M EEH MR EIRES
(Remediation Report Status) ZNLAE. AL /N AR AS: A #h ROl 35 AR RIS o A2 kbR 25
Ja, Hdi N BN EEEMIER (View Details) # SRR, LA G (MRS R .

AR AT DR SHE “UR4E 7 (Reports) > “HI RIS 7 (User Reports) > “ Mk 757 (Remediation
Report) I i BRFE 1Y ZFN%M 5 (M ailbox Search And Remediate) 13- 5k 5 42 A5 B 4RI 15

T—F Mt 4

AR ERM
o IMPEIBAE AN AR, 5 20 0
« BAMBFIRER P RISFTIE ZVEAE R . o 20 10T
o WA A ROMRARRR 56 20 0

F+45 %] Async0S 13.0 & & 5 kg7~

15—~ AsyncOS huA & LI v B AR THION R G441 /% . LSRGt ing, W& S FR A
"ERIA", JFUR ) AT S TR, R DR TR S A TG B SO B ORGSR N T BA ]
Azure Active Directory _[ff] Microsoft €] API, LLM Microsoft Exchange Online HFAH #MKCH S A L1
M5 R, TESRTE Azure AD RS (MBAE W S M N, on page 12,
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et |
B soumionss

A 473 erass ARE ol e =
IR FEER AR ML ZE R
AT DMEH “4MRC” (Remediation) R 2 iU A B WEAE AN A R TEAHE H . EEFHRSE, HHITUT
e (En
1. FlEb R 28 F RS HBII M. 1B Web FRE LAY “iRik! | 7 (Tryit!!) Bk,
2. il (Monitoring) 2T .
3. HiliR# (Reports) T Hy g i If b H4M 3Rk & (Remediation Report).
RS A LU TR fE B
o AT HTMEAE 1 B0 R DL A AR 48 2R AR RCEA T A MR BB A 4
o b U PRI R RCER A e DA RO 2
o FRRCR MR
o AR T AR I A B PR R
BRVEAME L, THS AR i —15.

EEMHAFREFRIMAIZEFMAER

T UAE R “IRPFERER” (Mail Tracking) DU HH K] “HB4HI% 2”7 (Mailbox Search) Fil “4ME(” (Remediate)
A MM TEGE B R AR MR T, IEHOR 8 AT ERER o

\}

Note Sy ff FH AR 19 S Ab BCHEAT RMRUR BT AN 2 B 5 AE BRI R 45 R

A RIS EHE FTEAE B, TS P ER R

R #E % RO FE HERR
o JEHAR, on page 20
« & H &, on page 22
* %4, on page 22
o RPATHCE AN REAE, on page 23

ja) &5

SLRAE “MK B E” (Account Settings) T ( RGEEIE (System Administration) > i A& & (Account
Settings)) A A MR AR R OGS WA N B 2 TR R, s B — AR AR B B R )

(Connection Unsuccessful) o
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MR 25 A (KIS, PRAT AR Az —

EIRIHB

FEREFRRTE

The SMTP address has no mailbox|

associated with it

i NP IS St Tk AN Jogs IR AT IS A5
T NAT LI MR AT ik, SRS PR i .

The mailbox cannot be accessed
using this profile or the
required permissions may be

missing

5k
o SHRAT U 1] P SRS P A AR . 48] AT impersonator AX
BRI bk 7, BLfEAd ] Microsoft Graphic APT Al Microsoft
Exchange 1] A #B1K J' 77 1] Micrsoft Exchange online Ik J'
o TIEFEMNC B SO R AU IER . B0 "dn iRk P IC & SR
U E ARG B SRS S, RS Rk A .

Access is denied. Check

credentials and try again

Microsoft Azure T B [ Office 365 M. T ¥ Vi i) Microsoft
Exchange Online W36 T 75 AL PR o

Application with identifier
'<client id>' was not found in
the

directory <tenant id>

LIPNINEIRTR D &

PR K RCE SR B R <& 1D, SRS PR A
.

No service namespace named
'<tenant id>' was found in the

data store.

HrNFIFLS ID K.
Bk L E SR U B R IDY SRS ORI

Error validating credentials.
Credential
validation failed

NI E TSR B
i P L S U b OE PR, R LUK A

Error validating credentials.
Client assertion
contains an invalid signature.

AT HHRIOUETIREL 0 LAt T AR IR E AV,
s

AT IR

¢ O LA T EMIE BRI

« SETTRLBIAEN

o WSPFE BX 5EF3 LB B S DC.

The requested user <email

address> is invalid

0 NP R S i g i RS SO A BSOS I AL . B
VASE R 1 L RN 101 A o Ol " BT T o] S LW
B, AR S
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Failed to verify exchange
server ( ‘<host name>’ )

certificate. If self-signed

server install its custom CA

* 1&4E Microsoft Exchange On-Premise %55 %% LM AN T JGRHY
CA L BZBLUEP . BAFFPIFF R &ZER,

certificate is used on exchange Note Eﬁﬂl}yﬂ}’fﬁﬂg quﬁ%‘%@ﬂ%l’f**ﬁ1ﬁﬁ@ijﬂg*ﬁ
XN B, W RS B SR E PR T
certificate Exchange IR 452310 1P Hbhl, JF HAEPBIEEFEHL
oo MERRRE 2RI

« BWAK 524 UE 1 M Microsoft Exchange On-Premise IR 4%
AR G, ARFEAMGEE, ESHSAUET,

Invalid username or password 180 T %825 Microsoft Exchange On-Premise HBFE 1)
entered for exchange server hnperynuuor;ﬁ;ﬁm&[ﬁﬁﬁ]\j’ﬁﬁ%ﬁﬁgﬁﬁ}ﬁéﬁgi%gﬁgo )

( ‘<email address>’ )

The account does not have FH-F3% 42 3] Microsoft Exchange On-Premise HE4A 1 )7 0K 7 AN 2
permission to impersonate the |impersonator f A1 (A impersonator AR .

requested user

Please check host <hostname> | &4 A [ Microsoft Exchange On-Premise it 55-#5 (1 EALA A IE
is valid exchange server o B0 “MkTECE SO sl B ENLA, RS R A

address. %ﬁ

ISR MR A7 B B AT 2R 91 H &

o WEAFH & (mail_logs). WEAHAMRGEFE R SN TR AT 2L H & . A SCHERT A s Bl AR 18R

AANRERAE B -
o AR DR R IR B0 I 18] A 1 H A
 KRCIRZS .
o KRG AL
o ABUR T RIA B HIBAEN o
© ROl PN BRAT AR
© ROl PN BRAERIT
o SR BISPE AT (Kb R A o

< ANRH R A ORAMROIRES . AT IR L B RS B A B H S

iR . HRNF)BR14E R S5 F0 Microsoft Exchange AR 55 2 8] By i 45 5] 5

[a] g8
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TR —AME BN EH,  FR7RHBLEM S AT Microsoft Exchange Online it 25 5% Microsoft Exchange
On-Premise JIl 5% 2 [AJ A (IR 0] A, T HISAF: 9 G G2 7 E B PR A DR R A
RRAR
PAT LU #AE
o R A AT A7 AE T BERH L IR I OG22 [H] [F1 1845 AT Microsoft Exchange Online i 45 55 P 385 38 il 45
Microsoft Exchange [ % £ ] 2,
PG WA DG P2 T o 1 S D) UM 45 160
* FPRAE RN H A LA 9] Azure Active Directory |- [#) Microsoft Graph API.
* B PR H T M Exchange PN 3028 HBAR ¥ H bk S 245 impersonator 743 o
o B UEAH BTG B SO G E I SO T A SO F IR
* KA BT KR AR . S BT KBS T R
* f 7t Microsoft Exchange Online Iit45 5% Microsoft Exchange On-Premise Il 55 & 31847 I -

APUTECE*MIRIE

i
M AMP JIR 2% 2305 BB W47 5, %A% Exchange 7826 HF A6 A1 Exchange PR 35 858 IS A v (1) 30 25 1R 24
PATHC B (1AM BUERAE .
o
H PTG “MBPFIRER” (Message Tracking) UL ¥ “4M” (Remediate) 12610 K T= Bl A RUHB A4
RRAR
PAT LU 1
o MR MR 5% 5 Exchange 7548 il 45 F1 Exchange P HB30 IR 45 2 IR IEHE . W52 I G2k ) 1id
' 3CAF, on page 15,

o (ASGEH T HEAE B Sph R A 2 e U R DR 2R AS I BR A 9 DG A Exchange 75 28 il 45 i1
Exchange PN 8 i Ss 2 M FERE ) . 152 [ % 41%, on page 22,
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