FS 15 52 B 0 ) 25 3 7E S 7= 151

ASBE SR AL LUR B0
AR NHEPESR L 51 0T

& NERM SR BGHTIA

PAR 7= 38 1A 21 B AR5 Ji s 17 B P SRs ) D g

L GiBHER MG AP SEmS 1) SRS ML B s o B b A I DE AR AN A 7L g 2% o

2. AR GHEHSNTREALD BSIMIASETNG, S5 R RCE A R R 2 4Bt
.

3. GIEEEAE A N SR IR P A 1K =AM AL e %

4. PRGNS LT OO0 5 48 T N R L g4 -

PEoR ) B AF s B BRI A S 6 S SR M e s 8 A R ok D B R P 2R AR ) 2 TR N
AR B B I AT LA e 5 R . ORGS0 TR “SRIE 07 14 H e SUH o,
F A FCHR A M S s R Py 2 DR 2R VT A PR o A7 OGS BRI e g R R I B B RRAL
FHTAERBENEZ MG R, HS S S5
B S S R AR e

* Bi e

SRR R L IE B

© RCERITSS

177 1) ER 4 SR B

ATLUEH] “ B34S (Mail Policies) Si- 5 LS i) A AMIAE L HIE1F SR o

FEADFTIN ARG, WERSEK T ARG E M 3P PP, JF HIER R BRI Sophos 5%
McAfee B BE M REE AR UERS ) A A HEPESEIE” OIS 5 F B2R AL

BROATEIL T, 2 A BRUAR AP SR 5 X SE 5
o SBIRMBAE Cn a7 BRI ) - 2R

e T SobiA-con N |


b_ESA_Admin_Guide_12_5_chapter15.pdf#nameddest=unique_11
b_ESA_Admin_Guide_12_5_chapter14.pdf#nameddest=unique_126
b_ESA_Admin_Guide_12_5_chapter16.pdf#nameddest=unique_49
b_ESA_Admin_Guide_12_5_chapter34.pdf#nameddest=unique_900

BRI R B R BT |

B c=5. ezmnwam

o BRINIORISRMEAT: BB, TR MR R
o BEAABLIRMEAE: BRI, FUE mrE L
< EAHHEPE: RJE

o BB Cin R S B IRPERE X - 2 A
IR B A AR, O M AF 3
o BERABI IR MRAE: Rp, TUE M
BRI AR A
s PigwEE: A, HIRIHESREE, BEERAPIE S R0 X 5k
B RIMBAE: ARk, PR IR
o DN AE: ARIE, B DR s AR S
IV NCTIE S Eivf 1019 0 SP =5 <SP ) 1 R =
o I EERG IR AR E 5T
* QOutbreak Filters: Enabled

* ATAT LAY AR I AN B A1
o FLAT AT BEJ 25 PP (B 2 (0 DR B IR0 1K
e LTGROl
* WRLIES: 2]
1: “HENEBERRE TUH: S#RENBOARE

Incoming Mail Policies

Email Addresss [ @ Recipient
O zender
Add Palicy...
Order | Policy Name Anti-Spam | Anti-Virus | Content Filters Outbreak Filters Delete
Defsult Policy IronPort Anti-Spam Sophas Disahled Retention Time:
Positive: Quaran tine Encrypted: Deliver Wirus: 1 day
Suspected: Quaran Unscannal ble: Deliver
Marketing Messages: Disabled Wirus Positive; Drop

.

N

AR ARG, AN SR AR IR T 7 SR AT R 12 DX PRI 100 A P BRIA S 7 SR S AP B o

ERMH. EERM “ARATA”
M SR R IR 51 (A NEAE D S B REA S A4 R 7R 2 2 IR SRR I IR Bz . i IR %% 2
JAH, W2s WoRinlil “ A (Enabled) sRACE M 2. [FIAE, WSS CAEH, WS s “ o4k
H” (Disabled).

TR G AR S AR SS IOVE AT DR 55 3], MR B “ANATH]” (Not Available). £E1X
LefhAL N, i “ANTH” (Not Available) FEHEHK /L “ 242 )R55” (Security Services) IR H1 74

[ RGeS oriA- ]



| eptEsEmsinm ST R R
P DOV T |

JRV LT, AN T D042 SRS i 55 e B L DT e I 2 S B A, i W T 2 B R A
it WHZHTH.

2RERSTAH

Incoming Mail Policies

Email Address: ([~ @ necipient
O er

Add Policy..,

Order | Policy Name Anti-Spam Anti-Wirus Content Filters Outbreak Filters Delete

| Default Palicy | Mot Available | Mot Available Disabled | Mot Available

ey [ENRIE[ Gurton | MESRERH]

348 NHR 1B B BAIA Sz 331 I AR 14 R ik

IS S P KRR TARER — DA SN . R IR AR I % AR5 -
o SIGRERBRATNE, 1F Ll A AN B P SNSRI AT T S A e A IR G5 X N R A

TEAI T, KAt NHIAER A W 1) S by S S A5 B eSO SRR R 1 e RO 2 B S A T
M PEANSEA L A, AP R4 o s R T e SE SO, DA 25 SR A 1 bz S g
o BRI MR A AR SR 2 . KR S ISR D Re, IS ESHLIL R H AR N . E R
HIS - ) 3 UK 71 SCAS [MARKETING]

UK

HIBA il ISP e A IR A I B
TR K FERIN A ARSSBEE, DU RS — N CE 8 T /15 A ks A RS . WA “4%
7 (Disable) >k 5¢ 4225 %55

L2 fF “HARIBIRNE S ” (Positively Identified Spam Settings) #5407, #F “ XFHBEHAT IERE” (Action
to apply to this message) SE5CH “MIEE” (Drop).
LIRI AL CHRIBFRE” (Marketing Email Settings) #1437, Fdi @ (Yes) LUH FHE A B4

W E L, WERAEAE AL VAN E B IR, [FIEAE 32 R 791 SCAY [MARKETING].
COINSCAFIIBAE” (Add text to message) T-BUAV %52 US-ASCII F4F

PB4 PR EVER, AR NS b S 35 P 2 A R 45 () B B LT o, AT S i .
5 FRBIR—FE, vT LIk BRI SN S OB A B B A B AR RO DR R

e T SobiA-con N |



BRI R B R BT |

I

& 3: “RITIREREIRE " (Anti-Spam Settings) 51T

Mail Policies: Anti-Spam

Anti-Spam Settings

Policy: Default

Enable Anti-Spam Scanning

for This Policy @ Use IronPart Anti-Spam service

O Disabled

Positively-Identified Spam Settings

Apply This Action to Message: | | Drop ~

Add Text to Subject:

[Frepend Jizran

b Advanced | Optional settings for custom header and message delivery.
Suspected Spam Settings
Enable Suspected Spam Scanning:

Ono  @ves
Sparn Quarantine

Note: If local and external quarantines are gefined, mail will be sent to local quarantine.

Prepend v

optional settings for custom header and message delivery.

apply This Action to Massage:

Add Text to Subject: |[SUSPECTED SPAM]

b Advanced

Marketing Email Settings

Enable Marketing Email Scanning:

C g (& ves|

Send to Alternate Host (optionall: |

Prepend (v

optional settings for custom header and message delivery,

apply This Action to Message:

Add Text to Subject: I[MARKETING]

b Advanced

Spam Thresholds
Spam Is scored on a 1-100 scale, The higher the score, the more likely & message s & spam.
IronPart Anti-Spam:

® use the Default Threshalds

O use Custom Settings:
Pasitively Identifisd Spam:

Score =[50 (50 - 100)

Score =[50 (minirum 25, cannot exceed positive spam score)

Suspected Spam:

A & A ANFOY - A 2H 61 2 BR 4 SR g

SIE3

FE R ﬁB’\EP R UM FTSRNG: — M TR A2 QLdii i LDAP # Bl 30O » I3 —
AT TREAG R AN SR 3 FC SR A P oy 198 SO A B, A 1 e A € PR B AT L 6
DUR BIXSEHNG . SRJT, R SRS IC B AN R (K BB A 2 4 B

g2

21 RIS (Add Policy) T8 T 441 E 8 5% .
22 REANEEE E XME— AR, RS Y R TR .

SRS ) A4 FRADINAE 52 ORI SR 6 (A NBUAR ) ol — T =1
PhHd, o AN R (e NSRS, I _EE M ARROEA 2 SE

Bl “ualgmiEss (fith) 7 (Editable by [Roles]) 54 3 A 47 5145 BRIMAR SR B () 32 B B 53 e 8 F e L
H P i,

TR BRI, AsyncOS 2 2 FLAT S SR G B PR (52 U B B3 b e At IR
I A2 0 SRS 18 S BE SIS BT i AT R A it

bl
HUEAS B, O IZIRIE T Bl AE F A A e .

[ RGeS oriA- ]



| eptEsEmsinm ST R R

wegmnsaEsns |

ST A DUNVE PR 34 REAE LSO SRS 1) 48 PR ECHC AP . WO B A58 1 30 2 B S 23 i
FLAT 58 425 ) PSR AR K 1 52 SCH T At

AR BTG R, B S 00 B BARS .
P4 SR .
i SCH PR KA NIE RN . (A RTEAME R, SRS UL RG] ) FE SRR B ER UK
WA AR AT NS SEmE I B A AR A L A S
5 S R T R] s LT 7 2UE X
SEHEPIMR A HbE . user@example.com
o ANGEREMBAEHbE: user@
« ST . @example.com
o ASERST T E P @.example.com
* il VLA LDAP # i)
E® AsyncOS GUI M CLI I 1 4% HASA X 20 KNS o Bian,  an R AN Joe@ 14 H
J, MK %R joe@example.com ¥ #EAEL 22 IGHE

T A Y 2 SR LDAP H s (40, 7E Microsoft Active Directory. SunONE Directory Server
[LARTFR A “iPlanet Directory Server” ] 5% OpenLDAP H 3¢) 24 A5 8, AT DK e 44 i & 4
A1 LDAP 55 a5 LLE P ANtk o RIS by 1088 T Mk A0/ R 2L D qm Sk LUK A o 1
P2 HAT K AR e AL N e .

WA A TC S R AT A, DR DA TC 1 A vh o A WA S e o LR P o
HREMFE, ESHLDAP £ifi.
4 AREEXHR

Add Incoming Mail Policy

Policy Nome: (@) | [Salzs_Team
(e.q. my IT policy)
Editable by (Rales): | No roles selected

Insert Before Policy: | | 1 (Default Policy) w

O sender
@ Recipient ()

& Email Addressies)

er@exampie.com, user@, @example.com, Remove

(5.0,
@8 xampf o)
{31 LDAP Group Query

Query: | Sales_West.group (%
Group:

PRSP AINZ LR T AR i s
S LS R A W R AR LDAP B 414
A5 P AR A2 BRI AN 224 7 P BR800 A IR 25 SRR

| e T SobiA-con N |
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b_ESA_Admin_Guide_12_5_chapter28.pdf#nameddest=unique_53

BRI R B R BT |

B sozmnnzrsso

S NnseH G, #HidiiR3 (Submit).
TER, T A R4V AR BE A 6 0 U N SROms B A ] BRI
& 5 FR A ERS - 3R

Policies

Add Policy...

order  Policy Name

Anti-Spam

Anti-Virus

Content Filters

Outbreak Filters

Delete

1| sales_Team

(use default)

{use default)

(use default)

(use default)

I}

Default Policy

TronPart Anti-Sparm

Positive: Quarantine
Suspected: Quarantine
Marksting Messages: Disabled

Sophas
Encrypted: Deliver
Unscannable: Deliver
Wirus Positive: Drop

Disabled

Retention Time:
Virus: 1 day

FIB T FCATSRINERR (Add Policy) #8H LR IN o — N 7 556
eSS A, 5 ST TR AR B 4% A A b -«
& 6: 4 T2 A G2 58

Add Incoming Mail Policy

Add Policy

Palicy Name: (7) [Engineering
(&g, my IT policy)

Editable by (Ruoles):

Insert Before Policy:

Policy Administrator

2 (Default Policy) ¥

Add Users Current Users

O sender Recipient: bob@example.com
o Recipient: mary@example.com
@ Recipient (@) Recipient: fred@example.com

@& Email Address(es)

bob@example.corm
mary@example.com
fred@example.com

Remove

(e.g. user@example.com, user@, @example.com,
@ example.com)

) LD&P Group Query

Query: | Sales_West.group &
Group:

Subrmit

TRy LRSS INSEH G, R
TR HrAER .
[ 7: #iR A0 2RE - T2

(Submit).

Add Policy...

Qrder ‘ Palicy Name Anti-Spam Anti-¥irus Content Filters Qutbreak Filters Delete
1 \ Sales_Team {use default) {use default) {use default) {use default) o
2 | Enginsering (use default) (use default) (use default) {use default) W

Default Policy

IronPort Anti-Spam

Pasitive: Quarantine
Suspected: Quarantine
Marketing Messages: Disabled

Sophos
Encrypted: Deliver
Unscannable: Deliver

Wirus Positive: Drop

Disabled

Retention Time:
Wirus: 1 day

UGS, P ASHT 6 1) SR K I S B A SR AR (R IR B o IR G AT SR F P R A K
VLR fHJZ, HSA b P 155 BRIA SRS A AR AN R 2 ko DRI, X715 “Sales_Group”
8¢ “Engineering” SEB& 1K H 7 ULHAC ) BB AF A0 #E 7 50, S ERIA SRS AT AR AN [R) 2 Ak

[ RGeS oriA- ]
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sk, gexinezm i

A BEXFIEE

U8 1 VLB A 7 T SRS PTG 1R U 0 s 2 £ 5 DA BRIAAT 2 SR SRS AT K«
* BHEO R W] SRS A T g RO SR A ) PR 18
< ot CHEED RIS AL ]S BOA S A [ ) B E
© KERY OISR EEN T 24k 55

A AR R 24 N LB FAUK A 4B 8132 R 14 SR B

PIR4

$IE5

$IE6

FEREZR B o, A RAE b — 7 b B A P A SR

o P THTE BN, R S SR A v L S O EEBRIA S SE R B B . (RS2 B D A AP IC B2
BRI BB MR, 28 3 Ul ) ZIF DA i F I BOA SR IR B o (U, FEAH
T, RS BB E A B E,  DME A S AT A 2 5 3 I e 2 X

T APURK FR) SRS T i K IR D2 3k ) 5 AT A AL AR AN o5 2 B AF
AR MR B B PSR TS B BB AR A C R

o XFFLREFBN, HEX “WRighRILIER:” (Outbreak Filters) DI AE % &, i HAEAS A& i nT BE MR
tH % example.com H54% 2 AN URL. W F M R I I8 28I S ST 440 “dwg” B SC

AT RBC BN B AL DE AR I TEANE B, 1 S P sl A L g 2 o
DN B B A N SR s o 7 3 S - S e 20 R«

UK

o RS AT T 5 BRSSO A5 Y. ()R

T ORIz RN, b4 4 (use default).

T B P22 4 ij 45 DU b, S e Skmg e F e bn R 34494 7 (Enable Anti-Spam Scanning for
This Policy) FIME M “fd FERINEE " (Use Default Settings) B4y “Ad ] s b 3 5447 (Use Anti-Spam

service)o

BEAbERE “AH S R AR SS 7 (Use Anti-Spam service) A] L7 &5 ZE BRI SRS o 2 AR

1E “HRAR B R3S (Positively-Identified Spam Settings) #5737, K “ G HEAEHAT E#AE” (Action

to apply to this message) S “MHER” (Drop).

1E “HEAAB M5 E” (Suspected Spam Settings) #4731, Hdi (Yes) i HBEAIS I MEAF 44 o

fE “EEABI MRS ” (Suspected Spam Settings) #5431, K “ X MEAEHATILEAE” (Action to apply

to this message) B 45Ch “ 1 R MBAFRE ES X 7 (Spam Quarantine).

R TEFE “ B MBAERRESIX.” (Spam Quarantine) 2 AR PEE “ B IR MRAFRR X7 — & X
BT o

TE “UNINSCAF] T 7 (Spam Quarantine) 7B H, HiiF (None).

e T SobiA-con N |
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BRI R B R BT |

R T

P17

LIS

$IE9

A 325 1) 7 3R RSP 88 2 X A IS A4 A HL At 3 b i
1E “EHME % E” (Marketing Email Settings) #0431, i (Yes) LLE FIXR B AL Y6 7S A5 I8

(e HESEiS
LE “XHHBEAT B 1E” (Action to apply to this message) #7371, £ “Hr R MBLERE 25X " (Spam

Quarantine).
AT L
TR, 8] A C 3R W SRS A P - BROA SRR AN TR] AR B

UEH, %ﬁiﬂ%ﬂi’]aﬁﬂliﬁ& S5 HLFCHC AR N5 b 4 45 141 A KON 5 SLRT LDAP A UL IE 1 - A Ks A%
3 2 by R S e 151X

A A B B 24 N LB FAU A A 4B €132 iR 14 SR R

IR

O TR AT IO SRS 2 A A oL i o VL Y 2D R«

UK

Bl TR SRS AT i S S JE AR DR A e gs ( “HEKISUERS” (Outbreak Filters) 51D F1J%f IV F)
.

HT ORIz sEng, BLEEREL . (EHERAERD .

FEI T3 R R DE AR DI e 22 Ak 55 T b, Ry SRS A BB SE SO “ R I T A 0k (B s
#)” (Enable Outbreak Filtering (Customize settings)).

UhAbEFE “ (e LBEE) 7 ([Customize settings]) P78 o BRI S b e B

BEAt, IXFEAREE T UR I DO R RN A, NI SR VFIE AN TR (1 B

FETUIRY) “ Bl 43 (Bypass Attachment Scanning) #873H, 76 LY A FBCPBEN dwg.
A EA “dwg” AEBCRVEAT B AT DU AR SR A R .

pE s Tt £ = PR B ST AL B AN 5L ()

RN RAKS dwg SRS N 2R S o5 13 1 Ak IR A% D e F 4 1 S iR 44 SR

.17 18 BB £ 4 (Enable Message Modification).

JE PG 508 Ve e wT AR A X PR A by (90 R 8 B e ATV B ) LR i 1) T A ol i R i )

URL. R 2205 i 9ty U380 o6 2 2wl M o PR e, AT e SERh 22 4 A0S P AT

HE [

ER TAEMROR SRS R Y SRR A, DS AR A R A T LA A B PR AR R
B o

RT3 AR ZE 2 HIEB1E /2 A (Enable for Unsigned Messages).

| EGET et ]
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X VPR S C A IRAEH ) URL. 246205 H URL =5 [n) Bhfig, DA AL B Al MR A8 nicise ' DA
S5 R A9 R B ) B TS T 2 H A5 R A B 2 DX (R TR B o b7 48047 FH P RO B B 1)
4 /NIFF

SIB T 75555318334 (Bypass Domain Scanning) 7B H4i A\ example.com.
WA A& 7] example.com [FEEH: .

LIE8 NEh G H AR (Threat Disclaimer) £ FF “ R4 E” (System Generated).

BE# W] LAERB A IESC BT R Rt W, A P SR AT SC PR N A 0 . DR B R 4t
PE K B e 5T W
B 8 1B A TIRF/RE

Mail Policies: Outbreak Filters

Outbreak Filtering for Policy: Sales_Team

|| Enable Outbreak Filtering {Custemize settings) ~|

Dutbreak Filter Settings

Quarantine Threat Lavel: (7
Maximum Quarantine Retention: | yiral attachments: - Exe
‘ B
Other Threats: n

@ [select File Extension... ™ File Extensions to Bypass
e | Nane defined |
Add Extension

Bypass Attachment Scanning: =

Message Modification
Enable Message Madification
Message Modification Thraat Level: (7)

Message Subjecti | |prepend | [[MODIFIED FOR PROTECTION]

URL Rewriting: | Cisco Security proxy scans and rewrites suspicious or malicious URLs,
& Enable anly for unsigned messages (recommended)

3 Enable for all messages

) Disable

Bypass Domain Scanning (7)
example.com|

(examples: example.com, crm.example.com, 10.0.0.2, 10.0.0.0/24)

Threat Disclaimer: | | System Generated

Preview Disclaimer &

Discizimer text will be applied to the top of the message body for Suspicious and Quarantined
messages, To oreats custom disclaimers go fo Mall Policies = Text Resources

TR AN AL
TR A AR I SR A S BRI AN R (1 B

BRI, SR A A dwg ROBAR AR ATIEAE CHOBPE N 2 TR AT BA SR 5 SCRicf A DB e
Ko Gerl o w5 R AL PEAH AR T RS AL FT . 5 4R 1) example.com SR HERL (T LFA 2B O BERL L
i AR AR E ), JF HAS AL TSE.

| e T SobiA-con N |



iR N A TSR |
B =t sk A A

AEEME R ER 2 AT HEA

] “ AR5 (Find Policies) 42 HH 1% %8 LU AE “ A& A3 ” (Incoming Mail Policies) s “ 4% i s
PE5%m% 7 (Outgoing Mail Policies) U [fi ) S0 7 52 S FH

flhn, A joe@example.com Jf-#iily “ A HR NS " FHIR 2 Bon A R iR WINR L s 4 B % SR L
e )52 SR

RIS A Rk A “ i 4E SRIE 7 (Edit Policy) U LAZW 1% SRUE K FH 7

TERD SERALATHI IRHAR & R ERIA TS, DU E S, WA A AR A sl A L e A AT A
Ot HEmEHARANCHCE, 4R 2% DT TRCER A SN -

FEEHIS

FEH LA s B S 2P BR, T LU TR GIAN T an BTG B SR . A ihid, PRSI
R, T LORE SRS L K 2 BB AFAZ BRI SR SR AR BE . SRS, w] DA T s D B
JUALRIECAD ISR SN, TR A BN R B s . IR, AR e s b B4R
53y I BEAR DRI AR BT AS AR 1R 88 AN 9 20 B i 52 R Sk BE AR v REE

] LIKRAE GBS IR S 97 2 A SRS SIC It 1) R S o R R MR LA sl g . AR
7 S 15 AR AT REPR /D BIK B 28 F T HSRT RO BE S ISP B . “ PR SRS H b e S iR
IRIFB L 2 OB, e i8R WA Aol S s

R 1L RRFNR TR R IR E

e E RFRE
B Wi I, 5 Wi L S
ATBERAR AL W ATBERESI PR A P AT | “ [T e
ERIILPE: AEREIF L |« | PR EAR)
R PRI (A
s AN ik P IILE: ik
W Z5 B B
R E5 AT B
TR E 5 ERARAI . 5
it e CURIT, RSP S A | SR, o VPG s e 4
T PR S PR o A 44 M e M 5

ET RS REE

FEREZR BRI s R Gl SR AT NI SR 2R A ) =B A 7l s o A7 3K 4 A o DB A
AT PR TS B 8 2 SR A AU B O AT . R B LD T A

| EGET et ]
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BWEEEH a2 “Confidential” tintt [

1. “scan_for confidential”

L PES BRI R ) “confidential” “FAF R o WHRFRBNZ LT H, WK R4 B A ik SR A
4 hr@example.com, FHRFZMBARAILE] “ Mg B 25 X 3

2. “no mp3s”
SEREUE B IIBR MP3 B, IR A A R MP3 SCA.
3. “ex_employee”

I P 0 PRS0 B E AR B Al CAnRT A D (BT A R ARUCRS, )2 ) S
PRI BT N RORS E BENMEAT: SRR PR AT N IR BT

FEBIE N AL IEAS 5, MBS CRUAEERIASRIS ) AAEAN R 2 15 b R R 2 AL B8 4% o

fEEEMmHES “Confidential” BYHB{E

B A WREIERS RS AN A A A

g2

L1l IS (Mail Policies) IR o
T2 il “AE NN EFILIESS” (Incoming Content Filters).
PRI RARINTIERR (Add Filter) 124

$BA  E “HFR” FBP, #EN scan for confidential 1 Ay Bt i 2% 1) 42 FK o
TIEAR AR LA ASCI 47 B PRIZEUEFSRT. WA IES BFRIE — DN F R0 Iae S

SRR

LIS HihARwiEE (Af) (Editable By [Roles]) ##:, EH “RIKE B ” (Policy Administrator), 2R )5
i AE
JE T MG B L P AR U 2R B 53 0T DA G B P A R RS, DA SR LR A SR A & N

6 7& “ULI]” (Description) 7B, BEAULH]. F140: scanall incoming mail for the string  ‘confidential” -
L2 ST IE 3 G

X8 IEHE “HBLFIESC” (Message Body).

9 A “QEIUR” FBP, BEA confidential, AR5 HHARE .

CUNIMN AL JERS” (Add Content Filter) UL [ 23 5 7R I 254

PR oy “UINERAET

TEN EH RIARKRIEDR CEMPIE: ) 7 (Select Send Copy To [Bec:])s
L2 7E “HPpREHbE” FBh, A hr@example.com.

SE3 A 7 FBP, B [message matched confidential filter].
P14 HLHRE.

| e T SobiA-con N |



EREER A NS TR BT |
B mosenes R eg mps e

“CONIMA 2SIt JES” (Add Content Filter) UL [HI 43 /RS IR A o

SRS Pl AR .
FIR16 L “fREX7 (Quarantine).
ST fE MR, I “HRmE” (Policy) &2 X 4.
T8 PLHE.
CUN MM AL IESS” (Add Content Filter) 5T SRS IO IR
P9 AL

BRI, AT AR Al N HSPE SN T A AL DB s AEABI AR, AL R ARSI T —ANBr i N I g
o HITE MR N BIAE AT NG, DR 80 5% Ak 2R A A AT RIS 1SS 2 52 e DR PRI 52 1

I B4 BB 44 o B9 MP3 BT 44
B AN BT IR RIS A, B — TR

g2

$£E1 SR NIESS (Add Filter) 144 .
FIB2  A(E “A7 FB, B no mp3s 1E B IE LS IR
¥

TE3  lA4RiEE (Af) (Editable By [Roles]) 4k, ILF “HBEE " (Policy Administrator), 2X/)5
i E .

$EBA4 & “UiW” (Description) B, BNV, FlU: strip all MP3 attachments.

WIS R CUSIHRE” S

L6 R HOUHHE B MER AR (Strip Attachment by File Info).

7 3 B S W = Yl

LIRS A NRFE, iE#F - mp3.

LB IR, AR

P10 FHHBE.

TEN RAIFHIATE

iR RO N AT UEAS N, AFFEARE 5t WA E XA, W SURATAT A E AR AR 28 A0 R0

MR OAFRE S5 R TR true() BRAFE SRS - G 54 A 25 B4 . T A
Femg,, WSS UTRCPT A IRAE. D

[2] % 3= 2l 5 51 T RYEBFF
oA PRI BRI — A AR

| EGET et ]
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. K
¥ g
(-]

N
g
o

N e N T |

UK

FRE EES (Add Filter) 144 .

16 “4FK: 7 (Name:) T-BtP, B ex_employee fE M IEA KA FK o

M 4RiEE (M) (Editable By [Roles]) 554, EF “HRMEFTHE 17 (Policy Administrator), A5
A AE .

7E “UiHH:” (Description:) 7-BtH, #AULH. #lil: bounce messages intended for Doug.
RN % 14 (Add Condition).

EPHIEHEEHA
XFEEEN, EFFF KA IFEFEA douge.
RTBRE .

CNETTIERR” TUIERE, USRS I AR, VR, T DA E T A LRl LDAP H
Ko BHTA TININENZHG, AR IESIG TR

By “USInERAE” .

WEFE “ImA” (Notify).

BEHORAF NG I IEHE, ARG EEB T B\ message bounced for ex-employee of example . com.
1E “AF AR ” (Use template) 707, 2EFE— A0 FIAIR .

bk =3 TR B TS EC B TR, T P 28 e D 2 ) A e 1 5 o AN o oA FH - St . )
an, WS R AR B SR A > R B Tl (B CLI T/ dictionaryconfig in4) HLE W
FEAn L BSOS T A B, WS IANSS SR IR . A O E i ML ) A1 R,
T2 [ N 2] L

L RE -

“OSIM L JERS” (Add Content Filters) LTI 2% W/~ s MR

B CUSINERE” .

e R[] (R ZERAE)” IRl “HE” .

AT WAL IEAR R o — R 245 . RSN M A R A HEAE, W) GUI 25 oREfi iR

AR AT BE 22 T BURHT 53 AR BT A AT NSRBI —ANEEXRTE AR, 53— N6t
R[] TS AR o

IR VNG I

¥ PR ER B A B TR RO AR

ELL Lo, AR “A NI UESS” (Incoming Content Filters) W G T = MH AL IERE . “Af
AW IESS” (Incoming Content Filters) 1 “f%& tH P 1L ¥4 ” (Outgoing Content Filters) 71 il 2 &
B ] LA T AN S (1) I A n] Re 9 A JE AR 0 “ AR .

e T SobiA-con N |
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RS AN R At e sl |
B = mamaussmnstEs

9: EANARITIRRE: T =/TIER

Incoming Content Filters

Add Filter...

Order  Filter Name | Description | Rules | Policies Duplicate | Delete

1 scan_for_confidential | scan all incoming mail for the string 'confidential' i
2 no_mp3s strip all MP3 attachments W

3 ex_employee bounce messages intended for Doug i

TE LIRS A, K I FH AR A N A S s 2 A A FH 1) — AN ) Ak i s
o BRI HMOX = NN AL JERS -
o TREFIBAA I E] no_mp3s i JE RS .
o B T BACKS e 30X e Py 250 JE AR A BRIA AR N R SR S
RNBRTARMBRHEANRBRARNETIERS
FATAZEE 0] Ry B TR A A B ) I e AR

UK

HIB1 Al AL NBELESEIE” (Incoming Mail Policies) R &[4 A B4 Sl 22

2% LIRS J B DA S 7 BRI SRS FOLE by B A ANF A N AL RS . 55 4 DU P s i w4 S
R, BOAREDL N ST SRS AE R N e

P12 A ERURIAT R 5 N R IERS RS ( N AELLUESS” (Content Filters) 41D X W 1) 5% o

W3 L “WALIE” (Content Filtering) 224 ik 55 iiiin b, K “ BRI NI 3E” (Content Filtering for
Default Policy) M “Z5FH Py &1L € 4% 7 (Disable Content Filters) 5k “JH F &L I8 2% (H & ik
‘#)” (Enable Content Filters (Customize settings)).

7EEHR T e LN AL JERs (FEN AL AR ] “AE NN AL JE4S” (Incoming Content
Filters) UL A 2 BoRfEsb vl b RHEHEECY “BHN A IES (Ae Xi%E) 7 (Enable Content
Filters [Customize settings]) I, RF/Nid gE I B EHER N CZEH O 2208 28 AR .

LB A I WAELIESS L B A (Enable) & iEHE,
SIS AR,

AL NHIBA 5 HE 7 (Incoming Mail Policies) UUIHIH () 7843 7w 4 BRIA SRS J5 IR I B8 1K 44 FR o

Xt T 32 FBA #8144 A 21 MP3 Bt 44
J CTTRE” HRESEER “no_mp3s” WA UELSR N0 B

| EGET et ]
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P e T

UK

SR Pl TRERI A AT b R pE g g5 C “ NI IERR ” [Content Filters] 511D X B ) BEHL o

W2 7L “WHLIE” (Content Filtering) ¢4k 55 Uit b, # “HugMIANEILEYE: TFE” (Content Filtering
for Policy: Engineering) M “J5 FH A 255ty (4R7KBRIASKNS 15 ) 7 (Enable Content Filtering [Inherit
default policy settings]) B “JHH N AL IE (HE X&) 7 (Enable Content Filtering [Customize
settings])o

FFAR AT R, DRIBLH ST BRINBER” (Use Default Settings) fESH &5 “ /27 (Yes) i, 4
ANt DB RR G STUHEAS M TR () Al TR RS .

SIS B “no_mp3s” i UEHHH 0 S IEHE
WA LR

AL NHIBA5HE ” (Incoming Mail Policies) U ) 7643 s o TR SREHE f5 FH IR I 28 1 44 FR o
LIRS M

T—F Mt 4

SR, 55 TRESRMS 10 VL AC IR A A PR AN R MP3 B (EE,  JCAb A7 A A B
et kR MP3 FHF.

B X1 GUI P ECE N F SRR B9 15 A

© ERE N R JEARIT, ATHEIE A WA E SRAE, e ST AT 45 &1 AT )
I ORFR 2 B A T8 true() IS4 8% AU - fun B Py 2 e 2 I T A Siemes, )
SUCEHTA . )

< WK A P TS A WAL IESE, WZAN eSS ATFI, I B AT BLd AT
PR R 53 T ICMB PR o A DGR B DURI ) R S8R P EAIAE B, 1S 0 0 L BT 45
o EEEGYRUERAE 0T DA IG5 T A RS, IR P 5 0ok g o L B 1 s SO
e A,

o PR S U AEAVE RN SRS, LR G R IE W ZRA A IR ARk & X A8 *+2 {[]
\TO)

IR ANARAT T TE AR, IR\ R Skl SUTAMTIX B6 275, 4ol

“\*Warning\*”

© IR RLUERRE XZAFAF, AT LUE SR E NPT € XIERAE (B4 AND) &R 5E
SEAE G245 OR) A REXs A AL DE A ML A VLI -

o ATLUERL AU “ RPET A DR RGP E 2 A N A pE g . B, R LG I
YE “ARIL” PN IERS . SEA RIS S Al 2, HE, AT UE AT I e 25 oK
TR SR AL B AT 52 R Ze b i AR e R (B, lEPEH D S

« MG AL N Buft A P DEAR 1K “ 8037 i, w] DAEE D) REAE & 55K LN A 98Iz 1)
WAL IERS, EAT BRI B a0 FTAT HEPE AR B . i R T
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b_ESA_Admin_Guide_12_5_chapter34.pdf#nameddest=unique_900
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B sozmnnzrsso

o [ “HE NEAE Y 2RI E RS (Incoming or Outgoing Content Filters) UL T 1l 2 554 5 4
IRIUES R RS uR/E

o T AR NEAL HIBAESEIS ” (Incoming or Outgoing Mail Policies) U 1 24 BRI S0 i H B i)
EESUR/E

o NILARPTATHS A T Z A 7R P o

© WAL IESS LR “Bee:” F1 “FEE” (Quarantine) $AF I LAHE B i 1) 2 1 e 25 DX 1 P i 4%
e CGESRRNG . TREEHNEEER ARG R X)) ] UGN ASLIEE H S b 2 DX IR MR iR i 2%
DUMEA 2 R G T PRad s ATl AE CRE, BB X A o R PRt 70 JL A PE I RE AR 2 1B)D - o

s HFEMHYE “HRT R T EL scanconfig Air A AH A E, B “BAIRLE” &AEASH
FEMREIAE s JERE “BEAMELE” KA FTRE MR A IESCRIBAF . A5 “ 32807 (Suject) B “f5
3K” (Header) 25148 ZRp 52 5 K15 R

« WERAE AT ICE T LDAP fleds#s (HI, {f/ 1dapconfig fiv &K 6 £ il B 4 7 if) HAT R 8 275
HIHE A LDAP IR454%) , Mi% LDAP Fe & F A2 WoR{E GUI .

o DR OGO E PR, D) PN 2T D s RO A B I SR e Ay AN 2 oRAE GUI . fildn, R
SERTAAT ] “SCAR Y BT EE CLI Y texteonfig fir 4 it B0 AR A B2 4 55 7 B, ) EAT]
Ao R R I

« WAL PE S ThRE P UU0  BLE R/ B SR LA 2 R G i () SCAR

* Unicode (UTF-8)

* Unicode (UTF-16)

* PHRRIE S /47 T -1 (1SO 8859-1)
* PHRKTE /47 1 iE-1 (Windows CP1252)
« AR (Big 5)

* A 3 (GB 2312)

* fifAH 3 (HZ GB 2312)

« i (ISO 2022-KR)

« i (KS-C-5601/EUC-KR)

* [ (Shift-JIS (X0123)

* Hif (1S0-2022-JP)

« Hi& (EUC)

A LME AN AR BB R 2 TAT . BRI O s AR AR 2 A 745 G 6 1R SCA IR B
TS 2% 0 A8 SO o K22 B B s 8 mT ] I 2 7s 2AS A A
10: AR TER PSS FHE

Entire Message ;I Icuntams;l |He||u,‘fm§-lﬂ? My marr

Conditions

body-contains{"Hello, fFfB? My name is Steve") %

o FEAE N BRI e v b, fEH “UdMH 7 (Description)s  “HUN” (Rules) Fl “ 5
W& (Policies) HEFZ 5 L4 A 78I JE AR P AL AL ]«

| EGET et ]
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* fLAR (Description) LK B 7R AEREAS A JEE BT T Be A SO . GZAEERIAAL
KD .

* FRI (Rules) HE P 7 A0 A= Bl s 0 T A= 1S R RE DU 1 I 5k 5

* SR (Policies) {7~ Jy FL T 145 P A I IE 4 1) SR

| e T SobiA-con N |
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