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(Receive SMTP connection from SMTP server.)

¢ Action is
Action is Reiect. TCPREFUSE.
‘ mw What action does the Host Access Table (HAT) indicate for the SMTP connection?

¢ Action is Accept or Continue. ﬁi"" s
elay.
| “Add Received Header” Listener property Is processed. ‘
| “Add Default Domain” Listener property is processed. ‘
| (Outgoing) Envelope Sender address is tagged if Cisco Bounce Verification is enabled. ‘
| (Incoming) Envelope Recipient address is rewritten according to the domain map table. ‘
No, Reject = = ¢ — =
1—| (Public) Does the Recipient Access Table (RAT) indicate to Accept the SMTP connection? ‘
¢ Yes
| Envelope Recipient address is rewritten according to the alias tables. ‘H
No - ¢ - — P——
<+ \—| Do the LDAP acceptance queries indicate this is a valid recipient? ‘
¢ Yes
| \¢| Does SMTP call-ahead recipient validation indicate this is a valid recipient? ‘
¢ Yes
<i| (Incoming) Is this a forged message according to SPF or SIDF email authentication? ‘
v v

A
CDmp cnnnection.) (Accept connection and process message in the work queue)( Relay message.

A4 Reject recipient. y

B TrRepEE
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[ 2: pR & 1E - TAERRTI

Receive message in
the work queue
No, Bounce

/ - Start SMTP client
k Drop Message |

Do the LDAP acceptance queries indicate this is a valid recipient?
No, Drop (Configured to occur during the work queue)Yes
I
Yes
¥

table or LDAP query (masquerading)

l

Messages are created for each alias target according to ‘

Envelope Sender and some email headers are rewritten based on a ‘

LDAP routing queries

l

Action is Drop Action is Deliver

I
All other actions Yes, blocklist
v .

Yes, blocklist action is
delete

Is the sender address in the end-user safelist or blocklist database? | aueren

Action is Bounce jon is Encrypt & Deliver
Message filters are applied to messages, and an action is taken

HR B B

M

T Yes, safelist
No

B h 2
AhYes:action s Bounce Is the message identified as spam? Yes, action is
(May be skipped due to configuration) quarantine
Yes, action is Drop T
No, OR Yes and action is deliver ¢7
v Yes, action is
Is the message identified to have a virus? quarantine
‘es, action is Drop (May be skipped due to configuration)

No, Yes and message is repairad, OR Yes and message sent as attachment.

Unknown, action
is quarantine

Does a message attachment contain a threat?
(Behavior depends on configuration)

Yes, action is Drop

No, Yes and infected attachment is dropped, OR Unknown and appliance is not configured to quarantine unknown files

Action is Bounce
‘ Is the message identified to have a graymail ? ‘

May be skipped due to configuration
Action is Drop (May PP B J

T
No, OR Yes and action is deliver action s Enerypt

& Deliver
l— on is Bounce Content filters are applied, and an action is taken
(May be skipped due to configuration)
Action is Deliver

Action is SKip
Outbreak Fitters

‘ Do the outbreak filters indicate an outbreak is present?
I
No, OR Yes and message is modified
¥ Yes,

- - — . message is
If the message is not spam, virus, and threat positive, add graymail safe quarantined
unsubscribe banner (May be skipped due to configuration)

I
All other actions
L 4

I —

< ‘ (Outbound) Does the DLP Engine detect a DLP violation? }—»
Yes, action is Drop Action is Deliver

Yes, action is
quarantine

Encrypt and deliver
message

/ conversation

T RRAR B S

Send message to
quarantine
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(Start SMTP client conversation.)

| (Outgoing) Message is encrypted, if applicable. ‘

| Message is sent over a particular IP interface defined by the virtual gateway. ‘

The total maximum number of outbound connections is enforced,
and the default delivery interface is set.

v

“Received:” header is added to the message.

IYES, drop. Do the configured domain-based limits, such as maximum number of Yes, bounce. |
connections and recipients, indicate to drop or bounce the message?
No, continue.

Message is routed to a specific mail exchange host based on
domain without rewriting envelope recipient.

| Specific recipients are dropped as configured in the Global Unsubscribe list. ‘

| (Outgoing) DomainKey or DKIM signature header is added to the message. |

QMP;I Is the message undeliverable based on configured Bounce Profiles? }M}

No, deliver.

( Deliver message to client. > CBounce message)%

R NHE

IS TE ) 3B BOY B N N ENURGR E He o W] ABCE AR HSAE I, e NBEAT R A
SRR M AZ 2 T AR BAS o

HXER
* EHLVI R (HAT). KRAF AR RS , 55 5 00
* Received: 15k , 5 0L
o BRI, S5
< JEMIEGE , 2B 5T
* % Map , 61T
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EMliniak HAT). guAafmeren [

« WPE AV IR (RAT) , 5 6 1L
K, He

* LDAP etk NE:5Z , 5 6 1L

* SMTP Call-Ahead W £F NBGAIE , 25 6 1T

EHi7iB)3% (HAT), % 4 A LBF0HR -7 5k B

Wi HAT ] DS & SO R W B B0 0L CRRVEmRee R IR IR o

RAE NG TR — DA KA N SIBERN AL, DU HE 8 FH IS4 2o 0 2 00 L Al S A2 378 7 SR
MR A9 P SRS 2 v — 4 HAT S50 (U i) BRI, i R R R AR B DL % 1 i S SMITP AR BiE i )37 )
177 .

R A N AR A 900 e S 07 W F2 7 1) HAT HsE X

KA N L DNS AE 3 E L4 E SMTP 218 2 Bt RIS UE A KA NBEAT 02K, IEB AR R 2EH 1)
RIS RAF N AE S PP R A N

JUE TR EHLF AR RN T AT EHLDNS BF (FF SMTP 2512 /1), S B R A AR5 45
SEAE A B S P 3R A TG E ) DNS, I HIGIF A SMTP 21l Ia 04T . BA A% RO IE R 015 3 &
1 NSRS ] 4k 2008 o ] DA i) KAt NI E A9 A (252 M EL IR 0% (1K) IS A2 s 4 HL JS 42 F sl R s 2
HEAR N H, ANEEE RN DNS K UFE % & W] 75 E k.

RAT NAG 2L 0E Vs RE PR & A NBEAT 2025, KR4E BT Cisco SenderBase 1525 i 45l i 10 R AF N\ A
BEPEE, R ST 48 PR HIR A A e P 5 ) o

HRVEAME R, ES 0 T e R A NAURTIR AR S o

Received: {53k

ERIA S

iR [E] 36 UE

] 1istenerconfig 4, A LK R 7 HC B A BRI 0 N AN REATWT FE e BB B B4
1) Received: 153k,

ARWEAE R, TSR .

AT DL AT T R e 1 5 R K BRI B 30 B n AN, 5 58 4 B e 1A 1R R N bl s 3R kb kA 0k Ok
HHEht (Bl “joe” 5 “joe@example.com” )

ARHEAE R, S R TR .

AR MBI L R R B AR, PRt RS A D AR BN AR A [B], - I ZR G vl EAIRG AT AR i Ak g
AREAER, WS IR BE.
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. 132 Map

13,2 Map

X RCE A REAN IR, AT DR AN R R, AT DA DG E sl ) 2 A S S v ) A
Wtk N SE RN . Flh, joe@old.com > joe@new.com

ARG R, WS P Th e

54 A 373 i8] 3% (RAT)

DO T ANBHE, RAT A SV € B 45 52 TR PH IR BT AT A5 1K 51134
ARVEMFER, WS TR AR 3Z S 4 A .

Al &R
4 BB — RSP T 2  B1—Ao AMCRE A ROBLSL . 5044 CE R CEWOM e . P 5l
PEA U o ROPTTO) 15 4136 117 SUIRIHI4A IR, 2B PR (e e A St 25
AL B, BN 4%

LDAP U N5

AL FH IR LDAP St 5tk s S /5 SMTP 23 3 $I 1] 5 1A BA 1 &b BEAR B A i A A S
Pl (AEASBIWTRRR ) o ARPEANE R, SR BWrRer. IX A oy SN AT
HRAE H A8 (DHAP):  REHSZ M T 7E SMTP 23 1& B CAEBA A TP 44T SMTP 23 1& 5k, Ul
RAE LDAP H o hHRAEEN, 7T DARCE AR G0 AP T SE IR 3R R A e 25 57 B F

HREANME R, SR LDAP #if].

SMTP Call-Ahead Y14 A L& iE

O MR 4 A £ E4T SMTP Call-Ahead W NBGUERS, HRAF42 4% & 285 5 ik MTA 11
SMTP 251, [AlIf % SMTP 45 #e 14T “Call-Ahead” LASSTFWCAE N o 2495 £ 2515 SMTP iR 5% 2 i),
B2k SMTP IR 45 % (Wi 3 3% [0 B R A 22 4V 4% o BEPE 22 2 2 B K 2 SMTP 21 JF: 1] & 3% MTA
RILMA N, DUFEFHET SMTP R4S 28 (L& AE SMTP Call-Ahead B & S e B 0¥ B 4kskos
TH L E ik

AREAE R, WS SMTP fik 55 s KW f A

TAERAFI/EE B

TAEBAIZ AR (K WSS 22 A% 1 B BU Wit FEEA T AR BRI 3 5 A PRAL Ok, el adugs
LAFN RSN RSB R . SCPHE B B i Bk A L D8 A5 A1
2o
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AR PR Z K (DLP) HREOGE T ANRHBA: o A7 AL TAEBNS P (4T 442 B REAT DLP WEAFH1 35
S EHS TR

X ED
o« MR M A RS, BT W
* LDAP i N B2, 556 1T
o Dl LDAP th%E , 45 8 1T
* LDAP #th, 258 1T
o MRPFRLERS . B8 T
o WRLR RS Gl A S, B8 it
s fEEX, #1070

ERFE B R RS
R, R RS (BB D SRR IER) AR 2 T A
AT 5

BB TARAT RN, B AAE 7 RN Ja e Bk #:1, 5aH «

o WA N A R A B s 4,

* HAT e B i B 55 413,

o AEAE AN IR E 2% S SO A Sen B s 7314
PSR AE AN 25 X BT Ja AN B TR #5434, o8B EoHA T i sl S itk . (22,
EH T S SRS 1 e 77 95 B 414 PR IS0 0 6 DR 25 DX JSCA T Je B4 T B s B 414 IRT kg 224 S A2 o 251X
PR, A SR () W T BE L . BT, i R S T RS SR 1T ek B AR A T ELA R
1 HLAE B 25 DX AT 2 B, MBS O S8 0 A G B s 03, DUZ B A AR 25 DX U T Ja g 1A T B
R
FRE, BRELE D4R (4 HAT D) 2250 7 434, I HLASAE ISR b1 T A BA A )
EREB TN W R b SR 2 S 3T AEBAA R I B 04T s 7 3% B A1 4

LDAP Y14 N32%

AT LLS AT LDAP JERE M K 2 X AT 75 SMTP 23175 5 18] 5 T4 A #71 o Ak A% N B A2 PRI A2 A s
PEHNE (ZEASTITRR T H) o KRG R, SIS Y . XA % & i 5y S my
HEA H SRR E TG (DHAP): RS2 M HAE SMTP 215 5 TAERAS AT SMTP 215 53E.
BAE LDAP HE P HRARICEN, AT LARCE R 40 DT GBI [Pl sl )i 2 37 IR

HXPRAMEE, IES AL LDAP 7).
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— AR IR R E A A VRS B AU R B LDAP £f),

I RS WU R AT OB VRN S B, IS I B % .
R LDAP Bl TSI EEN{E B, iES AP LDAP ).

LDAP 3% H

AT DK A TCE A AR 25 LDAP H S (0 m] FAR SN, K IS8 i 22 A0 3 b R/ sl s 44 3= ML
FHREANE R, 1SR LDAP &if].

BB 14 3 i
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Hita
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