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Threat DISABLE

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules. You also must have this license to
apply file policies that control filas based on file type.

Includes: % Intrusion Pol cy
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Edit Physical Interface

Interface Name Mode Status

dmz Routed v Q

es. Learn More

Description

IPv4 Address IPvE Address Advanced Options

Type

Static v

IP Address and Subnet Mask

192.168.6.1 / 24

$1B3 R COEE B, %R Objects, #RJ5 M HtHF %+ Security Zones.
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Add Security Zone
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Description

Mode
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inside2
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Add Access Rule

Order Titl
2 - Inside_DMZ

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Networks + Ports +  Zones +  Networks + Ports/Protocols +
g inside_zone B dmz-zone
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FEATRGITR, FAMRBRE B # AT 5 0 B0 1E
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1.

WHRA A AL R CLEEIET, W2 %k 15 .

o a1 - SERAGI L% T o o BRI 12 885 (TCP). WM& T HoAthmim 1, W12 %25
1025-65535 (LA .
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“ B ARSI RHEAEILAE N AR PR
Identity Policy Configuration

Identity Policy

ACTIVE AUTHENTICATION

Server Certificate Port

DefaultinternalCertificate v 885

SSL Decryption

Decrypt Re-Sign Certificate

NGFW-Default-InternalCA v g

@ Download the selected certificate. @ Install it on all client machines for all
browsers. Read detailed instructions (2

If you do not install the certificate, users will see warnings for untrusted HTTPS
connections.
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I Firepower B HE R 5



| Firepower BB B 013 A 22451
mmEATmenmsrE |

ER Z G AT A5 S 2 1 1dap-login-dn T 1dap-login-password. 121,
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de=com. W5VERE, cn=users iZIE ML —E 0, I LIEA 4
“users” ICAFICR L E AL E

* 54 DN (Base DN) - F T4 R B A v 7 RUZEAS U HSmt, B 2RI g A LA, 43
4 de=example,dc=com. K& HILHE DN KI5 5, WS FH0E H kLR IR A

* AD FEi - WA Active Directory 564 F g 144 . 19141 example.com.

o EHLZAP Hitlk - H MRS 2410 BHLA P Hihk . an S Lnas 7 s 2 I SS a, A0
e ek, Ak TP k.

s im0 - T 5 RS2 EAE o 5 . BRIAME N 389, WL LDAPS 15 4 N Jrik, bl
FHim H 636,

o DR - BRI Be FAEH P RS B, IR R AT R 0775 STARTTLS 5 LDAPS. #
GERN AN TE, W Ul A SO R P R 4LE R

* STARTTLS ¥ &V ig N J5 vk, AR H RS 4% SR e v . Al i 11 389 6
L SR AT T T RN VPN, AN S b sk 0

* LDAPS H% 3T SSL [¥) LDAP. ik 0 636,

* ZIEER CAED - WERERINE 77, w5 FARE BAUR AL (CA) IE1 LMELE RS A H
SRS A8 2 A FH 2 A5 AT 0 Ee . W Bl R PO T S 300, DURE 15 Hp (R A 45 4 44
WA S5 #% EALAA /TP HhEDTES . B, A 10.10.10.250 /% 1P Huhlk, (HAUEH
il 4 ad.example.com, JUJIZE 2 K.

il
B, N ERIR T WA ad.example.com IR S5 2% BRI 4R, F104 example.com, H
K 44 Administrator@ad.example.com. BT 2 4L B THrH 4 (DN)
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Name Type

AD Active Directory (AD) v
Directory Username Directory Password

Administrator@ad.example.com 000000 e
Base DN AD Primary Domain

ou=user,dc=example,dc=com example.com

Directory Server Configuration

Hostname [ IP Address Port
ad.example.com 389
Encryption Trusted CA certificate
NONE w t w

k) XFT AD BRIR, A NINI G A5
TR R ZRABL T LT A 2

Order Title AD Identity Source Action
1 v Require_Authentication AD ~ ﬂ Active Auth v
Source [ Destination Active authentication
Type ACTIVE AUTHENTICATION
HTTP Negotiate o For HTTP connections only, pre

specified identity source to obt
connections, even non-HTTP, f

Fall Back as Guest @ prompted to authenticate agair
access. You must configure the

Turma — Salact tha aithantisakic

D A E AR .

WARERE DA A, v DR BIERE AR A — DR, R AR B S . A2
JUFHTEEAT S SR AN AL AR ICAE e % ERCE B, RIS k. Rk, s mT AT — 4
RS, ARG FHE TN, XA A S I B ERCE T 0 o, eI b BT
ORI IR L SHIE
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HPR2 f Inside Outside Rule 1 fr) IR _F A5 S SCh 5217 -

Inside_Outside Rule Uy [a] U BIE A FEAT RN o AH BT ASEIN 2 52 (5T e, BT AZEVT R4 R

FEAE N B TP bk R 2 SR AR SAT I, RGENITCE T2 E AR E (FInNHD

FLLCRHE . AN ORI T O VAR AE AT R, R AT AT &

iR ( ISA 3000, ) %% B4 Inside_Inside Rule M\ “fF4F7 BSCH “IF”7 o LRI T
PN 1 2 TR R 9

a) Ak B GUI LI e

b) 4 BUFRAR 7 Inside_Outside Rule 1747 (U FRIHRE B ek L4 Som g AR Fbs RS o ot i
Bk (@) LT FF B

) HAHRMELEERE.

Order Title Action

1 v Inside_0Outside_Rule

d) i E DR T M.
PHIB 3 LT ) P I e BRI A e H &g sk

PRI L 7 5 A e H A sk U 1) 28 S0 0 DL e ()42 (1945 B - Inside_Outside Rule #HI
M H &S, HEUEERZEH &%, Kk, 6 AR 7R Inside_Outside Rule {55, 1
AN S 5 A AR I B AN DR I PR3

a) gy U PRI GO A ER AR AT AR

Default Action ACCESS CONTROL: (@) BLOCK v

b) IEFFEEE HEIRME > IR IR RAT
¢) RiiE.

PB4 WE NI EGEE (VDB) Bl

RRb2 e W A A VDB BB, A A al U 82 o N (K S A D45 o 485 52 W 58T VDB
TS ATF3l FECERT, ] LBCE e R DU R PR F A A T W E v R BRSSO,
VDB S b TAPRE, B DU T ZER U K SR VDB ST o

a) midi &

b) iy “HEH AT EEEE.
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Updates

View Configuration >

¢) i VDB AT HEE.

2 265.0

Configure
Set recurring VDB updates

UPDATE NOW

d) & PRI
EFEA LM X KN TE N . 306, TR R GAE NECEHR & AT . SR A
DG EPATREERAE . BRI, W AT MIORAT, H AR P2 AT IC 3 B L

W, DR RIS R H A 12:00 (i 24 /NSRRI 35— VDB,

Set recurring VDB Update

Frequency

Weekly

Days of Week Time

v at 00 v : 00 v

e) MiifRTFE.

ez LR N
a) s AT A AR E A AR

@&
m.
b) i L ENERE 44l .
] USSR B e i, Wl DS AR E, FHJG PR AT 45 A R B8 Dy S il 5%

T—F Mt 4
XIS, PP RO NG s TP AN T AR SGAE R e S mT LA X L5 B B AAAEAN T
LR, TEHE BT )RR BRI AN T P 32 1) 3
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R BT AR AR RS A AR B, 8T 28— AN A7 RS AR A SO SR
TiAh, R X AT BE A I VF AT E.

R B IR URL R A OCAE B, W22 sicjiti URL 1L €.

4n1aJ PR LE B By

MRS AR SRS AN 2V el R AT RS AR R B AR S8 (IPS) i . AR SRS W] 734
WIZUm i, AR OB UG A A RSN S IR AR MR P I B VL C, R GURE 370
%, B ER

KPP ARG, A i Mg TR P R A AE AR o TEIRE AR SR S U5 ) 22 R AR SC I,
RORAELVRARSL: AT S U7 PN A IR 2 i, 5 SC AR A AR SR Rl i i

T HRENS S IR U A RN PG B AR SRS o 0 T BN R AR B BRLE St (K, RGNS AT R
ih, WERBARAE SRV, BT LR AR SRS E B BOARAR IR — 30

JBRHE L Firepower RGHEME L P NAZ LG o IXLETR0E i LR} Talos 54 /N (Talos) e il, ke T
AR FITIAD BE 35 B0 D) FEIR S R e 4 e

B T A& ORI B AR AEANR 241, $a83d v DU FH 2 4 15 S ms SR 1056 PR 1L BT 45126 32 B
KEHOAAR IP Hikl, 242 CAA R URL i,

UK

TR WU BBV AT, 3 5 VAT E

DA F BRI E, A REAT AR SRS RN 22 A5k o SRS a4 (1 2 PEAS VR E, B %
VFRE R PP A . SR S i i &, DA 20 S B /s BV Rl E, IR N2 & 7E Cisco.com ]
BRERAL B PRI o

a) MR &E.
b) Al “FEREF IR AP EEERE.

Smart License

View Conflguration >

o) miBRAETIER.

RGN A%V SR, s AN PPl VR IE . ANV RS Ve G AL, H
?ﬁ%ﬂﬂ%ﬁ‘&ﬂgﬁ% “%{\ifﬂ »
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Threat DISABLE

BIR2 EX— A B AN ) U B AR SR
Tl 7 IR L R 045 N AZ A H P AL R . FEARB, FRATTS R AR IS N 21 Inside_Outside Rule

SiP

a)

b)

<)

d)

FE B R SRR
DR ARG W7 17y i) F 3l SRS
K BUbR B4 75 Inside_OutsideRule 1747 I AGHRAE L I0H LK Wom i AN ER B bR, AR5 vl

BI4E (@) LT IFZ )
WL R SRR P RV, 15T L TR

Order Title Action
1 v Inside_Outside_Rule
MENRRBEILIR

L NMRSRBEITOC A %R, SRR B AR s o

FMg R L 2 VR B S S . W TR EINGE, SIE R R L TR S FERTK . EitftR
EF AR B, AN I BEBaE, AT e ZT AT REAE R ZIT IR . AR E EEFRE
Wik, W DA PR e T R & LU G ek .

RIS BRI O A, TR ST A . BRRARINY SN T 0 AL o 2% kil 1 it
rzcatl, AR REXT R R R
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Edit Access Rule

Order Title Action

1 Inside_Qutside_Rule Bl aAlow -
Source/Destination Applications URLs Users Intrusion Policy Fil
INTRUSION POLICY

@

LEVEL OF INTRUSION POLICY

Balanced Security and Connectivity v

BALANCED SECURITY AND CONNECTIVITY

This policy is designed to balance overall network performance with network infrastructure
security. This policy is appropriate for most networks. Select this policy for most situations
where you want to apply intrusion prevention.

) sl E LLORAE
SR 3 BCE R HHE 7 (¥ BB -l o
AR YR AR A R R P2 ST, ANAR SRS A PN AR R B0t P Rl e 2 5 B B R . S

SE I EOFT LN B . ST AT 8 N, ] DABEE S R R LU PR A4 T G
BEE TR BOAMEOUT, Bl PR STE A TAERPIRES, T LA R SR R AR IBCE B i R«

a) midi &
b) iy “HH AT EEEE.

Updates

View Configuration >

o) st “MN” AHNEEE.
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d)

e)

Rule

Conflgure
Set recurring Rule updates

UPDATE NOW

S SCHUBT vl o

PP S I TR . 538k, TR RGE T EEH A2 HEh ATl Bad i
i EPAT IR D, BB O AT R ORAT,  (H R PS8 AT i P B

Biltn,  LUR Rl B 12:00 (ER] 24 /NIRRT B0BT— ORI Hcdia 2

Set recurring Rule Update

Freguency

Weekly

Days of Week Time

Mﬁﬁﬂ! el o0 = - | oo =

RAHRTF

PR A FOE AR T 2 7 BRI a3 SRS RIS
T A 22 A AR L T T U i Ll f, O RS8R AT IR B A, LR
BEANER A B BT OIS TR 22 AR AR 3 LB E AN A SRR, O ARG B 2 (I (] ok AL B
TEITIE R

a)
b)

¢)

d)
e)
f)

RiiR &, WeRERATNEERE.

mitr 2 AR IEAL P SRV #

SEAh, A ECE IR EE . BOAEOUE, SNBSS R B, (g, wrL
R ERRG, AR5 R R 2 IR IR R .

it BRREIEWR, WA .

FEMBELEIR E, fihBRET+, JFERMEIREN R LR PrAI. a5 4
i 5L PR RN o
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@ Blacklist (Block/Drop)

T Filter

Network Feed Network Object
@ &5 attackers
@ & bogon

® &L bots

@ &L cnc

© &L dga

-

U B A AR TIR IR, WER e . N BN RSE . WUER L R AT AR A
15, VERORE BE TP HhE A B M) 2 (A A7 AR B A2

g) AR RETRINILE KU

RS HNEAAAE AN B IP ik, T DUV i+ > XTI X ek (0 5. f&%
A LU R 812 e Bl 1) €1 2 3 D90 448 3 SR AL RIS I e 42

h) il URLGETR, SRR KT B Z 8 NI +> URL IR, &P URL I, it E R
Hasma) R4

LML FIZRIEAL, FnT LS B QU URL X G2 384 5, DLBH LRI A7 A ) oA 3 A
R +> URL MR 0T LOE R i 5IZRARR N €2 # URL X RIS 5
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B wmmitsm

)

® Blacklist (Block/Drop)

+

Eﬂ attackers
ﬁ] bogon

f—"‘ bots

£ cnc

E_". dga

Ak bR, R EEESHEERICRE, DU ENSRET b VSR R i 2 At IR A . o5
ili OK, {RA7FH .

W AR AN S R H R0 %, OB A B A DAl S mg 1 e I TR A BTN o 4 SR ST AN
ARG HEMRSS TS, AERITIEPESL RS 4%, DR S Rl A0k 2% e 45 4% Lo

Logging Settings

CONNECTION EVENTS LOGGING o

Select a Syslog Alert Configuration.

MR 22, Rn] DAAERE IR (AL PR Fh A I 45 5 URL % %, QI B4 B4t

ARELIEFRAGZEEIER A4 5. EALEBISNIZE . R A3 i ik o URL A HHBL7E %
A, SRVFZ ML B URL IR AL 25 ) 45 I Sens o G p 7o, mT DARHIEYE, (H
U RS R U1 R B 85 (A st s A B, P LA P B AR s L, T AN 5 A RN
Yo VR, XELIERRE G Ry R PR F (WERERCED 1Al . P, iRt
EE, X EGERCR AR N AR A AR T R A BHLE .

GRS Rl AU 63U R TV P I o e e e 7 o 15 1 S VW < PR 1T B =y T
WM 237, DL RO 5 ZEAE A BRLE 213 s st ik 5 URL.

SRS MR

a) iU BRI ARE A AR
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smarEans [

b) ridiIZBENERE H44H
T USERF B e, T ARG R, R Ja PR B A 55 81 3R BT 5 g s i %

T—F Mt 4

IR CVUIHEAT AR, X M3 AR S TR Bon BGh & H AR RO e B .
DAVEAR IR L5 HOR S, RS2 15 5 20 2 A T i, mRe 707 1 22 IR A P Py AR SR 4
5l o

XT A, BT LR “ U5 R STRUU” b b A SR A S Ol e T DAL A 4%
hEE 2R LRI P SWAE N R UM BT, RO AE AT I 2 B AR AL

anfar PR LE BB R

T

PP AN 18 i A 28 e LI P ol il HEARIE A vk S SA )  1 Jo e S A F RSy o BRIV 52 45 4
fapsl, W] 2 BhHF, RS A Mt B T S AR S G . MR RERL 5K AN
RIEAIS G o XL R e S R ATHAT S JavaSeript, |75 255% . S2IRGL 1 9 3l 30 7 S i
AINBIPFTE RN B L L EEEWE, BOAEERDEER, ARSI,

I SRS, 15 BhiG T Firepower [ 0 & AR Y G& ] T Firepower [ AMP) F il =4k
o F34b, SRR TT LAE SO SRS AT SCRFFE L, DU VR iR e I B B A S, AN RS A
e AR R A

& T Firepower (1] AMP {# 1] AMP 2 Jhy /4 24 30 oA 0 21 R e A AR o A B 1A Z000)
BRI, DMEVS ] AMP 2 U ZE R i BT A 4SO, e Al il e
(¥ SHA-256 AR &) AMP = S AFAEIZSCAF AL B . PTREIIAL E T LLZIER . BRI
AE CBAUIFIE) o WERIIEES AMP =, WAE IR

M IR SO S 5 ) 4 A OGIRG, SRR VR AR SE: AR AR AT £ D7 Il P2 R R A 1R 1)
LT, R A MR P AR AT A

T HREXT SEVRUR AR MC BSOS o 6 T i BN R R SR R St (RN, RGNS HRATAI .

UK

AR R A R BV RIIE, 358 VR AT,

SRR, A REAlH SO SR AT SR s il o an A8 2 i ) PR 14 v R,
B 5 FZVE IR I VPAL ROAS o i S CLy M 1 4%, DA 200 S BT it (VR P IE, R LA i 248 7E
Cisco.com HIZ BEAFE HLESIK .

a) HHRE.
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b) sy “REREVFRNIE” AP EEEE.

<)

Smart License

View Conflguration >

RdrEEREATER.
ARG R VAT IEE W R A A N PPV PTIE . 4L IEC R A, H
AR SO s BT .

l\.-l‘la.lware DISABLE

B A B AU ) RIS SO SR

Tiff 2 MR L6 R U G955 Y i A B A R B . AEA R, FRATT SR SO A o 2]
Inside Outside Rule '

a)

b)

<)

d)
e)

75 Rl SR
IR R L7 7 (B ) SR
K BUbR 15 £ Inside_Outside_Rule 1747 (U AGHRAE FLI0A% oK Whon 4B AN ER B bR, AR5 i i

ks (@) LT TFZ .
1 R A B P R, HEAT I R

Order Title Action

1 v Inside_0Outside_Rule

R S SRR IE T

sk AL AR SO SRS

B ZEFONRIE AR R Y NERMPITEER, W Z I8 S A AR S,
JaE R AW AMP 2 LUiE SRR R, (HAPATBLLE . GRS & E S Ir3, 1isfEH]
B WA SO PP SRR, R AT AT 2 B S

A5 P A SRS AR T AL R R AR o IX SRR S SO ], WIBHLE 1A% Microsoft Office (2
Office) AMPDF (kY. g vt, Br 1 PHIES R, XSRS T L ™ ) JEAd 9 2% 503X
SESRA RS IR EANIFT SRR, ] DLk PRI SE 5 .

XFARY], HIEHEEREEERYE.
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mmmrEsns ]

Edit Access Rule

Order Title Action
1 v Inside_Outside_Rule Bl Alow ~
Source/Destination Applications URLs Users Intrusion Policy File policy
SELECT THE FILE POLICY Co CONTR(
Use file pol
Malware Pr
Block Malware All i policies to |
regardiess

Query the AMP cloud to determine if files traversing your network contain
malware, then block files that represent threats.

f) sl BRREREIR, Il E A el “SofFdt” MBS

BRAEOL R, ToiR i aedesoprsems, o HaS e B i R R s Ha&dsk, 4 6esk
5 SR R T P PRSP R AR R

FILE EVENTS

Log Files

g) midifE LLRAE .
T3 BN
a) Rl AR ERE E R Kb,

b) sidiiZENERE H44H -
BT ASERF B e G, T DLl i RE, Y Jn A B AR 45 SR a8 g s il >k

T—F 4

UR CARA A SO BRSP4 T ASCRT AR I T 06 S /s SO 2R L SO R A
IR R e ST AVPALIR LA L, Ul 5 5 1) I 208 £ ST A i T 2 o o 2250 22 2 e T 1t o
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B wasienzsEmRzs ORLEE

anfr SEhe Al FE 2 € kB (URL i)

TV 48 W] BEBEA W] RS2 A0 SRS o T 3 B2 A P SRS W] DX 0 3 5 RS P AE AL A IR I 28 5 s A AN
WS IXLEHG IR CUE T IR SO0, SRR TARRCR, @ik fsE (pl, 4edn
AREOS TAEA D LI BARTE S Web 9459 i

ST LU T URL L 80K AE SCU7 1) SN K W] 1252 A FH SRt o S8 mT LASE 400 (Blanig i) dag,
TR PR N FELLE RO REAS SR Pt o S0FF- 205 L HE, s vl LA G 2 AT VR BB L FR ol e AR
XHEE e AR 2l S A B B i A B 45 (9 URL, S iR BLLE

A5 FH A ) R 25 B A o T A SR B RV . T V] RIE RGO Fe U R M 2 i . I
H T SR bl 17 R 2 AN T 50T OCB URL LLUAZEILA URL [R1H7 2 SR AU 4 5L DALk T LA i
IRAR G 5 BRI IR TR I URL. AR Ay (Wit Bt fE . i) 4 Ak
ERAN D (Rl IR K B T P T L S B R P08 T SR F) 3l P P

LURREF A28 7 ier 4T URL o 0 St ] 42252 A8 P S o AEASB - JRATTRE BELAE S LE S AT AT 5
IS R AR KU AR AL W 3 MR 23235 15 badssite.example.com.

i

TR W ARIAT IRAE, 155 M URL VFRJiE.

AR URL PFAliiE, A B URL JOANE 245 8, B A bl iAo (5 8. 2R
T KR PP VR AIE, RS AR eI PP RS o 2R S e, A 2500 S BT s PR 7 T
WE, IR AN B AE Cisco.com R4 REFR A1 B IK -

a) MR E.
b) Al “FEREVFE” AP EERE.

Smart License

View Configuration >

¢) siii URL #FRLEATHER.

RGN A%V SR, s AN PPl VR IE . AN s Vi G AL, H
?ﬁ%ﬂﬂ%ﬁ‘&ﬂgﬁ% “%{\ifﬂ »

L'JRL License DISABLE

PR 2 G URL iy vy a2 ) .
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TR EREE RLEE |

RT REARCELSE AR T U5 ) (Rt s A0, PRSEERERHLLE R o X6 T pis e, 45 mT DL G — T30,
XA IR (IR SS ) AT “SeVF” et ti T Z5UGHI BT AT I 28 2 4K Aff ) URL S 75
JE TR, P DLEIME AR SRl g5 ol nl, S e B SR 5 B

HoE, AR TR URL G . BHAE SRS 2 sl AT I, BT A 2 RS A1 LS
HEREMIFONE S, A REZ LS5 .

a)  fEAERh SRR
TR EIE AL

) BN S S R 1 T5 WIS

c)  BCEMUY. b FglE.

o WG - BRUKS HA IS o 175 ) 42 SRS R R o (HU S Sbb 200K L R DU TBCAE AR5 A [R] 5/
HR B AR A AT RN 2 B (R0 SRR TCVESRAG UL (NI VLS
AN, RINZRN G ERAE R LR S AN o TR, BATRAEH S A
B HC B VIR €U (1) Inside_Outside Rule AHIHI A/ H 1. ST et C2e G 7 oAb o
N T B R BRBEHBAR vy ) PR, de i R )RR BB e ML, DL PR PRI P SEVRIE A
LRRAER . AT HoRe], TR AR .

* FRRE - iz AR E MR AR, 140 Block_Web_Sites.
* $BRAE - WPEMELES
Order Title Action

1 v Block_Web_Sites @ Block v

d) fER/BERENUR L, S+ BHTIRR > X8, ARG EFF inside_zone, FAE I G AHE 1 ik

WHE.
AR ARIE R 5 A BEAR R o el + 4T TF—AS/NKHEHE, I sl S ER I I H -« T BLsd

B ZATH, sl Gk I H R POH R EZ I GETA R R PIETH ) o EFEIH G, sl
W LA BER A TS I B Sems rh, SR TR I H R ASRERE T H I8 N 2 S

Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks +

ﬁ outside_zone

e
b S CANCEL

e)  ZMAHEIM I L, b B> Xigik+f outside_zone.
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B wasienzsEmRzs ORLEE

g)

h)

i)
k)

Source/Destination Applications URLs Users Intrusion Policy File policy Logaging

SOURCE DESTINATION

Zones +  Networks +  Pors +  Zones i3
8 inside_zone B ouside_zone

A URL &35 F .

B+, RFIEBEE S A PR R 25 .

EZWJEP PR RIS ” o AR o AR IR ARYR R ARSI
] GE I Ay BERH 1 AR 2R

URLs Users Intrusion Policy File policy Logging

CATEGORIES +
B Adult and Pomograp... Reputation: Risk Any w
Bot Mets Reputation: Risk Any v
B Confirmed SPAM So... Reputation: Risk Any ~
B Social Network Reputation: Risk Any v

TR AT L SN FAF A BURNE SR L, T RGTZE R (R, BUNERE
], RO 2 F AT 2 KR R I3 R s B B i A7 B HOG ]

Social Network Reputation: Benign sites with sec...
ANY o
Ne SJenign sites Benign sites  Suspicious High
with security sites risk

risks

BT BR ZE 7R 2SO VR st s, A DR BB Rt e AR DL T, R PR 2K
CRIBENE R AR T R Ve AR R DRI, AT B RE S U ) RS AR R

FHALAZE 4 35

fERIE S, & nT DA BRI st R 2 A/ i SEAN S ) P ) B e

R R ZEM URL FI3R 551411 +.

TEFR DU HE RS, sl 8@ # URL 854 .

XHF 4 A URL, {4\ badsite.example.com, #X 51K K &ty E LA XS %

T Loz % d5 € 5 URL AHIE M AAFR, Wnl DU SR AR A FK. X T URL, §2)68
URL E‘JW@)‘(%MJ\» /\ﬁbﬂﬁﬁ%%&’é%d\o
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New URL Object

Name

badsite.example.com

Description

URL

badsite example.com

) EFFZHN R, R RE.
FEGi B SRS AN DB B, BIUR] 7 R 2 S B 5K b it A Bshigt .

Order Title Action
1 w Block_Web_Sites
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
URLS + CATEGORIES +
&7 badsite example.com E Adult and Pormnograp.. Reputation: Risk Any ~
B Bot Nets Reputation: Risk Any w
B Confirmed SPAM So... Reputation: Risk Any W
B Social Network Reputation: Benign sites with sec...

m) it BRRIERIETR, AR5 R GEFIER BRI > SRR FILE R ET .
FAR M H &S A e FONANE 25 EAd A Web S8l BRI 2 4 1F
n) Gl E BLRAF R .
CAIk. D WHE URL B k.

FEJ7 H URL PFRIIERY,  ARGE2r A 3R HIXS Web SRMNAHE IS B . RS 30 Pl & T,
AN B T AR EORT K WA TR B DAANAR T, AT BASC PR S R

b, BT OEFER A I I URL Ak an BRHEAT /08T DIk, SR 2ehe ) URL odfs 5 BT #EAT
uhi R, SR CSIW R HEAT 202K SR CSTAR MISRBIAMEE, e T2 AL BE 5 w] LA IE A Y
J1Z URL 53K o 0 PRI A A7 BT 22 e 350/ URL H e R T 5, PRI e . f&
DB E A RACR AL ] BOAMEN AT, KRR AT A2 R Bk 45 R

a) miili g%

b) KXNTHRZKRE > MEWE > URL TR HIE.

c) EFFEETXF AN URL Zif B} CSI (Query Cisco CSI for Unknown URLS).
d) EFEE P URL £ 77RTE], U1 24 /N,
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B vasnmmeEmREn

e) MiifRTF.
LA NI,
a) MM T EAERE E bR o

b) sl SZRIERE LA
BT ASER IR e, T ARG RE, A Jn PR B AR 55 81 3R B g S i %

T—5Htta

BRI, M P TARCRT S B 46 7 URL SRR 2 Bl B (AT R A5 o mT ADPA B
SVUABA 52 S5 1) URL 198 28 Z T IX B ANRE 5 25 PRt s IS it R R SR P A 2 i

T LRSS RI T, e FE T Wk 1 23 AN 2 BELLE T R s P 7 ) o

anqAT =l . A (E TR I
Web S8R AR N ] CTo i e T30 ST 2 (N~ 5, I8 R A Web Bt A% il 9 2%
T BEAA N D A 5

Firepower ol [} 57 180 38 ok K5 75 32 4 5 A T IS T o TR R AT 5 N6 I FH AR 5 e 2 TR0, g AS
FEET RS E ) TCP/UDP i o PRI, RIAEASE AR TR R0 1, ] ARG FEPE i BH 1 E B e VFIE T Web
RIVAER

HAR T AP e vF e B LR Ry 2 BT, (HAR AT DO 2R 2R, il XU ERL S5 AHSCHE R A
o i, fsmr LAEY 25 U7 ) IR, TSRO O BELLE A b 55 SR IR RATG F vt AU Y o
WK P 2l A AR L N P AR A, RGE b2 i

ARt RGN IR Kot 4 (VDB) SR %% S i i LAt B ARG & o AT, BEL I g DRURSE 1
(I BRI AT 19 20 N 2057 R s i G e 4 T 3l SR R

FESEAE I S0 rh, FATRBHLLE e T BB R A2 Fr IR AT A

FiaZ |l

LA P S B2 s C 5 A T SR A RN T R S 28 3 i, 2 6 e A S BI40 T ]
WA N AR AR U S PTLAAE N PRSI bR b 2 sk A5 6 7 At S AR £ 157 T 35 B S
T BRI o T35k, A2 R BIEN T W] 25 VDB 0BT, B A ER . 155
WELE WIS H VDB, LA A ER N .

i

SRR BN U7 i P
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a) RSP AR

AR 2R 45 Sk s i ()4 ) SR
b) A+ RS IE R
c)  FEENUF. bR,

* WG - BRYCKEFTRIU 7R 0 205 ) 45 SRS R R o (EE A ZB0RG LRI TS 55 AR ) 5/
F B AR S AT RN 2 B (107D AR MR oA SRAT UL (NSRRI AT
AR, BIAZ R AR R A LR K2 2D o X TN, BT TR ] 5 R4
VLA ME ELIYI ] B2 (1) Inside_Outside_Rule AH[FI KU/ H 1), nIBEt D2 BIEE T AR .
T B K R PEEHBAR R U5 ) TR0, doe 2 SR BB e RN, DA PR PRI s SEVFIL 2
TFRAER. Aol THIESRE AR .

* BRRR - IS & — N = LA FR, 911 Block_Anonymizers.
 $R1E - EHERR L.

Order Title Action

il v Block_Anonymizers @ Block

d)  iR/BREmR E, S+ DFTIRR > X8, AR5 EFF inside_zone, PR X IO HE s

HRE .
Source/Destination Applications URLs Ust
SOURCE
Zones + | Networks +
¥ Filter

ﬂ outside_zone

Create New Secunty Zone CANCEL “

e) IEMAHFMI L, h B > RiFEF: outside_zone.

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Networks +  Pors +  Zones +
8 inside_zone B outside_zone
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B vasnmmeEmREn

2)

h)

#iih Applications (RZFH) &I
BT RZ R e+, ARG A o OO TR HE R ) B R S R S B

HARTT UL G M AT e a0 5, PHAESAR N “ N TS uEds ” SRk Fe el ], Hb T UH
FRAEYT I35 %J%AAUEIJ?‘E’T%*/%Y’E, FREFERGIZARUE S A7 D g G o BRAR N B R B AR
W, A A R e s X A R N M) S 4 P b ST

FESEFEARUERT , X UTAERR AR “ NHS ™ F R HERA s AT S brvE RN o 488 205 5 AR UDRE B
2N ]

FREFRLTIFR. I, Taee B RS RPN HE, FEBES AT,
Facebook Fi! TFPT U'U)?:a?ﬂﬁﬁ*))’zﬁ e MRZHALAR XN o LI TR %
P B4 AT, DLAEMREE Y AT S A E#E . TVER, X5 L AT AEREA R VDB ST AL
.

FEAM A, <207 Ik ge AR AR .

Filter Applications ©  RESETFILTER

Risks Categories Tags Any selected

Ay ird T Search Categories T Search Tags
Any 4 mobile application mot work related
ValP high bandwadth
T 25
3 web services provider file sharing/transfer
Any e E-COMMErce share media
- b
Filter the list of applications 23 Applications
T
Applicatiorn Descriplion
ASProuy ASProxy open-source web proxy
After School Anonymous messaging app
“ Avocent Registered with LANA on port 1078 tepfudp.
Avaidr Web based proxy compatible with many popular social networking sites.

7E “ gk pEss” SR HEF SR
“IH” (Applications) IR AU NI T BN 1%L JERS o
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Source/Destination Applications URLs Users Intrusion Palicy

APPLICATIONS SAVEASFITER +

¥ Categories: anonymizer/proxy

) Ad ARIERIETR, R RIKIEFHERE B SIRME > SRR MG R
T b ZiUA ] H S SRIE IR A ESR IS U BEL L ARATAT I BAR DG A R

P AR E DR

TER2 SR
a) Rl I AR ERE E R KA.

b) il SLBRNARE H4H .
T USSR e, e DLl RE R PR AT 55 81 3R il 5 g S %

PR3 IR AR
BUfE, R RESAEM DR B P A 2 “ N R EFNER. PR/ BE®/ERIF T

PLIE I A SR Z AR o

SEAN, 3R] LAAE Web [S2 R4 i T AR 2 P PRI AR OGAR S o BE A2 A T AR S 7 B ESURH SR PR 45 2R o
BUE R T 5 00 SN FEOR SR IAIE, A NS DX, S AT DL ki i (i )

IALiPS T

ilﬂ 1—,[ 17 7:”] % H

WA BEEAT AR, AT DUR R B AL (bt i %) O FoAl 1 RS2 IR 55
AT PR IR R 2 o X T RUAE I S0, AR AL BE LU St Al 5t

o TR, fFH L HM% 192.168.2.0/24,

o LRI O ER AL 192.168.2.1. FEAIH, B4R O, 5 — Mg
HEELR#ED, FE Mg —A1#0.

o AT H DHCP A 48 (1 TAEsh R b, i H A hbth 192.168.2.2 - 192.168.2.254.
o SOVF I Z8 U7 ) HLA P W9 28 FN AN R0 8% o A 22 A58 X 4% PRt sk 4 NAT SRECS JEHbhl.
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B vasmrm

A\

AR MORBIBOE AR DA RMHRAL 2y

A BR, RS AT D B R

o WRE TN AL O, WA Z0E SERE 2L T

FFi6 Z A
g 90 285 0 ) B BT A PR L RS L

g#

E

=)

T REE,
a) il &, RJE RO R
b) A4 bR AR E LR I B2 DT AT I AR Mehs b7, ARG it b (@),
) MCEIEAIL B,

d)

* BFR - OB 7EAHIH D inside_2.
s 1B - IEPEERE.
KT - SEIRESTE O -

* IPv4 3hHEZETI R - BEXPRBLERFRTS, RAHIA 192.168.2.1/24.

Edit Physical Interface .

Interface Name Mode
inside_2 Routed
n Mo
Description

IPvd Address IPv6 Address Advanced Options

Type

Static <7

IP Address and Subnet Mask

192.168.2.1 f 24

RAHRTF

P2 OBIFERE s BB I 12 IR ANC B2 1Y) TP btk
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GigabitEthernet1/5 inside_2 Q Routed 192.168.2.1

$U2 E0HZE LALE DHCP % 4.

a)
b)
©)

d)

A g&.
B RS E > DHCP FRE .
At DHCP BRE 88 1ET0 .

TRIHTHrEUA DHCP R4 . WA HBUARE, )RS N3 0 —4 DHCP )k
5555
i R LTI +.
i 1R 45 e
* 2 DHCP BR%588 - »iili b P08 FiZ IR 4545
« 3EO - EFERE DHCP RSPl b . FEAFIH, EFE inside 2.

o Hhhibih - BS54 T LUK X g4 R PR ALl . BN 192.168.2.2-192.168.2.254 . ffifR AL 2
B2 bt ((0). 2Dl (1) 30 FE AL (255). YAk, D SR 4 v A ] 58 % T A H
Al WM HERRIX e EE . WU — RAIESE AL, BT AT A B T Sk EOR R
IEFER A HOIE .

Add Server

Enabled DHCP Server O

Interface

inside_2

Address Pool

192.168.2.2-192.168.2.254

PR Ep Y 18
INTERFACE ENABLED DHCP SERVER ADDRESS POOL
1 inside Enabled 192.168.1.5-192.168.1.254
2 inside_2 Enabled 192.168.2.2-192.168.2.254

TR 3 FHZAE LA BN R 24X

TAER O LS50, 12k AR T2 X e TR e D g . L, AR P i
IR R N, 2% 1 2l S KON 4 1 R SR

a) RS R
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B vasmrm

b) MHZHXHUHRER.
¢) ¥4 BUbRE 1 inside_zone X GATA M KHRIE T 107, ARG it el b (@),
d) sEEO T+, 168 inside 2 21, ARJ5 AR DR I RE .

Interfaces
+

inside

@ inside_2

e) midifRTF.

Security Zones

3 objects
" NAME MODE INTERFACES
1 inside_zone Routed inside, inside_2
2 outside_zone Routed outside

B — 4% SCVFAE P38 9 2% 2 ) AR 3t e A 7 e 0 U

NG A B SR VFATAT 82 10 2 [l i B DA 2N U i) 5 R0, A RE AR VFRT 7R O . ME— B A i

&, VRV IR E R e . AR , BATME BB OR A T b & ke n) T E W FHE

BN, Bk, BFHEEQIE LN, DLAVFN SO Z MIRE. @58 O xR,

et Sunl v

a) fEEHH TR R .

PR R G0 7~ 7 1Bl ) SR

b) s+ S IR

c) BLEMT. bREBAERAE.
o WGP - ERUCKS B0 U0 I 21 U e 48 1 S AR Fé o HE, A& DA 250K e R DU FSCLE A6 AH RV H
09 R Hopth 2 At ATART N 2 1 C BT 5 A5 NZ PR Ty 3R AT AL (AN TR — 4
FU,  BEAZ AR A E R TP DEIE I 28— 4D o 6T, FRATIH A e — “ Y5/ H
)7 At BT AT LK 2 B0 hn 210 51 2 1 K

o FRER - AR E TR A FR, 140 Allow_Inside_Insides

< #BRME - IERRIF

Order Title Action

4 v Allow_Inside_Inside

d) 7ElR/BREETR B, mid + ETOTIR > X8, SR)5IEFF inside_zone, 7 X O T HE H 7 o H

Eo
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Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks +

ﬂ outside_zone

- B ’.t}. Ze."e e n

e) IZMUMHFIMTIE, A BRI > XIIEF inside_zone.

2)

h)

LA, DM AR H BRI R R — X k.

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Newworks +  Ponts +  Zones +
B inside_zone 8 inside_zone

(3. ) FoENRACEE AR .

AR R LT S2AE AR, (ET ) I 2 B LA DE R B M 4 . DAk, TR A A1IE
SR A I 4 5 Wi-Fi R R S ity N R e S BRI, J5RT B AR ST P 0 1 0 2 TR PR O 2 v
RN RAT.

T EHRAT LU R AE
o M NRERELET, ARG, IR SRIESE Pl e VERBER” 5% .
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FHNPAT TEAE, 2RI NIE SFEAE AR FOE R R o 20T — 25 M) SOV 19X 268 N o038
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* NAT - InsideOutsideNATrule i& F] T R AMBE D KT #: 0, SN T8 10 PAT. Wi SR
TUEREI, ) AAGHT X 284 A AN I 245 (1) 1 o 4 TP kb 460 kg 1302 101 TP kil b g il — i 11
Tn FEAEAE 22 A Bz VA N T T 82 1 28 inside zone 32 1 ARRIN), DU AT B8 75 27 B A 8 —
SR 6

o B0 - BN SO G AEE,  n AR IR ET A AT T ERAE, AT BE O A T AT
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FER6 A

a) R A ERE R Kb,

b) S EDERE L
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FVCHT 9 1) A 75 DHCP 3REL TP bk, BLACBAT T 75l o) A Py 58 9 265 11
2% A M P O TSRO 20 R 2 VP Al R 2 A 1 D o

NI B L= 4R ERYIR S
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Firepower 2§57 18115 %30 56 3528 4 -8B KA IPS (NAZ B R GE) . W% L IIRE
FEPR LB RY, T FFAN T ZE A A By o

{EP P IS T o 220/ Wl 16 R D il R a1/ B w7/ o o SR -
TR H K, DU R RT DR B #828 J A2 B Kt i A e & o A HIgesh 2, ST LA
A R 2% ARl HDP SR URL 2651, 4555,

EARB SRR H TR s B K, EAR T DR I A A, R e 3 T (R 55
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LU LR S 28 W] 4 50 748 8 AR Gk 20 A A AT FRAICR ) A e b L 11 A 33 PR o
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FHia Z |l

PRI RRBOE S IR ISR 11, IR e I an e B R T o RIMEAE RS T8, il 204
PRI ARG A B . A T EERE WS IE R 245 B 1 AT JT Firepower B B 28 (ATl
ToL 3 P P B O 1 LRSI

UK

TR KAWL I BCE R SPAN (g e LI /p A ) S, JF A JdE LG & A i

LAR 7104 Cisco Nexus 5000 FRAIAZHAHL_E (PSR 1 BB SPAN i UM 3% 23 o W SR AE
AFIZFEMEAZIHL, s a2 wl fe A BT A

switch (config) # interface Ethernetl/48

switch (config-if)# switchport monitor

switch (config-if)# exit

switch(config)# monitor session 1

switch (config-monitor)# source interface ethernet 1/7
switch (config-monitor) # source interface ethernet 1/8
switch (config-monitor)# destination interface ethernet 1/48
switch (config-monitor)# no shut

LAl

switch# show monitor session 1 brief
session 1

type : local

state : up

source intf
rx : Ethl/7 Ethl/8
tx : Ethl/7 Ethl/8
both : Ethl/7 Ethl/8

source VSANs H
destination ports : Ethl/48

Legend: f = forwarding enabled, 1 = learning enabled

HUB 2 ¥ Firepower JEWM S 142 1 1 F2 B A HeALIF) SPAN ity [ o
I I % Firepower Ja B 48138 26 b 2400 A A FH 1035 1 o MRIE /R BIAC BN LG &, 4 FL 2R 1E 2 B AT L
FILLR I 1/48. X & P 21h i Hbriz .
I8 3 4 Firepower & B fH1EE 11 IC &0 B s A
a) MR E, REAGEORNE.
by e R B g A (@),
EF YA ARE A O a0 RSB P O o sl 1, T B S AT AR 22 4 X R b
A, FEMBR AT Z8 D0 B A .

o fmmhrEyopnts @).
d) BEATLURNACE:
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OB - LA, &2 48T TREAFFLAUN /NS . #140, monitor.
< B - IEFEA.

Interface Name Mode Status
monitor Passive b2 Q
e) MiiFAZE-

TR 4 N RIE ) 22X
a) EHEMR, RENHXTEHERERX.
b) il + .
o) HIAXNZRMBMAHIAR (5H N AIELD o #ill, passive_zone.
d) AR, iHIEHFEEN.
e) miili+, RGiEFEHEIE .

Name

passive_zone

Description

Mode
(O Routed (®) Passive

Interfaces

@ monitor

f) HEE.
PRSPl 2 e R E A B AT R R .

O 1 R RS AR e T AR AR IS B B0, AR RS A IDS (R AR
), WEERD AT N SN I SVERO . A R AR AR URL S, H#Esa b AH
A7 URL 3R (K L) o

RaT AGUE BRI, DUR € AR GEACHT BHLLE Bl el 11 IR i . XIS BRSO B
BHIE, DDA L 1, (ARCRHT B B R G W AR B P 4 B (Ko

PATR A G 28 05 I 2 N F) = 2 i XS RNR IS ] T4l 1. Rk egles) 24 X Ak
4 JIT B A R 5 3

o Qe BE IR . B 13 T

I Firepower B HE R 5



| Firepower BSiAf B 415 A 5 51

s srng targ |

o Gufrl PSR AR, B 19 T
o Qi fn] St v R A2 Ad S (URL 1 98) , 55 22 1L
o Qg N A S O, 28 26 1T

DU 1R G52 Y 4% SRV ISR N2 FIT N S O e B URL SR 5edhs

a)  RKUGLFEREE > R

b) sy + ISRV A R (N IR S AR .

©) IEFF VAN . SEREEE BRI SRR, (HOFAN G 2 S . R O A SO,
YIS IE PG M AR, DA AR 336 B4l 11 AL AN DL Ok S A o

d)  EARUEIAFR, 10 Passive_IDS.

e) AHRIELFRIF.

) AER/BRREIR L, EFER > RS REhX. ANERCE LR IR AR

FEVEA BB ATIN, LR B A R «

Order Title Action

1 v Passive_IDS Bl Allow v
Source/Destination Applications URLs @ Users © Intrusion Policy L
SOURCE
Zones + Networks + Ports +

ﬂ passive_zone

g) AN RRBEIEIR, KiPigsh 23T, %L+ Balanced Security and Connectivity A\ {7 5
W CEEBORE SRS N TR 2 80N 4D

INTRUSION POLICY

«@©

LEVEL OF INTRUSION POLICY
Balanced Security and Connectivity ~

h) gl EERRRIETR, R R RS Ry H AL SIE T

Firepower 5 A 5 1015 FA 52 451
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0)

p)
Q
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SELECT LOG ACTION

(J At Beginning and End of Connection
@ At End of Connection

O Ne Connection Logging

M E .

sili + AN SR R G TR BE A A A E T HTTP 353K (1) URL A1 (1) o

WL, T DL I AR h A URL 285005 R . 15 A BEAL BRI [R) JF4 A v e, &
GANAE R DAT A58 URL 241 1V T 42 RN I A s URL 2885 o

MR LA AR o XA PR R AR BN (Passive_IDS) 177 . WR B HTBCE AE
FHN GEHTIrARED S, TR Kz A2 VT BC R IR B2 p R .

N4 FK, 911 Determine_ URL_Category.

XRIEESE R IF.

B, BT DL LE . FIRAE —ERAEHCRT LASEI R H

FEIR/BHRIENR B, EFER > XU sl X . AN E LT b A Rl T

Crder Title Action
1 s Determine_URL_Category
Source/Destination Applications URLs @ Users © Intrusion Policy 0
SOURCE
Zones + MNetworks + Ports =

ﬁ passive_zone

st URLGETR, sl ZERIPRESHAN +, RJEIEFAETION. B, BEMIIA. 504,
ALLERAE B GO, BUREEOME “AEfT” .

CATEGORIES

a internet Portals Reputation: Risk Any ~
RO NRERRGIEIR, KB h 24TH, FRIESE R D IE SR AR
st BRIERIEIR, JFIEFFEERE R ) H SR E I

H2, WURGGEFEBRIE B, ISIEF AR IRANE RES . TR ML A 2 AT L,
HBEAEERTTIAIN AR H 545 B
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* REIEW - FLECFIA R IP AT URL. A SCTEANfE L, S By kg » 55 13 i,

IR WEhiR O BRI R R D JoVE AR S, Ik SSL iR TE R, AN T
W .

NN E
a) R EANERE R Kb,

b) sidiLBRIERE L.
BTDLAEAF AR el AT UL, M)A PR B 55 9 R B B8 I sl %
A T AR PR T AR 7 Mok B A I 2% (R R A B S T o SRR 2 1 Firepower Jal B 1 B0 25 =

N EFATTERERE, T EPEAS, DME ] DUBCE T A W 4R R AL 5 K B A3 ) T 5 %
O,

B 1AL F b B2 A, SRS R IR 55 (0 BT e s B B . S RT REXS T IR 7
B

Mg 1t b EE R (NAT)
IPv4 Hbiik Ay NAT
o SRAX A Web RS54 00 V5 AU (S B 3) NAT)
* FTP. HTTP Al SMTP [ s/ Mibhl CRAT G B R #S F 2h) NAT)
o BRI H ST (3h&F3) PAT)
o B4 DN H bk RGOS (314 F8) PAT)
* DNS WS, AMB#EH L) DNS iRkR55 &
* DNS W& B, TAHLME E 1) DNS 54
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IPv6 Hilit Y NAT
* NAT64/46 75l I TPv6 4% 540 TPva TLEX M)
* NAT64/46 7. AL 54 IPv4 HIEE I HI DNS 4517 P 5 IPv6 19 2%
* NAT66 7 fiil: 0 465 [ 1 7 25 A A
* NAT66 7= : fi] 1 IPv6 % 1 PAT

* DNS 64 [0 &0

IMIRENEME ML (RA VPN)
o W AEAN L o RN VPN 3R AL B U Il AR (RS i)
o D)3 I ZE R N VPN il AR R0 % 1 H SRS 2
il B EE LT A4 (VPN)
o {ifisf AR VPN 5 # s NAT
o WHATLEANE 1 bR AR s A VPN FH P S MU 1) (R 2730
SSL/TLS ##2%%
« B AR BH IR IH ) SSL/TLS fiiA

FlexConfig 5EB%
o W] JR FHANZEHTER A 4 Jakr il
o U0 FlexConfig B4
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