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® 201 Created
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"error": {

"category": "FRAMEWORK",

"messages": [

{

"description": "Action is mandatory to be specified."

}
1y

REST API H Ry 3 5
|



B ==ms

&R 2 PR

T 2 PR )

NMRES

RESTAPI it g |

"severity": "ERROR"

)
)
Horp, g Etkanr

R LWREM

B il i3t AR

s F ] L HR B BT SR

A TAFH B/ A B

RN S TR '—z ?iﬁé/%i/ﬁ%ﬂﬂlﬁ I FRTE A

Firepower & P H1.0» REST APT 23 SEHLH A FRA,  LLyslk /b 9 2% 471 28

% APL B3 B A FAAS TP HUMERESZ (W BN 120 450 e VFREAS TP Mk b [F2EAEAE 10 NI
o XSRS

W ARE Rl T IXLERR ], APLRE A HTTP 429 4.

API ANREHZ 135K T 2048000 715 1F7H R . X — #UU& FH T REST APIL Al APL 5 #4% . MS AT
[

S B PR, AP & H HTTP 422 455,

B i A G Al DMERG T8 7€ B Bl 78—k, FP Ay DU At 4
EZOE SellfEEZ: § T8

XSG AN, AT R I AN AR Al . XA B AR, AR DR AR o A M 5k
R BT sam Al B AL, 17 iR R R I T T BRI A

I D fER) URL 4

https://:{fmc_ip or name}: {https port}/api/fmc config/v1l/domain/{Domain uuid} /object/hosts
Wk “"Global \\ RETAIL" 3 L[¥] “testhost” XI5 Gt iE, BaifHA "1.2.3.5"

{
"type": "Host",
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"value": "1.2.3.5",
"overrides": {
"parent": {
"id": <Parent UUID>
"type": "Host"
}I
"target": {
"name": "Global \\ RETAIL",
"id": <target domain UUID>,
"type": "Domain"
}
}I

"overridable": true,
"description": " ",
"name": "testhost",

}

e

?bulk=true
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R 5 B BB A B B A i

URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{host UUID}?overrideTargetId={target UUID}

R o B BB AT

URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts?overrideTargetId={target UUID}
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WREA: GET

FiR: KR HAZ IR

URL: /api/fmc config/vl/domain/{domain UUID}/audit/auditrecords
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GET deployabledevices
TRAEA: GET
i KR AT CLEEE Y AL I S U AT A R SRR
URL: /api/fmc config/vl/domain/{domain UUID}/deployment/deployabledevices
B g T PS8 3 v 6
AT e S A

POST deploymentrequests
kA POST
i . BUEE A TR E B I S I oK
URL: /api/fmc config/vl/domain/{domain UUID}/deployment/deploymentrequests/{object UUID}

AT T RHIE IS
I HAR S

DELETE devicegrouprecords
kKA. DELETE
IR MBRFATHREXN S ID IR &4 .
URL: /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

BORR: B > e i B > Bkt

PUT devicegrouprecords
Wk PUT
Wi MR R D MR AL

URL: /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

BURR: BEeh > e B B > Bk
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POST devicegrouprecords .

POST devicegrouprecords

KK POST
A QAR E XS 1D (4.
URL: /api/fmc config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords

BURR: et > s i B > Bk s

GET devicegrouprecords

IERE

kAWM. GET
ik R S5¥E ID R &4l WA ARIEE ID, WIRTA &A1Y,
URL: /api/fmc config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords

GET ) URL (#%
D) : /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

BUR: et > s B > A ik

GET ftddevicecluster

kKM, GET
k. MREHN ST ID B FTID BEE LS. WIREAE N GET #55€ ID, EK R FTD #
5%

URL: /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/ftddevicecluster/

GET ) URL (4%
D) : /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/ftddevicecluster/{objectId}

BURR: et > s B > B ek

1522 HA XTRR %%

DELETE ftddevicehapair

k2. DELETE
k. MR HATHRE X 5 1D (& v al PR X o

URL: /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{object UUID}
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R : W4 > WS P > B0k &
A\

EB 1217 configure high-availability disable 174 LA FTD 15 % I Bk i b e B i &

PUT ftddevicehapair
WRAKM: PUT
Hiid: )y Firepower UMM 4776 il T4 45 0 B R AL
B YA 0 OB A A b
« M YRS
o 7 FF 3T -5 46

URL: /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{ha container UUID}

BURR: B > e B B > Bkt

POST ftddevicehapairs
kKM POST
ik G FLATHE S L RIRIR G 1D 9B 4 5T HIRERIR o 20—V 22 T L FERCAHA AT POST
HRAR . W2 8T POST BRAR N SEHUR, FHARLEIAT T4 POST BifF .

\)

IR W, A POST #4ETE 60 Fb MmNy . JERME US> POST #:4F A 3270 120 FY 5 4T
JG 818 POST £4E. POST #54E F M N ALFE S AT45 ID FUTSRAS TS0 % . Ba] LU AT 45 % %
AT 45 ID S5 0 % AT GET BeF RV 45 e s . 5 SRS S, 155 % GET taskstatuses
, 575 Tl

URL:/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs

B e > e '8 B > B i

GET ftddevicehapairs
WHRAKM: GET

g FR S IRE R TR ID AR TEAE B . WARORERE 1D, W A m i P e x
ZFK.

URL: /api/fmc config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs

GET ) URL (#%
D) : /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{ha container UUID}
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DELETE failoverinterfacemacaddressconfigs .

BURR: et > s i B > Bk s

DELETE failoverinterfacemacaddressconfigs
k7. DELETE

k. MIERSTe 5 Firepower Ja S A i ol FH P 6 S HK Y Firepower a4 U5 181 = o) F M i 4% 75 o
&% 11 MAC Huhkid ¢ .

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs

BURR: et > e B > Bl s

GET failoverinterfacemacaddressconfigs
TR GET

ik KR H4RE FTD HA BUX SRIKH) Firepower JBip 917480 vy vl A4 e 4 1% SRR 42 11 MAC Hithilid
Ko WMAEA N GET #75€ ID, WISKZR A Firepower BUMS7 481 il M Wb i 45 S 4 11 MAC
Mol sk MBI

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontaineriUUID}/failoverinterfacemacaddressconfigs

GET ¥ URL (3% ID) :

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer_UUID}/failoverinterfacemacaddressconfigs/{object_UUID}

BORR: B > ot e B

POST failoverinterfacemacaddressconfigs
WkFAL: POST

ik : B 598 5E Firepower 8JHH 7 A 5 v FHPERC XS SCIE I Firepower & W57 il =y vl FH PR S e A% 56
&% 11 MAC Hihibid ¢ .

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs

BURR: et > e B > Bk s

PUT failoverinterfacemacaddressconfigs

Wk, PUT
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. GET monitoredinterfaces

k. BMS TR Firepower J S5 A = ol FH P 6 S HK Y Firepower 84U 5 181 = o] F M i 4% 75 o
&% 11 MAC Hihkid ¢ .
URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs/{object UUID}

BURR: et > e B > Bl

GET monitoredinterfaces

THRKA. GET

ik : KR 5F8 € FTD HA B SR Firepower JEU S 481 =y nf P M 4582 11 SRl % o WUREAT A
GET f&8¢ ID, NSRRI R FTE Firepower g B 18 5 n] FHPE IS 542 O S5Gm& id % i 51 3k .

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontaineriUUID}/monitoredinterfaces

GET ¥ URL (3% ID) :

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces/{object UUID}

BURR: B > et B

PUT monitoredinterfaces

RS

Wk, PUT

ik : 1B 548 E Firepower Ja M5 1 v ] FH P OGS SR IBE 1K) Firepower & FBip 57 480 vey vl 1 W 4 2 11 55
& 5% o

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces

B e > e '8 BE > B i

POST copyconfigrequests

kKA POST
ik K AL R 2R i B Firepower B S5 A1 45
URL: /api/fmc config/vl/domain/{domain UUID}/devices/copyconfigrequests

BURR: et > e B > Bl s
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DELETE devicerecords [JJ]

DELETE devicerecords
ik DELETE
IR U EMHRE 3%
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

BURR: et > s i B > Bk s

PUT devicerecords
kKM, PUT
iR : oS TRE 1D R &l K.
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

BURR: et > e B > Bk s

POST devicerecords
WHRFA: POST
Fik: HgdiE T3 Firepower B B H1L
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords

BURR: et > e B > Bl s

GET devicerecords
EREA, GET

g RRBCRE . WERHE TRAID, WRRIFEBRSER. WGRARREID, MR B
#MfEE .

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords

GET ) URL (4%

D) : /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}
B ek > WA 2
AT TAIER S ENA

PUT fpphysicalinterfaces
WHREM: PUT
ik A B LI

URL: /api/fimc config/vl/domain/{damain UUID}/devices/devicerecords/{containerUUID} /fiochysicalinterfaces/ {doject UUID}
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. GET fpphysicalinterfaces

BURR: et > e i B > Bk s

GET fpphysicalinterfaces
HRAKM: GET

ik R SIRER NGIPS B4 ID HIZ 1 ID SRR B A OGAE B RORRE 1D, Wk
R RE K NGIPS ¥ 1D SRIH I A ) B 13

URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces

GET ) URL (%
D : /api/firc_config/vl/damain/{darain UUID}/devices/devicerecords/{container UUID}/fiphysicalinterfaces/{doject UUID}

BURR: Bt > et e B
CIPEE R UR/ A INE - PRy i

DELETE fplogicalinterfaces
k2. DELETE
Bk BRI B LR

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/
fplogicalinterfaces/{object UUID}

BURR: B > e B B > Bkt

PUT fplogicalinterfaces
WRAKM: PUT
e A5 B L
URL: /api/firc config/vl/darain/ {damain UUID}/devices/devicerecords/ {container UUID}/fplogical interfaces/ {dbject UUID)

B e > e '8 BE > B i

POST fplogicalinterfaces
kKA. POST
Wik AEARGE A OIS B L,
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

BURR: et > s i B > Bk s

GET fplogicalinterfaces

Wk, GET
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DELETE inlinesets [

ik : KR 52 NGIPS %45 ID I 1 ID SCBeiig bz M. i RK8% ID, WKRS5HEm
NGIPS ¥ % ID KL BT A 2 54 L 1512 .

URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

GET ) URL (%
D : /api/frmc config/vl/damain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces/{dbect UUID}

BURR: Bt > et e B
CIPEE R UR/ A INE - PRy i

DELETE inlinesets
iHkK%: DELETE
IR MHERTRE B BRI IBRER .
URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/inlinesets/ {cbject UUID}

BURR: B > e B B > Bkt

PUT inlinesets
THRKM: PUT
ik Bokdne s LRI,
URL: /api/ fme config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{cbject UUID}

B e > teae ' B > B i

POST inlinesets
kA POST
Hik . frdeE B Bl NI .
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets

BURR: et > s B > Bk s

GET inlinesets
iHREM. GET

ik AR HHRE R NGIPS ¥4 ID NI AR 1D SRR A IBAR AR O A5 R I SRR SR 2 WIRER D,
WU 2R 15 48 7€ 1 NGIPS ¥4 ID SRERIK A WERER 8113

URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets

GET i) URL (3%

D) : / api/fme config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{object UUID}
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BURR: e > e i Bt
AT e S A

GET staticroutes

WHRFEA: GET
ik: KR 5% & RN 1Pv4 Fl IPv6 BRI K 513K
URL: /api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/staticroutes

GET ) URL (%
D : /api/frmc config/vl/damain/ {domainUUID} /devices/devicerecords/ {containerUUID} /routing/staticroutes/ {object UUID}

BURR: Bt > et e B

DELETE ipv4staticroutes

Wik : DELETE
ik MRS $8 € 1 1D SCHA TPv4 B AR .
URL: /api/fic_ config/vl/domain/{darainUUID} /devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/{dbject UUID}

BURR: B > e B B > Bkt

PUT ipv4staticroutes

WkFAL: PUT
fhik: B 5¥eE 1D KELW IPv4 Fra i i .
URL: /api/ fic config/vl/darain/ {damainUUID} /devices/devicerecords/ {containerUUID} /routing/ipvdstaticroutes/ {doject UUID}

BURR: B > e B B > Bk

POST ipvastaticroutes

WkFEA: POST
k. B 1Pv4 A .
URL: / api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipvéstaticroutes

BURR: et > e B > Bk s

GET ipvéstaticroutes

kA, GET

ik KR GIRE 1D KRR IPv4 BAE . WERRIRIE ID, WK R A IPv4 i i i 14k .
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DELETE ipv6staticroutes [

URL: /api/ fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipvéstaticroutes
URL for GET ID::

/api/fc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {cdbject UUID}

BURR: et > s i Bt

DELETE ipv6staticroutes

iEkJA: DELETE
R MHBRS 455 1 1D BRI TPv6 FE A o
URL: /api/ fre config/vl/darain/ {darainUUID} /devices/devicerecords/ {containerUUID}/routing/ipvéstaticroutes/ {doject UUID}

BURR: et > e B > Bl s

PUT ipv6staticroutes

TR, PUT
R BB TRT ID R IPve A%
URL: /. api/frc config/vl/darain/ {darainUUID} /devices/devicerecords/ {containerUUID}/routing/ipvéstaticroutes/ {doject UUID}

BURR: et > e B > Bk s

POST ipvbstaticroutes

WHkJE7A. POST
Wk QI IPve SRS .

URL: /api/ fme config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

BURR: B > e B B > Bkt

GET ipv6staticroutes

kA GET
fik: KR S5%R@ 1D KEW IPve A . (A AKYee 1D, WA RITE IPv6 &k 5%,
URL: /api/ fme config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

GET 1) URL (4%
D) : /api/frmc config/vl/darain/{damainUUID} /devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {doject UUID}

BURR: et > s i Bt

DELETE virtualswitches

k7. DELETE

REST API F1E 35 .



B rutvirtualswitches

REST API i35 |

iR MIBRIRE R ERB RS AL
It 75 3% 7E Firepower 1010 & & EAT A
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/virtualswitches/{object UUID}

BURR: B > e B B > Bkt

PUT virtualswitches

Wk, PUT
ik AB R E W BRI RSB
Itk 7735 {X 7 Firepower 1010 i&& AT .

URL: /api/fmc config/vl/domain/{UUID}/devices/devicerecords/{containerUUID} /virtualswitches/{cbject UUID}

BURR: et > e i B > Bl s

POST virtualswitches

kKA. POST
ik fEfa e s el A el
It 773%{X1E Firepower 1010 i&& EAT .

URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/virtualswitches

BURR: Bee > e B B > Bk

GET virtualswitches

kM. GET

iR KR 545E 1) NGIPS B ID FUB A HAL ID SCHEM MRS bl . A AR s HEAUAT He bl
ID, WK% 5485E 1 NGIPS &5 ID LR T A AL 5135 .

It 75 351X 7E Firepower 1010 ¥ & LAT .

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/

virtualswitches

i 1D BRI GET (1)
URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/
virtualswitches/{object UUID}

BURR: B > et e B
TS H: 2R
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DELETE vlaninterfaces .

DELETE vlaninterfaces
ifkJA: DELETE
ik : MPRS 482 1 NGFW 15 % ID FlH2 11 ID JCHKH VLAN £,
It 75 3% 7E Firepower 1010 & & LAT .
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/vlaninterfaces/{cbject UUID}

WPR: & > VPN > &% VPN

PUT vlaninterfaces
TREA: PUT
ik B SR E I NGFW #4 ID A2 1 ID KBEY VLAN #11,
It 773%{X1E Firepower 1010 i&& LAT .

URL: / api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/vlaninterfaces/{cbject UUID}

WRE: 4% > VPN > &M VPN

POST vlaninterfaces
Wk POST
fiik: F NGFW #4504 VLAN £,
It 75 351X 7E Firepower 1010 X & LAT A

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/vlaninterfaces

WPE: & > VPN > &% VPN

GET vlaninterfaces
kA, GET

k. MRS NGFW &4 ID 18 0 ID B VLAN B0, R ARIECED ID, NKHRY
F8E 1 NGFW %245 ID RECHI T VLAN #1515 .

It 77 3%{X1E Firepower 1010 i&#& AT F .
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/vlaninterfaces

GET [¥] URL (%
ID) : /api/finc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/vlaninterfaces/{cbject UUID}

B ¥4 > VPN
TR S AR
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. PUT fpphysicalinterfaces

PUT fpphysicalinterfaces
WK, PUT
ik A B I
URL: /api/finc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID} /fophysicalinterfaces/{doject UUID}

BURR: et > e B > Bk s

GET fpphysicalinterfaces
kAWM. GET

ik KR HIRER NGIPS B4 ID M%) ID SCIBCHI ) B A OG AR B ARORRE 1D, Wk
R HRE K NGIPS ¥ 1D RIKH FT AP B 13

URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces

GET ) URL (%
D) : /api/firc_config/vl/damain/{darain UUID}/devices/devicerecords/{container UUID}/fiphysicalinterfaces/{doject UUID}

BURR: B > e B
A TRLER S5 AR

PUT physicalinterfaces
RS PUT
Wik (iR B L,

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/

physicalinterfaces

BURR: B > e B B > Bkt

GET physicalinterfaces
kKA. GET

ik KR EIREN NGFW ¥t ID A% O ID RECHIPBERE O WRORSE 0 1ID, WK R 51k
SE 1) NGFW B4 ID KIKI AT Y H% L 514K

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/physicalinterfaces

GET ¥ URL (§%
D) : /api/fic config/vl/domain/{damain UUID}/devices/devicerecords/{container UUID}/physicalinterfaces/{cbject UUID}

BURR: e > e i Bt
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GET bridgegroupinterfaces
kM. GET

ik : KR HIRER NGFW ¥4 ID A% L ID SRR 1 o i RORIRE 1 ID, MR Y
FRE M NGFW B4 ID KRIER P A B 4L 1 K514

URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

GET ) URL (#%
D) : /api/firc config/vl/darain/ {domain UUID}/devices/devicerecords/ {container UUID}/bridgegroupinterfaces/{doject UUID}

BURR: e > e e B

POST bridgegroupinterfaces
WHRHKA: POST
fik: B SR E M NGFW %45 ID Rz [ 1D SRR AR 41 4 1
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

BURR: Bt > e B > Bk s

PUT bridgegroupinterfaces
WERRA: PUT
il P IR T Eispch s & Ml S ik AN
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

BURR: et > te i 8 > Bl s

DELETE bridgegroupinterfaces
ik DELETE
HiAR: MERS 4872 1) NGFW 15 4% 1D 2 11 1D JCIHE 1 MR 282 11
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

BURR: B > e B B > Bkt

GET redundantinterfaces
kK. GET

id: KR 582N NGFW % & ID A4z 10 1D B TA# I . W ARSs e 10 ID, WK R 5
SE M NGFW 4% 1D SCEI BT LR I 3R

URL: / api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

REST API H Ry 3 5
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. POST redundantinterfaces

GET fJ URL (4%
D) : /api/fc config/vl/domain/{damain UUID}/devices/devicerecords/ {container UUID}/redundantinterfaces/{dbject UUID}

BURR: et > e e B

POST redundantinterfaces
R POST
Wik fERSE A LRI AR,
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

BURR: B > et e B

PUT redundantinterfaces
TRk, PUT
TR T e el & AR CN e N
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

BURR: et > e i 8 > Bl s

DELETE redundantinterfaces
k2. DELETE
ik MERTR 2 W ERIURER M.
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

BURR: B > o e B

GET etherchannelinterfaces
iR A. GET

ik KR SIRER NGFW Bt ID A% 1 ID SRECAY LUK EIEE M. WER AT E ID, WRY
FRAE N NGFW 4% ID IR BT AT LUK B IE 2 1 81K

URL: / api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/etherchannelinterfaces

GET f¥) URL (4%
D) : /api/firc config/vl/darain/{damain UUID}/devices/devicerecords/ {container UUID}/etherchannelinterfaces/{doject UUID}

B e > B i B
CIPERpUR/SihE 28
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POST etherchannelinterfaces .

POST etherchannelinterfaces
R POST
ke AR I A R LK R B
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/ethernetchannelinterfaces

BURR: et > s i B > Bk s

PUT etherchannelinterfaces
Wk, PUT
s B A LUK R R
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/ethernetchannelinterfaces/

BURR: et > e B > Bk s

DELETE etherchannelinterfaces
k2% DELETE
FIR T B TP IR LUK P 2 1.
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/ethernetchannelinterfaces

BURR: e > e e B

GET subinterfaces
SRR, GET

ik R SIRER NGFW B4 ID AL L ID SRR 7% 1 WERARTRERE D ID, R 5 H5E
(] NGFW #¢#% ID SRIRIN T 1 7 513K

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

GET /) URL (4%
D) : / api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces/{dbject UUID}

PR Bea% > e e B

POST subinterfaces
kKM POST
R AEFRE B B RO
URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

B e > B B B
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. PUT subinterfaces

PUT subinterfaces
THRKM: PUT
ik BodRE k& LT
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces/

BURR: et > e B > Bk s

DELETE subinterfaces
k27 DELETE
k. MR s LT RE .
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

BURR: B > s i Bt

GET fpinterfacestatistics
HRKM: GET
Hiid: K02 5 0 NGIPS B 1D SN0 AT HE 1 4 122,

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/
devicerecords/{container UUID}/fpinterfacestatistics

BURR: B > s e B
A TRLER S5 A

POST interfaceevents
ihRkEM: POST
ik e e B A M
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/interfaceevents

BURR: et > te 8 > Bl s

GET interfaceevents
kKM GET
ik KR LA MBS .
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/interfaceevents

BURR: Bea% > o e B
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BREARSS

POST collections
IR POST
HiA: M TAXILUER A
URL: /api/fnc_tid/vl/domain/{domain UUID}/taxiiconfig/collections

BORR: g

POST discoveryinfo
kM. POST
FiR AN QU AT T TAXI AR S IO .
URL: /api/fmc tid/vl/domain/{domain UUID}/taxiiconfig/discoveryinfo

BORR: 1 RE

GET element
RSB, GET

ik : RREIRE ID KRR A H TR BRI . WIARERE ID, WRR P M T & Re
wFIER,

URL: /api/fmc tid/vl/domain/{domain UUID}/tid/element
GET E':] URL (Tﬁ D) : /api/fmc_tid/vl/domain/{domain UUID}/tid/element/{object UUID}

R e

DELETE incident
kKA. DELETE
ik MR
URL: /api/fmc_tid/vl/domain/{domain UUID}/taxiiconfig/incident/{object UUID}

B fE

PUT incident

ik BEUIATIREXRN S ID R RE .
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Bl cETincident

URL: /api/fmc tid/vl/domain/{domain UUID}/tid/incident/{object UUID}

FOR: g

GET incident
R GET

ik R 545E D REB e . WRARIEEID, W RITA B REHEMPE. BRINHT,
BTN LS B 25 NER, EERT LMEH 1imic 8038 N2 40,

URL: /api/fmc_tid/vl/domain/{domain UUID}/tid/incident
GET E(] URL (Tﬂ D) : /api/fmc_tid/vl/domain/{domain UUID}/tid/incident/{object UUID}

BB i RE

PUT indicator
VR, PUT
ik BEHATREXNS ID K7t
URL: /api/fmc tid/v1l/domain/{domain UUID}/tid/indicator/{object UUID}

B : 4 fE

GET indicator
iRk A GET

g MR EIRE ID RIKITERar . WARRIRE ID, IR A s sk, BT,
At B2 o 25 MEUR, SEEE W DT 1inie ZEOE NS 40,

URL: /api/fmc_tid/vl/domain/{domain UUID}/tid/indicator
GET ) URL (3% ID) : /api/fmc_tid/vl/domain/{domain UUID}/tid/indicator/{object UUID}

FORR . g

PUT observable
kKM, PUT
fhik: ESGEFR e X4 1D 1 observable.
URL: /api/fmc tid/vl/domain/{domain UUID}/tid/observable/{object UUID}

FOR: g

GET observable

Wk A. GET
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PUT settings

GET settings

PUT settings .

k. KR 5F85E ID KHLY) observable. U9 AFRE ID, WKL ZR T4 observable 151K . BRINEH
T, AN ESER 25 AR, WEE T PEH 1init S8 INF) 40,

URL: /api/fmc tid/vl/domain/{domain UUID}/tid/observable
GET fJ URL (4% ID) : /api/fmc tid/vl1/domain/{domain UUID}/tid/observable/{object UUID}

B B 6E

IR PUT
PR PO B R R
URL: /api/fmc_tid/vl/domain/{domain UUID}/tid/settings/{value}

R e

kKA. GET
ik R RIFEEMNIF/ CERE . WA E ID, WRRIA TID WERVIK.
URL: /api/fmc_tid/vl/domain/{domain UUID}/tid/settings

GET E/‘] URL (:}ﬂ D) : /api/fmc_tid/v1/domain/{domain UUID}/tid/settings/{value}

FORR: g

DELETE source

PUT source

ifkJA: DELETE
FIA TR B R REJA
URL: /api/fmc tid/vl/domain/{domain UUID}/taxiiconfig/source/{object UUID}

FORR . g

HRKEM: PUT
Hik: BSUATIRE N B ID B AR .
URL: /api/fmc tid/v1/domain/{domain UUID}/tid/source/{object UUID}

FORR . g
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. POST source

POST source
KK POST
Fik: R RefE S s .
URL: /api/fmc tid/vl/domain/{domain UUID}/tid/source

FORR . g

GET source
iR, GET

iR R SIRE N ID RIKM R RS WERARSRE 1D, WRRITA B BRI SR . BOAHL T,
BN by 2o 25 ANEER, TR 200 LUK LA R n 1) 40,

URL: /api/fmc tid/vl/domain/{domain_ UUID}/tid/source
GET fJ URL (4% ID) : /api/fmc tid/v1/domain/{domain UUID}/tid/source/{object UUID}

BB % hE
gL R AR 55

PUT cloudeventsconfigs
kR PUT
iR : MBS TR E 1D B = A E .
URL: /api/fmc_config/vl/domain/{domainUUID}/integration/cloudeventsconfigs/{objectId}

B X 58 BLAS > 1B o 58 B g

GET cloudeventsconfigs
Wk GET
ks K g 1D I 2 L E . R GET 8% D, UKy 25 SEPL B 1
Bl

ﬁu%iﬁ/‘] URL: /api/fmc_config/vl/domain/{domainUUID}/integration/cloudeventsconfigs

GET /) URL (4%
D) : /api/fmc_config/vl/domain/{domainUUID}/integration/cloudeventsconfigs/{objectId}

BURR: X% B A%
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PUT cloudregions .

PUT cloudregions
iHRFEA: PUT
iR : MBS HRE 1D SR 2 M X il &
URL: /api/fmc config/vl/domain/{domain UUID}/integration/cloudregions/{object UUID}

BUR: REE > 8l > = ikss

GET cloudregions
ihKkEM: GET
k. frR51E ID R Z X AL E . WA 0 GET 7€ ID, iHRRITH = X 1513 .
%)) URL: /api/fmc config/vl/domain/{domain UUID}/integration/cloudregions/

GET ) URL (#%
ID) : /api/fmc config/vl/domain/{domain UUID}/integration/cloudregions/{object UUID}

BUR: RE > Rl > m ks

DELETE externallookups

DELETE externallookups
ik MIEREATHRE UUID Mo A k5 % .
URL: /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

B 0 B4 Bl > B o G B gs

PUT externallookups
WRH, PUT
ik : 1B externallookups %1% .

URL: /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

B 0 545 BlLAs > 1B o 58 B 3s

POST externallookups

POST externallookups
k. Bl B TR e 801 externallookups X % .
URL: /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups

BURR: XA BEAS > B OO S PGS

REST API H Ry 3 5
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GET externallookups

GET externallookups

ik KrZ 54 E 1 ID JCHKY externallookups X %t . WHEREA ID, WKL ZR Frf externallookups % %
Up7IF.

URL: /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups

GET () URL (4%
ID) : /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

BURR: XA B > B XSO0 S8 PGS
T e 2 EL

DELETE packetanalyzerdevices

iHkJA: DELETE
Hik: MR HAT 482 UUID (5 B Hras il 4
URL: /api/fmc config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

B 0 S4Bl > B o G B 3s

PUT packetanalyzerdevices

iRk EA: PUT
ik : B AATHRE UUID A a5 e s 4.
URL: /api/fmc_config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

B 0 545 Bl > 1B o B8 B gs

POST packetanalyzerdevices

WHREA: POST
fiik: QI HATHRE S50 PRI E X% .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/packetanalyzerdevices

B X 54 BLas

GET packetanlyzerdevices

ik, GET

ik : KR 5% ID KEKIT packetanlayzerdevices X1 % . WIH KA ID, WK RITH
packetanalyzerdevices X %[5 3 o
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Xt &R AR 55

wens

URL: /api/fmc config/vl/domain/{domain UUID}/integration/packetanalyzerdevices

GET ) URL (#%
ID) : /api/fmc _config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

R X ZE A > B 2 A
B RN i@

GET anyprotocolportobjects

kB GET

fiik: Ky R 545E ID RECHATAT UM HON 5. AR ARIRE ID, WS ZRE PR EN “2H” 1
P Ehsm X SR 53R

URL: /api/fmc_config/vl/domain/{domain UUID}/object/anyprotocolportobjects

GET /) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/anyprotocolportobjects/{object UUID}

R X% A

GET applicationcategories

WHRFEA: GET
ik RS E ID CEM NSRS . W ARTR e 1D, WA R I B 250 51156
URL: /api/fmc_config/vl/domain/{domain UUID}/object/applicationcategories

GET ) URL (%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/applicationcategories/{object UUID}

B X5 7 H A%

GET applicationfilters

kKA GET
FIR: AR SR E ID SRR N R JE AT B WARRTRE ID, WA R I A7 B ] L JE SRR B 51k
URL: /api/fmc_config/vl/domain/{domain UUID}/object/applicationfilters

GET If) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/applicationfilters/{object UUID}

B X 5 BELas
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. GET applicationproductivities

GET applicationproductivities
ifRkEM: GET
ik KRS E ID CHE N A= X% . i ARTR e 1D, WA R I B A =0 S 513
URL: /api/fmc config/vl/domain/{domain UUID}/object/applicationproductivities

GET /) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/applicationproductivities/{object UUID}

BURR: X% B B as

GET applicationrisks
WRFEA: GET
fliR: KR 5HRE ID OGRS X 5. W AR SR 1D, RS 3R T 1 RS S 1 513
URL: /api/fmc config/vl/domain/{domain UUID}/object/applicationrisks

GET ) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/applicationrisks/{object UUID}

B X5 i a%

GET applications
WRFEA: GET
R : KR SIRE ID REAIN I B WERARSRE ID, WK RPTA N X R A5
URL: /api/fmc_config/vl/domain/{domain UUID}/object/applications

GET f) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/applications/{object UUID}

B : 54 BLgS

GET applicationtags
WkEM: GET
IR KR5S 455E ID SRR FHFR IO % . W ARTRE ID, WKR BT B AR C 0 1051 3%
URL: /api/fmc config/vl/domain/{domain UUID}/object/applicationtags

GET /) URL (4%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/applicationtags/{object UUID}

BB X% B as
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GET applicationtypes .

GET applicationtypes
WkEM: GET
IR KRS8 5E 1D SRR FHRMN % . W AR € ID, KR BT B A6 4 (151 3
URL: /api/fmc config/vl/domain/{domain UUID}/object/applicationtypes

GET /) URL (4%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/applicationtypes/{object UUID}

BURR: X% B as

GET certenrollments
WHRIEA. GET

k. MR5TRER ID RBCH PKIFEMS % . (R %HE K GET #55€ ID, WHRETHE PKI 6%
11512 o

URL: /api/fmc_config/vl/domain/{domain UUID}/devicegroups/certenrollments

GET ) URL (§%

D) : /api/fmc _config/vl/domain/{domain UUID}/devicegroups/certenrollments/{parent object UUID}

BURR: et > e 8 > AR i

GET continents
WREM: GET
R KR GIRE ID RIKK KRS WRARSRE ID, WERIA KRR R 513
URL: /api/fmc_config/vl/domain/{domain UUID}/object/continents

GET E/‘] URL ( :J}ﬂ D) : /api/fmc_config/vl/domain/{domain UUID}/object/continents/{object UUID}

B : G4 BLS

GET countries
WHRFEA: GET
ik : KR S¥EE ID G E MR N G AR ARSRE ID, NIRRT B /X 0 S 513K .
URL: /api/fmc config/vl/domain/{domain UUID}/object/countries
GETJURL (4%#1ID) : /api/fmc_config/vl/domain/{domain UUID}/object/countries/{object UUID}

R X% A
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. DELETE dnsservergroups

DELETE dnsservergroups
k2% DELETE
Hik: IR FLATHE A% 1D (1) DNS 45 2840

URL: /api/fmc config/vl/domain/{domain UUID}/object/dnsservergroups/{object UUID}

BURR: et > e B > Bk s

PUT dnsservergroups
kB PUT
ik BUCAATIREX S ID ) DNS RS54l .

URL: /api/fmc config/vl/domain/{domain UUID}/object/dnsservergroups

BURR: et > e i B > Bk s

POST dnsservergroups
HREM: POST
ik QU EATHREX S 1D ¥ DNS fRk55a34l.

URL: /api/fmc config/vl/domain/{domain_ UUID}/object/dnsservergroups

BURR: et > e B > Bl s

GET dnsservergroups
R GET
fiid: K% 51 1D SCHE DNS JR4241. S AT ID, WIRZFTH DNS R4 41051,

URL: /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups

GET [y URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups/{object UUID}

BURR: B > e BB > R

GET endpointdevicetypes
kKA. GET

ik R EIRE ID RIKMM ARG RN R . WIRARSRE 1D, W2 P A &0 e 4 A0 5 11
HK.

URL: /api/fmc_config/vl/domain/{domain UUID}/object/endpointdevicetypes
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GET extendedaccesslist .

GET ) URL (#%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/endpointdevicetypes/{object UUID}

BURR: X% 7 A%

GET extendedaccesslist
WRFEA: GET
fliik: K% H5IRE ID KRB VT 4R . WRoRTRE ID, WESRITA Y RV 1L K 5% .
URL: /api/fmc config/vl/domain/{domain UUID}/object/extendedaccesslist

GET ) URL (%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/extendedaccesslist/{object UUID}

BURR: et > e 8 > AR i

DELETE fqdns
k2. DELETE
ik WER 5452 1D JCHL FQDN X 4.
URL: /api/fmc_config/vl/domain/{domain UUID}/object/fqdns/{object UUID}

TRy e X 5 i (1

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/fqdns/{cbject UUID}?overrideTargetId={target UUID}

B 0 58 Bl > I3 on 58 B g

PUT fqdns
WRAKM: PUT
ik B4R 1D LB FQDN X 4.
URL: /api/fmc config/vl/domain/{domain UUID}/object/fqdns/{object UUID}

G 4 BB TR SE N B L R

URL: /api/fmc config/vl/domain/{domain UUID}/object/fqgdns/{parent object UUID}

B 0 G457 Bl > B o G B gs

POST fqdns
KK POST
FiiR . O ol i HAT TR E 280K FQDN X%,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/fqgdns

?Hji Post E,‘J URL: /api/fmc_config/vl/domain/{domain UUID}/object/fgdns?bulk=true
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GET fqdns

REST API i35 |

B 0 G4 Bl > B o G B 3s

kKM, GET

ik KR HIRER ID KKK FQDN X% . WA 4 GET 4772 ID, WK FQDN X4
HIE .

1% K URL: /api/fmc_config/vl/domain/{domain_ UUID}/object/fqdns

FEE e & FIT AN

URL: /api/fmc_config/vl/domain/{domain UUID}/object/fgdns?overrideTargetId={target UUID}
(}ET‘HQIJRI,(TQ D) : /api/fmc_config/vl/domain/{domain UUID}/object/fgdns/{object UUID}

I R e B BT i )

URL: /api/fmc_config/vl/domain/{domain UUID}/object/fqdns/{£fqgdn UUID}/overrides

R B I B A 0 B o

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/fqdns/{cbject UUID}?overrideTargetId={target UUID}

PP : G B

GET geolocation

DELETE hosts

PUT hosts

kLM GET
ik KRS E ID CHEC AL BT % . AR TR 1D, TS R I AL BN R 513
URL: /api/fmc config/vl/domain/{domain UUID}/object/geolocations

GET ) URL (#%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/geolocations/{object UUID}

B X% A%

ifkJA: DELETE
iR MIBRIEE I FEVIAT S
URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{object UUID}

IRt 2 0 5B i (1)

URL: /api/fmc_config/vl/domain/{domain UUID}/cbject/hosts/{cbject UUID}?overrideTargetId={target UUID}

B 0 B4 BLAS > 1B o B8 B gs
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POST hosts

GET hosts

POST hosts .

ik B EN S,
URL: /api/fmc config/vl/domain/{domain UUID}/object/hosts/{object UUID}

G e o SRR SE N B B

URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{parent object UUID}

BURR: XA BLAS > B OO S PGS

WHREA: POST
PR O el i B TR E S H TS .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts

ﬁlﬂ% Post E/‘] URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts?bulk=true

PR : X% B A > 5 O G 45 B A%

kAL GET
k. KR S¥E 1D KW BN SR WERARTEE ID, WIZRPTA EVN S H51E.
ﬁu%ﬂ/‘] URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts

o S o B P AT B i

URL: /api/fmc config/vl/domain/{domain UUID}/object/hosts?overrideTargetId={target UUID}
GET /) URL (3% ID) : /api/fmc config/vl/domain/{domain UUID}/object/hosts/{object UUID}

J5) H R 5 X 5 1R BT AT 7 i )

URL: /api/fmc config/vl/domain/{domain UUID}/object/hosts/{host UUID}/overrides

R 8 R L S 7 R

URL: /api/fmc config/vl/domain/{domain UUID}/object/hosts/{host UUID}?overrideTargetId={target UUID}

BURR: X5 Bl 4s

DELETE icmpv4objects

k% DELETE
ik MIERTEE K ICMPV4 Ji .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

IRt X 5 _E 2 i 1

URL: /api/fic config/vl/domain/{domain UUID}/cbject/icmpvicbiects/{object UUID}?overrideTargetId={target UUID}

B X 58 BLAs > 1B 0o 58 B gs
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. PUT icmpv4objects

PUT icmpvdobjects
iHRkEM: PUT
Hik: B ICMPv4 i 65
URL: /api/fmc config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

G 4 BT R SE N B L R

URL: /api/fmc config/vl/domain/{domain UUID}/object/icmpv4objects/{parent object UUID}

B 0 S4Bl > B o0 G B ds

POST icmpv4objects
WHRFA: POST
PR . O sl s HATHR € 20K ICMPv4 i 5
URL: /api/fmc config/vl/domain/{domain UUID}/object/icmpviobjects

HEHS% Post E"J URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects?bulk=true

PR 0 545 Bl > 1B o B8 B 3s

GET icmpv4objects
EREA. GET
ik KR 5¥68% ID KECP) ICMPv4 X%, WHREA ID, NIRRT ICMPv4 X4 11513 .

51 ) URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects

i 2 kel e 1 T A A

URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpdobjects?overrideTargetId={target UUID}

GET If) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

F R E R G B BT B i 1

URL: /api/fmc config/vl/domain/{domain UUID}/object/icmpdobjects/{icmpvdobject UUID}/overrides

RF B R B0 SR R

URL: /api/ fie config/vl/domain/{damain UUID}/cbject/icmpdobjects/ {icmpdobject UUID} ?overrideTargetId={target UUID}

B X% 7 A%

DELETE icmpv6objects
k27, DELETE
Wik MHERFE T 1) ICMPv6 i 65 .

URL: /api/fmc _config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}
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PUT icmpv6objects .

Ik e 0 5 E 2 i

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/icmpveobjects/{cbject UUID}?overrideTargetId={target UUID}

B 0 B4 Bl > B o G B gs

PUT icmpv6objects
R PUT
Hiik: B ICMPV6 iy X %
URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}

G 4 S TR S 0 B L R

URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects/{parent object UUID}

B 0 54 BLAS > 1B o B8 B gs

POST icmpvbobjects
Wk POST
IR Qe W 2 AT E SN ICMPV6 i 0 4.
URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects
fit§ Post Y] URL: /api/fmc config/vl/domain/{domain UUID}/object/icmpvéobjects?bulk=true

PO 0 58 BLAs > B o S8 B g

GET icmpv6objects
WHREA: GET
ik : KR SGIRE ID G ICMPv6 %1%, WARIRE ID, WERITH ICMPv6 X4 H51K .
HIZ M) URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpv6objects
e el s BT A
URL: /api/fmc _config/vl/domain/{domain UUID}/object/icmp6éobjects?overrideTargetId={target UUID}

GET ) URL (#%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/icmpv6objects/{object UUID}

R E X B BT A )

URL: /api/fmc _config/vl/domain/{domain UUID}/object/icmp6objects/{icmpvé6object UUID}/overrides

R 5 B BB o B B A i

URL: /api/fic_config/vl/domain/{domain UUID}/dbject/icmpécbiects/{icmpéabject UUID}2overrideTargetId={target UUID}

B X 5 Bl

REST API H Ry 3 5
|



RESTAPI it g |
. DELETE ikevlipsecproposals

DELETE ikevlipsecproposals
k2% DELETE
ik MR 54RE 1D KL IKEvV] IPsec 321 .
URL: /api/fmc config/vl/domain/{domain UUID}/object/ikevlipsecproposals/{ikevlipsecproposal UUID}

BURR: X548 B > B XSO0 S8 PGS

PUT ikevlipsecproposals
kB PUT
ik : B SIRE ID KIEN IKEv] IPsec $21%.

URL: /api/fmc config/vl/domain/{domain UUID}/object/ikevlipsecproposals/
{ikevlipsecproposal UUID}

B 0 G4 Bl > (B o G B 2s

POST ikevlipsecproposals
KRR POST
ik QI SRE ID KELH IKEv] IPsec 321,

URL: /api/fmc config/vl/domain/{domain_ UUID}/object/ikevlipsecproposals

R X ZE A > B 2B A%

GET ikevlipsecproposals
WekEM: GET

k. MR 5T E ID KK IKEv] IPsec #21. MR EH N GET #55¢€ ID, W RFTH IKEv] IPsec
P BRI 2R

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ikevlipsecproposals

(}ETwﬁq(JRld (ﬁEII)) ¢ /api/fmc_config/vl/domain/{domain UUID}/object/ikevlipsecproposals/{
ikevlipsecproposal UUID}

B X 5 Bl

DELETE ikevipolicies
ik DELETE
IR HER 545 5E 1D SCHKI IKEV] g 4
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}

BURR: XS A > B O G485 B A
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PUT ikevipolicies ]

PUT ikev1policies

R PUT
ik : B IRE ID KRELH IKEv] SRIEXT 4 .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}

BURR: X548 B > B XSO0 S8 PGS

POST ikev1policies

kKM POST
ik Q545 E ID CHY IKEv] SRBS X 4 .
URL: /api/fmc config/vl/domain/{domain UUID}/object/ikevlpolicies

B 0 G4 Bl > B o0 G B ds

GET ikevipolicies

HREM: GET

k. fREIRE ID KK IKEV SEIEN G . WAREAT A GET i55€ 1D, NIRRT A7 IKEv] S}
ZHFER.

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ikevlpolicies

GET If) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}

B X 54 Bl a%

DELETE ikev2ipsecproposals

k4. DELETE
ik MR 545 5E ID KECH IKEv2 IPsec #2313
URL: /api/fmc config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

B X 58 BLAs > 1B 0o 58 B gs

PUT ikev2ipsecproposals

WHREM: PUT
ik : B R E ID SCERT IKEV2 IPsec $¢i).
URL: /api/fmc config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

B X 58 Bl > B on 58 B g
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. POST ikev2ipsecproposals

POST ikev2ipsecproposals
kAL POST
k. g 548 E ID JCHE IKEV2 IPsec #2130,
URL: /api/fmc config/vl/domain/{domain UUID}/object/ikev2ipsecproposals

BURR: X548 B > B XSO0 S8 PGS

GET ikev2ipsecproposals
kAWM. GET

k. MR S5¥EE ID KRECH IKEV2 IPsec #21. MR EHE K GET #6552 ID, W RTH IKEV2 IPsec
P B8 2

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ikev2ipsecproposals

GET ) URL (%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

B X5 H A%

DELETE ikev2policies
k% DELETE
fiik: MBR5$8E 1D B IKEV2 X 4,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID}

B 0 B4 BLAS > 1B o B8 B 3s

PUT ikev2policies
WK PUT
iR : MBS TRE 1D JCH IKEV2 X 4,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID}

B X 58 BLAS > 1B o 58 B g

POST ikev2policies
kKA. POST
ik B IRE ID SCHE IKEV2 X4
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies

B 0 58 Bl > I3 o B8 B g
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GET ikevzpolicies [J]

GET ikev2policies

kA GET

ik KR EIRE ID G IKEv2 X5 . WUREAT A GET 455 ID, WK Z 47 IKEv2 IPsec $2i)
IR FIZ o

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ikev2policies

GET [ URL (§%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID}

BURR: X5 7 A%

DELETE interfacegroups

ikJA: DELETE
Hik: MR S48 ID RIRIR: 4t % .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

LS YIPu e Sulil)

URL: /api/fmc config/vl/domain/{domain UUID}/dbject/interfacegroups/{dbject UUID}?overrideTargetId={target UUID}

B X 54 BLAS > 1B o B8 B gs

PUT interfacegroups

WHREM: PUT
ik : B S TeE ID CHNE 410 4.
URL: /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

2t o6y O SEOBT R S R B i 1

URL: /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{parent object UUID}

B 0 58 Bl > B on S8 B g

POST interfacegroups

kIR POST

ik B EE GG SR 1D SRR E: 40 %

URL: /api/fmc config/vl/domain/{domain UUID}/object/interfacegroups

it Post #) URL: /api/fmc config/vl/domain/{domain UUID}/object/interfacegroups?bulk=true

B 0 S5 Bl > (B o G B gs
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GET interfacegroups

HRHM: GET
ik FR 54 ID RBWHE D40 % . nABAT 4 GET #55€ ID, TSR I A7 e 1 410 %1 41
HZRI URL: /api/fmc config/vl/domain/{domain UUID}/object/interfacegroups

o B S BB % T R

URL: /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups?overrideTargetId={target UUID}

GET ) URL (%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

R e B BT A )

URL: /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{interfacegroups UUID}/overrides

R BB A b BRI 2 i (1)
URL: /Api/fmc_config/vl/domain/{domainUUID}/object/interfacegroups/{interfacegroups UUID}?
overrideTargetId = {target UUID}

B X 5 BELaR

GET interfaceobjects

WHRkEM: GET
R RRIAE ORISR, A4 XA 4.
5”%%5@ URL: /api/fmc_config/vl/domain/{domain UUID}/object/interfaceobjects

o S s o BT B i )

URL: /api/fmc config/vl/domain/{domain UUID}/object/interfaceobjects?overrideTargetId={target UUID}

GET ) URL (#%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/interfacecbjects/{object UUID}

HIHRF E X B T 7 6 A

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/interfacecbjects/{interfaceobjects UUID}/overrides

R B BB A E X B A i 1

URL: /api/fic_config/vl/darain/{damein UUID}/doject/interfacedbjects/ {interfacedbjects UUID} 2overrideTargetId={target UUID}

B X 54 Bl a%

GET isesecuritygrouptags

kKA. GET

ik KRR E ID 1 ISE LA brid i 5. WERASRE ID, WHKIR P ISE %2 bricd M 41
IESR

URL: /api/fmc_config/vl/domain/{domain UUID}/object/isesecuritygrouptags
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GET keychain [JJj

GET ) URL (#%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/isesecuritygrouptags/{object UUID}

BURR: X% 7 A%

GET keychain

kKM GET

ik HR 5IRER ID KILH keychain X 5. WIREATA GET 455€ ID, W I keychain Xf %
OP7IE

5|2 URL: /api/fmc _config/vl/domain/{domain UUID}/object/keychains

GET H#JURL (J%ID) : /api/fmc config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

IR EX S BT SR URL. WERARTEE X% 1D, W27~ FT A keychain %}

%: /api/fmc_config/vl/domain/{domain UUID}/object/keychains/{keychains UUID}/overrides/{objectId}

R B I B o T A

URL: /api/fmc_config/vl/domain/{domain UUID}/object/keychains?overrideTargetId={target UUID}

R ST R E N BRI R

URL: /api/ fme config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}?overrideTargetId={target UUID}

pEL

H#x UUID w] L&kl % % 11 H #x UUID.

B : G4 BLS

DELETE keychain

\}

i#>kJ$%: DELETE
A MRS 4EE ID CHE keychain X% .
URL: /api/fmc config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

Ty S 0 S B i

URL: /api/ fme config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}?overrideTargetId={target UUID}

P

H #x UUID ] DL ek % % i) H A% UUID.

B X 58 Bl > B o S8 B g

PUT keychain

kA, PUT
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[l rosT keychain

ik AEUS TR E ID KB keychain X% .
URL: /api/fmc config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

G e oSBT R SE N B B

URL: /api/fmc _config/vl/domain/{domain UUID}/object/keychains/{keychain UUID}

PR 0 B4 Bl > 1B o B8 B 3s

POST keychain
WHREA: POST
ik B e o B AR E ZHUK keychain X% .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/keychains

k& Post 1Y) URL:

/api/fmc_config/vl/domain/{domain UUID}/object/keychains?bulk=true

ﬁUfﬁ#%iEXﬂé?,k%%E%D@IJRlA /api/fmc_config/vl/domain/{domain UUID}/object/keychains

EE WURAE O S T G R B T
1. [ PUT, B HEE %007 55 8 M0 A "true"s
2. EARENT A3 POST & .

B 0 58 Bl > 1B o S8 B g

GET networkaddresses
Wk GET
ik KRN GA L L 512
URL: /api/fmc config/vl/domain/{domain UUID}/object/networkaddresses

R X% A%

DELETE networkgroups
iEsk27: DELETE
IR MERRE 1R 25 4H
URL: /api/fmc config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

IRk 2 0 57 i 1)

URL: /api/ fie config/vl/domain/{domain UUID}/cbject/networkgroups/{cbject UUID}?overrideTargetId={target UUID}
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PUT networkgroups .

B 0 G4 Bl > B o0 G L 3s

PUT networkgroups

R PUT
iR B,
URL: /api/fmc config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

G e oSBT R SE 0 B B

URL: /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{parent object UUID}

PR 0 545 Bl > 1B o B8 B 3s

POST networkgroups

WHRKA: POST
PR O el o B AT IR E S B M 44 .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups

ﬂtf%:POStE@(JRIJ: /api/fmc config/vl/domain/{domain UUID}/object/networkgroups? Bulk = true
b . 9 _ J °) b

PR X% B A > 5 O 545 B A%

GET networkgroups

iHRHA: GET
ik KR GHRT ID KBNS AIN % . ARIEE ID, WIRR A M40 L5,
FZR 1 URL: /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups

R a kA& BT e

URL: /api/fmc config/vl/domain/{domain UUID}/object/networkgroups?overrideTargetId={target UUID}
GET /) URL (4%

ID) : /api/fmc config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

HI R e G E T A I

URL: /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{networkgroups UUID}/overrides
R e Il B A b6 BRIV 7 i (1)

URL: /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{networkgroups
_UUID}?overrideTargetId={target UUID}

B X5 A%

DELETE networks

15k, DELETE
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IR IBRFEE IR 5
URL: /api/fmc config/vl/domain/{domain UUID}/object/networks/{object UUID}

I B3R 2 0 57 i 1)

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/networks/{object UUID}?overrideTargetId={target UUID}

BURR: XA BLAS > B OO S PGS

PUT networks

IR PUT
g RS
URL: /api/fmc_config/vl/domain/{domain UUID}/object/networks/{object UUID}

G i S TR SE O B L R

URL: /api/fmc_config/vl/domain/{domain UUID}/object/networks/{parent object UUID}

B X 58 BLAs > 1B o 58 B g

POST networks

kKR POST

ik e s AR E S EII M 5.

URL: /api/fmc_config/vl/domain/{domain UUID}/object/networks

HtHE Post [f) URL: /api/fmc_config/vl/domain/{domain UUID}/object/networks? Bulk = true

BURR: X548 B > B X0 S8 PGS

GET networks

WREA: GET

iR KR 54RE ID CHRI L8 0 o WS E ID, WK Z T A7 280 1K 5114

Y22 URL: /api/fmc config/vl/domain/{domain UUID}/object/networks

e el s BT A

URL: /api/fmc _config/vl/domain/{domain UUID}/object/networks?overrideTargetId={target UUID}

GET ) URL (#%Z1D) : /api/fmc_config/vl/domain/{domain_ UUID}/object/networks/{object UUID}

R e B BT A )

URL: /api/fmc_config/vl/domain/{domain UUID}/object/networks/{network UUID}/overrides

R 5 B BB A X SR A i (1)

URL: /api/ fme config/vl/domain/{domain UUID}/dbject/networks/{network UUID}?overrideTargetId={target UUID}

B X 5 BELaR
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DELETE portobjectgroups .

DELETE portobjectgroups
Wik DELETE
A IR E ¥ N 54 .
URL: /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

Ty s 0 B i

URL: /api/fmc config/vl/domain/{domain UUID}/dbject/portabjectgroups/{cbject UUID}?overrideTargetId={target UUID}

B 0 S5 Bl > (B o0 G B ds

PUT portobjectgroups
WERAEA: PUT
Ik B %4l .
URL: /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

G e o BB R SE N B B i

URL: /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{parent object UUID}

BURR: XA BLAS > B OO S P

POST portobjectgroups
kKM POST
Fik e o BAT 4R € S H0 s O B2
URL: /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups

E% POStﬂ@ URL: /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups? Bulk =
ik p B g _ ject/p jectgroup

true

B X 58 BLAs > 1B o 58 B gs

GET portobjectgroups
Wk GET

ik RrR HIRER ID RIS DX RAR R WARARIEE ID, WHR T I DX R4 21051
o

%1131 URL: /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups

R B I BB A LT A R

URL: /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups?overrideTargetId={target UUID}

GET ) URL (#%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

REST API H Ry 3 5
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GET ports
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HIHRF EX S T 7 A

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/portobjectgroups/{portobjectgroup UUID}/overrides

R 8 B L S 7 R

URL: /api/fic config/vl/davain/{damain UUID}/dbject/portabjectgroups/ {portabjectgroup UJID} 2overrideTarget Id={ target UUID}

B X5 H A%

1k KA. GET
R KR P u N R s .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ports

B X 54 Bl A%

DELETE protocolportobjects

k2. DELETE
PR MR 2 BP0 X SR
URL: /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

TRy e X 5 i ()

URL: /api/fic config/vl/damain/{domain UUID}/cbject/protocolportdojects/{cbject UUID}?2overrideTargetIc={target UUID}

B 0 58 Bl > I3 o S8 B g

PUT protocolportobjects

kB PUT
IR AE R O 5 .
URL: /api/fmc config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

G 4 B TR SE N B L R

URL: /api/fmc config/vl/domain/{domain UUID}/object/protocolportobjects/{parent object UUID}

B 0 G457 Bl > B o G B gs

POST protocolportobjects

WHRkJEA. POST
ik Aol 55 B 45w S50 sl % .

URL: /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects
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GET protocolportobjects .

it & Post ] URL: /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects? Bulk

= true

B 0 S4Bl > B o0 G B ds

GET protocolportobjects

WHRFEA: GET
ik R SHEN ID B MG NS, RKRIEE 1D, WERITA Wil D R 515K .
ﬁ”%%ﬁ(] URL: /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects

R B B BT A6 )

URL: /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects?overrideTargetId={target UUID}

GET [y URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

FI R E X 5 BT 7 i

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/protocolportobiects/ {protocolportabject UUID}/overrides

RF B R F BRI R 1

URL/zpi/firc config/vl/domein/ {damein UUID}/doject/protocolportdojects/ {protocolportdoject UUID} 2overrideTarget Id={target UUID}

PP : G B

DELETE ranges

PUT ranges

k%% DELETE
IR MBREE ke
URL: /api/fmc config/vl/domain/{domain UUID}/object/ranges/{object UUID}

Ttk 8 0 5 B i

URL: /api/fmc config/vl/domain/{domain UUID}/object/ranges/{object UUID}?overrideTargetId={target UUID}

B 0 G457 Bl > B o G B gs

TR PUT
ik BuohhE .
URL: /api/fmc _config/vl/domain/{domain UUID}/object/ranges/{object UUID}

G 4 S TR S R L R

URL: /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{parent object UUID}

B X 54 BLAS > 1B o B8 B gs
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POST ranges

GET ranges

GET realms

REST API i35 |

KK POST
R B 5 2 A S8 ke
URL: /api/fmc config/vl/domain/{domain UUID}/object/ranges

it = Post 1 URL: /api/fmc config/vl/domain/{domain UUID}/object/ranges?bulk=true

B 0 A5 Bl > B o G L 3s

WREA: GET

iR FR54RE ID GRS I % . WARERE ID, W R P ik ya D0 R 513 .
%221 URL: /api/fmc config/vl/domain/{domain UUID}/object/ranges

R E BB R A T A

URL: /api/fmc_config/vl/domain/{domain UUID}/object/ranges?overrideTargetId={target UUID}

GET E(] URL (Tﬁ ID) : /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{object UUID}

B R E XS B BT A )

URL: /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{range UUID}/overrides

R B I B A 0 B R i

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/ranges/{range UUID}?overrideTargetId={target UUID}

B : 54 BLS

kM. GET
ik : KR STEEN ID SR . W ASRE ID, AT ZR P AT AU 5113
URL: /api/fmc config/vl/domain/{domain UUID}/object/realms

GET /) URL (3% ID) : /api/fmc_config/vl/domain/{domain UUID}/object/realms/{object UUID}

R X% A%

GET realmusergroups

WHRFEA: GET
fid: KR 5HRE D CH A 40 % . iSRS R e ID, WS R A7 S 7 4 % 1513
URL: /api/fmc config/vl/domain/{domain UUID}/object/realmusergroups

GET ) URL (%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/realmusergroups/{object UUID}
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| RESTAPI FE39%

\}

GET realmusers .

*X[SE X’»J‘%{%}E%%
AT TR IEM S 2 realmUuid

TR

Ve S EES KL

GET realmusers

\}

WHREM: GET

IR KR 548E ID RERI AU PO % . WARRER € ID, WKL &R P At H - 0T 4 5136
URL: /api/fmc config/vl/domain/{domain UUID}/object/realmusers

GETIFJURL (#%#1ID) : /api/fmc config/vl/domain/{domain UUID}/object/realmusers/{object UUID}
B : XTS5 HE 2

AT ER 24 realmUuid

pE

A LB

GET securitygrouptags

Wk, GET

ik KR HIRE ID RERM HE L2 24brid e G WRARIGE ID, WK RIT HiE L2245
vt JIN7IEe

URL: /api/fmc config/vl/domain/{domain UUID}/object/securitygrouptags

GET ) URL (%
ID) : /api/fmc config/vl/domain/{domain UUID}/object/securitygrouptags/{object UUID}

B X A%
nH TR S AR

DELETE securityzones

kK. DELETE
k. MIERIEE M securityzone X % .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

BURR: X% B A > 5 O 545 B A%

REST API F1E 35 .



RESTAPI it g |
. PUT securityzones

PUT securityzones
iHRFEA: PUT
Hhik: &2 securityzone X% .
URL: /api/fmc config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

BURR: X548 B > B XSO0 S8 PGS

POST securityzones
WHRFKA: POST
ik A G A ¥R € 240 securityzone X % .
URL: /api/fmc config/vl/domain/{domain UUID}/object/securityzones

fit#& Post #J URL: /api/fmc_config/vl/domain/{domain UUID}/object/securityzones?bulk=true

B 0 G457 Bl > B o0 G B gs

GET securityzones
WHRFA: GET
Hik: KR SHE N D KB AR R, WS D, WRRFTH %4 KA R 5%,
URL: /api/fmc config/vl/domain/{domain UUID}/object/securityzones

GET f) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

B X 54 Bl a%
AT S8 2R

GET siurlfeeds

Wk, GET

ik KR EIRER ID KRB 2 2R url BHEXN R . WARRIEE ID, WARITA %228 url 5t

IEX RN
URL: /api/fmc_config/vl/domain/{domain UUID}/object/siurlfeeds

GETJURL (3% ID) : /api/fmc_config/vl/domain/{domain UUID}/object/siurlfeeds/{object UUID}

BURR: X5 B 25

GET siurllists

kA, GET
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DELETE slamonitors [

k. R EREN ID GBI 2R 68 url FIR0 % AR ARSE ID, W RIHT 242858 url 41
et JINIIER

URL: /api/fmc config/vl/domain/{domain_ UUID}/object/siurllists

GETHJURL (#%1D) : /api/fmc_config/vl/domain/{domain UUID}/object/siurllists/{object UUID}

PR X H A%

DELETE slamonitors

ikJA: DELETE
ik : MIBRS¥eE ID CHL sla MiE28 X 4.
URL: /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

B 0 54 BLAS > 1B o B8 B gs

PUT slamonitors

kAL PUT
ik : B S TEE ID CH sla IIEZ8 X 4.
URL: /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

B X 58 BELAS > 1B o 58 B g

POST slamonitors

kAR POST

ik ol s R R E 2401 SLA .

URL: /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors

HtfE Post [f) URL: /api/fmc config/vl/domain/{domain UUID}/object/slamonitors? Bulk = true

BURR: X548 B > B XSO0 S8 PGS

GET slamonitors

WREA: GET

iR : KR SIRE M ID KB SLA Hdsdt. WARIRE ID, WHERITH SLA I8 M51EK.
URL: /api/fmc config/vl/domain/{domain UUID}/object/slamonitors

GET [ URL (#41ID) : /api/fmc config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

BURR: X% 7 A%
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[ DELETE twnneltags

DELETE tunneltags
ifkJA: DELETE
IR R 545 5E 1 ID SCHRBEIE bRid v % .
URL: /api/fmc config/vl/domain/{domain UUID}/object/tunneltags/{object UUID}

BURR: X548 B > B XSO0 S8 PGS

PUT tunneltags
WK, PUT
FiR : BB HRE I ID ORI BEE AR R 5 o
URL: /api/fmc config/vl/domain/{domain UUID}/object/tunneltags/{object UUID}

B 0 G4 Bl > (B o G B 2s

GET tunneltags
kKA. POST
PR . G0 s o HAT TR € S HN B E AR
URL: /api/fmc config/vl/domain/{domainuuid}/object/tunneltags

R : X ZEHE > B 2B A

GET tunneltags
kKM GET
Sk KR SR D BT S . AR ID, MR R I BT A R 5%
URL: /api/fmc_config/vl/domain/{domain UUID}/object/tunneltags

(}E]‘E@[HRL (%EI[)) : /api/fmc_config/vl/domain/{domain UUID}/object/tunneltags/{object UUID}

B X 54 Bl a%

GET urlcategories
KRR GET
IR KR GHRE M ID RECHT url 200 5. WIRASRE ID, WK R url KRR H51% .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urlcategories

i 1D 3RE GET )
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urlcategories/{object UUID}

PP : G B
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DELETE urlgroups [

DELETE urlgroups
k% DELETE
A IR E 1 urlgroup X%,
URL: /api/fmc config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

Ty s 0 B i

URL: /api/ fmc config/vl/domain/{domain UUID}/cbject/urlgroups/{object UUID}?overrideTargetId={target UUID}

B 0 S5 Bl > (B o0 G B ds

PUT urlgroups
WRRM: PUT
ik &S urlgroup X% .
URL: /api/fmc config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

G e o BB R SE N B B i

URL: /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{parent object UUID}

BURR: XA BLAS > B OO S P

POST urlgroups
WRIFA: POST
ik G e o B AT R € 2201 urlgroup X% .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups

i&tlﬁi Post Ij/‘] URL: /api/fmc config/v1/domain/{domain UUID}/object/urlgroups? Bulk = true
p _ 9 _ J 9 p

B X 58 BLAs > 1B o 58 B gs

GET urlgroups
WREA: GET
ik KR SIRER ID KB url HX % WARIEE ID, WA RITA url HX R 515,
51)22 ) URL: /api/fmc config/vl/domain/{domain UUID}/object/urlgroups

R B I BB A% T A

URL: /api/fmc config/vl/domain/{domain UUID}/object/urlgroups?overrideTargetId={target UUID}

GETHJURL (3%Z1ID) - /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

FIHRF EX B T 7 A

URL: /api/fmc config/vl/domain/{domain UUID}/object/urlgroups/{urlgroup UUID}/overrides

REST API H Ry 3 5
|



[l DELETE uris

DELETE urls

PUT urls

POST urls

GET urls

RESTAPI it g |

RF B R B B0 B2 R 1

URL: /api/fic config/vl/domain/{domain UUID}/cbject/urlgroups/{urlgroup UUID}?overrideTargetId={target UUID}

B 0 S5 Bl > B o G B gs

IR GET
ik MERTEEM URL.
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}

IRt 0 5B i (1)

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/urls/{cbject UUID}?overrideTargetId={target UUID}

B 0 54 BLAS > 1B o B8 B gs

kAL PUT
fifiik: &2 URL.
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}

2 o6y O SEOFT R S N B i 1

URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls/{parent object UUID}

PP : G B

kKM POST
ik B 5 A 8 2201 URL.
URL: /api/fmc config/vl/domain/{domain UUID}/object/urls

#t & Post # URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls? Bulk = true

B 0 G4 Bl > (B o G B 2s

WHRFEA: GET
ik RS EN ID GBI url X%, WK C ID, MR url X %1515 .
5”%%5‘] URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls

R B B BT AR )

URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls?overrideTargetId={target UUID}
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GET variablesets .

GET ) URL (#%#1ID) : /api/fmc config/vl/domain/{domain UUID}/object/urls/{object UUID}
HI YR R G E AT 7 o

URL: /api/fmc config/vl/domain/{domain UUID}/object/urls/{url UUID}/overrides

5 R B T A LN G 7

URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls/{url UUID}?overrideTargetId={target UUID}

B X5 A%

GET variablesets

kKA. GET
IR KR 5HRER ID KRR REN S . WRRIEE ID, W RIS RIYIL,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/variablesets

GET ) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/variablesets/{object UUID}

B : 54 BLS

DELETE vlangrouptags

i#>kJ$%: DELETE
fhik: MERTRE 1) viangrouptag X1 % .
URL: /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

Tk S 0 S E 2 i

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/vlangrouptags/{cbject UUID}?overrideTargetId={target UUID}

B 0 S5 Bl > (B o0 G B ds

PUT vlangrouptags

WHRFEA: PUT
il : 1B viangrouptag ¥ % .
URL: /api/fmc config/vl/domain/{domain_ UUID}/object/vlangrouptags/{object UUID}

G e o RO R SE N B B i

URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{parent object UUID}

BURR: X5 BLAS > B OO S8 PGS

POST vlangrouptags

WHkJE7A. POST

REST API F1E 35 .



. GET vlangrouptags
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FiiR . O sl o HAT IR € 280K VLAN 44545
URL: /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags
3%% Post EI(] URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags? Bulk = true

R : X ZE A > B 2B A%

GET vlangrouptags

IHRFEM: GET
ik : KR STREM ID BN vian PR ICAT S . WHRATRE ID, W ZRITA vian 4LFRICA S 151
e

51 ) URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags

8 kel e 1 T A A

URL: /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags?overrideTargetId={target UUID}

GET If) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

F R E R G B BT B i 1

URL: /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags/{vlangrouptag UUID}/overrides
R BB A S )7 G 1
URL: /api/ fmc config/vl/damain/{domain UUID}/dbject/vlangrouptags/ {vlangrouptag UUID} ?overrideTargetIc={target UUID}

B 0 G457 Bl > B o0 G B 2

DELETE viantags

PUT vlantags

ifkJA: DELETE
FiR: MIBRTRE 1 VLAN ARic i 4.
URL: /api/fmc _config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

IR 2 0 5 _E 7 i (1)

URL: /api/fmc config/vl/domain/{domain UUID}/cbject/vlantags/{object UUID}?overrideTargetId={target UUID}

B 0 B4 BLAS > 1B o B8 B gs

KRB PUT
ik : B VLAN frid i % .
URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

2 o8y O SEOFT R S N B LA i 1

URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{parent object UUID}
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POST vlantags .

B 0 G4 Bl > B o0 G L 3s

POST vlantags

GET vlantags

RELPR S5

iRk POST
iR A E 5 AT E S50 VLAN Fr%.
URL: /api/fmc config/vl/domain/{domain UUID}/object/vlantags

Hk1E Post # URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlantags? Bulk = true

R X ZE A > B 2B A%

IHRFEA: GET
ik : R S54E N ID JCHK) viantag A% . WIS E ID, WIEIRFTA viantag X & 1513
ﬁU?%E@ URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlantags

o e B % BT g I

URL: /api/fmc config/vl/domain/{domain UUID}/object/vlantags?overrideTargetId={target UUID}
(}ETNHQIJRIJ (%EII)) : /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

FIHVEF E X 5 BT

URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{vlantag UUID}/overrides

R T R B0 SR I R

URL: /api/fmc config/vl/domain/{domain UUID}/object/vlantags/{vlantag UUID}?overrideTargetId={target UUID}

R XS A

DELETE accesspolicies

k% DELETE
FiAR: MR EATHR 2 1D (K17 ) 458 1 SR s
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

BB S > Uiy e P21 SRS > A8 o il 42 SR

PUT accesspolicies

R, PUT
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. POST accesspolicies

iR BT )2 I
URL: /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

BB S > Dy ) P2 SRS > A8 e il 42 1 SR

POST accesspolicies
Wk POST
FiR: BT AR € S H U ) 450 S
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies

BB S > Dy ) P2 SR > A8 o i 42 1 SR s

GET accesspolicies
WHREKM: GET
ks K2 SR ID SEIEI U PSS o SRR SRR TD, TUASR T4 V) P 5 5022
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies

GET f) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

B S

DELETE accessrules
kKM, DELETE
SR ARG 00U 1 32 0 SHE P (3 1 2
URL: /api/fimc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{cbject UUID}

BB SR > Uy T 42 1) > i il 2 S > 4B T8y i) 428 11 SR s

PUT accessrules
RRA: PUT
FEIR B R T U 1) 45 1 S R U e 4 )
URL: /api/firc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{object UUID}

BURR = SR > Uy T 32 1) > i il 22 SR > B T8y i) 47 1l SR

POST accessrules

TR post
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GET accessrules .

IR FEFR A B ) $2 ) S e b G A U e 45 TR .
URL: /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules

BB SHEmg > Dy i) P > D el P2 SR > A8 e i 422 1 SR

GET accessrules

PUT 23

POST 2551

TR GET

i o SARAE IS 1D AU ID SCIBCA Uy 1) BRI o dn RS 5 B 1d, RS2 S48 E 1Y
SR 1D I T A Vs ) R 8710

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules

GET /) URL (4%
D : api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{cbject UUID}

BB e > Yy il > U ) P2 51 SR s

#kJ%: DELETE
FiR MR 5 45 € SRNE 1D ORI S0 o
URL: /api/ fme config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/categories/{cbject UUID}

BURR = SR > Dy T 32 1) > i il 22 T SR > BTy i) 47 1l SR

1R, PUT
ik MBS TE g 1D R .
URL.:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/categories/{cbject UUID}

BB S > Yy ) ] > D e P2 SR > A8 el il 422 1 Sk s

WHREM: POST
TR BV 0 45 SR PRI 00 o
URL: /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/categories

BB e SR > U7 T 321 > Vi il 2o S > A8 ey i) 42 11 SR s
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REST API i35 |

Wk, GET
ik KR ST ES0E ID BRG] B oRTEE ID, W R 5485 1€ A SENE ID SCBER) AT 25 7 )
p7IE S

URL: /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/categories

GET i) URL (3%

D) : /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{object UUID}

BURR: e > T el P2l > Vi i 2 5 S g

PUT defaultactions

WREA: PUT
A AB S FE W UT 1) 5 I SRS ID FIERIAERIE ID BRI BRIA B
URL: /api/ fmc config/vl/damain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions/{dbject UUID}

BB S > Uy e il > U e P2 SR > A8 ol il 42 A S

GET defaultactions

WHREM: GET

IR KR 548 E I V7 )P I S 1D FEREAE ID SCHEI BRAEAE . oK e B0 EAE 1D, T
K2 58 BT 0] 45 s 1D O 1) P A BRI AE I 513K

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions

GET ¥ URL (%
D) : /api/fimc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions/{object UUID}

BB S > Yy i) F2 ] > D el $2 51 SR

GET loggingsettings

WRFEA: GET

A KRS ¥R MU 0 I SRS 1D FIERAERIE ID GBI H AR il s i . WA R R & BOAERAE
ID, U2 54558 V5 i) 43 ) S u 1D QI 1) BT BRI M 2132

URL: /api/fmc_config/vl/domain/{domainUUID}/policy/accesspolicies/{containerUUID}/loggingsettings

GET ) URL (4%
ID) : /api/ fme config/vl/domain/{domainUUID} /policy/accesspolicies/ {containerUUID}/loggingsettings/ {object UUID}

BB S
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PUT loggingsettings .

PUT loggingsettings
iHRFEA: PUT
A AB S H5 5 WU ) 78 I SRS ID FIERAERAE ID G H Bl R E .
URL: /api/fimc config/vl/domain/{domainUUID}/policy/accesspolicies/ {containerUUID}/loggingsettings/ {objectId}

BURR - S > Dy 1) P2 SRS > A8 T8y il 42 A S

GET filepolicies
HRKM: GET
Hik: KR SR ID KRR SCIFEFEmE R % i RRIRE ID, WIS R AT SO S0 R 514 .
URL: /api/fmc config/vl/domain/{domain UUID}/policy/filepolicies

GET ) URL (#%
ID) : /api/fmc config/vl/domain/{domain UUID}/policy/filepolicies/{object UUID}

BB S > Yy i) Pl > G P A S g

DELETE ftdnatpolicies
k% DELETE
ik MHERTTFR € ID 1) Firepower JBWrBH1H NAT Hh
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

BR: B4 > NAT 4113 > 155 NAT g

PUT ftdnatpolicies
WRFEA: PUT
k. WEREATEE ID H Firepower 5 NAT S .
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

PR : BE4 > NAT F1I3K > 15050 NAT 5%

POST ftdnatpolicies
kKA POST
kR Q48 2 S 4 Firepower BUMT I 1 %5 NAT S0
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies

#t & Post 1) URL: /api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies? Bulk = true

BURR: BE8 > NAT F1I3 > 15050 NAT 5

REST API H Ry 3 5
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. GET ftdnatpolicies

GET ftdnatpolicies
kM. GET

ik KR 5485E ID KEEY Firepower J8U B 18 NAT Sl . dR A I8 e 1D, KR FT4 Firepower
BB NAT S50 115146

URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies

GET ) URL (%
ID) : /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

BUR: B4 > NAT 5l

DELETE ftds2svpns
ikJA: DELETE
ik MR 452 1D SCBE Firepower BN 9715, 55 2156 15 VPN #hifh.
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}

WPR: & > VPN > &% VPN

PUT ftds2svpns
kKA PUT
k. B STEE ID KRECHI Firepower 0B 106G S 2 uk & VPN #64b.
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}

WPE: & > VPN > &% VPN

POST ftds2svpns
ikHEAL: POST
k. Gl HATHRE ID 1 Firepower 80U B 15 £ 21354 5 VPN $#14h.
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns

WPE: & > VPN > &% VPN

GET ftds2svpns
WRAEM: GET

A : K& 518 E ID CH Firepower Ja b B {8135 55 254 5 VPN $h4h . AT 2 1D, WA R
A Firepower J& 97 115t 5 21038 51 VPN $H 4RI ZIEER

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns

. REST API 3%
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PUT advancedsettings .

GET ) URL (#%
ID) : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}

BB %% > VPN

PUT advancedsettings
TR PUT
HiA: 550 VPN B 2B IR I R G

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/
advancedsettings/{advancedsetting UUID}

WPR: & > VPN > &% VPN

GET advancedsettings
kKA. GET

IR KR VPN 3l s Bl SR NI R i . R GET 45 5€ 1D, RS R A 5 4h ) A
AdvancedSettings £ H %1%

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/

advancedsettings

(}ET‘DGIHRL (TQII)) : /api/fmc_config/vl/domain/domain UUID/policy/ftds2svpns/{topology UUID}/
advancedsettings/{advancedSetting UUID}

B %4 > VPN

DELETE endpoints
ik DELETE
Sk IHIBR S VPN 3 S AN P TS K TD BRI Hh S 5 6 1 T AT 5
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

WPE: %4 > VPN > &% VPN

PUT endpoints
RRAL: PUT
FiR: B VPN 3l fUB00 SR AR € 1D DGR R4 b IR o s s o 0 T 3 1
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

WPE: ¥4 > VPN > 1514 VPN
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POST endpoints

KK POST
A QS VPN 3 s Bub ¥ I FE 2 1D SQIBE 14 0 s e S s b 1R T A7 3 Ao
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints

B : $BE4% > VPN > &4 VPN

GET endpoints

Wk, GET

il K5 VPN uh sl B0k G 0 4 N IHESE 1D IR K4k 1 B0y 52 i i 7 (R B i e 0L RBAT N
GET 48/3E ID, WK g by & im 514

URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints

GET ) URL (%
D) : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

BRR: ¥4 > VPN

PUT ikesettings

1k, PUT
ik E0S VPN uh rd 2)0h i dn 4 N IR € ID JCBER IKE & .

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/
ikesettings/{ikesetting UUID}

WPE: & > VPN > &% VPN

GET ikesettings

kKA. GET
k. MRS VPN il i 2l S m W IFe 5 1D SCBEK IKE W& .. WEREHE N GET /€ ID, WK
RN IKE % E

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ikesettings

GET [ URL (3%
D : /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ikesettings/{ikesetting UUID}

BURR: %% > VPN

PUT ipsecsettings

Wk, PUT
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GET ipsecsettings .

R : AE VPN 3l 5525 S 4+ Y 1) TPsec $E1R E .
URL: /api/fimc config/vl/domain/{domain UUID} /policy/ftds2svpns/{topology UUID}/ipsecsettings/{ipsecsetting UUID}

WPR: ¥4 > VPN > &% VPN

GET ipsecsettings
WekEM: GET

ik : K VPN uh i 2105k S dh b I TPsec $EUR B . WA 4 GET #/5€ ID, WIR R A& 4h
HI AN TPsec 13 B 4% H IR 515

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ipsecsettings

GETE@URL (EID) : /api/fmc_config/vl/domain/DomainUUID/policy/ftds2svpns/{topology UUID
}/ipsecsettings/{ipsecsetting UUID}

BUFR: B4 > VPN

DELETE autonatrules
k% DELETE
A MRS E S 401 NAT B
URL: /api/fic config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules/{object UUID}

BURR: BE4F > NAT 513K > 15050 NAT 5

PUT autonatrules
HORKM: PUT
ik B SCHHR E S AU NAT B
URL: /api/ fme config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules/{autonatrule UUID)

BURR: BE8 > NAT F1I3K > 1500 NAT 5%

POST autonatrules
RAEA: POST
ik GG TS 50 NAT 50,
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

BUR: 4% > NAT 5138 > 15150 NAT 5%

GET autonatrules

kA, GET
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. DELETE manualnatrules

R K R5HEE 1D I NAT AU dn SR fs e 1D, WIS R AT NAT B 513
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

GET ) URL (%
D : api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies{container UUID}/autonatrules/{cbject UUID}

BUR: ##% > NAT §1)#

DELETE manualnatrules
WHREA: POST
Fik: FEFRE I NAT S5ené b R 530 NAT L.
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{object UUID}

PR : & > NAT 513 > 1520 NAT 5mg

PUT manualnatrules
R, PUT
iR ABSER T NAT S0 H T3 NAT B,
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{object UUID}

PR : BE45 > NAT 513K > 15050 NAT 5

POST manualnatrules
Wik, POST
k. BB E S 50 T3 NAT B
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

BURR: BE8 > NAT F1I3K > 1500 NAT 5

GET manualnatrules
WekEM: GET
ik : KR 548 ID KB F 3 NAT M. @i Adq e 1D, MR RATE Fah NAT U513
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

GET ) URL (#%
D : api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{dbject UUID}

BUR: B4 > NAT 53
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GET natrules

GET natrules .

kA GET
A : KRS8 E N NAT FEEOCH T NAT B (CFshifag)) ryik.
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/natrules

BR: ¥ > NAT 513

PUT inheritancesettings

iRk EM: PUT
T B U AR U7 1) SR S H ) 4K A 1
URL: /api/fic config/vl/damain/{domain UUID} /policy/accesspolicies/{container UUID}/inheritancesettings/{dbject UUID}

BB S > Uiy ) P2 SRS > A8 e il 42 1 S

GET inheritancesettings

1Rk KEA. GET
IR KR 4R E VT ) S QIR M AR AR BCE . WIRARFRE ID, WIS R A7 4k R B E IR 513K
URL: /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/inheritancesettings/

GET If) URL (4%
D) : /api/fmc config/vl/damain/{damain UUID}/policy/accesspolicies/{container UUID}/inheritancesettings/{doject UUID}

RURR S > T 1] 42 1 A

GET intrusionpolicies

kB GET
fik: KR 548 ID KR ANZFENE . WAKRARE ID, MRS R ITA A2 SR (1 513
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/intrusionpolicies

GET ) URL (4%
ID) : /api/fmc config/vl/domain/{domain UUID}/policy/intrusionpolicies/{object UUID}

BURR: SR > Dy I 42 ) > A AR S5

GET prefilterpolicies

k27, DELETE
R : MR S H5E 1D LA T g 28 5ng

URL: /api/fmc config/vl/domain/{domain UUID}/policy/prefilterpolicies/{object UUID}
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. GET prefilterpolicies

BURR - SR > Uy I 32 ) > Tl g s > B i Tt ik & SR

GET prefilterpolicies
WHREA: PUT
Fiik: B IRE ID I TIUL U 75 SR o

URL: /api/fmc config/vl/domain/{domain UUID}/policy/prefilterpolicies/{object UUID}

BB S > Dy i) Pl > 1B ot pEas S

GET prefilterpolicies
KK POST
fiR: QI 548 5E 1D GRS A4S SR .
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/prefilterpolicies/{object UUID}

BURR e S > Dy I 37 ) > Tty Hems > B i Tt g & s

GET prefilterpolicies
kKA GET
Hid: Kr% 59 E I 1D IR FRLIE A s . R AR ID, WK ST LR U A8 00 1 7022

URL: /api/fmc_config/vl/domain/{domainUUID}/policy/prefilterpolicies

GET f) URL (4%
D) : /api/fmc_config/vl/domain/{domainUUID}/policy/prefilterpolicies/{object UUID}

BURR: S > Uy 1) 4 1) > Pt g s

DELETE hitcounts
kA DELETE
ik - })\Firepower%iﬁﬂiﬂ@ﬂﬂﬂﬁﬁiﬁ%*ﬁ)ﬁﬂﬁ@%%ﬁ%ﬁﬂﬂﬁ%ﬁ%@m B a P R E A %
VVER, DELETE BAERAAE#RAE et 58 UG IR [0l —4% 200 (HfisE) MR
URL:
* /api/fic_ config/vl/davain/{davainlUID} /policy/accesspol icies/ {containerUUID} /cperational /hitaounts?filter="{filterString}"

® /api/firc config/vl/davein/ {daveinUUID} /policy/prefilterpolicies/ {containerlUUID} /geerational /hitcounts?filter="{filterString}"

PR 2
o SR > i i SR > A8 250 ) % 1 s
* SR > P E AR SR > {5 il PR S
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PUT hitcounts [}

PUT hitcounts
IR PUT
Sk AR FR R B & BB A PR L, IS AR LE Firepower & FE .
URL:
® /api/firc config/vl/davein/ {darainlUID} /policy/accesspolicies/ {containerlUID} /operational /hitcounts?filter="{filterString}"

® /api/firc config/vl/davein/ {daveinUUID} /policy/prefilterpol icies/ {containerlUUID} /geerational /hitcounts?filter="{filterString}"

PR 2
* SR > Vi i SR > A8 250 ) % 1 s
* SR > P E AR SR > {5 Il JEAS S

GET hitcounts
WkEM: GET
$k: M Firepower 27 LM SR HEME BN, Ko B4 b VOB (i SR L
VEVER, GET R, 1 AR AT B VR, T4 F1 50 A4 FRER P 5.
URL:
® /api/frc config/vl/davein/ {dareinlUID} /policy/accesspolicies/ {containerlUID} /operational /hitcounts?filter="{filterString}"
® /api/firc config/vl/davein/ {daveinUUID} /policy/prefilterpolicies/ {containerlUUID} /geerational /hitcounts?filter="{filterString}"
PR
o S > Ui ) 5 R G > ST s S
o GO > TR U A A > kP

ELETE prefilterrules
k27 DELETE
R HBR-S$a e RN 1D I (1) Tt 8 2 H) o
URL: /api/fc_config/vl/domain/ {domain UUID}/policy/prefilterpolicies/{container UUID}/prefilterrules/{doject UUID}

BB S > Yy i) ] > T PR SR > B i it DE s SR

PUT prefilterrules
kLA PUT
s A R R B 1D SCIBR T AR AU
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. POST prefilterrules

URL: /api/ fie config/vl/domain/{domain UUID}/policy/prefilterpolicies/{container UUID}/prefilterrules/{cbject UUID}

BURR e SR > Uy T 32 1) > Tl g s > B i Tt g & S s

POST prefilterrules
iRk POST
FIR B I8 A ]

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/prefilterpolicies/{container UUID}/prefilterrules

BB S > Dy i) il > T DEAR SR > B il DE 45 ks

GET prefilterrules
WHRFEM: GET

ik : KR SR ID SCE POLJELS ] . G ATRE ID, WKL Fr A Pitist 98 28 HU ) 471
%o

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/prefilterpolicies/{container UUID}/prefilterrules/

GET f) URL (4%
D) : / api/fmc_config/vl/damain/ {domain UUID} /policy/prefilterpolicies/{container UUID}/prefilterrules/{cbject UUID}

PR S > Uy I 42 ) > Pt 4 s

GET snmpalerts

WHRIEA. GET

ik RrR HIREN ID KK SNMP E R 5. WERRTRE ID, W AT SNMP &4 41 51
o

URL: /api/fmc config/vl/domain/{domain UUID}/policy/snmpalerts
GETHJURL (#41D) : /api/fmc_config/vl/domain/{domain UUID}/policy/snmpalerts/{object UUID}

BB Hems > Bl > B4Rk > B &R

GET syslogalerts
WHRFEA: GET

IR R SIRE N ID KRIKN R G H BB B WERARIRE 1D, MR PTAT RS H S ER SR
HPZIE

URL: /api/fmc config/vl/domain/{domain_ UUID}/policy/syslogalerts

GET ) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/policy/syslogalerts/{object UUID}
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BURR: SRg > A > iR

R A& 5> Eo AR 55

PUT policyassignments

IR PUT
T B By BT D7 1) SRS LAV I8 1 26 BB a5 41
URL: /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}

PR :

POST policyassignments

KK POST
PR - R T V7 ) M 23 e 45 Pt BB 45 2
URL: /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments

BUFR :

GET policyassignments

KSR S

kM. GET

g R EIREN ID SR SNE 0. WERARSRE 1D, WAL 1A H AR BE o ) A3 Sk 20 Fe ¥ 571
o

-

URL: /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments

GET /) URL (4%
D) : /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}

PR :
AT e S A

GET taskstatuses

ik K RA RSN BRATRE ID AL B AT ST HOA5 S o BT PR R 2B Ak 24 i S
[EATER
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B zs5z=

it ID $RH GET 1)
URL: /api/fmc_config/vl/domain/{domain UUID}/job/taskstatuses/{object UUID}

BURR: B it/

RgEER

3R B
WRAEM: GET
IR VR RALE B WRRTRE 1D, WIR R I a 5513
URL: /api/fmc platform/vl/info/domain/{domain UUID}/
GET [FJ URL (3% ID) : /api/fmc platform/vl/info/domain/{domain UUID}/{object UUID}

PR R4 > 5

GET serverversion
iR/, GET
Hik: RIS SR A . WSS 1D, NIRRT 45 285112

URL: /api/fmc_platform/vl/info/serverversion
GET E/‘] URL (Tﬁ D) : /api/fmc_platform/vl/info/serverversion/{objectID}

BURR :

EHEFE

DELETE upgradepackages
k% DELETE
k. I\ Firepower & H O iy 22 1) Firepower Jal B Al 25 R A

URL: /api/fmc_platform/vl/updates/upgradepackages/{package UUID}

GET upgradepackages
Wk, GET

g o2& ] (AL AE ] 1) Firepower UMM HITH AR PP RIS, B BRI dE5P ARCA TGO
BEAMER .
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GET listapplicabledevices .

URL: /api/fmc platform/vl/updates/upgradepackages

GET ) URL (3% ID) : /api/fmc platform/vl/updates/upgradepackages/{package UUID}

GET listapplicabledevices
HRKM: GET
Hids B SRR S TR GV A e 6 2

URL: /api/fmc_platform/vl/updates/upgradepackages/{container UUID}/applicabledevices

POST upgradepackage
WHREA: POST

k. MRS 3L POST #4208 vl HI AR AE TR - B HEIS 232 AT Firepower B BT 481 (K38 B
# SR BIIZEAT Firepower Y K& FI B AT S0 R . R REIEH] 3 HAT LUR BRI AR L 4
G ol e vl FHAER «

o XTFITEECE, IR SHI0 POST A 5E G, TEREHIT F—4> POST #:4E.
o ZE A T PERC 1) 379 s _E AT POST 46, 1B 20—k 2/ iy ol FHYERC 6 S AT POST #4% .
o 7ELL AL E HAT POST #4F -

ER W, S POST £:1E4E 60 RPNy M . JERMEIUELES —A POST ¥4 JH sh 2 /b 120 #2 5 F AT
JE 421 POST #4F. POST #AERIm N A FEE T4 ID AT IRAFMTES A% . ] LB AT 45 5 %
(I4T55 ID ML XS AT GET #E R IR AT 5 58 sl . A1 LI S B, 15211 GET taskstatuses
., 75 W

URL:/api/fmc platform/vl/updates/upgrades/

GET upgradepackages: Monitor
WHREM: GET
fiid: BT POST FHEAES R, BIMFSTHILL AR,

URL: /api/fmc platform/vl/domain/{domain UUID}/job/taskstatuses/{task ID}
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. GET upgradepackages: Monitor
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