MNZREE

PR F @B B T AR WA DA DG B B 288 0 A7 SR (NAP) e A AR KOS (4 FH K A O A 1 £ F
S BEL L AR ks (R A AR o 9% 6% B SR s 42 S B AR B, 3 e NV A B AT U3 PSR
P R St s Z RN LU PR

HI T PIAL BN AR A B DA G, DAL TS i oA i 0 1) D0 48 0 A RN AR SRS A 25T AH T AR 78

o KT MZFNLE AT skimg , 55 1 00

o NG HIVFRTIEZESR , 557 0T

o LEV7 IR0 b R RN S, 557
* 7 Snort 2 F Snort 3 Z [A[JJ# , 25 8 7T
s WINRHEMBIERZEHE, Hom

o BCE W45 50 M s (Snort 3) , 55 9 1T

o EHINAZ M (Snort 3) , EY 14 7T

o EHENAZ WS (Snort 2) , 5 25 T

N SECYNGS I Y

o N Fmgonfl , 2527 1L

- = IN IR EE
T F NEZRFAMNLE 5 HT SR B
W2 M FINAR SEMS T A, DA R 1B AR 8
o LR AT RS (NAP) W i B A fr] R AN FIAL 2R, DU ] LgE— 20 kAT VA, U2 X+
A REFR /N AR 2 ) R T

o N HWEAL P AN TRAL B R CHERR AR 5 AR P e CAGr I L figp A ot A0 2 5 A7 4
Wilio NMZBWATEG 1 (EFED A BRI F A RS, SRR CE5D A BPR #f
SR

FERGEI TN, BEAT AR AL AN SIUAL BR K W 28 73 e BOA A AE N AR B A B2 i o 5 oy B TR

W4 25 53 AT AINAR SRS IE RIS 1) 32 HOR AR Ak e e AT Tmr LA Bl el . SR MR 9 ¥ 7T e
J9 AL R S (R mT I S 4 R DR P ) R 2

| INEET N |



N1 |
B 75 vmss i@z

B4t E RIM 48 5 T AN IR SR B

A GG U AT R (7] 44 P28 0 A AUNAR S o 0, AFKIAD N “SP A 22 R ONAP 3
WA AR M 2 A ] . R GEER AL AN th UL Talos 4R /NL (Talos) BCE . X TIXLL 5N,
Talos B B AZ MTRAL P PR, RS (AL BE 88 A LAR = 2 B B AT Ui &

B BT IR B A B, Talos 23 A AT NAR RN SE T SXLE KRN B ol LG 5 R Ged it (K AT 9 245 73 A
BRSNS I FLURT DASR AR (K A0 0 BB (K A AR R0 K FAR B AN BRAT R ) DB BSeIRAS, B
KA BN SEE VR . RSB ol A R G S A i s b M B R, 5 HL AR AR ),
DY e NN &

BT LUl SR U e 7, B EE SRR SO, A REAE R AR RS
PERIE AR, WS i R

LAR 2 R GEHR AL A0 s
“EEREMER" WES TN R

IX LGSR L S BRI T A A o K I IR, X S SR 7 2 K 22 B 25 AN AT 8 2R R 1) L A
Ko BRGUBRINEH] “P i 2 A AL W26 3 AT s

“EERETRE” MBI TIANRER

XSG L ER: (RIRENSIRIIT A BED L5 T WS8Rl et 22 4= (I 2% A il o R AR 3R
Sy N0 SNIEure vl el = o 711 o v 52 ML 8 SV DO S WL B E= DR LR R TR S S
e

“REMETEE" MEITINRER

JXLE SRS P 4 BRIt 2 AL P AERIPE (K P A iR el o EONAR SRONG s J3 T VP 22 T fag
SRR B E FE AR N P 258 5 5 N AR

CRARRM” WD HTFINR KR

VBRI IE H T LAl B 22 A LU AE “ U T8 S rpIc 2 g, HAa e/
KIBATEMARI ML o B, AARSREMERE RS OC R ) R, AR By
By IH PRI AN W & MRS R .

HOMARTS:  FRkE S48
BOAHOLT, T MRS AER IR T I21T, PLSEAN R DI R S8 (IPS). AERI AT, 0
SRR SRR Z I ERAE AR IERS, W s Bk,
U RAR RN AR SRS P2 [R5, AT USSR “ Rl A, AT St AR A &R 4 (IDS)
o AEMEAEINREICTT, UK AR By SR IE N, AEXAHGE LR, RGEa il VL i (13
P, HARAESE R “HARBHIEY , i sE BB IEIE R .
ST DLSE SRR AR SN A A, DA A5 P i - e D
Snort 3 45 7 H7 S (NAP) tBATAL AR . 5 ARIRIEANA, NAP HEm It 4 R Hems, b Ziife
75 A A AR IBAT T NAP AR B . S D A AR SR AT AR A e SRS Tk 45 P 7 A
ARSI SRS, T IEFE “BITAE " LAVGREC H™ i AN AR SR

B \E%m%


fptd-fdm-config-guide-730_chapter27.pdf#nameddest=unique_532

| NE%m®
rpmmszsan i

N RFOFRALIE 25 20

N RN Z 48 H TR R 9 2 T R 1) — 2L 4 0 R S8 U RGP TSR RN, &
B Bt A 55 RS RN R AR I A PEAR LE AR, A B i A U 8 R BT AT A PRI G DL T i
B

AU JAR Talos 154/ (Talos) G173 [ LL R 274 (5 ) «
o NAZFEIN], 0] 40 4 Ay 2500 G R0 R AR T SCAS A )
o TRALERZS ARV, S H5 L5 R0 2% 43 KT SR () 0 ACh B8 RIS ) R 00 2B T O IR PR AR I o BRAA
TR0 25 R 22 A A # S R0

PATF F2 58 SR A A 2 NAR R o

NN = 1%
B A NEIENI TT DU BT U T AR5

EASTEIS (R R B R A AU R AR B2 o R IR 34 i U AE 30,000 45 L
by BRSNS T LN A . RSN 2 SR

LA 52 5 SCREAS RO 1 Je 1«
> (ZBIRA)

s ZE AN > AT FTITRE A4 U W DB PN A0 Snort A5 155 SRR 0 0 DG 5 37t 1) S B
%o ARSI ARSI Z A, ARG R, WS FHP LR EA
http://www.cisco.com/c/en/us/support/security/defense-center/
products-installation-and-configuration-guides-list. htmlH RS G I R A ICAS I F5 48 . AR
WL RN EEPS RS

FBAWTRLIH AR, ARFAMER, HSHIUANRZRSE , 254 0.
GID

AR IR (ID)e BT HR7S VRS RUDT AL BF R RGN o 1 RashrtE SCAR NN, 3
RORICER BN O T B B g 7, IR = 5 e S e ) X AERD
BN HWE I E ORI . A I GID PG R, ES AR IR, 585 T,

SID

Snort FRRFAF (ID), WA AZEA ID. KT 1000000 ) Snort ID 1 E A} Talos 15K /N4 (Talos) £
i,

BRI

LMD FE T 126 AN AR SRS PR KRS o B SR AV RES R I BRA B et s s < (BRI 7 o 32
FERNR IR N B, S IEFE IR . AT REMRAE (4T

© EHR - AU SR I RC N, B AN FHEA E A IER .
« EBF - LU S TR, BN FAR RN R R .
« R - AR RIWVE G . AN ST

| INEET N |


http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

B =oe

pa
et

ZKIANERT

]

i

N1 |

XHF Snort2 LU, “ARZS” DG AR5 WK T ORI FIERIABRAT, IR s “ O .
N, %50 A

XFF Snort 3 BN, “BEEE 7 AR GIRAE “HRAET BRI (WERECESD .
HE

IR B A4 FK, R kA Ry bl 2 Bz A BR .V R AR R A5 A2 DL IC B0 B -
R R R ZRE A U (K TR AR S

NAZ RN 4 A0 o Bl H (AR . DL R X S S BRI, o i 8 & SHOME_NET
M SEXTERNAL NET. 5y, W50 50 62, Frilim o2 s HOE 37 .

* $DNS_SERVERS = $SHOME NET CR/n(TA] IP Huhl)
« SEXTERNAL NET = {T-4i] IP #thiik.

* $FILE_DATA PORTS = $HTTP_PORTS. 143. 110.

« $FTP_PORTS =21, 2100, 3535.

* $GTP_PORTS = 3386. 2123. 2152,

* SHOME_NET = {4 1P Huhik.

* SHTTP_PORTS =144 i [1%5: 36, 80-90. 311, 383, 443, 555. 591. 593. 631. 666. 801,
808, 818. 901. 972. 1158, 1212, 1220, 1414, 1422, 1533, 1741. 1830, 1942, 2231,
2301, 2381. 2578, 2809. 2980. 3029. 3037. 3057. 3128. 3443, 3507. 3702. 4000, 4343.
4848, 5000 5117, 5222, 5250. 5450. 5600. 5814. 6080. 6173. 6767. 6988, 7000 7001
7005, 7071, 7080. 7144, 7145, 7510, 7770, 7777-7779. 8000. 8001. 8008. 8014. 8015,
8020, 8028. 8040. 8060. 8080-8082. 8085. 8088. 8118, 8123. 8161. 8180-8182. 8222,
8243, 8280. 8300. 8333. 8344, 8400. 8443. 8500. 8509. 8787. 8800. 8888. 8899. 8983,
9000, 9002, 9060. 9080, 9090, 9091. 9111. 9290, 9443, 9447, 9710, 9788, 9999, 10000,
11371, 12601 13014, 15489, 19980. 23472. 29991. 33300. 34412. 34443, 34444, 40007.
41080, 44449, 50000, 50002. 51423, 53331. 55252, 55555. 56712,

* SHTTP_SERVERS = $SHOME NET (GE/RATAT 1P Huhik)
* SORACLE_PORTS = {Ffi]

* $SHELLCODE_PORTS = 180

* $SIP_PORTS = 5060 5061, 5600

* $SIP_SERVERS = $SHOME NET CE/-ALAT IP Hihl)

* $SMTP_SERVERS = $SHOME NET (E/~fTAT 1P Huhik)

* $SNMP_SERVERS = $SHOME NET CEI/RATAT IP Hudik)

B \E%m%



| AExn

* $SQL SERVERS = $HOME NET (FE/R-(FA] IP Hudik) .

* $SSH_PORTS = 22,

* $SSH _SERVERS = $SHOME NET CE/RATLA 1P Huhil)

* STELNET_SERVERS = $SHOME NET CE/-(TAT IP Hihl)

5 AR ARIA T

izirng [

AR AT (GID) AR RPEAG A RN AL AR 1 7 R S8 ARiESCAR AR I £ B ID 4 1,
HEHGANEA LRSS ID O 30 X FARAL BB JLEMN . N R T GID.

RLEREID
ID A
1 FRAESCASRI o
2 Fac ik o
Chric B A U, AR bR 2 1 A e . )
3 LR R R
102 HTTP fiffihs .
105 Back Orifice £ I#5 .
106 RPC fifhi 5 -
116 Bl LA o
119, 120 HTTP #& 25 fisb 3 45 .
(GID 120 #5555 #s 5€ HTTP S AR . )
122 Portscan fi il &% .
123 IP 73 )y B4 2%
124 SMTP fifts 25 .
k% SMTP Sl (B )
125 FTP fi#h4 5% .
126 Telnet fifHf s -
128 SSH Flib P 2% .
129 WLTAL B o

INEET N |



B rssires

N1 |

ID =R
131 DNS TRALHE &5 o
133 DCE/RPC THALFE %5 o
134 FUNGESR , K 4R
RN AE SR 7457 (SID 1) BRI B A H (SID 2) — AR B, SRS el Tk H 8
FUIEIR BIAE (SID 3) MM (A A Eedfs iy, AR B S . D
135 BET R 1 B R T 2%
(5Me EENEREZ . O
137 SSL AL 245 -
138, 139 IR TIUAL 3% -
140 SIP THAL 4+
141 IMAP Fil4b FEES o
142 POP TiAL 4%
143 GTP Tk # 5.
144 Modbus FiALHZS .
145 DNP3 TiAL Bl 4% o

P 4% 53 HT SR B

2% 3 M SRS Pl PUAR B . FAR B 0 I VAL R AR IR B, MER B TR
Mt W28 AT AR TIAL A A AR 2 A B RE R 7 A SSL A 2 JE AT, BAE ) Il P AN AR B
PEREIN T 4R 2 HTHEAT

BOATHOL T, RGN T B2 RERR” 48 50 A S FITAR B Ul il 22 T S Ak B ) A7 o o
(B, QRAEAT AR U7 1) 42 AR RN _EC B AR SRS, AR GBI B I FH ) ™ e A\ AR SR UG FE 14 Y
LIy TG . B, WUERAEDS A N P Rl e s TR SO oA S,
RO T A ] “ 2058 T3EH” NAP. %11 Snort3 H & X AR NS, M/ BARHE 7 B 4h
NG SRS 1) AR RS 52 1K o

] Snort 3 1, T LLRIRAIERE NS, JFIEFEPE A SOLBE .. @R s A Tl
BRI R 2 B0 i AN AR SRS VL RC R SR, TGI8 e LA TR S, I g FUAE: A XN SR
WP EA SR o SR, RS PT DU SO AR S, sl A e A B AR e E R P R, DL R R

I

B \E%m%



| AExn

NS

regmermiiEx

BEAt, 5 R A AENAR HENE R T PAC B S 0 o G SRR T T AL RS BRI, A AR
[FIAE NAP oS HIAH R A A s 0 TR A ds, BOEmT LU A a0 m M, A RER A 1 3 1
(IERT) » BLHE XS IR A 34T

\}

ER WREAE 0 Snort 2, R GOKE L R] 44 1K) NAP SEW A g 876 ATAR U 1] 42 1R U v 17 FH ) e 7 £
UNES 1 NP REROPRES L nh e & S Eb R s A

T T o
% BY1F AT UEE 5k
AR HIPS YFATHE, A fEde by R B BT 0. 5 6 RL B TR K, B R
Bl A& ATk AT IE
453 B S RSNV T

FE 77 el i B A ez F N = SR

TR AR N T R, VS AR SR VFIC R (D7 (R R R R S . AN L BC AR S
I o

T LUHRE BIr AP 199 4 PR HEDGE DU 23 O AN R PN S, AR T 2R (K AR B i, Rl LUK Py
190 255 5 S 0 226 2 ) (R0 S AR P S PR 1) e AP0 T It SRS . Sy — T, T LUK PRI 4 2
TR PR L P S FEAA () IR T 224 SRS
SEAN, 3R] DG I AT 2 A AR TR S R AL . Bildn, P e s RNER” SRg ] T4
BERAFRIERYY, HAS &R I 2 50

RS

SN (KU S > 1.

IR 2 QUL LI SR S VUL BT RO
IR A VPBR BT, T KA o A
ERETNCE T R e

e EICE NP

S A KU FEN RS > TF, AF A FEE (E DL 1) 0 AR s

INEET N |


fptd-fdm-config-guide-730_chapter3.pdf#nameddest=unique_33
fptd-fdm-config-guide-730_chapter3.pdf#nameddest=unique_33

N1 |

. 7E Snort 2 #01 Snort 3 Z [a]1]]3%

7E Snort 2 F0

Snort 3 Z [8)1]]#

Snort S b ) BRGNS 4, BEAR AT LB H)4 Snort iAS, {H Snort 2.0 H R HEE X\ AR ) K AE
Snort 3.0 AL, R Z IR G G IL AR TRURE ) B AT R R4, WIFE A Snort 3 )33 Snort 2

B
THE

Mo
LUEN

IR Snort 3 I, ANG R B . SORT PN RRAS BT BRI A R DU S50 A1 B Aoy A B
&, Snort3 55 Snort 2 HRIHLINZ ] (RN R LAKE %8l XF 2 10, LR SR )T R fr B

FEES Snort fRAS,  FRGURE AT B BB DLt 2. ST AFEAE S PR P G . IXEAE 552

Snort fixAS AN H B8 - Snort MAS D). T i828 LU A s 245 1B I HEHT R Bl Snort (5, BTy

WAER: (BH5 VPN R 25 5 0 FF iy, IR T 8N 2k
N
AR RS Y) 4 Snort lRAMED) 4 R, B TOBGT AR AL BRI S, I HRGAS R VrdhAT J5 2R )
SRk R AR ARG, G0 Z0d H ToggleInspectionEngine AP ¢ i V)4, 45 1] LAYE AP Explorer
R i% APL. #& 04200 bypassPendingChangeValidation J& P % & & TRUE.
FIRZ Al

B 24007 3 I Snort FRAS, TEMEH BERERY, BUIKVGERREE > NfR. &AE K LI Snort kg
1To AHTARA A TCEERA T RIS — AN i, 2.9.17-95 J& Snort 2 fitAS

DR BEEAL TR L, 355 S AR VI B T2 EAHT RRCAS 1R S B LU o

WL 2 2.0, SRV MR AR SO SRS HR Fe o e SCRams T A I SEAC SR . AT REDR
B s MUNERAE . R A B e ORISR AN R O REASSEms U G0 Ok B K 22 B il P i 5
AT I 1 SOk “ a7 BRAT, Al e ORI “ B BRIER K. DlHE, fiTixee
“RTTN SRONS PRI i IR A AR A e Y B R SR B X S AR SR o AT 1 SRS RS
BEMBR . SRR B A 58 SCHME MRS 5 3N, 1 7E D)4 (5] Snort 3 J5 48 BP9 181 APT 5 HH L

AN, BEZRE) 2.0 SMERFTE NAP H & X, IFH RGe oM 4 U5 1) das il ) A A i N A= S D) 6y
1# B A 3G ) NAP.

TG I UE Y E N T E 752 Snort 3, WAL V) 2 Snort 2, EURERE AR .
RSB E AT R AL PR, AR5 A BEDIHR Snort FRUAS o

UK

PR &, WAl “HEH METNERERE.
HRENRRWA . ARG BT Snort FCA.

P2 ANRRMA A, T LIOE N A AR 2] Snort 3.0 HifEZR 2| Snort 2.0 KKK Snort ilA
PR3 UARGIUR BRI, TR PR AR IR DT, )5 R R

B \E%m%



| AExn
anpaurEzsas [

FRA T USRI OB A . RGN BE 3 Snort MUAHKIEL, PRI ok 22 R YT 2 1Y) Snort
FRCAS 1) B B £ o

RN BV AL S5 58 B A REM R AR T o

ANEEHEERFHE

RN ARSI E SMB RS H SR 4%, Wk AR i E ROE ARG H GRS a% . IR AR
SRISHC B ARG H SRS 4%, IR AR S AIX BINR ST A% o AR U ) FLIE 5 2R 48 H s ik 554 LT
RERFE GUARANZFE) KILBI ARG H SRS

MR LN ARG HERS S, FR R IL B RES5
N2 FAF I S ID oA 430001 .

i

HIE KIKE PR > N2,
$IB2 S NEERRE i () RNE R H &,

T3 HABANREHRZE TEONN +, RJiEFE LARG H SRS AR S 5. WP X 5
WAL, WAt RF SRS, HFAEMN S

PR 4 RHHE (OK).

oo Yaras
e & W 28 2t 55 B% (Snort 3)
W25 43 M7 Sl (NAP) Y H T34 BT AR, NAP e /8 H TiseR A gs, DLEAR A 234
B AL . 48 B FE A B N5 2P 2 2% S B 1) i 11 R0 8L
YA NAP 5 %48 U5 o) 32 51000 = 3 59 NAZ S0 .

o T FEAEAE U ) 7 SR OW b A BN NAR SRS, I RR R 44 1K) NAP. AR5, AR PR AAZ S v 11
BT A A A B PR T IR, i, WO AR E R AR (B CIP) o AR R, 1
RAE NAP g iz & 8 .

© WERGEAE I 2 AR SRS, a5 AL AN doe A (K AR SHEm DL L Y NAP
o WERAEAEH F € NSRS, AR 1 SCNR SRS AT A AR S I % NAP.

o WERANT 2 € SR B s sRIRE RE Sy, 1525 R R e B0 i S M AR S A8 I B0 A
EEPEIR G TGN NAP. IX 2 ERINE T

INEET N |



N1 |

B ==mess s (snons)

$IE2

SIE3

FHia Z |l

BRARGEPHIE, W RS2 8 WK LSP S FT T 2 SR ML) o 3 6 B ] LIS I sl B A £ 25 s
Pk, DUECESURPEMEROA R S . W SRS A a7 T o, ISR FIXeE S, 7%
BRI SR A AR I . EIXFE DL, T BRAS & 25 AT AT AT S A AR I, DA ORI 1
NAP E4H 3.

UK

WL FER G > AR

RruE EJ5 BoR 1 Snort A 154 3.x.
SN B ERIR B (B,

FEBRIA M & S A SR b, LB R IETiZ

* BEh - BRI U P N N s R NS SR (ol SO R REASSEms ) AT DL S
FINAP. WERANHMEAMT AR SANG, WA “ et RERVEIH 7 NAP. NAP 7L P I x(
NEAT, BIoE A XN EIER PR . £ BB N BT, R A .

* BREX - WIHIEFNY A K NAP. ol SRS 44 PR 55 1 1) dmsB BE R PR B AU S . SR
BT DO FRIA S, I B SO g AR R P B, WLl P BRPTid .
5 “ ORI LI BT SRIE ” XF U AR, BRI T L B
a) fEMEDHTIREET, JEFNY 4R N T T SEVRE SR SRS .
b) EFAMEN.

R E T T A BN S R . O T ARAHB R RICR USR] 9 AR S P AR A R )
LAV v

* R - AR AR SRS v B v B BT AR A A S L NSRS Y B GRH . A A SSL i
WG, B RV RS BCE A T TLS RS 28RS & B 1T, A ZiUAd FH e 15

o B - SR AR 28 L VAL R B R R . A S B AT AT i

o) (Wik. ) BCEIFE BG83 G0 E Ry 1 2 o«
s PR S, WSHIEM ARSI, W11 0
« SN ESMEE S, TS MRS . 2 12 T
o R, WS EAER . 513 T

CEEEIHTE S, W NAP S N E R BT B R, RS RIE
WTEE, WA SRR, FASH Y A sl e R IAT IBR AE . B, IR A 405
R R A Ak AR

© THHEDS I E R BT L AR EREEARIME.

B \E%m%



| AExn
marssnsnzierEz

SO IEHLE DA R RA A G A, WA NBREBE. AR RARER MR
IEE

d) HEHE (OK).

ENERINSEREFES
R ANAP G EE RL R LA I AER . K ST, B0 A Mg

B
(O, BT DA S5 e NAP IO E . Biltn,  Rn] DUR T s8] v e do e, ol S v sl e
FEFF I

LURRE P4 T ] B B A e . B, S mT DU 3N, BT, e AR .
BT EAR TS — GBS PRI .

Fia Z |l

VIR A FOE P R MEAEA RG22 A . A RTEE R (BHRED , HS5H

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/snort3-inspectors/
snort-3-inspector-reference.html L[] Snort 3K &4 5% .

i

S KA > A2, AGARERIES A (), b NAP WEEHBTEN, KI5 SR s 2k
FIN I dRAE R .

HIR 2 i 1 T O T PR R T

¢ TR - A AR ERMIE (B FTP) E&FAAEBEH .

« BIRERRRF - 00 FE R A B T ] I 5 A R SR A ARG i i . P e R R A A R L

B FEHL. CIDR LA E SCZ5 53 KT S 1R g — AN 2 s ] I o A o T R 55 o
SR 3 M T .

o FH LA R 25 5] JSON 0 2% vh A AL I <

o 4 FH 358 2 4 AR AE 6T JSON S AT 4 4 & .

- MRFFFIETE Expand All Fields) #41 (), 4777 JSON Sty s .
-t amazad @), X ISON SR T Sk

R SRl O WG S

- e @&, wCE o,

| INEET N |


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/snort3-inspectors/snort-3-inspector-reference.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/snort3-inspectors/snort-3-inspector-reference.html

N1 |
B razzaes

© WLFER, A JSON SCAF MRS sUAL LI, R G dm RS i, A RAR S A LA T i 3 St
TR T RE .

 WHARAD, A UG JSON SCftF.

o AR R AL, R SR @) AR SO P A . ST AT BL R A
s FNJEE. R “ B30 WLIAT Sovrgn i ae i g 3G M BRI I, SRS Il X

G WIS I RURYE, R G2 R s B 58 FE 3 b i Ay A A5 426 0 1 14 7]
I

* BtAnJE At SRIRAEL AT IAE IR, (H SR MRS AR N B 50 (R
- EHpTik)E L.
< BER MIER) PrichEth. ZwiEmyvEms, 50 E b n] sese dmER ar % .

© RN OB AR, SR AR R el AL AT 0 ST B,
RO, I enabled : false TN

o BT B BT R R IO, TR e A N PR AR T R AR WR A AR A R S T
RN BRI, B3 RS RREATT 248 Biltn, G R A (e a7
LA R -

« WEEE M, HHATEL N

« M E B ERR/YEERR B 2 BRGNP AR At B E R T P A S, R[]
BOME. > SRR, U RER 0 A s BB E e P AT I R #F Biltn,  HBR  A E
PP e AN U B % A o o

© WSS E 3R E E A ECAE W DU BT R A & I A B A S

s B DR R AR EdR, WA XERESE. LR RAEaER ML

%
- MR TR, ARSI A, AUE IR e T g e
TR %A 22

TR SENA KR E

T B S5
AT LU 30 NAP 200, 85T 8008 0k SR 0 B 1 7 o

B SGEANAPR, @M 8, DI ARRR IR 2 ji iR E . Ak, rTLE G 3i& k
8] TSON R sk St BAE T AT e DAL MI AT o, R, SR REZ s SO AR 2 A e
o

B \E%m%



| AExn

i F

pZ

r=zEz ||

RGBS, e B AL R R sl G B, W R ESM AR A BN AR
TR 485 8 SRR A 4y T AN RS AR AN SO, AR ORI J AL 1 B e A i L A 7 i

UK

R FE R > AR, A ANRERRELEL (¥, ) NAP REIMEF AN, R i s 44 i
SN PR HERL -
PATEL A2
o SR ECHRTIEPEIN NAP (K28, 3 AUl i bR (90) Il e T > SmRERM.
- BRI EARA OB AR, PR e A TR ST AR T, I e R b (O IR
T# > ERRENBE. 2T RAE SRR LIS R 5.

o SRR MR S P OIEB f,  TRe bR (O) JE T > YRTRRTERE
B ZICIFRARE R T R R B

EATLU N 3ONAP SIS M, ARSI, ARJA ARSI, AN AL i A 3 JSON i 45 45 44 i
Peo A, A8 EARRISOE ARG E AT AT 7 2 ORI T € 1) NAP.

BOETTLL EARAE S — & e BRCE B )5 T3St
M AR, BT LR RSO AR R B ieat, IR AR [R] (078 i

FHia Z |l

TR i 28 M SRS T (A A RO, N AR B, AN EAR AR, e Al
B A ERATRYE, DL, R AN 2o I ER (B B E (A i 82 e D LSP BB K70
ff R LA (8 i O T AR B S e Jm ke

UK

RUGKIRERE > NB, AT ABERRSIA (B, b NAP BERRARY, RIS a4 5
I AR

St e by () IRk b1k > B,

(A, ) bt AN T8, DU BG T 5 R

AT T 3k E R IO 36 (M RT O 1T 2 AR I 35 BUYRTRIE B 25 (8 T 4k
ST B S

mir “HfN EARE D XHTHE LR, DO gL

INEET N |



INEE
. EIENIREERE (Snort 3)

PYRS it ST e LAk P S A 5 K JSON S, AR mlih i 7E -

EIE N5 8% (Snort 3)

A Snort 3 AR IN G IR, AT LLEIEE B CRONR NS, JEIRYE B 2 H R0 LT A
o HRGRHEMIHE T [F 44 R Talos 175 /N4 (Talos) 52 SCH SN B FIUE SCHRNE o EAR T DAZWHRIX 44 55
W, AH SR UF AR IS LR Talos NS B B CLAOSRME,  JFAE R 20U B U A F I B4 T 56 4

FErp R TUE SCHS B S A R AR RN (AR REA ) B, AHAT BRI R TR EX A 5 E A B
Ao i, — 2R S hR] e Al TR HPIRAS, (HAE Sy — /S T RERAE T o
DRI e s U PR IR RO 2, AEIXCRP IGO0 T iU & B S AN Ay B B (i
AT RAZE P Mg A e D) e 2 22 AR I AR SR o th DR SO DU i, A 3Tt
FABC U RAEHNTE A O ZER AR R A Moy, (EAR SR A8 8 O AR Skamgs vh 528 A, T RLRS A
KNI i AN 20 BE SO B2 A ) SR

IS NAZ A SR Rl AR P F A a5 B 7E B4 (Monitoring) DI R PPAS AR REIIN vt
. I, CCRIERC AR N R SO B B E SR, A 2B BRI
RGEA TGS A .

\)

AR WERVIRE] Snort 2, WIJCTAGIEE A€ MG, I HR SR AL IS AT AN o 35 AN 222 B b
M2 2 8 BEZ HME (Snort 2) , 2 25 Lo

UK

TR KIEFE KR > AR
KER U7 R 1¥ Snort AT A 3.x.
T2 PATLL AR A
MR RS ESRME ARG . B BIL BRI R

o stk b (O TR H O SR R B R G H GRS 4. WS N R FAFRLE R H &
. N

o Sk bR (R T E 455 BT SIS (NAP). 5 2 B i T I 4% 49 W7 50 (Snort 3) , 45 9 TiT.
o ik + PTAIEERTI RN . TS ECE 18 UNR S (Snort 3) , £ 15 L.

o i by (@) WAL S b SRR, JFHEAT AR . S A S A s S
(Snort3) , 516 Ui,

B \E%m% |



| AExn

mEaEXAEER Snon3) ]

o AR bR (O) TR S .

= &

B & B € X ANIZ KA (Snort 3)

W IRFE SURMEARF SN TE K, BT LAV AR S CL 5 € SCRIAT Ny o W, Bid R4 i
B EME BN B NS, A B X S SN . W ORI B TR T I aE B, IR REET
PURRAR BB KA 52 Cisco Talos %€ IR SRIE 22—

g2

TR KL > AR
T2 PATLU R
 EAVERTRE, R+

o TYRHEEANIIA HEWS, A g b (@) M R R RN B, el T T
SRS JR VEE 40 P K AR (Edit) 4%

TR 3 NSRS A BFRAUL] 55 8 afEmd .
HIERA R RC E AR

o BAAE - AR AR RN ERAE o DU 2 58 I PR Bk A LI
o AR - N AR o DU 25 R RO (R R PR B AR S, (HAN B

TR NI IE IR AR

SEAREHR 1 Cisco Talos $efike iR MR (17 B ETRR PT & A CHS VR (5 5. TERL, FE%
R HIR LIS, SRS A4 PR AT AR, I Ho2s oo 5

R APREHN (Cisco Talos) - Ph s s i 2 k. ARAEMSZOERTEAMGEE R, BT ae iR
o BEHRME AT T 2 AR, JF B ZINC & 224 i a2, Al oA k.

R L5 F & (CiscoTalos) - S T B LUIGHE 9 2% JE R AN A ik i AU Tl 22 42 . X
BEAT SRS, DPAS BE 2 R, I FLTUY] o R BLRRR AR SEIRIE I, (H AR & BRG]
W

TR LM ER (CiscoTalos) - CBRINBCE . ) ISR I EITE M 2% e P A A it i b5 22 e R i 5K
ZIRE RIS AT BARAMR “ 2P TR AR K, (AL SRR R ORER T P 2 4210
[Fi A B AR LE U A T

* B IET &£ (Cisco Talos) - LA AT HE LU 2 42 4 ACHY I 58 ] W) 2 3 M I oo 0 Ji o
FIRIANE RN, PEAL IR B 8D

* FeiE NN (Cisco Talos) - JH NS e 7. 4 7Y AL PGS 1 P (E R S P A (] R0 3 P " A FR R A
SRS o G SRR DR AN P A T (R SRS, 34 A P AP SR A DAy Bt SR

.

INEET N |



NS |
B =sssE aEmE (Snon3)

LIB6 LHE.
R W IR I B NAR SN A o BLAE,  S0] LUA T S I M 5 75 2 R 2 U 4

EENmENZREEE T (Snort 3)

“NR G (Intrusion Policy) UUTH] it 7R SIS A1 4, ARG TG SR 5 SCIR SRems Je L i o 244t
SR, IR R SRS I s 7

UK

S UL ER > N3,
S Sl s (@),
S DU
- ERERTR MR &,
o JBSTT UL F 5] 26 Pt B MG S RA DI A W, 2 0T DI 2 %L () 1R
BRI
o ST LSBT At s 5k (O0) 5530 0 IR BT IR I S s

c BB I Bon MR FEASIS AU o Al R DL B X A e Y SRS A4 B

* MMEE H %o BB s sk vh HAT TGS RN B AT UM 20 . X SE L A R IR, P QA
WETAH, THBBRKSCHAN BRI I AF T HANAARRNKZHES, — DU
Ay BAH BEAE 2 AN

o TR0 Y HTAE SRS R AT A 4L, 15 A+ > RN A MM A E R A WS
TENAZ RIS TP e BR U2 (Snort 3) 5 25 18 i,

s BN LR, HAESRP LA ISR SCN T s 24905, R i)
AL IR 2 A0 5510 (N ARER HE R T IE R 400 . RN, M EFIAR I3k
WAT A L RGO IE R . TR, SO0 m] LU SO L AL 35 2R, ta] A
E O e A, g, WA NEEMELE, HRA “Z57 BRI
M. E@E, FIAES. (ZRguAEm T A e . >

B \E%m%



| AExn

sEsmEAEEEEM Snor3) ]

jrowser | Chrome (79)

Security Level I Edit

Description A description 8 Edit Security Level
79 rules [ —
Level 1 Level 2 Level 3
GID:SID Info ‘
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ZF4T o NS UAE snort.org FHHEAT T 160 .

B0, ARG LSRR A T BT

alert tcp $HOME7NET any —> $EXTERNAL7NET $HTTP7PORTS (
msg: "My Custom Rule: EXPLOIT-KIT Styx exploit kit landing page request";
flow:to server,established;
http raw uri;
bufferlen:>100;
http uri;
content:"/i.html?",depth 8; pcre:"/\/i\.html\?[a-z0-9]+\=[a-zA-Z0-9]1{25}/";
flowbits:set,styx landing;
metadata: copied from talos sid 29452;
service:http;
classtype:trojan-activity;
gid:1;
51d:1000000;
rev:1;

)

alert tcp $HOME7NET 8811 -> $EXTERNAL7NET any (

msg: "My Custom rule: MALWARE-BACKDOOR fearl.5/aciddropl.0 runtime detection - initial
connection";

flow:to client,established;

flowbits:isset,Fearl5 conn.2;

content:"Drive",nocase;

metadata:copied from talos sid 7710;

classtype:trojan-activity;
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gid:1;
s1id:1000001;
rev:1;

)

alert tcp $EXTERNAL_NET $FILE_DATA_PORTS -> $HOME_NET any (
msg: "My Custom Rule: INDICATOR-COMPROMISE download of a Office document with embedded
PowerShell";
flow:to_client,established;
flowbits:isset, file.doc;
file data;
content:"powershell.exe", fast pattern,nocase;
metadata:copied from talos sid 37244;
classtype:trojan-activity;
gid:1;
s1d:1000002;
rev:1;
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