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* IPsec 21X - IPsec 2 B8UE Ui f IPsec BEIHE Lt 2 2 K 2 R M IUNERERI A & . MR IF N
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o A TEHRHRLERTE) - 24 SR RN AT AT LAAELE b E . JE Y 120 51 214783647 FL. 4R
ERINE R 28,800 Fb (8 /M)
o A TEEA KN - i R A 20 A SR TR PR S AR 2 TR 1% 20 A SR IR B I R v B i . (A7
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g

N\ ©
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LA B R BT IR o S nT LURE K LA ORI B SCRS s A e KA B e B FE x5 4,
BRI B ST B A — 5

AT 2L 3R, A BE SRV VPN BBIE P (i, a0 SOV B I I o A ) VPN, 5 14 0T
T

PREICE G, SR CLI 38 1 show ipsec sa fir 2 fi N 23 & 75 437 T 224k Bk, 1S KE
vh A VPN 342, 5621 1.

o & FE IR EE O

R R REAEIE T i T K2t i ) VPN CEERRE B S PP A R AU RS AE 12 1 (VT VTT S5 B DU G,
ML A B L S R SRR T VPN M. AR 1, T LU AL a5 TR) VPN R
MBS IR, MO ARG B SR o VPN R E A AT FE R 45

i

EI:

SN SRR, KT AT 0T WS, A ERREED.
H1 2 PUTLL AT Helh:
o il + AR R O L G T
o TR O g R (@),
R EEA TE, HRR EE (O) e YA 0 FE 2% 10 [0 4] 3 5 B
SO, RIEA B S
S 3 FE L FILI:

* BRR-EOMAIK, B2 DT WRTESUNA O MARK, RESTERE %% DT %
WEAMDR b A B B %A% . AMIFEL TR A ITRS T8F

k7S - E R @D,
« ERA - (. ) ATHMIRZ TR 200 ST CRAFEEZR) .

* B&E 1D - 41 0-10413 Z IR % 5o M5 YN S Tunnel — sl J5 1, AR D IBEPEA FR . 18
WAGEFE VAR T AL VT 1% 5 4, fA 1 7] @4 1 Tunnell.
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PR 1 o AT LAV ) e FR s A2 1, Wl A 1. YR nl LR E e O, T
I'15, EtherChannel, Jf H.AZ0 AT FR. 1% LIRS & MM RE L2 11 (BVI) [ .

* | P bt F0F M8 AT - IPv4 HuUhERISCIR 1 RS . 10, 192.168.1.1/24 8% /255.255.255.0. 1k
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IKE Sl it BN 4Ra8, KR TS SRR QI S

AR B Z LR 20 /N IKE 5

T WHRPIEHFR, RIGIEHF IKE KIS
IKEv1 Fl IKEv2 [ 550 EonfEA R FIR A
SIB 2 NBA IKE RRA A A 32 o IKE S0 .

a) {EXGER LT FE IKEVL 80 IKEV2, DL RIZIRCA K SR -
b) HRZSIF R LU & A 0 SO AT 5 2R KR 4

UR AR R — L 2 A SR OAEDAT X G, 38 58 SO R A ok . A 501N, 7
S LUH LA

* Bd'E IKEv1 mgS , 55 15 70
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D SR AS T ORI RIS ), WA TSR . I RS O TIOE S R e sk, NI Eald B c
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d) WERFEINALH AN IKE JCA, AEH 55— AR, 35 R A R R

Bc & IKEv1 RAE

LI 1A e (IKE) RRAS 1 S G 375 VPN JE I TKEV] S BT 124, IKE 2 Fhag
PUEBLPRI, A0 T8 B T IPsec (MBS o & T X0 IPsec XA ARHEAT S P S0IE, i1 K IPsec
s Y1 FEIE T IPsec 224Kk (SA)-
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PURREFFA A T Wil “X34%” (Objects) UL FLEZ BN 5. Si4b, A LIAE VPN iE#;
FgwdE IKEv] BEE R, s SR TR IKE SRBE SR A8 IKEv] ZRIEN % .

UK

S MNHRPIEFEXR, RGER IKE K.
$E2 NS R IR IKEVL, LLE R IKEv] 5%,
SR I WRAT R G0 RIS A S s Bk, 3 R 7S el LU el .

W AR ZSIT R AN SR SEmG o ARRHIL e B S 2l IR Lesems i il — 4>, B/t
Se i

TERA PATLL PRI

s BAIEEXR, WA+ L.
- BRERANMG, W EZ g E R (@),
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$IB5 il E IKEv] @7k,

* HEFELR - IKE SEME A6, A 1 365,535, 24l Ar 4k W e 4Gk (SA) B, RsEdn]
B 52 PSP R AR LUK TKE SR A RO 2 TPsec X AF AR A SCRAE RS ) doe i USG5
W E SR BRI T MU e gt e S B Basdi, fuegisn.

© BER - XRINAGHR, mE 128 DT

* RS - IKE S Ja IR AR APIRZS o i PR LU eiRZs o A TKE B 39 18] AR i T B0 34
o

© BRI - FEPA X A S I UE T V5 . ARG R, TS B e A8 IR £ 473
BRIk, 55 0,
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FEASN S Z [T d1 IKE A8 RARAE ] () — PO S 3 PIRCEe A54A, ek
7 IKE SA.

* IEH - AR AR A S O UE TR UM B o 0 S A T AU A B P A ) 45
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CA TEAS o X EEATT DL BIAR W SR K CA e X TAE— X454k, #ANREALE ] B 25IE
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* DiffieHellman 8 - 1 T-7£ PN IPsec X &R 2 B IR A= 2 2 47 1 AN K HoAH B AZ %) Diffie-Hellman
A, BB 2tk e, (R ST S R BRI R PRS0 AR Dh 20 LA DU A 4 . A5
JSIETRI, 1ES I v B Diffie-Hellman #2404 , 2% 4 7.

BIH - T AU R E I ARE, DGR B I e . A RIE TN B, E S I P e 1l
FIWRLE LR S5 o 3 0L,

B FRTI8] - 2242 0CHK (SA) 2By BT CLARP A BT Ju R 120 21 2147483647, thn] LKL
2o R A A BN, SA BIIA HAUE AN SR R ER P . T, Ay B O
FRFEEE LD, IKEWhRIMZe A, (HAE, Ay I, R kB E IPsec 424 SRV 340 B L A= iy
R . BRIAME N 86400, iR R4 A, IEAEHANTATE CHETFBRET) .
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BB e H B EEAT. TPsec 421k (SA).

e ) TKEV2 Mg AT 24 WERMBANAF SRR R, il i d RS I g el ik mT LA
QB SR I A 22 R W E A G o EIETCVE S BN R R G058 SR 5.

PLRFEFAA T a8 “X4%” (Objects) VU H PO MG % . Hob, k] ILESHE VPN
R IKEV2 BB I, it %) & R8I 2 5 |KE %% (Create New | K E Policy) 442k fil
7 IKEv2 5%,

i

MHSEHIEPERT R, RJGERE IKE 3R,
YEBENT %2 E T IKEV2 DL 7 IKEV2 SR .
WIHRATAT R G0 5E SRS A A sk, 1 i AR 7S el LA A H e T

AT AR ZS T SRAEHIANT ZE MG o DRI SE 00 52 1 56 22l 2L SR (K — A, Bl

PATLL 42—
o BEQUEEN G, i + e
o BEGHRIARZ, ATz g E R (@),
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« PSR - IKE SRS MARXL 6, M 1 2] 65,535, M3l ardkws Wose 4000k (SA) I, fistdeny
B 52 PSP R AR LU AC ) TKE S G RO R TPsec R AF AN STRAAE RS I die i DL G 3R
W E RIS, R FR T MBS XIS . BB, Jiegolie .

© BER - XRINEGH, mZ 128 DT,

« RS - IKB FE DR ZEAPIRAS . ST R B BeREs o A8 TKE B i 39 180 (A AR 5K
o

BN - U TEENLER 1 BrBea kit (SA) N FORYER 2 BrBelhra ) (Mina k. EFeE niri
P S, AHANREAE R S0 P [ I S5 R SBE (AES-GCM) ME AL, (IR RIS
RIEFEFERNEHA, MRE B BRI B ) RGNS R, MR A
PSS 5k, EREMILAC. AU, 35S [ JoE A e 5% . 5 3 0L

* Diffie-Hellman 48 - Al J-7E P> IPsec X &5 A4 2 IR A= 38 25 B ity A HAH TLAL 4 ) Diffie-Hellman
Mo BB RN e v, B2 2 AL BRIN (] o PASR SR A Z0UH AT TLRC R 4 . 3k
PEAVFNITA L. REUNERR, Mion S mgsdl, ERNAMILA. A1 IGIEIT Y,
WS Y BT Diffie-Hellman £4041 , 25 4 T2

© SEEERTY - T RIS R O Sk e B A oy, R TR R B e k. R AT
I L. RGSXAEADR, AEORFER RIS, HEERILA. EEEESIAYS
AES-GCM g i i o AT REIMI BN, 1§ S e IR g 5k, 28 3 L.

o (HREHLERET (PRF) 8451 - S5 500 h FHAEIR A4 IKEv2 BEE 025 B 22 5K (1) 25 5 ) 22 A 01 i 1)
HYR DA BENL R B (PRF) 3847 . {E IKEv1 H1, SR PRF S3EA D FF, {HEE IKEvV2 H, AL
NIXLETE R IR E A RS PR RV A 5. R SRS, Mk 20 559
ik, HBIERUCHL. AR, 555 v ML B 5k, 55 3 T,

* {EATE - 224K (SA) B4 B (LR A BAL) JEHIRN 120 31 2147483647, 0] LUK L RY
A, YR AR A RN, SA BIRA H A AN SR R T T . R, ARy R O
FREEE B, IKEWhRIMZE A, HE, Axdn IR, Bk B IPsec 22 4 JC IR T3 LU AR i A
R S, BRI N 86400, ifg e LIRAEmy A, AL AT CHIL B .

FR6 SiLiFAE (OK), RAFHEH.

B & IPsec 1£i%

IPsec /& ¥ & VPN Wi %4 7152 — . 1Psec 7E IP it g0 $R (LA 25, S 4t —Rh 5L T-hrifkry
SN AR TS A IPsec, Kl id BEIEAE A JL 4% A, BEIE R IS0 S5 AR (8] 2 4 (1
AR AR, HEA TPsec FEIE KU H FH RN HE 40 4R (10 22 A U A AL 5 AR o 7E TPsec 420Nk
(SA) P yITa], X S AR T 2R 7 1 A0 S A b AT [R] (R e 4

4l IKE A (JKEv1 85 IKEvV2) , fELEA[A] ] IPsec $eil %) %

o 4 IKEv] IPsec $2IH, B LIIERE IPsec 84T MRS, FEE T B2 A & 4y 36 F 2 2,
BT DU SR B — R T, W R EEAE VPN 2R 2 A S, TERIEEIEFEL A IKEv] IPsec
VTS,
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* AU IKEV2 IPsec SN, W LALEFE VPN R SeVR BT s Ass 5. Rgof i et
i BRI B B REATHEY, RS A TR, ERERBIVLAC. RIS Rr R, &nTEL
FAE A RBORALTE AT SRVFIN ALY, TE T B IKEVL —FEE — ROE R SEVFI AL

IKEv1 Fl IKEv2 IPsec $Ei3#4 FH 3536 22 4 Wil (ESP). ‘& nf DL AL SR IGAE . Inas Al e AR R4S
ESP 4 IP B 22 50,

)

AR AT VO IPsec BEIEAL I Ml 43 Bk .

LA 2R 3 ] A A IKE JRASTC & IPsec $213L.

77 IKEv1 BC & IPsec 321

{81 IKEV1 IPsec 42 PO G AL IKE 27 2 By Beblh i R 48 T 4 IPsec 21X IPsec $2UUE XAE IPsec [
T8 P PR PP R ) 2 A R R AL

A LA TIE LHIIKEV] IPsec 3218 o 8RR LG H 5, I TSt 2 b E A AR AL & . (B
29 4 BN R R 0 SRR

PLRERP A4 T il @ik “X4.” (Objects) UL IHI ELAZ B gt % . Sbah, W] LA7ESn S VPN iE
b ) IKEv1 IPsec BB, Xt G a0k b i~ B2 # | Psec 1R ILEEHR G4 IKEV] IPsec $21X
POp

UK

T TR, RGMH X PIES 1Psec 21
$E2 G EE FIT IKEVL /s IKEv] [Psec $2% .
FIEI3 PUTLL N2 —:

o AN, 1 Al + fAL.

- BHEREAN G, AT g bR (@),

BMREEA KD S, 3 Sz g s s E b (O).
HIE 4 it E IKEv] IPsec #2IUEME.
© BER - RRIBIR, BE 128 DT,
* #8E3 - IPSec B&IE Mz T

o BEREAR IR TP . TPSec LR IR SRR TP L ATH 1) 1P $) Sk Z 7)o 3X 2
BRINEL o 2B KBS AL F-B7 KB 5 (1) EA LT b AT AR ), 1A R, /eIl
REANTIAE M2 (BT FLIR D SN B kB (I 22 4 50D 2 0R), 38 R F B i
A5 8K it B TPSec
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B ke @B Psec 2ix

o FEER P TP SR AL EE UM, IPSec FRELHHT AR IP #5 S A1_EZ Wpisdi sk (il dn
TCP) Z[al. AR IGRT B 1) L S RE IPSec,  J H AT 7ERRE 1 H 0 5 A& 1P
ol w2 B A R . W TR 2 )28 3 ERE Y (140 GRE.
L2TP fl DLSW) K}, A& FAEHA .

* ESP INE - MPR IR R 2 Wil (ESP) N 5% A DI Ui Y, 5 2 1) ke s 43 IR
WE 3

« ESP 8451 - BT 5 4y Wik (B0 B se B vE Sk . A GBI UL R, 1S D vk s A R 81
Bk, B3,

FI’S HiE (OK), RAFHEH.

77 IKEv2 BC & IPsec 21

fr

wIE2

$IE4

i IKEv2 IPsec $& U G0 S TKE 27 2 By BB R 844 H 1) TPsec $218 . TPsec $2 13w XAE IPsec b
T8 PR B 7 A SO S A .

A5 LA S IKEv2 TPsec i, 6ty LAGUEE L, I FShtise A i i SLAb L o (HITE
LSRN RGE XA

PURFREFPAA T Wil il “X$4%” (Objects) JUIH LGN Mgt 5. tbAh, BnT LLAESw%E VPN I
A1) IKEV2 IPsec W B, it R0 A Bros 8 22 37 | Psec 3RIEE R G IKEV2 IPsec $213
poE

i

LRI, SRJE M H F IS |Psec 32,
N %% EJTH IKEV2 iR IKEV2 IPsec #2213
AT UL T #AEZ —

« FRIENS, i + iRl

« BOREBRAMNG, W EZ g g E R (@),

SRS RS 5, 3 e % ik s (O).
it E IKEv2 IPsec T2 13U M
© AR - NRIIAFR, W2 128 NFEFRF.

© B - BEARII BB G A Wi (ESP) BBk . SEHREE ROVFINBTA S0, e M SR R
WIS BRI, ELEIAIRITRG. A B, W ZBvi b A I a0, 8
35
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 STEEMRLT - LT BRI UE RO B e SR R . PR VP S . RGN AR
P, MEORFEERIER S S, HRA MRS A ICIETNI B, 155 I P IR L o Sk

’ %3ﬁ0

IR Rk PEH P — AES-GCM/GMAC 3EIAE 2y Inas 5k, W iZak £ 4% e 3 vk 5
e BMFIERRAR ST, XN & brUE AN S8 H se B i) 5k .

$ES S HE (OK), MRAEE .

B uEuh = (8] VPN &

S %
>

B

N -

FEBC B3 s8] VPN EEI PR B B & B Ja, TN RS & SR e oL 17 24Kk,

TR TR E R, IEAE A CLI R # ] ping interface interface_name remote ip_address fir4, LA
PR ER RIS VPN $2 DGR B PR % o WA el i i B 4% 11, wl = H] inter face
interface_name 7 A I B T I T 1. ST BRI T TER AR I . AR BRI
TRV T, AN SZ THDO 52 AR W 2% () 42 1

URAFAE S BR A, T A 2 P 28 E AN SRR IKE FROA MU A, JF AR o 2 B VPN &R .
PRUBAT Vg )42 R B NAT R0 2 BH 13 4%

UK

R BB CLL s AT At (CLDH prid .
i} show ipsec sa T & AT A T4 32 T TPsec %4 K k.

TN A R E (ARl ) SIm AR 454K (current_peer) Z [ T VPN 4%, B 00 %%
PR IET R, B (pkts) VHEUN ARG . U i) 512 W S5 75 120 15 P A RS20 P 8%

@lhn, LU o IKEv2 4%

> show ipsec sa
interface: site-a-outside
Crypto map tag: s2sCryptoMap, seq num: 1, local addr: 192.168.2.15

access-list |s2sAcl|0730e31lc-1e5f-11e7-899£-27£6e1030344

extended permit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer: 192.168.4.6

#pkts encaps: 69, #pkts encrypt: 69, #pkts digest: 69

#pkts decaps: 69, #pkts decrypt: 69, #pkts verify: 69

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 69, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
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#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.2.15/500,
path mtu 1500, ipsec overhead 55(36), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: CD22739C

current inbound spi 52D2F1E4
inbound esp sas:
spi: Ox52D2F1E4 (1389556196)

SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }
slot: 0, conn_id: 62738432, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (4285434/28730)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OxXFFFFFFFF OxFFFFFFFE

outbound esp sas:

spi: 0xCD22739C (3441587100)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }
slot: 0, conn_id: 62738432, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (4055034/28730)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

DL N s IKEv] 3 .

> show ipsec sa
interface: site-a-outside

Crypto map tag: s2sCryptoMap,

seq num: 1, local addr: 192.168.2.15

access-list |s2sAcl|0730e31lc-1e5f-11e7-899f-27f6e1030344

extended permit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0

local ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):
current peer: 192.168.4.6

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 10, #pkts comp failed: O,
#pre-frag successes: 0, #pre-frag failures: O,
#PMTUs sent: 0, #PMTUs rcvd: O,
#TFC rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.2.15/0,
path mtu 1500, ipsec overhead 74 (44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 077D72C9

current inbound spi AC146DEC

inbound esp sas:

| BETEA

(192.168.1.0/255.255.255.0/0/0)
(192.168.3.0/255.255.255.0/0/0)

#pkts decomp failed:
#fragments created:
#decapsulated frgs needing reassembly:

0

remote crypto endpt.: 192.168.4.6/0

stsE VPN |

remote crypto endpt.: 192.168.4.6/500
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spi: OxAC146DEC (2887020012)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn_id: 143065088, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (3914999/28567)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000007FF
outbound esp sas:
spi: 0x077D72C9 (125661897)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn_id: 143065088, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (3914999/28567)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

H12 3 {1 ] show isakmp sa iy 1] K AE IKE 224 Kk
T LMl AN sa B E 1A (SO stats KBEF) &F IKE 4t B .
filan, UL R Eos IKEv2 242 K8k,

> show isakmp sa

There are no IKEvl SAs

IKEv2 SAs:

Session-id:15317, Status:UP-ACTIVE, IKE count:1, CHILD count:1l

Tunnel-id Local Remote Status Role

592216161 192.168.2.15/500 192.168.4.6/500 READY INITIATOR
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:21, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/12 sec

Child sa: local selector 192.168.1.0/0 - 192.168.1.255/65535

remote selector 192.168.3.0/0 - 192.168.3.255/65535
ESP spi in/out: 0x52d2fle4/0xcd22739c

DU % s IKEv] 224 KK .

> show isakmp sa
IKEvl SAs:
Active SA:

Rekey SA:
Total IKE SA:

(A tunnel will report 1 Active and 1 Rekey SA during rekey)

= o

1 IKE Peer: 192.168.4.6
Type : L2L Role : initiator
Rekey : no State : MM ACTIVE

ufi = [8) VPN .
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There are no IKEv2 SAs

A4 b 5 1)
WefEuh =18 VPN
Bl 1R VPN B AT W S F s HE 5, 15 1T CLI #3561 6 88 % #s CLI L T a2

* show ipsec sa &7k VPN £1fi (¢4 CHE) o #&8 AT LME ] clear ipsec sa counters fiy & H B X £ 48
THE R

* show ipsec keyword & 78 [1)52: IPsec IB1T HHE MG 1T 5 B . i\ show ipsec ? & & n H L BEF .

* show isakmp &7~ ISAKMP & 47408 fl 4515 B .

uf = [8] VPN 7= 151

PUR 2R E w8 15 1] VPN [R5

{Euk =8 VPN T E 24 5% NAT
SR 1 L5 ST 3419 VPN ST ELEA B S50 T NAT SN, 5TLLE % VPN
AR S NAT S 4015 VPN YEREIE T DURSR S RSBt DA BT BRI

U VPN EFERS, T LLIEFE NAT b1 H 3h 61 NAT 0. A, e OAEm R i
HE I G AR JERR AR ORI I ER I A Z5 500 A, AR 3 TP R AS s R 284371~
A ERE A HE 1 2 0 B AT R R 25, WG ST B IC E NAT # S ).
T VPN JL R o NAT AU, 7520 ARz 7 190 44 ] A M e )3 B 4 T2 NAT . 4R
Jo FENAT BT H B2 AR I 2% (EIan BB IR it R A 257 2N, i R
FO A RN . e DL B RLR

s MARIEL P A ZADARMES, TIPSO ST A8 E SUX LR 2% 0 5

o W5 VPN P[] ISR TPv4 A1 IPv6 4%, i b &Gt — AN B ) 5 4y NAT ).

B SR T R A T A B R S A PG N B IR R BT o X T AR B IR R (BN, A
TR IN A = ) 10.1.1.6 B www.example.com) , 7 225 FH NAT $& AL 23 H 1P bk i) TG
PR 7R 42 10 PAT BRI, AR1M0, % T-2E%7 5 VPN BEE i (B, MR I A = R
10.1.1.6 B LA H AP 10.2.2.78) , BEAKRIAT NAT; #8757 208 i 6 4 5 4y NAT RiUR S 4
M. G0y NAT H 8K bt % 3 o JAH R f k.

| BETEA
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s ven s NAT ]

[& 1: B Fuh 208 VPN BY3E O PAT #1515 NAT

PAR 7R B Firewalll (UREIPAED HIRCE . ZonBlEE N B DS MIRAL, IR 2N B
JR G g SR BRI A R A, LR .

N

ER ORI E RAES IPv4 . W% VPN IS LEE IPve 4%, 154 IPve QI JHAT M. EH &, o
T ICiESL IPv6 $2 10 PAT, [R5 4 I fE— 1Pve bk 2 M6 % T PAT.

UK

T QI G R e AT 25,
a) PR
b) MHEFEFIEPEMLE, K50 +.
c) FRENE/RIEINAZ NG
TR G4 (40, boulder-network) , EFEMILR, RIGH ML 10.1.1.0/24.

ufi = [8) VPN .
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B s ven g% NAT

Add Network Object

Name

boulder-network

Description

Type
@ MNetwork I:} Host

Network

10.1.1.0/24

d) SEHRE.
e) miili + i L EATIIMA E ML,

MM G4 (B, sanjose-network) , JEFEMILR, KT HIA ML HEE 10.2.2.0/24.,

Add Network Object

Name

sanjose-network

Description

Type
@ Metwork (__: Host

Network
10.2.2.0/24
) RHHE.
IR 2 {rFirewalll (E/REEIFAZE) b, AHEIREETIPA ML E 20 VPN IEH: 2 6 75 70 A = N T30
G0 NAT.

a) MKUUEFEREE > NAT,
b) s+ .
c) BLELLF @M.

. uh =8 VPN
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* #RER = NAT Exempt 1 2 Boulder San Jose VPN (BRI HAB SR .
« SIEEMNAF = T3) NAT,

< fE =$EMMNZ £, RJEAE “ T3 NAT £ H3) NAT 207 50 #8840, %2
ORISR IUAE H BRI AR B0 11 PAT AU e 73 0, 200l BEAN 22 I 1 T I

b/
« JB$#E0 = insidel 2.
« Bfr$EO = 4N,
* RiAEHIE = boulder-network 24X % .
« $0 R RYIEHLE = boulder-network M Z5%1 % .
« [R5 BHRiiE = sanjose-network MZ% %15 .
* 453 f5 B9 B AR L = sanjose-network 5514

e 23 AT AN TG 4 H An b, DR iy J5Lah H AR Mok R 3 g 14 H br stk
FeE A Ik, AT A FEIC B 5 NAT. BT o I B B s o IR ) kg 5
FH RIS E &4 NAT

I ufi = [8) VPN .
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B s ven g% NAT

Add NAT Rule
Title Create Rule for Status
MNAT Exempt 1_2 Boulder San Jose VPN Manual NAT W D

Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Placement Type
Above a Specific Rule v inside1_8Rule b Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
insidel_2 b outside b
Source Address Source Port Source Address Source Port
boulder-network v b boulder-network v Any b
Destination Address Destination Port Destination Address Destination Port
sanjose-network Vv W sanjose-network v Any o

d) ESRETRT, EFEFEBFEZEAOLERKE ARP.
e) MilifAE.
f) EESERERE, ARSI Py OB A N .

YR 3 fEFirewalll (F/REEPAED b, GWHEBIREE P A E SR ECE RN LR M N (KT 330 4% 11 PAT .

pE W LA RE B TR T AT TPv4 il A8 AE N IS 4% 1 PAT I, A4 4046 i
FFE P S BOA QXL . AT, ChSe ORI, JEARBs TIX LSRR, SERiX L
AR, TR AR LA A R R 25 ELAR AR A IR, Jkd e P 3R

a) miii + %4

b) FCE LA N
* ¥RER = insidel 2 $11 PAT (MBS HABLFR)
* BIEMMAF = T3 NAT.

B =FEMUZT, KRG “T3) NAT £ A5 NAT 2517 Sk qe Ly ki 0
BRI . T Ub R UPKE N FH B B Fstthhik, {3 sanjose-network 45 g H b AR 4250
TESEFI Z HF, 750 sanjose-network FI 7K ZEBAT VEFCIT . BRI TR B R8T 10 T3 NAT #E
MTEE] “NAT BULE A3 NAT 251”7 SRR, ik Ed O 2.

* 3‘39_3-2=ij],i§c

. uh =8 VPN
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sk e veN g ge NAT [l

« JB#0 = insidel 2,

- BARED = SN

* FREATRHE = boulder-network W44 Xf 4 .

 BIRERORIOHNE = 30O, PLIRIE AL H AREE DB D PAT.
- [R45 BARIE = 147,

« B R R BRRMAE = (£,

Add NAT Rule

Title Create Rule for Status

inside1_2 interface PAT Manual NAT v ‘D

Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Placement Type
Below a Specific Rule ~ NAT Exempt 1_2E v Dynamic v

Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface

insidel_2 b outside A
Source Address Source Port Source Address Source Port

boulder-network v Any ~ Interface i Any s
Destination Address Destination Port Destination Address Destination Port

Any W .-"an‘_.- W Any . Any b

ny ny

c) MiiHAE.

d) HEEUCIRE, SRR HAR PR OB A A .
LA NI

a) s A ERE B K AR .

+
R

W

b) sl ENERE H4H
BTLLAEAF AR e, WA UL RE, A Jn PR B 55 P R B B8 I sl %

i 2151 VPN
|
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. WA SMERIE O L o S ER L S iE) VPN I PR IEEBERA R (R FH)

PIRS WA A Firewall2 (GEArPUp A=) , BAT LR A& B & L.
* 2 Hb5JE boulder-network B, F35 ) NAT MK T sanjose-network. 4 Firewall2 Py #BA
AN ) 265 B BT )42 U &R
s M EFRE AR B, FEh3IEE D PAT MUK H T sanjose-network .

WIS ERIE O £ A S ERES S B)VPN F P2 B BA Mg a] (A FEFEH)
FEN S VPN i, 80T GEAS BRI R 0 488 1 Pl el 88 iR s 25 U o) FLE I o AN, IR e e R ] P 3k N
£ BT B 10 57 ) IR B P (e 10 (AN 10D AR, DRI T TR o 37 A A2 I 3B HY
TX T4 ARAT AR A R e T
TERERT —A sl 46 198.51.100.1 (AEFulif b, uhf A 5203.0.113.1 GEFEuL A, 35 B)
Z AR T ANk ] VPN BRI o A28 PSR (P E RE 3t £ 192.168.2.0/24 Jit I BT A FH - i s 3408
LUt VPN BEiE . [RIUG,  an Sz M4 bt P AR ) EICRY b AN B 45w (9l
www.example.com) , IEFEL L IL VPN BRE, AR5 M 198.51.100.1 % 111 b [=] 30 FLI K o

=8
| ww.example.com
o~

Site A Site B:
198.51.100.1 " 203.0.1131
g oo T - > 5
: VPN ‘9;
[
.- \

LU R T B LR S5 . 56, T SERCE VPN RS P A 280 o

FrIGZ 7l

MR B A T eiF VPN Vi N BA B &, f# VPN 52 Vs I 2 5w I PR . 7EisfTic &
1, X 1 no sysopt connection permit-vpn iy &K x. W EIE L FlexConfigil # 1l it /£ RA VPN %
ML B Sk D BRI E 5T 17 a1 HI SR B L 1S FH T sysopt connection permit-vpn, ]
JETF AT 1K LA TR E U7 vl 425 TR

UK

TEL @A, Fuife ) BCE BN A B R A VPN .
a) A&, Ra i AE VPN A EEEE.

| BETEA



| stsia veN

fFESNERE D b shaRsk i VPN A p et E R e (k% I

b) i + PIPTIE
) H&W N PTAE X K, KA st T —5

s ERREXHAR - VIEER T M EUNARK, Bl Site-A-to-Site-B.

* ARt VPN 3EANEEO - B AMIBE .

« AL - CRETBROAIE “AERT” .

* AR | P ik - G NSRS SRR AL U TP Hbhik . AEAORGI, iRy 203.0.113.1.

< EIEMLE - il +, SRJE PR S FER AR A2 ARG I I 0 5 o FEARBI R, Bht)
%4 192.168.2.0/24 . 1 LA ok 1) 28 37 0 4% 37 B A 7 6 52 o

T EER T 3B — DR R ST .
Connection Profile Name

Site-A-to-Site-B

LOCAL SITE REMOTE SITE
Local VPN Access Interface @ Static Dynamic
outside w Remote IP Address
203.0.113.1

Local Network

Remote Network

l.—g Site-B-Network

d) 5EERARE, Rl T—5.

* IKE 5RB - IKE BB AR TTVERA M o EREHL Z AT RN IKE A, SR A5 3R]
o THIC TR A RA MR RE UL =% B OB IR SR I 2 T BT 515 R

* NAT £ % - ILFE NN .

Additional Options

NAT Exempt
inside ~
* STERTERERY DiffieHellman 28 - BLRCE R AT IEEA M. n] LIRS 7 200 B i
Ho

e) mdiFER.

ufi = [8) VPN .
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. W AESNERTE O kS SNER s A5 8] VPN A PRI B BX Wi 8] (&R AR

MR EE S R R BT AR o 4 nT LUREIZ L85 BRI 2 SCA SO F B A SR, 3 Bh il Bz
FEXT SR

PTIB2 (Gl A, EU . D B NAT FUEC & Ak A4 1 & H R BT JE R 3 2/ TP Mk b ity 101
(B2 PAT) &

SEINVIME X AELE G, RGUEAIE 4 4 InsideOutsideNatRule ) NAT M. e RRUPK 2 10 PAT M
FAEED LM OR R & IPv4 e . HT/MNSEOQEE T EEOF, Fit,
BEHEIN) A7 A, BR AR Bl (0 ) 354 T G e oy R o5

PUR R A 2 n e G g e 7 O R o

a) MKUOS T SREE > NAT,
b) PUTLLFHEAEZ—:

* Zi%ik InsideOutsideNatRule, 14 FUFIREF B ASTEIBMES L, S5 sididnte e iz (@),
© TOIEHHN, 5 mi 4
c) BCEINI LA TP
© BER - PRI R SCHAE AR A FR. F1, OutsidelnterfacePAT .
* BIEMNATF - F3h NAT,
* fLE - B NAT Bl Z87 (BRI .
« KB -,

« RIGEIRE - X FiRMe L, THLEFE AR s any-ipv4. X TURIEO, IS IRESE AL
(BROMED o 0TIl “JsuhBdiat” kI, HREBOME “4Ef” .

- EEMAEURE - X T BIRED, RSSO, T ERkiRataL, iFiEFERO. X T
P Hetl “ SRR T, TS IR B ERAE AR .

IR TR AR AR D UL I R BT SR O

| BETEA
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SAZESMERIE O L 0 ShERsk 5 8 VPN A R i EBREE (kx5 |

Status

- @@
Manual NAT rules allow the translation of the source as well as the destination address of a network packet.

Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Title Create Rule for

OutsidelnterfacePAT Manual NAT

Placement

Before Auto NAT Rules v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

Any outside b
ource Address Source Port Source Address Source Port
Any Interface Ay
Destination Address Destination Port Destination Address Destination Port
Any ' Any b Any b Any W
=
d) miEHaE.

FIRI i A, Tulhigle D BUEV PG, BLRRVFUT s B LS ORI B2

AL VPN 4 A2 A3 RVFIERE VPN _ERE . 30T SEAA OR JS D7 r) 2 1) SR S VR Bl
TRE R4

PUR R 7S T AT A Dz e 9 20t L PR REOU o /2 70 75 A R DUV e T4 DA PO RO o

a) KK ST SREG > i e .

b) il + QUEDHERE

o) HCE A LR JE 1k -
o WRFF - 7250 Pk B — AL, AL B AL T ] BE S VLT I FH 1 E 33X S 4 (1) A ] S AR 2
o BRNEDLT, 23BNV N2 S AR R o G R i o 2 BB R (W &, AT B
G AR R IO, R PT AR R U e T8 38 A AR Y R

© BIR - A DA EXHASZEHR AR B, Site-B-Network.
© BRE - R WORAA B IR EPAT P SOE U I BRAAZAS I, WA “AEAE” .

 RIBRREIR - 0T B AR > MY, TP VPN ERNCE SO R T T R R 4 1 [
Geo XTTHTA Al Y7 M CHAR” GBI, THEREBOME AR .

ufi = [8) VPN .
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. W AESNERTE O kS SNER s A5 8] VPN A PRI B BX Wi 8] (&R AR

SOURCE DESTINATION

* B2, URL M FIEIR - R B X LEIETH R (BRABCE, BT .
* MR SXHIETR - Caie) SBnT DLUEFNAR s PE SN, DLREAT B oS A AR
« BRERIEFRIEIR - (k) ] DLk R I H &l k.

d) MM E (OK).
$B4 (A, T ) AT
a) MM A A ERE B b .

b) sidrLBIERE fLH .
BT LR E e i, WAT LR RRE, MG PR A 25 PR B8 g S id oo IR AR 67 14T
T ARG, & R A Fr AL BRI B
PES (U B, IR, ) BRBE AR A, JFRCE I A B R VPN E
e Bl AN 5 A B2 E T DA 4 SR A R 3 A5 B i o
a) miliR&, Ra sl VPN 4PN EEEE.

b) s + WS InHETIER:.
c) &N FpTIAE X &, ARG T —5:

 EEERENHRIR - &R A E XA, Fla, Site-B-to-Site-A.
o M VPN #ENED - RSN,

s RHELE - 5l +, ARG IR AR RPN S . fEATRBIT, XS
192.168.2.0/24, A] LA i 5 61 32 37 I & 37 B G 2 5) 42 o

o STAZ | P HE - SN 0 S R AN T 1P shk . ZEAREIH, bl Sy 198.51.100.1.
ARG - (R BRI “ATAT” o T 2RSS s AR ) %

R TR B S

| BETEA
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Connection Profile Name

Site-B-to-Site-A

LOCAL SITE

Local VPN Access Interface

outside

Local Network

d) & XEREE, Rarilit—%.

SAZESMERIE O L 0 ShERsk 5 8 VPN A R i EBREE (kx5 |

REMOTE SITE
@ Static _ ) Dynamic
v Remote IP Address

198.51.100.1

Remote Network

€ We don't recommend to use “ANY" for this
option.

* IKE 5B - IKE BB AR TVEBA . BB Y VPN IERL I3 i A i A 7] e A 11k 1
DAUERIRCE WO =] $5 il il ABE RN B ASHASHIALZ % 8] GEH] T IKEV2) .

X IKEvl, HAf7—AN%4H,
* NAT #8% - WFE AR
Additional Options

NAT Exempt

inside

S BIAE P A X S AR L A AT [F] o

* STERIERERY DiffieHellman 28 - i B AR IIER A M. ULEC VPN IER 3 S A

i A P AR R

e) miliFER.

FE6 (Wi B, TR Rl ) MIERS RS IS R PTAT NAT AU, DA T It s (0 AT e A 2B 42

VPN B#is

HI T3l 5 A RO AT R, DIIE T AE IR BE % EARAT NAT . (HIE RIS IRYE B i AR DL
b MBEHZAWHMES, 1 HA LA XA S5 VPNIERE, TS 20 I B 2 k) 25

JIT R B NAT $E0) .,

a) KRS 5REE > NAT,
b) PUTLLFHEAEZ —:

o SEMRIIN, A EURRTRE R AR B L, R SRR (O).

ufi = [8) VPN .
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itiE VPN |

o YRR, AEHASFEEN ] T2 R M2, T BV TRET RS AR AL, RS R

g b (@),

ST GliE B, WSRO ECE VT RPEHIN,  BASRVE A2 ORGP R 25 il TR

LA 7B SRSz OR3P 2% P (R el e AR i H AR ST LURYE B ) R AR ERIH Bk . thmT L
LESERN Z BRAS B BRI, S pE AN DR . AT 34— M7k, B e A A sk EIRCE

FEL LB R o

a) KK SR > i e
b) sy + BUEHTRL

) PCE R LA e

o WURF - AESEmS kRN E, A E N AT RE S VGO L IX SR A AT AT AR 2

Ao BRINTEOL T, SR AR N 2SR AOA R o SRR i i 2 FT R AU ) (07, T LA
DA I, U T AR R O U B A A L PR

© BRI DHEXHAS TR FR. B4, Protected-Network-to-Any .
© BAE - ST WURANA X IR AT B SOE RS I sNAZ ARSI, T RAE R “AEAE

 JRIBRRIEIUR - X TR > W%, IHEFEE VPN IERNC & SCIF T A I 2% () 7] — X 5
TP IAL U7 R H BT GBI, IR ERME AR .

SOURCE DESTINATION

i

* A, URL MIF PIETR - O B X Lel iR (0 BOA R E,  BIAMIEATIE R .

* MR SCHIETR - (i) BmT UG RENAR 8O PESRN ,  DLIEAT B 0% e A A

« BRRIBREIR - (Algk) 0] DA% 0 &R H il %

d) AEHE (OK).
$8 (Ui B, . D) BB E .
a) AT A ERE B bR .

b) il SLBENERB L, JFAEAT S S .

BT ASSEAE e, AT UL RRE, RYJE AR AT 55 HU R B8y Sl sk . WERERFF T 14T

IFs ARG, B R HR s AT o A BE A B 2

| BETEA
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mfT@idis s VN Ripka s Ensnsnnsre ]

gn{ATiE i3 4 = (8] VPN fR1P5R B 2 M E IR R 2R R W E

WA B4 LECE Z A BRI 2SI Z0E 4 Js KE UL o Gl A 8] VPN ANREE AT ILZS B
5T XL e g e 1 B B G TR VPN,

H 3 REAOL R ph 45 8 PR ST 1Y, DAL, A R BT 3ty W) VPN R ORGP R A6 AE € SOREU
RS IR 2R TSR, A O AR o SEIE 5 B DR G A ) VPNGERE, DA HGIX L HA 1
%

W IELLUF /R . 7EIXFHESL R, iR VPN 7E 172.16.3.1 IAMTE: O g X it VPN AT LA 4
MBI 2% 192.168.2.0/24, T CFRFREATHAMILE, A N EE LR E 2 R A es th#s i 7. 1

H, IR T EY 192.168.1.0/24 %% (HOh VRI FERUS i 88 10— ) $24E5 2500 VPN iRk4s, )
WA ZUC BN ) AR I bR, TR N I A R] VPN AL E

— 172.16.3.1

S | outside

inside

192.168.2.0/24
192.168.1.0/24

____________________

192 168.1.1
wri-inside FTD

Fri&Z 8
BEIRBIER IS CAEASHI I 45 192.168.2.0/24 54NN 172.16.20.0/24 2 [MFCE ¥4 55 1] VPN, 7€ 2
ARG FAs, FCE B L IER L BO LA A Y. 1) R FU S F 7 o

i

SRR MCE AR A th & 2] VR (% e -

VLK 1 FEVF2 0 R TR VPN AR GZfe) Zeimbrd 14 ami i) VR REAUES ih &3 P 1K 192.168.1.0/24
W2

a) WIKIEFIR&E > B > EFREE.

b) AR L h A 1 A AR (B,
) TEA R H AR ASEREE I b, il + IR

© ZFR - AT AR AR, 40 s2svpn-leak-vr 1.

* ¥E0 - % vrl-inside,

* Wil - EFE IPV4.

© W4E - EPET X 192.168.1.0/24 MLEIIRT G, WAL, b eI Mg LA E N % .

ufi = [8) VPN .
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Name

nw-192-168.1.0

Description

Type
@ Network Host

MNetwork

192.168.1.0/24

© P - ReIE I H B e R R ) ) A R AR I, AN AR R S

XFUHER TR B

| BETEA
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WATiE I 3k s 8 VPN fR4P5R B 2 D EHLER SR R M 48R E

Mame

sZ2svpn-leak-vril

Description

nterface Belongs to different Router

vr1-inside (GigabitEthernetd/2) ~ VR1

Protocol
@ Pva IPvé

Networks
[ nw-192-168.1.0

Gateway Metric

s 1

SLA Monitor

d)y HEHE.
SR 2 BE M VRI B4R RE LM i 2% 10 3% it

BE% HH AOVF 192.168.1.0/24 2% 1 1) & i AR IR S vk U A) VPN BRI (S . EARBI b, 0 R 2
IEFER4 172.16.20.0/24 M %%,

a) MEEFUEE 3y N AR kR VR, DIUI# S VR BiL'E .
b) 7E VRI BRI 28 ERSI ALK L, il + JFmE Bk

© ZFR - ] U HMTAT 48K, B s2svpn-traffic.

* $#0 - iLFF outside.

o W - B4 IPV4.

o LR - EFE AL L 1) 2 AR I 28 BI04, 49l 41 external-vpn-network .

© PSR - BT B K I B S AN PR SR N, AN e R KL

ufi = [8) VPN .



uhi (8 VPN

T a8 VPN /iP5 B £ N ERER R R H &R E

XPUEHER AN R P :
Mame

s2svpn-traffic

Description

A The selected int
route, the route will cross virtual router bound

Interface
outside (GigabitEthernet0/0) ~
Protocol
@ IPv4 O IPv6
Metworks

+

‘03 external-vpn-netwark

Gateway

]

A S T
ase select a gateway

(T

SLA Monitor Applicable

ase select an SLA Monitor

[1:]

¢) Rii#E.

erface belongs to a different virtual router. If you c
s, with th
this virtual router will leak into another virtual router. Proceed

isk that tr

with caution.

Belongs to different Router

Metric

= 1

IR 3 K 192.168.1.0/24 ML N uh 5 0] VPN IEFEACE SO

a) WKL E > ihs (8 VPN > BEEHEE.
b) AR E kg E b (@),

c) TEMSFHIFE—T b, ARG R+, K54 192.168.1.0/24 ML X% .

. uh =8 VPN
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Connection Profile Name

Site-B

LOCAL SITE REMOTE SITE

Local VPN Access Interface @ Static {:) Dynamic
outside (GigabitEthernet0/0) ~

Remote IP Address

Local Network 10.10.10.1

+

Remote Network
I 1
O nw-192-168.1.0 +

'—D nw-192_168.2.0 rf;] external-vpn-network

i 2151 VPN
|



ihsE veN |
B wmmissn ven Ripk A2 M ERBE BN AL T E

. ik & 18 VPN



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



