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* W4T 5 1] Firepower 4100/9300 AUAH WA Z07E 55 04T 5 H IS5 BT FH 10 ) i R 2 2B A 1) 1 ) 88

Be.
* BEAT 3N Firepower 4100/9300 HUAR U4 B IEAE T N T SCAF R 52 SCRIAE ROE AR e 26 223
T IERR AT N T AR

o WS N BC B SCPE RS N AT B T P VE AT B (EULA) (834G, WIESARLE 2
W, SAZIAE Firepower 4100/9300 HUAH L #2521% N (K] EULA, 15 W HAE4

o ORGSR IAT IR AN SCIE, T SR G R AR TR R SO AL BOR BT SCAE S A B LA B

' | == E E: \rL | = =] |'—3—\| |’—Q—\|
AREFESN/SEHIRE T Z
FHIBCE R, FXOS K s s, ] an s s f 241
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NEAER I IR IC S TR 5 G A ) D 28 9 5 o
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$IE1 )\ FXOS CLI # A\ 22445

scope security

T

Firepower# scope security
Firepower /security #

PIR2 WHINEEN:
set passwor d-encryption-key
I N%%H: encryption_key
il 4H: encryption_key
encryption_key (K LIS T 4 &2 40 NFFFZ ]
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Tl

Firepower /security #set password-encryption-key
Enter a key:

Confirm the key:

Firepower /security* #

YLALALT
commit-buffer

TP

Firepower /security* #commit-buffer
Firepower /security #

2 H FX0S Bt & 304

1 FRCE S B D8k 8 Firepower 4100/9300 ML IZ 4B 25 IS S L B W B 1) XML XS H 3
FEMR S5 4% o

Fi&Z wi

BEXRTHE SN S HOERE SN/ S HEN.

UK

BORC ST B AR 55 s
scope system
export-config URL enabled commit-buffer
LN iR —, NIEAE S R SCHEE URL:
* ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name
* tftp://hostname: port-num/ path/image_name
pE e e e iR A, WIS . WURARE U4, RG0R LR E AR B — MR
JER LA
GUE

Firepower-chassis# scope system
Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml
enabled
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Firepower-chassis /system/export-config # commit-buffer

PR 2 KA T TS PR
scope system
scope export-config hostname

show fsm status

il
Firepower-chassis# scope system
Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status
Hostname: 192.168.1.2
FSM 1:

Remote Result: Not Applicable

Remote Error Code: None

Remote Error Description:

Status: Nop

Previous Status: Backup Success

Timestamp: 2016-01-03T15:32:08.636

Try: O

Progress (%): 100

Current Task:

P33 WAFINA AL, HHRAT U 84
scope system
show export-config
T4 BRSO RIS, WEIAT LT ERAE:
scope system
scope expor t-config hosthame
fHEHILLT dr B3 AR 55
* {enable/disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-file path_and_filename

* set user <user>

SRS EMIER T LSS, WEIAT UM ERAE
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scope system

delete export-config hostname

commit-buffer

A Y hd — | === E'

TR EaxRES T
{F TR0 5 D REIS AL Firepower 4100/9300 HUAS 12 5 158 4 AT A lid B BEE I XML X H ) 5
R AR S 28 . ar LRl H . AR EEREEZET ) S ’EE S B RIBgT, TR
TR S R ThAe ) fm PR a0, fn S 4E B I = %L 10:00 J2 FAEE — R RIS
RGN I =1 L 10:00 il &5 0 S H .

WEERTRE SN/ FHREE S/ T HAEN, T S HIRC & T 2h RER 245 B

3%
AU TR 1 3 AT 55
a) BT IS E )

b)

d)

e)

2)

scopeorg
scope cfg-export-policy default

Jet I L SRS

set adminstate enable

5 € 5 AR IR S5 4 30 A5 I A8 0 P8
set protocol {ftp|scp|sftpjtftp}

T8 58 NAFA A A SO B4 B B4 B 1P stk X W] LA Firepower 4100/9300 /LA ] 3 i ¢4
U5 i RS A% AFERES] S AR IR B4 BATAT 5/ 5 A o

WMARAFH BN AT A 1P Hidik, WAZ0HC ¥ DNS k%525 .
set hostname hostname
G A R AR B A 1, VR e i
set port port
FRIE RGAE G I FE R 5 25 I AT FH I ' 42 0 WSO TRTP, BV N 7 B
set user username
B AR IR 254 T P 4 S . an SRS TETP, ek N A7 B

set password password
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h)
PEo3 B — A 44K
set remote-file path_and_filename
) iREEAERE T A HEE R AT LRI
(Weekly)” B “HEW ] (BiWeekly)” .
set schedule {daily|weekly|bi-weekly}
i) KBS RGN
commit-buffer
-

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Config Export pol
Name: default
Description:
Admin State:
Protocol: Scp
Hostname: 192
User: userl
Remote File:
Schedule: Wee
Port: Default
Current Task:

\rLIII:I | = - - | E E

WEIRES HIEEE
S HIEEETIEE, i RGE—ERBNEA AT S S H R 5457 .
BRANEOLT, SRR 5 A 30 K.

\}

# scope org

RESANSE |

TR OB S AL B A e de Bk A, RSO AL . IR A s 73X R4, S I R AR i

“j(‘ (Daily)” N “}%

/org # scope cfg-export-policy default
/org/cfg-export-policy # set adminstate enable

/org/cfg-export-policy* #
/org/cfg-export-policy* #
/org/cfg-export-policy* #
/org/cfg-export-policy* #
/org/cfg-export-policy* #

/org/cfg-export-policy* #
/org/cfg-export-policy* #
/org/cfg-export-policy #

set
set
set
set
set

set

protocol scp

hostname 192.168.1.2

remote-file /export/cfg-backup.xml
user userl

password

schedule weekly

commit-buffer

/org/cfg-export-policy # show detail

icy:

Configuration Export Policy
Enable

.168.1.2

/export/cfg-backup.xml
kly

P

R PEWEIA /N TR 3 S P R (RER S R B RD

( “WB#UTTASEL (Config backup may be outdated)” ) o Hilfl, L&

TR iR T SR R R T
ST TR BE HAR

BEPARA TLR, HARAEBEIN A T R E, WS Bk TR 23 A Y b v S
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UK

SONENCE T PR, AT LU AR
scopeorg

scope cfg-export-reminder

set frequency K

set adminstate {enableldisable}

commit-buffer

il
Firepower-chassis# scope org
Firepower-chassis /org # scope cfg-export-reminder
Firepower-chassis /org/cfg-export-reminder # set frequency 10
Firepower-chassis /org/cfg-export-reminder* # set adminstate enable
Firepower-chassis /org/cfg-export-reminder* # commit-buffer
Firepower-chassis /org/cfg-export-reminder # show detail
Config Export Reminder:

Config Export Reminder (Days): 10

AdminState: Enable

= oo &
ENEEH
fnT LI I B S AN THRERY ] 2 5 ©L A Firepower 4100/9300 A146 5 H O FC & W H . HEIhaE RIFRIR
[ A0 B 4T fic o N R i rh A TR
TR Z B
BERFTEESN SR E SN/ SN,

UK

PR BTS2 T AR E SO, EHAT LA E:
scope system
import-config URL enabled
commit-buffer
LN R —, NIEAE R AR SCHEE URL:
* ftp://username@hostname/ path/image_name
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* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name

* tftp://hostname: port-num/ path/image_name

Tl

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot

Firepower-chassis /system/import-config # commit-buffer

N
g
N

TR AP AMEF IR, WPATELH #R4E:
scope system

scope import-config hostname

show fsm status

TP

Firepower-chassis# scope system
Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status

Hostname: 192.168.1.2
FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Import Wait For Switch
Previous Status: Import Config Breakout
Timestamp: 2016-01-03T15:45:03.963
Try: O
Progress (%): 97
Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:
MgmtImporterImport:configBreakout)

B3 ENFINAFAMES, AT LT HAE:
scope system
show import-config
LB 4 EESORA F TS, WEHATCL N R
scope system
scope import-config hostname
{EH BA R fir 15 AT
* {enableldisable}

* sat description <description>
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* set password <password>

* set port <port>

* set protocol {ftp|scp|sftp|tftp}

* set remote-file path_and_filename

* set user <user>

FES WM EAAES, HRAT LT H#4E:
scope system
delete import-config hostname

commit-buffer
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