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PR AL RS
scope ssa

Tl

Firepower# scope ssa
Firepower /ssa #

Nij
g
N

BN S A RRCAS
a) AT G . R AR R AT .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) R B 2 Y AT R
scope slot dot_id
X}F Firepower 4100, slot_id4i% A 1; %f T Firepower 9300, MR Hy 1. 2 5% 3.

i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

c) B IS

enter app-instance asa device_name
device_name I /1T 1 %2 64 AN FRF LA AEXT IS G L B B4 N, ORI e o% A4 R

i

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) WHE ASA WGIRA .
set startup-version version

i
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Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) BB,
exit

i

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) B %] ssa B,
exit

i

Firepower /ssa/slot* # exit
Firepower /ssa* #

IR

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

T3 QIEZHERS
enter logical-device device name asa slot_id standalone
8 55 8 2 S 0 40 B P SE B ARTR] ) device_names

Tl

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

PR A RS SR E O MM O EE IV IR,
create external-port-link name interface id asa
set description description
exit
* name - ] Firepower 4100/9300 HLAEE B 5 BT s A EAE ASA BB A 42 1 44 FR
* description - 75557 A% B RLE B IIAE T 515 ().

I VS LA B AN RS 2440 ASA R PRG54 11, B dm v 1P Hhuhik.

Tl
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FIES

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

oz asa |

/ssa/logical-device* # create external-port-link inside Ethernetl/l asa
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 asa
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
/ssa/logical-device/external-port-link* # set description "external link"
/ssa/logical-device/external-port-link* # exit

BB IS SR EE .
a) BT TR S

create mgmt-bootstrap asa

i

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FiEERE KR B A EGE N
create bootstrap-key FIREWALL_MODE

set value {routed [transparent}

exit

LR AR, B oL R 2 m e ph iRt A L IR (KRR 12 AR A AN TR (8 A
Fo T, B A2 RS, e i B BRI KBS, A
WAL 2 B PR B2 (0 o AR

RGANAEYI GG IR B N BB B K RS E N 5 R i e, WA A .

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) FREE B IF R .
create bootstrap-key-secret PASSWORD

set value
EyNE: 20
AE: 208

exit

i
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TRCELHG ASA FFRE BT A TR LA T BT ST AR 4 T R4 FXOS Vi BURR,
(ERRE T AT P TR, T LU T

5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) FCE IPv4 S RIE L IRE
create ipv4 dlot_id default
set ip ip_address mask network_mask
set gateway gateway address
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) HLE IPv6 LI E .,
create ipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

N EBEHL| ST
exit

5

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #
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PER6 RAFLE

commit-buffer

UL 35 e R RAS, JER 5 | R e e R A Bz 10 1A 06 45 I8 ] S 9 R B i R A 4
] show app-instance iy 2K AR & . MEIRS AN E B ILBITIRES AN, N6
FEIBAT HT (Al .

TP

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

FIRT HS 0 ASA BUERF, DUITAANCE 2250

Gt

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

71 FMC 30383z FTD

ML AR VA T BT, tnr e s T PR . 7R BT 24N L ALY Firepower 9300 _f,
DR E AR BT R £ o SEAF T BT AR, DRI TG V2K MU HR B B R ST ¥ £ A T VR F RN
I

A UAAERC AR AR A S ], e AR A P 7 R S

FIRZ Al
* M Cisco.com N TR BN S, AR5 HBUZR T 203 Firepower 4100/9300 HLAH -

N

iE® XTI T Firepower 9300, 1] LAZENUAR P IR S7 AR BRI 22 AN [ A (1) )3 1]
(ASA F1FTD) o ] DAFESRSE AR ER FIE 47— s FH S (AN TR AR o

s MUE RS SN E O SRR HEE, WE B OARE T THHE
EEPPAEE i (7F FXOS 1, W RS 2% 1 278 4 MGMT. management0 2{ H A2
PIAFR)

o ST LIRS e AN B 1 PP B, (ELDA 0N B B 11 O B Ve 4%, BV S ORT S04 e F %
PR HZIEE D . ARIFEAEE, 1520 FTID 4 27% ) configure network
management-data-interface 4 .

* BN B D RCE N O 8, BRI LGN Firepower FAFZ M, AR a H
frmiE (Bl Web SHF) o AXREAER, WS OEA,

o X TAEAR G, AR EAAEAE P BN B SO, TR AR A 5 s S s I B s C SO AR In
Pl E S

o XFTRGIH, A IR LBR AR IBI AT, LIHCH WA i/ 5 |8, DLORIERL R R IE
s e EOCMBRILAE M vk, R RO Frie s, X RRATATAHY HIACE -
DR AR LBV A S, WIAEATAT IS0 T #Ta ZEMIBR A L SL ] . TETk A Bl A Hh AL
BITH B RS LB . ARV L, S BRI 2 ey 5%,

* BAELLFER.:
* B HIFL T ID
o BEHE TP HLhE AR 2K HE A
* WK TP Hbhk
« FMC 3£ $% 1) TP Huhil f1/8% NAT ID
* DNS flleg5 % IP Huhit:
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g

7K

s e Emssr Fio ]

* FTD EHLA R4

BENZ2 Ao
scope ssa

i

Firepower# scope ssa
Firepower /ssa #

P AR EAL I FTD FRCA I B 28 F 7 VERT Lo R W R332 BUARCAC ) EULA, WA S5 AT D 3R
Bpr.

a) A AR . TR A T AT .

show app
EUE
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) K FERCE N WU AR .
scope app ftd application_version

51

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

¢) HEBVFAT PN
accept-license-agreement
il
Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
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individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

d) fREFFCE.
commit-buffer

i

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) BHHF| LA MREB,
exit

i

Firepower /ssa/app # exit
Firepower /ssa #

PRI WENNEGI S, PRI,
a) W TAEMSEE, EFEURIEECE SO EASINBCE SO, TS B O A s SIS N B I S
/f,-r o
show resource-profile
T R AR A P O C B SO A4 K

TP

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level
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W30 AL Ay 22 AR | Al
scope slot slot_id
%f Firepower 4100, slot_id4i#¢24 1; %} T~ Firepower 9300, MIZH%4 1. 2 8 3.

i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

lfc NP R

enter app-instance ftd device_name
device_name HJ /- 1 %2 64 DMFAFLIA) . A%T IS4 6 I8 AR B o& I, K AT T B £ 24 7R

i

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

TR, AL S A
set deploy-type container

A SEIE IR 3 2 AW/ 5 | BB, DA AT DL 2 AN AR Sl A S A ] 2 A e/
IR 5808 (CPU. RAM ARLAE S, DI AT 222N A LS4

RAFBCE S, TIL B ISR AL BRASRAL native.,

i

Firepower /ssa/slot/app-instance* # set deploy-type container

XTI, BB PR S
set resource-profile-name name
LB SO A FRL I CAFAE -

U ARAER G S e — AR P BEIRAC B SCAE,  SEPRE FO A,  IX R e 2K 5 0B if i
8] TR T O IEYE, WER A R/ B B SO, 55 AR R
I 1 5 RN 2

il
Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

WE FTD WARRRAS o

set startup-version version
N2 EULA INFERCFE S th SR 0 SRR 5

Tl
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Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

TS, A T EEE ] TLS In hnis .
enter hw-crypto

set admin-state {enabled | disabled}

exit

UV AR P P TLS I8 s, JF4 i e i vk e . BRSO N Ik ThAg . 14
BZ T LU RN R 16 A2 8 F TLS IS hnik . A Sz @l A L Er b The . EARE D
BC 45 1% S R D % 8 5 FT 2 B, SN show hw-crypto fir4. IBVERL, WA 2 TR 2
FXOS 2.7 M A S R 1) TLS s i

IR

Firepower /ssa/slot/app-instance* # enter hw-crypto

Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit

Firepower /ssa/slot/app-instance* # commit-buffer

Firepower /ssa/slot/app-instance # show hw-crypto

Hardware Crypto:

Admin State Hardware Crypto Size Hardware Crypto Version
enabled 40% 2

IR HY B R AR

exit

EUE

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(nf#k) BJaEiEH T Firepower 4110 5% 4120 [¥) Radware DefensePro S5, SR 7E A1) £ 1% 5 15
P LW BN FH A (545 S AN S FF Radware DefensePro) .

enter app-instance vdp device_name

exit

BE device_namell ULHC FTD ] SE4l. Se @B ic & o, /e B A FTD 4R 4% 1
455 b 4k 2L B Radware DefensePro 1&1ids . 15 S (EA 2 45 % % L IC & Radware DefensePro
, 585 UL, MALER 4 TTAG.

i

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

B 3 ssa BT,
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exit
ENGE

Firepower /ssa/slot* # exit
Firepower /ssa* #

IR

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

QU B
enter logical-device device_name ftd slot_id standalone
A5 FH 5 4 22 S i . H SE 4 [R] 1 device_name.

T

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

) IRV A 7 O BB 1 o X N M R D IR

create external-port-link name interface _id ftd

set description description

exit
* 4% FK- HH Firepower 4100/9300 HLAE & 35 Al H ;B A ZAE FTD Ko & P Al HT )4 144 FR
* description - 7575 7 & I RLE PO FH 515 (")

BB O S HLAR R B DONR] . S IS TR EAE FMC R P RTIC B RO 1, AR TR TP bk

AT ] — DAL Bl 2 10 DEERIEER O giAh, WU RN I O LR R S 14
ANpEAR Sl

T

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
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Firepower /ssa/logical-device/external-port-link* # exit

JA VIR )20
set link state sync enabled

PURBLAE AT LORE FTD 32 AT 8RR 5 B i D Y BB IR A2 . HiT, K22 FXOS 5 BURAS N
“lafr” HYHEEEIRE N “sfr” , IR T “18177 IRES, A% E FTD W #E D4 BUR
Ao WAREANFIDREA, sk Ol fesdt FTD W84 B2 fiab T “Up” MERAS, 21
%A% FTD KPS — B N GREE “Up” R3S XTI, RS AILHC T fE 2 T 2t
TR, BRI AN ES s nT BB AE FTD Al LLARFIR 2 fi JT4R 0] FTD RIAF .

I REERN A EEFPR S 1T 4E FXOS B a5 i . WWIhReASmdesdR 0 (s
M O BER DD .

21485 H FTD #EBOIRAS BN, FXOS 2 01 BREIRZS ¥ 5 FTD itk O BIRASF .
w, WECHFTDHE M, “MRSIRE” KRR “B2H” o R FTD N, ik
WoRy “CUAEH” o TSR O, DU 000 FTD i D20k “IRSIRAS” W N
CEAERY s HICH FTD N FH sl AT AU N 0 CREE ISP SRR EE “2 s
M7 REs

WERAEH] FTD SEBOIRASFD, W) “MRos k& R ek “2RM” .

SRR ERE. HIFIH 5 2 A Radware vDP 11 1) FTD ANSCREFILTNAE. LA, ASA tBAZHEr
T RE .

EAEE ORISR L FROCHIEIA, i show interface expand detail 74 .

T

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a
Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

Port Name: Ethernetl/2

User Label:

Port Type: Data

Admin State: Enabled

Oper State: Up

State Reason:

flow control policy: default

Auto negotiation: Yes

Admin Speed: 1 Gbps

Oper Speed: 1 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default

Udld Oper State: Admin Disabled

Inline Pair Admin State: Enabled

Inline Pair Peer Port Name:

Service State: Enabled

Last Service State Down Reason: None

Allowed Vlan: All

Network Control Policy: default

Current Task:
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$B7] WEEHS ] SHEFSH
X B TG B SR AR E . T SLBUIE R IE17, o nl LUESON A CLI iR & H ik

Hifir.

a)

b)

ol RS YEHA DU

create mgmt-bootstrap ftd

i

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

XF AT, 1R RS N FMC.

enter bootstrap-key MANAGEMENT _TYPE

set value FMC

exit

AU SEFE S FE FDM AE g . B @M & e, oIk s s g iy,

T

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value FMC
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e B H FMCI) TP Hihk st 3= 4§14 5 NAT ID:
BCE LA R I — i
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value IP_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
* enter bootstrap-key NAT_ID
set value nat_id
exit
MW, RS i H L2 SR, #FZEMAS 1P sl GEF-—MEMNHYD . FMCIRE

B IP Hhl, B TEE FMCIP Hiht. {EJE, WURGEFIIES +—A 1P Hiht G2 SEPls
HI I BAREERD RO U INAETE 4 K P S i 52 (1) NAT 1D, - LA ST X 91 aa38 A5 A5 AT
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FEEFRIEHREM 2. ALK ENT 1 3 37 NP RF 2 B R R SCAR AR R 2 ) NAT
ID. FMCHIBEAAE FE M3 A NAT ID (i AN TP Huhik) X9 abE M- T 5 400 30 AE 1AL

Tl

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e B K e B eE

create bootstrap-key FIREWALL_MODE

set value {routed |transparent}

exit

R BT, AR o PO 24 (1 R R A ) R A6 R 7 1 T Y
Lo Sy—Tsi, IEWIGT KB AN 2 R K, e AT B BRI T,
ANHEAIL Ay S 38 P TR0 % B E AR

RGUAERI UG TS BB By KA W R E R N5 SR CE, WA SR E.
il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

TRE WM FMC A L= 13 4], LU LB PR T 1 & 37 DA 20 AT 265
VI FTD IS, T34 FMC iy AAH A 255 .

create bootstrap-key-secret REGISTRATION_KEY

set value

i \H: registration_key
ffiNE: registration key
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

Fia e DV . A AR B 5 T CLL U i) o
create bootstrap-key-secret PASSWORD



| Zigies

g)

h)

)

s e Emssr Fio ]

set value
PN R S T
VNS
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e e e B4 .
create bootstrap-key FQDN
set value fgdn

exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

i€ DNS JIRS5asp3k JHE 5P .

create bootstrap-key DNS_SERVERS

set value dns_servers

exit

B, w45 FMC 0144, W FTD ffJ1] DNS.

-

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

TREMRESEL 29I .

create bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

Tl

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

CATIE) XFF22852p], fVF FTD SSH 216 & KA. & KB A $E L FTD shell Uy i) B PR DL
1S T R B HE R

create bootstrap-key PERMIT_EXPERT_MODE

set value {yes | no}

exit
* yes- I EFL I SSH 2185 i I 2% 4 S B RIS f87 D 7 v LRI N & SRR
* no- 24 M FXOS CLI V5 i) ¢4 SEA9] AR TP ml LA L XA

LRIATE LR, ST AR, HA5 M FXOS CLI Jjin) FTD CLI [ A ] AHE N B . IR
HISUH T2 s2p], DAEsm szl 2 RGeS . Y IR 748 H 204l sl B RH A S Rl
BRSNS, 146 FTD CLI i expert iy 4.

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key PERMIT EXPERT MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BC 'S IPv4 B BIEE L

create ipv4 dot_id firepower

set ip ip_address mask network mask
set gateway gateway address

exit

T

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

Bt IPv6 B B 1B

create ipv6 dot_id firepower

set ip ip_address prefix-length prefix
set gateway gateway address

exit

i
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Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

m) JEHE RG] SRR
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

TRAFHC L

commit-buffer

HURIE L N 23452 AERRAS,  JFH 5 R R0 5 B 11 8 126 4 87 FH SR B I8 AR 1 4%
i [ show app-instance fiy & f 2l E R A . UEERS A BB HEITRENFELN, N s 1E
1EiaAT B A A o

P

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

Zd FMC BCE AR, K FTD S0 28 e, IFITAATE B 2 5%

Gt

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit
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Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

73 FDM 7R inJ3R 32 RY FTD
T LK FDM 5 A S 25 G A o A SCRPAR RSB M@ 8 R o n] SR, At nT A s ] P
A
FrI6 Z /il
* M\ Cisco.com FZE ] TR &N WG, SRR R T 22 Firepower 4100/9300 HLAH -

A

ER XIT Firepower 9300, 1] LLZEHLAR A ST AR R b2 B8 AN [] 24 284 f 3
(ASA M FTD) o 3R] LAAESINT AR ER EAEAT 0 S B AN R FRCAS o
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o NCEE WA B R . W RO T R, R OOARRTUH TS
EHMHAE L (FF FXOS W, nReS A 2% 1 27~ ) MGMT. management0 5 A2
LT

o BB A DTE — N R A R
* WEEUME R

o PEBCR I3 ID

« EHEE TP HhE AR £ HE L

« WK IP Hbhlk

* DNS Iz g5+ IP Mk

* FTD EHL4 A4

UK

BEAN A RS
scope ssa

T

Firepower# scope ssa
Firepower /ssa #

PR AREAE AT FTD WA (5 & P VF T Bhisle AR MIRIZSZ BERUAS () BULA, W /5 $AT D B
Bpr.

a) A G TR A T R RA T .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) R R B A R A
scope app ftd application_version

i
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Firepower /ssa # scope app ftd 6.5.0
Firepower /ssa/app #

o) RV ML,
accept-license-agreement

i

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".

Firepower /ssa/app* #

d) PRAFACE

commit-buffer

i

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) EHF| LA MRESH,
exit

i

Firepower /ssa/app # exit
Firepower /ssa #

PR3 BCE N LB ARA o
a) RV B E N 2 ARy 5 | B

B zses
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scope slot dot_id
X} Firepower 4100, slot_id4i%¢h 15 XI-F Firepower 9300, M#HZ4 1. 2 5 3.

i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

QIR S
enter app-instance ftd device_name
device_name I /1T 1 %2 64 AN FRF LA LEXT IS G L B B4 N, ORI e o% 2 R

i

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

WE FTD WG IAS .

set startup-version version
I NIEH% EULA BHEIGRR 7 h S 58 il sk R AR5

i

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

B H B AR
exit

oRIE

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

("% BdiE H T Firepower 4110 5% 4120 [ Radware DefenseProSE 5], iR 7EQI 2 4 % %
ZHT B 4

enter app-instance vdp device_name

exit

W WA PR LLIEEC FTD N SE] . 58 @R &L E G, %07 AT FTD @4 & 1k
S5 gk 4l B Radware DefensePro 16 1Mi#% . 15 M E AT I 4 % % it & Radware DefensePro
. HR 85 L, MIDER 4 TR

i

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #
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) JBH %] ssa B,
exit

i

Firepower /ssa/slot* # exit
Firepower /ssa* #

i

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.5.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

FRA QIEZHERS
enter logical-device device_name ftd slot_id standalone
8 55 8 2 HiAS 0 B0 N P SE I ARTR] ) device_names

Tl

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

PSR S U NS IE O XA O EE D IR,
create external-port-link name interface id ftd
set description description
exit
* % FK- th Firepower 4100/9300 HUAH i #L51ALM; & AEAE FTD Fo & A8 A9#E 1 A4 K.
* description - /£ A% B RLE B IAE FH 515 ().

BB 1 SN UAR R B N RS IS R EEAE FDM. TP LR 8 Bl 1, B0 48 s TP Hihik.

T

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit
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FER6 S EEEIRE D

set link state sync enabled

HURAILAE AT LOKE FTD 32 AT SRR Bl 3 D i R BORAS R 2D . HT, 2 FXOS & LIRS
“IEAT” HBEEERCIREN 1T, IR T “isfr” RE, A EE FTD M AT LA R
& WIREAMNFTDRA, Bllifk HnlBefE FTD N84 L2k fiab T “Up” #FUIRAS, sl 1E
RS FTD KM G — BN A REE “Up” IRA&. AT WNBE, BOIRASAULEC AT fE 2 3 8
T, DR AM RS s i RE S A8 B ok ] AL BRI 2 BT T 4R 7] FTD A .

2N REBA R ZEAPIRGSHF I AE FXOS @B % M. hDh e S AR 1 (Bl
BB O EERIEE D

118 FTD BEHCIRAS RPN, FXOS "% O BRSSIRZS K55 FTD Pt e BRES [F2 . 4l
w, WAKMFTDH AN, “HRGPIRES” K liah “C28M” o WK FTD N, Pr g ok
Wy COEEMT o TSRO, LUE BT AOCH] FTD I D20k “IRSTIRE” BN
“CEEM” ; HICH FTD N s T HARHUE ZON G COFRRHHED S AEBR DX OREF “2)a
P R Zx

WA FTD BEBRRES R, I “IRSSIRE” FHaags oo “Ca ™ -

ER RN, AAVSLPIEUAAT Radware vDP 2143 1) FTD ASZRRILIIRE. BEAL, ASA HASIHF
HETIfE .

BIEE R P AR IRSIRAS LA EUROCPTRIAL, i1 A show interface expand detail 74«

TP

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a
Firepower /eth-uplink/fabric* # show interface expand detail
Interface:
Port Name: Ethernetl/2
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Up
State Reason:
flow control policy: default
Auto negotiation: Yes
Admin Speed: 1 Gbps
Oper Speed: 1 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Service State: Enabled
Last Service State Down Reason: None
Allowed Vlan: All
Network Control Policy: default
Current Task:
<..00>
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$B7 NEEHG SRS

RV EAH TR0 S E B R . D TSR R AT, e T BUESOW ] CLI BR B K2
Hifer.

a) QIS SRTPAER.
create mgmt-bootstrap ftd

oRE

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) XTSI, TR LA RCE ) FDM.
enter bootstrap-key MANAGEMENT _TYPE
set value LOCALLY_MANAGED

exit
A SBE ST R FMC VRS B . B &G, Toih i s Bas i,
w5

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) FREEEEM. WHEMAE RN T CLL Vi .
create bootstrap-key-secret PASSWORD

set value
AN R S
HIME: 2
exit

il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) FE e iE B
create bootstrap-key FQDN
set value fqdn

exit
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i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) fiE DNS dsasdilk (HESIT) .
create bootstrap-key DNS_SERVERS
set value dns_servers
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

f) fEMREIE ESEIT) .
create bootstrap-key SEARCH_DOMAINS
set value search_domains
exit

T

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

g) MCE IPv4 B 0w E.
create ipv4 dot_id firepower
set ip ip_address mask network mask
set gateway gateway_address
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

h) BCE IPv6 45 BIFE 1 EE

create ipv6 slot_id firepower
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set ip ip_address prefix-length prefix
set gateway gateway address
exit

A5

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

zEigg |

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210

prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé6* # set gateway 2001:0DB8:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap/ipve* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #
i) EHEEL] SRR,
exit

T

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* i

SR8 RAFILE

commit-buffer

UL P 3R e RS, 65 | R e e R Bz 101 A 5 2 I8 FH S fp) R B i R A 4
] show app-instance fiy 2K AR & . MEERS AN E B BTSN, N6 1

fEiaAT Hoal fHAEH] .
il
Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit
Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State
Deploy Type Profile Name Cluster State Cluster Role

Running Version Startup Version

asa asal 2 Disabled Not Installed
Native Not Applicable None
ftd ftdl 1 Enabled Online

Container Default-Small Not Applicable None

W2 ( FDM BCETRH) , PAITAANC & 224 50

Gt

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.5.0
Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # commit-buffer

B zses

6.4.0.49

9.12.1

6.4.0.49



| Zigies

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa/app # exit

/ssa # scope slot 1

/ssa/slot # enter app-instance ftd
/ssa/slot/app-instance* # set startup-version 6.5.0
/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa* # create logical-device MyDevicel ftd 1 standalone

smsTAtx [

/ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
/ssa/logical-device/external-port-link* # set description "inside link"

/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
/ssa/logical-device/external-port-link* # set description "management link"

/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
/ssa/logical-device/external-port-link* # set description "external link"

/ssa/logical-device/external-port-link* # exit
/ssa/logical-device* # create mgmt-bootstrap ftd

/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED

/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4d 1 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0

/ssa/logical-device/mgmt-bootstrap/ipvd* # exit

/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com

/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1

/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

/ssa/logical-device/mgmt-bootstrap/bootstrap-key #

NN AT A T

FTD 5 ASA il Itk (RN BRI S2AE NI ICE, TAZAE FXOS L E . (Hoh T ik
WA BC B v T PR HE RS, 1S LR DR

FHIa Z |l

152 B e ol HIPE IR RN 46, 5 15 0t

SRR AR R 1 S NI B
SRR 2 RS UIARGS B 2 BC 1 A e 2 MR RR .
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ISR LT A e 2 WU 2 1) 10 e ] PRV B FRATTE WU > 10 GB df e 1 I 14145 (i
BEDHATIRAS B o W R B, ] DU SR (K S b D) B RR S BEBt s DRAS BB 7 2410
W% . ANBEREE BSR4 ] M) e RS B o BA TR BUEAENUAE Z TR AL H] A
Bl IFHAKE 7] B i AR f st 45 A1 b i sl e 1
TR, R DR R AN SRR I R T JRAT TS AR A3 11 BY EtherChannel |61 T
B, ARSI G 1% O DA B D I B . TR, SRS R A0k 1 BT T
FUAR S ba DI i . AR DR U Bk, SRR Sl T 1 (s 1D FilE
R .

SR R ER R .

SRR WUREAE T el I fr s ek 1, AR R B LT, R PHE BB EPUTHE
e

iR YT ASA, WIERAEFXOS B — M0 (Bilhn, WRIEBERM L, 6 EtherChannel,
O AN E B 4 L £ EtherChannel) , W ASA L& SR E b4, LAMER AT LAE T
ATAT A B RS ECE AR O &7~ AT 12 15 m . #5nT LLZE ASA OS 1 Fsh Bk IH
R L

NN

MR, R LR 2 G BR AL A RN IS et . BRI BRI A EEE R, R
BlARS) RN RSO R IR 2 DB IICRTE. 75 2 ALK Firepower 9300
SCRENURT A RESE, fEt,  BIART LUK S MU P IO DT A BB S AL 31— AN rh . e T R 241
PUALSAE R AOHURATR ISR HURT IR i (501 Firepower 4100 51D [1IME— b .

5% F Firepower 4100/9300 #. 75 _E RYBE &
1t Firepower 4100/9300 HLAH i frAE I, & AT LN #4E:
o W TAHSEIREE: h B (I AE B R AR BE S GBS B0, ] o 1 48) .

XTI BENAZAE — A AR Etherchannel L FRCE 7421 REASSLBI R
EH ORI .

XFHUAR N HEEER (AXBR Firepower 93000 , LB FIH] Firepower 9300 15 M3 T HEAR A5
XTTAURE SRR, 752 T2 PP 1 43 B 21 EtherChannel PLEATHLAR RS
o LENH P OVEERFEE D R R I E

FEFR BT, HURT A B | SR R 5 | PR B BRI B S SR A4 AR . SR Bt 1 %
FAb B R B RN B WRIE T 2 B e SCRFEEIASE, AT LUAE N H] X 5 | 3R Py e e 2
JP AT BB AT I

MR U 0 19 R B
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KETHUEE N BEEE, 52543 TR PR T- EtherChannel, S5HLAA A BEAESSML. Firepower 9300 & F
S NI A EtherChannel B, Kt 7 808 M 2248 1 B 2 AN, AT o] Hodis 4
FISSTYAR T H TS M 48 5o 0 THLAR TR, DA Z000T P £icdl 42 1148 %5 1% 4% EtherChannel s

N

AR BRE IO BAN, ASCRRRANME

o ) EEAE TP R BT 5% 2 LA B

FTREABRIBHZERE
BN — ARGV T Bt RAABINE T Bed. AT SLAR B BB e 46
S AAE 2 A AT IATIC T s SRR, P S IS e 46 o

BRI R
X FA USSP 1 48 B2 1 30 QUL eI B

X2 SRR AR AN B AN EREEAY Etherchannel FFIIAC B 142 11 BN S HT 752
U ER TR T i

XPTHA S, B AR WA R A B . BEHFSE28 7 EtherChannel FJH Firepower 9300 15 i3t
ATHLFE N BFEE SRS o XS THLRE TR EAE , 20K — AN B2 A2 L1 I #) EtherChannel.

RFRE 2 MRS IR S, T2 BRI AR B N — IHLRTER R 7 — U . Wk E
BRI N, W2 SR R MR, BT R, 2 FECR MRS IR e th ik
AR, TR SR AT LI R R, AR R B TS 20 IE W AT T

AR T B I U e B G P TR e AT B U
WEALFE (B B AR RO B SR I SRS K/

DOSRRTHE, R R P B % P R/ BEE D 5 R LA (O TUIA irt E UG G, USRS B e v LA
A PRI DL o

TR T B I U e (RS TN S OB B B TR AR ) R B AT & 7 I ] PRV R/
ANSAHIA o A it R R/ T S B A PR 28R B A A A K TR R D RE M. Bl

* NAT SAEIER R B M A, 75 2 TR B R AT fR 24, R L R B B
© YR S U, AR SO KR R AT T, RS IR O A P R R A
B e (AR B R T LA B SR AE A 2 A0 B4 B 0 S SO S PRI S, 977 1 R DA R

i
Y

AR BRI (R JiE, NI IR S B 0 AR D
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HFE B B SR RO B SR HISRBR U R

FEER T Wl E B IAS e R 4 (VSS) Bk 113l (vPC) M5E i i EtherChannel 1E 4 B 445
55 . EtherChannel H (1) T BERE AL TG shBERE . a1 SRACHALIE VSS 8% vPC 11— 4, &AL
¥4 [ EtherChannel 1 [RI[) kBl 3% 4 5] VSS 5L vPC 1l (AT He bl . A ML & [ — A
EtherChannel ¥ BTS2 LSO, AP & AN F A HALIAT A UG — &AL —FF . R,
. EtherChannel & - AU, IR M 4% EtherChannel.

Virtual Switch Link

Switch

—— ——— ——
Node 1 Node 2 Node 3

HLFE B R SR MY B SR R HERE FT 1

B S ) S G 0 4%

I ) 4%

EIREO

N T OREFER I IR I DR, e Z IR AOAEIR IR [A] (RTT) 55 2T 20 224 . Ihf KIEIR e 1Y
S5 AN I A 2B O REAE B A IR e . R AEIR, VS A B ) A REAR A B %L AT ping
23 (B

TR BRI T 5, AT B P BB S B L s 0L I, b I 2 A T e

Firepower 4100/9300 HLAEZE T-HLAH 1D FFEAE 1D [ 804 RFAN 45 A2 BORFER ¥ I BE B 42 11 1P Hiuhik
127.2.chassis id.slot_id. X 72 SEf s (il {4 H [F]— EtherChannel (1) A [R] VLAN F4211) , H
F VLAN 2055, [f]— IP Muhil o] F FASF B0 S E . S af B e ns, #nl DL E s XU 1P kit 4R
3 T % D9 28 N RE L0 1 2% 2 [ (R ATART Bt 2 s AT HAT 2R 2 248k KTl s liai i, SEVRREEIY
i FHE B AL 4 L (OTV).

A VUK AT WA AR BN R . O 2 S AR PR S R TR

IR BEE AT T BB A B2 O b3 DR AT T 5 X 2% (Spanned) 2 [ FRR R Holulz O, @ 2
B, DA EAE BB

T ASA, B IPHBIE IR LR T 20 LB IO RFAR K [ ik o A ZRTC L — N ], Al
R B COFE AT EBRSAEN) AR IV A iAo RS TP A SR A bk e —
FERRYT IR A N, AR 1P MR A R 4B I e &, AIEAR A B AT LUJCEE M 2
AH 1P Mokt F T e, AEFRBR SR AR A ] i, nT DU R B A 1P Mk oA B
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=M 4& EtherChannel .

5, AR LSRR T B . SRR, T DOERRRAH TP Huhik. XS T TFTP 8iR
GEH AR e PR A, G TR AR (R B A A AR TP S kORI 2 I 5545 -

X T FTD, i 1) Al — R4 L[ RAS B /0 BOE BE 1P bk AN EHE ) FMC I, A8 ik s
IP Hiuhit

=W 2& EtherChannel

uh B B AR

0] DR RS DR 1 — AN B N2 1 AL s 4R 1 0 3 WLAR 1¥) EtherChannel.  EtherChannel {1 2%l 18
s R RS O B . R R AR SR B B K A T S4 mT E X DK T . 7E %
110K, EtherChannel Bt & b HAT AN TP bk (1 3#% tH#2 1 . ZEE IR, 1P #uhb/r B3] BVI ik
WMFZE AR D42 1 o $1 353547 )& T EtherChannel [ 3L A #1F

ST 2SR, MANERAT B L i Etherchannel, ANEEAE A FL528: 18 VLAN F#:0.

Inside Switch Outside Switch
A
Node 1
=
[\ et etz [\
port-channel 5 eth1/1 < B port-channel 6
Inside ' Outside
Spanned Spanned
port-channel 1 port-channel 2
10.1.1.1 Node3 509 165.201.1
eth1/1 eth1/2 }
) V V

X Tl A 22, A I A A U B R S A R AR I

T LUK AN SRR LAATIC B0 J8 T A Rt £ 1D

3 5D B3l R E (1 MAC ik AN TP Sk L5 A5 o SR A A H A e A (P 3t R 52 ) MAC i
FIIP Mkl i SR E I AT 42 R MAC MUkl TP Mtk o e vl Bs 1R AT BN LA AN[R] i

HE RIS SR AN [F 4 5 MAC #ulik, 530 MAC #ili-385h, AR, e MERAS S MAC Hs
hbo A FH B X DO 030 T R 6 A5 e S Je it s R 2 1) MALC il R TP Hbhik .
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i g ID B TAEH] LISP Ry, [ ds AR SCBLR S B, LASRmiPERE S Jol o> Al o Lo 1) i o
VG AR 3R I RSB AR DL SRR I ol AR, P SR 1) 8 I A 8 R A T 15 P A 8 AN [R] F
m .

AT R SRR VR (5 R TS LL R %11
o TR RHCYE P R AR BRI A A5, 5 11 T
o Ul AR U SR AR UE AT B, 55 18 1T

o SRR S AR R, 5 109 T

AN ASA BfE

& 0] LLKFERAS Firepower 9300 HLASVR DA HUAR N BESE, BRI 2 AMHUAE LLSSEP LA RIRFER . X TAL
FETELE, SO BRI . B HUAR B InBEE: AR5, B LFE F—/ MU BN
FEAAM R B

£I|Z ASA &5
H 30 AL B N UG RRAR
T LA Firepower 4100/9300 ALFE 7L 5 | SR S B 4EE . B8R & W AL T A WAL E -

XTHU AR, AU BRI . DY EEE AR 5, T LUK 5 SR i
BN ARSI T DU, SCHURIL

f£ Firepower 9300 HUAHH, AAZ00S 428l 3 AMBLHATRY Sl 7228 Se ] CREAMAARS AT SR SLpD
FISERE, RIME Ay i, InRANRC B A0 3 MRk, SRR AN IR TAE .

XTSRRIV Z A%, SRS ASA NHI A 24 SR

FrIaZ |
* M Cisco.com FEEEH T4 A& MM FHWAR, AR5 HWUR 4L % Firepower 4100/9300 HLAH -
s WAL ER.:
o EPREETID. TP HidIh R 2% HE R
* MG TP Ml

UK

TR EEN,
P2 PN LRSI

SCOpe ssa

i
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Firepower# scope ssa
Firepower /ssa #

SER3 WENMLEISE, WG,
a) BE IS R AR AT .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) KV R D BB

scope app asa application_version

5l

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

) RrUERRASBEE N BRI RA .

set-default

45

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d) B F ssa Bz,
exit

T

Firepower /ssa/app* # exit
Firepower /ssa* #

T

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

zmes
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LB 4 GIEAERE.

enter logical-device device_name asa slots clustered

* Device_name- Hi Firepower 4100/9300 HLA & 15 | 8 FH Tl B A0 10 1 LSO L s AN A
AR B P AR RE L TR . IR T AR AN e A, RV R 2 it e

* dots- K HUAAB L IC A 4E8E . XT T Firepower 4100, $53€ 1. XJ T Firepower 9300, #53€ 1,2,3.
TS0 X Firepower 9300 HLAR H 4 3 /NMBIELS RS 1) 3 AR, RIS BeAT e,
HUORES & 430 3 MR, EREE A IEW TAE.

i

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

REER S FEFSH.
XEEREE A TAXHI GG AR B AW . O T 9 BER 24T, FJa T U SO H CLI e & k%
Hd.
a) QUEERSI SREPAE.
enter cluster-bootstrap

i

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) BHEHUA ID.
set chassis-id id
SERErb BRI LA AT 5 2E0E— 1D
o) ATl sRIAVERTE, R A ID BB 1 3] 8 ZIINE.
set site-id number .
BEMIBRG A ID, IEEHE R 0.

T

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

d) HEERFPE IR bR I R B S 50 U A
set key

i

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs
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e)

2)

h)

IOY N |

ARG R IMAIL R

/\?‘l”%ﬂﬂfkr [] 63 A???ZIEHE@ ASCII 6‘:“45.' /\%nx%ﬂﬁﬁ%iﬁkﬂx%ﬂo JJ:[:jZ}EI—DjZ:%Z
e EHs A I fﬂ?ﬁ HEROIRAS TR AN R, ST LA ORI

BB L.

set mode spanned-etherchannel
1825 X DK o 3 0 A A M — SRR A
A5

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

522 A BRI R B E SRR AL A4 K
set service-type cluster_name

YRR Ky 1 B 38 AN FAFI ASCIL 45 H
il

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(k) BeE RS TP 2%,
set cluster-control-link network a.b.0.0

POATEOLR, RS ERERATH 127.2.0.0/16 W4, (H2, FLEM%KEEAN Y 127.2.0.0/16 7
I . AEIXFE LT, ] DO R E ME— P2 ) /16 k.

* ab.0.0 - FHEERE /16 MggHihl, R[] (127.0.0.0/8) FIZHFE (224.0.0.0/4) HuhlERoh. WiHoks 1%
fHIE 4 0.0.0.0, WIEHBRIARIZE: 127.2.0.0.

WUAR SRS ID FI4GHRE ID A 30 2E iRt & 1 & AR IR ) B i B2 11 TP bk

a.b.chassis id.dlot_id.

45

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

P B FE TP M bk f R

A BV TG 2 A AR T B ) PR

1. FCEAH IP Hudibyth, b — AR o 0 B8 D I AN R
set ipv4 pool start_ip end_ip
set ipv6 pool start_ipend_ip
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/DALE SAERER W A E AR R bt . EVERS, 4T Firepower 9300, % & AUAH 24206
13 ANk, BT I A B . wn SRR AR, WIS T 2 k. 8T
PEHI A IR 1P ik CFRAE “ R4RHE IP Huhik” ) ATECH bl 1545 78 [ — A M 4
WOl AR TP HUhE R B — AN TP Hihik. % mT DU A 1Pv4 F1/EE 1Pv6 Mkl .

2. I NS AR 1P Hobik,
set virtual ipv4 ip_address mask mask

set virtual ipv6 ip_address prefix-length prefix
I TP Mk a2 5 e it ik g T R —AN R 2, HANTE R .
3. HA LS S L.

set ipv4 gateway ip_address

set ipv6 gateway ip_address

i

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé6 2001:DB8::1
prefix-length 64

i) RIS SRR

exit
w15l

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: f@arscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BoE A B5 SRS

XL E AN T ORI E B . O T SEBLER 24T, BYJE W] DUE SO ] CLI e K 2
Hifer.

a) GBS SRR .

enter mgmt-bootstrap asa

5l

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
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b)

d)

IOY N |

Firepower /ssa/logical-device/mgmt-bootstrap* #

i B O R T

create bootstrap-key-secret PASSWORD
set value

LA [E R

BE: Y

exit

5

TR E ) ASA 3103 H] 7 AR T3 A AEEAT B i M S I AR R A s 2R A FXOS V5 iRl BLFR,
FERRIC T B O R g, T DU L,

oRIE

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade
Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

fRE By KB BB .
create bootstrap-key FIREWALL_MODE
set value {routed |transparent}

exit

FERS R, B B W 2 P IR B e e R el e BEAE SR R KRN LA T AN T ) 57 4
Fo i, EYI K AN 2 R K, e iR B BRI B KB, A

AN g 2 B T I 9% 1A B R A R

AGUNAEAT 6 H0 B I B K 2R

5l

7
o

FORT NS SRR, WA A BB A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BHE RG] SR P,
exit

T

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* i
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ST RALE

pZ

-

9

commit-buffer

UL 30 e R RAS, JER 5 | R e e R Bz 10 A 6 4 I8 ] S 9 R B B R A 4
] show app-instance iy 2K AR & . MEIERS AN E B ILBITIRES AN, N6
FEIBAT HT (Al .

TP

Firepower /ssa/logical-device* # commit-buffer
Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State
Deploy Type Profile Name Cluster State Cluster Role

Running Version Startup Version

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave

ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Master

ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

LR AR INILAR DA, SRR LR, (HA N E ME— 1) chassis-id MIEAf site-id; 7710, X}
PAASHUAR AL ] 7] — T &

TR OO LAG LK R EAR A . T LU VN N FXOS HLASE DA faf (b i ..
HER BRI B & ASA LU A s UL E .

Gt

XFHLFE 1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
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enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::27
set key
Key: f@arscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipv6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

X HLAE 2:

scope eth-uplink
scope fabric a
create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
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exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipv6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

NINEZEENR
VRN ASA BEEE R L .
A

AR WREAGE T INE A i R B 0 s R e 2 O T RESE A Firepower 9300, ) iZ A% H
F BB .
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FHia Z |l

o ORI ERAE B R O K BE TP kit AT AL 5 10 TP Stk WSRBAT, T EAE R
OB RS SRR, RS A ATASINORT R . R ORs T B R B B

 BHLA L RRE DG B AU ) o 4T LA HH AN 2 N FXOS HUAFAC & LRI AL I R

o WFT A FB, AR AR L ASA N TR AT 22 s s AR AR 1 01 Ky B B4k
ZEAIE LSV

UK

LB HBE.
HIE 2 W ERER AR, 1578 B8 ASAERE, 45 54 v P E R, {H A Z0 BE B ME— ¥ chassis-id
FIEHA site-id; A5, 350 PIASHLAE A ) —Hic &

AN FTD B4

FEJRABEATT R LUKE 5 Firepower 9300 HURZS I ALAT A BESE,  Blasin 2 LA LLSEBLMLAR
GIpHEESS
FE2 SRR - 0T LAZE AN Firepower 9300 HLAT LS In— el MERAE WU A BERE (2
FEREME BRSNS, BEEEZ AP BN AN LU TR R 464
TP AR, AU E RN DY LIS K5, T LAE S —MUAH
A AFEAR F B

I3 FTD 5§58
AT LU Firepower 4100/9300 HUF A BE 5 BEEAA BB 2 . FI BB 5 B A T AT R AR TIE 2

XFHUAE AR, AU E RN - DHUAE EEE AR 5, 0T LR 5| SR i
BHNE —APAER R DY, SCBURR S

1f Firepower 9300 HLAR T, AZ006 A3 3 AMEHRIGAG LR 48 S CREAMEFE R — A28 SE0)D) )
FHAETE, BRSO AT el . I REARELE 450 3 AV, ZERER A& IEH T1E.
FIaZ Al

* M\ Cisco.com FZE ] TR &N G, AR5 R g 4% 2 Firepower 4100/9300 HLAH -

o XPTAEASEB, AR AARE BB E SO, W AR 5% SIS I e 5 SO A N B
L O

o XS TREGRIG], AL IR LBR GBI, L NE W ARG 18, DLRAIE AL R IE
ks e ECMIBREAT IR B, R E O e s, R T R TA N I E .
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U AL 2% SE A S, WIAEARAT I D0 T ¥ A ZEMIER A S o TET% A Sl A se
BIEBRIAGIH. A RPRME R, ESHER G 2 ity 5 5%,

* WEEMUME R
o FHPEIID. TP HiuUhk AT R4 2% 4 AL
* ¢ TP ikl
* FMC #3% £ 1) 1P HulikF1/8 NAT ID
* DNS fk5545% 1P Hhuik
* FTD F:HL4 Al 44

UK

BoE M,
HEN A A

SCOpe ssa

i

Firepower# scope ssa
Firepower /ssa #

PR AT 1) FTD RRCA I S 8 ] VFRT sl IR R332 BUARCACTK) EULA, - WA A5 AT D 3R
BT,

a) BE IS R AR A AR S .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) R BRI R PR
scope app ftd application_version

-

Firepower /ssa # scope app ftd 6.2.3
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Firepower /ssa/app #

o) RV L.
accept-license-agreement

i

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".

Firepower /ssa/app* #

d) PRAFACE

commit-buffer

i

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) EHF] ssa Bz,
exit
A5

Firepower /ssa/app* # exit
Firepower /ssa* #

i

Firepower /ssa # scope app ftd 6.3.0.21
Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # exit
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Firepower /ssa* #

P4 WENAREISE, SRR ERA.
a) X TEARSEG], AE U BRRCE SO B INECE SO, TE S A A SR In B YR
G

show resource-profile
TR R AR A P A E B S A4 K
il

Firepower /ssa # show resource-profile

Profile Name App Name App Version 1Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

b) K FE BT e Ay S A
scope slot slot_id
%fF Firepower 4100, slot_id 444 15 %F Firepower 9300, WIZA%H 1, 25K 3.

Tl

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

c)  GUEN S
enter app-instance ftd device_name
device_name 1/ 1- 1 %2 64 DNFARF 2] FEXT LS G g 18 4R B I, 0K I B £ 24 R

Tl

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

d)  XETRE], AR SRR R A
set deploy-type container

e SEBIAE 8 23 2 A/ 5 | BB, DI T DL 2 AN Ras el A S (1 22 it/
FIER P B (CPUL RAM AL SR, PRI AT 2225 — A S

PRAFTC e, JoVE s 28T . BRIAZET Fynative.

P
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2)

h)

ez r £z [

Firepower /ssa/slot/app-instance* # set deploy-type container

XTI, BB PR A
set resource-profile-name name
LI B SO A FR LI CAFAE -

WERAER 5 o3 AN A D PR B SO, SR BERTINA, IX AT RETT EERLY 5 73 BRI
Ao TEER, X T O T T s, R B AN RN I BRI B, 5
PR DR PTAT B RS — 5

TP

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

RS ST N

set startup-version version

B NSSAESERE 7 TP B SR I RAS S
il

Firepower /ssa/slot/app-instance* # set startup-version 6.6.0

(ATaE) X F2eaesctl, V8BS TLS N inig .
enter hw-crypto
set admin-state {enabled | disabled}
exit

BB E AR TLS I hnidt, JH4em Rtk Alm m v fe . BRAN LT g HkThRg. &
B2 0] LR 2 B 16 AN S i3 F TLS Inss hnis . A Sel A S F- v ohhe . A E 4y
Tict 25 12 S48 (R R N % 28 K ET 2 B, 13N show hw-crypto #ir4 . IR, AS 2 $5 102
FXOS 2.7 K A S R 1) TLS s i

Tl

Firepower /ssa/slot/app-instance* # enter hw-crypto

Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit

Firepower /ssa/slot/app-instance* # commit-buffer

Firepower /ssa/slot/app-instance # show hw-crypto

Hardware Crypto:

Admin State Hardware Crypto Size Hardware Crypto Version
enabled 40% 2

IR HY R AR

exit
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TP

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

zEigg |

i) AT Firepower 9300 F[A g scf], WHZIXEIDER, AR 2 atid BT MR

il

j) IBH ] ssa i,

exit

Tl

Firepower /ssa/slot* # exit
Firepower /ssa* #

i

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

WS AR

/ssa # scope slot 1

/ssa/slot # enter app-instance ftd MyDevicel

/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot* # exit

/ssa # scope slot 2

#

#
#
#

set deploy-type container
set resource-profile-name
set startup-version 6.6.0
exit

/ssa/slot # enter app-instance ftd MyDevicel

/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot* # exit

/ssa # scope slot 3

#

#
#
#

set deploy-type container
set resource-profile-name
set startup-version 6.6.0
exit

/ssa/slot # enter app-instance ftd MyDevicel

/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot/app-instance*
/ssa/slot* # exit

/ssa* #

#

#
#
#

set deploy-type container
set resource-profile-name
set startup-version 6.6.0
exit

enter logical-device device_name ftd dlots clustered
* device_name - i ] 5 48 2 BTV I . FH 52451 A 7] 7 device_names

* dots- FHLAARLER M BLLa 2R HE . X T Firepower 4100, 57 1. X%f - Firepower 9300, fi 1,2,3.

TR HIX Firepower 9300 HLAR 4= 3 AU HE KR FARAE,  RIAE Ay

RABCE A 3 MR, SRR A IEH T,

T

Firepower /ssa # enter logical-device FTD1 ftd 1,2,3 clustered
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Firepower /ssa/logical-device* #

P BRSSP S H.

XL B AR S B . T SEBLE R EAT, R JE T LU SO ] CLT iR & K2
Hifir.

a)

b)

¢)

d)

e)

ol ST RS YA DU

enter cluster-bootstrap

i

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

BEE LA ID.

set chassis-id id

e rb R M HLAE AT 5 2E0E — 1D

Tl R RVEERE, 1K ID BBy 1 B 8 Z MIE.
set site-id number .

B BR S £ ID, TERHE R 0,

EUE

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

SRR B 42 T R 4 B B
set key
il

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

ARG M NI =]

s K AT 1 63 N2 A1 ASCIL P47 . s ] TR %40 . bk iR 52
W e % i i, AR BRRAATR E R B AL, EATRA LI SCRI% .

R AR B

set mode spanned-etherchannel

1925 DX A A oA A P — SRR A 5
il

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
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Firepower /ssa/logical-device/cluster-bootstrap* #

) 2B E B E R AR
set service-type cluster_name
SRR N 1 B 38 NMFEAFI ASCI EAF 5

i

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

g) (k) wE  AEHEETIRERK 1P &K,
set cluster-control-link network a.b.0.0
BT OUN,  SER B 127.2.0.0/16 M4%, (HAE, REERZEAR LT 127.2.0.0/16 %
il . FEIXFRFALT, ] DA SRS e i — 2% L1 /16 Huhk.

« ab.0.0- fREEE /16 Mg Hihl, FR[A] (127.0.0.0/8) FIZHIE (224.0.0.0/4) Hihik B 4b . i Hksi%
fHE 4 0.0.0.0, NATHBIAMZS: 127.2.0.0,

HURE AR LA 1D RS 1D A ) A2 i & B & ISR A2 I B 12 1 TP Sk

ab.chassis id.dot _id.

i

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

h) B HAERES ] SRR

exit
w15l

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: f@arscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BB BS SRS

XL E A T DRI E B . O T SEBLER 24T, RYJE W DOE SO ] CLI BB K 2
Hifer.

a)  BUEEHLISRFENE.

enter mgmt-bootstrap ftd
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b)

ez r £z [

TP

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

a5 B B FMC 9 TP #hhik ok = H14% 3 NAT ID.
BCE LN T
* enter bootstrap-key FIREPOWER_MANAGER _IP
set value IP_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
* enter bootstrap-key NAT _ID
set value nat_id
exit
W, o i H e S L, AN 1Pl GER—MENEYD « FMCIRE
B IP Huhik, BEAHEE FMCIP Mk (HJ2, WORSBENEI P —A> 1P Huht G2l
HFI AR, RaE I AL T4 1) P S i 52 ME— 1K) NAT 1D, DUESZ X HIARIEAE f 51T

HEFRIEFVEM 28] . Al LS KJEANT 1 3 37 NP2 A AT & AP T8 2 NAT
ID. FMCHIH 4 AV EM SR NATID Cij AN IP Ml S 0T463: ME3R4 T 5 43 56 1IE NP2 43

i

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key NAT ID
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value scOrpiusl5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

i B KA B e

create bootstrap-key FIREWALL_MODE
set value {routed |transparent}

exit

FEB AR, B A AN A 28 (R R A R e A TR e PR N4 1 R T A [ ) 7 1Y
Fo Sy, BB KR AN 2 BB K, e e B B Bk A B K
ANBEAN A 2 B P 4 9% AR T R

RGAAEWIGH TR N BB B K. RSN ] 5| SR CE, WA RE.

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

g WA A FMCZ IR B (13
enter bootstrap-key-secret REGISTRATION_KEY
set value
FN{H: registration key
i {H: registration key
exit
AU BB PIEREN T 1 2 37 DN PR L AT SCA P75 s ASINFTDIN, 75 2E/EFMC L i
VNG AR
il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

fesE it FTD & 26U 7 T CLI U Rl i 6
enter bootstrap-key-secret PASSWORD

set value
PN R S
VNI S T
exit

TP

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e e e T4 .
enter bootstrap-key FQDN
set value fgdn

exit

AR a B 2 (7B 0 29 %7 s () ABETAF(): BRFAFECN 253,
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TP

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdclusterl.example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

7€ DNS k55 e 51& (HESREIT) .

enter bootstrap-key DNS_SERVERS

set value dns_servers

exit

flhn, e FMC 1414, W FTD {#iH] DNS.

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e REIER (HESEIT) .

enter bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

CRIIED X TAassehl, SevF FTD SSH 2316 L 5, L S0 3R 1 FTD shell 1y 1) BFR LA
DRI v i B B

create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit
* yes- I EAL N SSH 2 1817 i) (b 75 45 S B PRI R (87 7 vl LRI N & SR
* no- HATHIHT I\ FXOS CLI j il 2 &5 SE AR R 7 T U & KA
BRNTEGL R, X ASsep], A5 M FXOS CLI Vi) FTD CLI {9/ il LA L5 Bt Bh R

IO T desicl,  DLESR S 2 [ RE S o O FHTRE i Hh e AU ] USRS SRR Ly
BRI BN, AL ZE. kAR, 3545 FTD CLIH#H expert i<
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Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key PERMIT EXPERT MODE

Firepower
Firepower
Firepower

NERRE IR 2 AL B B TP o dik .

P

LA IPvA B 0 5, AEHAT LU N ERAE:
1.

LA IPv6 AR IR, AT LT At

B BB OIS

enter ipv4 dot_id firepower

B YOG .

set gateway gateway_address

BE 1P HuhikAERS .

set ip ip_address mask network mask
IR A B TP B

exit

XHHUAE P L AR R A

1 GBI O S,

enter ipv6 slot_id firepower
2. WEMIHE.

set gateway gateway address
3. WHE IP Ml IR £ HiT 28

set ip ip_address prefix-length prefix
4. GEHAFEE P B,

exit
5. XA P K LR B S R A
Tl

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.10.10.34 mask

255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* #

X}T Firepower 9300, #5200 A LA 4230 3 /MBI 1 & TP ik, RIS R &2
BB, WIRANECE A 3 M, AERPR AN B A
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Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.35 mask

255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.36 mask

255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98:

prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DBS8
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98:

prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DBS8
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98:

prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DBS8
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98:

prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DBS8
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BHE G SRR
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd

Firepower
Firepower

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: ziggy$tardust

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: $pidersfrommars

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

:3210

:BA98::3211

3210

:BA98::3211

3211

:BA98::3211

13212

:BA98::3211

/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100

/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE

/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY

zEss I
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Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

PRAFICE -
commit-buffer

WUAR I R 85 & BATRRAS, JEH 5 | G e RN B2 11 4 5 0 &8 I T S 91 e s 3B 4 45 o
i H show app-instance @iy & 10 &3 kA . UEIERAS N BB HLIBITRES N ELN, N SEE)E
LEIEAT HoaT b di A .

Tl

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave

ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Master

ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

T HABA AR INBE R, EEE MR, (HAZ0 E ME— 1 chassis-id A& FE 1P Hihik LUK -
[site-id; 730, 10T HLAS A B AH [H] i e

TR OB IR BRI R E AR rT LS NS N FXOS HLATIC & LAttt 72 .
fdE YA B TP BERE 428 1 B A8 N 1) FMC

PrA SERE B 0L T FXOS LRI ST IR, A RER e A1 N3] FMC.
A, FMC 2> AR 5% .
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scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
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set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
set-default
exit
commit-buffer

XFHUE 2:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit

B zses



BigigE
ez r £z [

exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit

zmes
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exit

scope app ftd 6.0.0.837
set-default
accept-license-agreement
exit

commit-buffer

% LHIELRF B

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0

B zses
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exit
exit
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer

X HLAE 2:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable

ez r £z [
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create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
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exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer

NMEZERTI A
CEBUAT SEBE R NSk e FTD AR BT 4. 6 FXOS (R BT 4RI 15, FMC 2 [ 3R N
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Wit B 2 F 23 vDP L FTD Wf4 .
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Firepower# scope ssa

B1## Radware vDP SE44]:

Firepower /ssa # scope slot dot_id

Firepower /ssa/slot # create app-instance vdp logical_device identifier
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot/* # exit
AT :
commit-buffer

Y0AIF vDP 7E 22 i b (1) B AR i -

Firepower /ssa # show app-instance

il
Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

CAJI%) 7R 52 SRR W] B UG 3 S0
Firepower /ssa/app # show resource-profile system

i

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model CPU Logical Core Count
RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPR9K-SM-44, FPR9K-SM-36,

FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System

BHERE
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VDP-10-CORES vdp
FPRO9K-SM-24, FPR4K-SM-44,

10 40960 No
VDP-2-CORES vdp
2 8192 No
VDP-4-CORES vdp
4 16384 No
VDP-8-CORES vdp

FPRO9K-SM-24, FPR4K-SM-44,

8 32768 No

CRIE) A0 E—2Bha] R B SO

a) ffCHERE 1 pYEE

8.13.01.09-2 No

FPR4K-SM-36, FPR4K-SM-24

System
8.13.01.09-2 No
System
8.13.01.09-2 No
System
8.13.01.09-2 No

FPR4K-SM-36, FPR4K-SM-24

System

Firepower /ssa*# scope slot 1

b) %A DefensePro [V JH S :

Firepower /ssa/slot* # enter app-instance vdp

) BCE BHUHNC E S

FPROK-SM-56,

FPROK-SM-56,

GG B

EIh B 45 % % L BLE Radware DefensePro .

FPROK-SM-44, FPRIY9K-SM-36,

FPROK-SM-44, FPRIY9K-SM-36,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile_name

d) PAHE:

Firepower /ssa/slot/app-instance* # commit-buffer

Z4E vDP NG, Vi) 48 R4
Firepower /ssa # scope logical-device device_name
Wi FE L7 o4y vDP.o ST DU ] 5 2 S o AH IR R B 10, 0 ) AR ] SRt g 2 11

Firepower /ssa/logical-device # enter external-port-link name interface id vdp

Firepower /ssa/logical-device/external-port-link* # exit

3 vDP B B AN 1%

a) AT SRR S

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp

b) Ao E P IP Mkt

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 slot_id default

¢) BEEMICHALE:

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set gateway gateway address

d) WE IP Mok IR .

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network_mask

e) B IP Al E I

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit

zmes
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f) R HEEG]SRE R

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

Y AR ok VvDP BT ASA B FTD it i 1 £t 2 11«
Firepower /ssa/logical-device* # scope external-port-link name

i X\ show external-port-link fiv4 LLEE & 4% H 455K .

] R BN N vDP:

Firepower /ssa/logical-device/external-port-link* # set decorator vdp
XA ] vDP RAME D B iR A

AT :

commit-buffer

BRI OREE R DR T3 =T N -

Firepower /ssa/logical-device/external-port-link* # show detail

i

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1l
App Name: ftd
Description:
Link Decorator: vdp

T—$Htta

24 DefensePro N BB %M. iR, EBEMELBE Z AT, DefensePro N JGIAE(M . H KT
25 8., 1§52 Cisco.com [ ff] {Radware DefensePro DDoS Wi ZZfi# 556D -

E¥FE N &£+ LB & Radware DefensePro
A

ER RSB R E A2 SCHE . {H&, Radware DefensePro [ HI R ZEATLAR ] SR F A7 ¢ At AT

Pe & P AT B

FHia Z |l

* M Cisco.com F# vDP Wifg (55 M Cisco.com F#EMUE) , #RJE K IEWLE T 23 Firepower
4100/9300 HLAH il Z K2 IR W& AT WUE T 3031 Firepower 4100/9300 HLAH)D o

BERE
88 |
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i

I

7k

Z8

EH AR £ L E Radware DefensePro .

LR ERR SO A BR R O T vDP, e I L AR YR O S A B O S0 B O A R |,
TS AT LA W T B 1

FCE ASA HULATAERE CGEZIUEIA ASA ERE . % 54 11 s FTD HLAWAERE GEZEIE FTD
B, 6370 .

F Radware DefensePro {44 i 7] 2 7 i ) iy [ -

enter external-port-link nameinterface_name { asa | ftd }

set decorator vdp

set description
exit

R IR A S LM A B 1

i\ external-port-link { mgmt_asa | mgmt_ftd } interface_id { asa | ftd }

set decorator

set description

exit
24 DefensePro 43t #5845 #Hlut 1 -

i\ external-port-link mgmt_vdp interface name{ asa | ftd }

set decorator

set description

CRre) S 32 SCHF 1l T BRGS0
show resource-profile system

i

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model CPU Logical Core Count
RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44, FPR9K-SM-36,

FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPRY9K-SM-56, FPR9K-SM-44, FPR9K-SM-36,
FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System

VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System

VDP-4-CORES vdp 8.13.01.09-2 No all

zmes


b_CLI_ConfigGuide_FXOS_2111_chapter10.pdf#nameddest=unique_193

zEigg |
. TEMFE N & 8% L BCE Radware DefensePro

4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44, FPRO9K-SM-36,
FPR9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System
- % PR o w2 S DS U)o - L P e A2 LW G
R RCHENUS, FXOS HUHTR EH A 8.

a) WESRY 1KY
Firepower /ssa*# scope slot 1
b) %\ DefensePro W ] SE 4
Firepower /ssa/slot* # enter app-instance vdp
¢) WEVHURRCE A+
Firepower /ssa/slot/app-instance* # set resource-profile-name resource profile_name
d) RAHCHE:

Firepower /ssa/slot/app-instance* # commit-buffer

WIRS A A
i\ external-port-link port-channel48 Port-channel48 { asa | ftd }

set decorator

set description
exit
H$IEY  WITH K= DefensePro SZ{Ific & & ¥ 5| SR -
enter mgmt-bootstrap vdp
i\ ipv4 slot_id default
set gateway gateway address
set ip ip_address mask network mask
exit

TP

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0

exit

enter ipv4 3 default

B zses
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7EHF8 A & % BL & Radware DefensePro .

set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
W0 B HEE G SRR T
exit
LN G E¥) DefensePro W SE 41 :
connect module slot console
connect vdp
P2 e b, SR B P
device clustering management-channel ip
FBA3 A LB 1P R E ] 1P
device clustering master set management-channel ip
672 ALRNENE S

device clustering state set enable

P15 RV R G IFR [P 2] FXOS #id CLI:

ctrl]
FIE16 EHS 10, 12, 13 Fl 14 DAL 11 4B 7] 1P, IR A T N H 524 8 F 42
o

SIB17 BRAEE:
commit-buffer

TR SERFRE R, D AUEIE RS CAEEREP L B DefensePro SZ44 .
$IB18 WIFT A DefensePro N 8 O I AN ZSE#E

device cluster show

S (LR 7k —, WAEMEA DefensePro SE9) A& 22T, BN EIREELN.

a) i DefensePro SEIEHl, AN 5i7x DefensePro (1) J& 1k -
scope ssa
scope slot dot_number
scope app-instance vdp
show app-attri

b) WiEETERE, 78 DefensePro SEBIITEANNE B 7k Wordmi L4 25 A1 vDP [ ] 52
LR EESERSE
scope ssa

scope slot_number

| zmes
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show app-instance expand detail

R DefensePro N HELL, A ARAESLEF LR, CLI ¥ ER:

App Attribute:
App Attribute Key: cluster-role
Value: unknown

MR RS E R “unknown” {8, #0520 N DefensePro W H, o401 7) 5 1P ik, 64 vDP £
B,

1 DefensePro N HI7EZE, F+ HOAEER T IER, CLIK Box:

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

Gt

scope ssa
enter logical-device 1d asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4d pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description ""
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description ""
exit
enter external-port-link mgmt vdp Ethernetl/1 vdp
set decorator ""
set description ""
exit
enter external-port-link port-channel48 Port-channel48 asa
set decorator ""
set description ""
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
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F 1 UDP/TCP 34 7075 A vDP Web %5 I}

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

T—F 4

M DefensePro W B B %0 . 157 R, {EIESERCE M E 2 1T, DefensePro N FHICVEBEMN . A7 G
Z{Z 8., 1S Cisco.com ) (Radware DefensePro DDoS Wi 2R 85 ) -

FF A UDP/TCP i O %0 /2 A vDP Web AR 5%

Radware APSolute Vision & H #5452 1 v fifi | %% UDP/TCP ¥ 1 5 Radware vDP W FHHE Tl 5. A1
vDP W 5 APSolute Vision £ #E2SUEATH AT, S OA20UHH (RIX Lo 0] U5 0] KRB B KBS E. R
R Sy s 42 1 A T U VEAN M5 B, 1521 (APSolute Vision 745/ ) I LA R £k

* APSolute Vision iR $52%im 0 - WBM @S FIIRIER S

* & Radware & &9 APSolute Vision fR % g2 898 {Si% 0O

Jyfifi Radware APSolute Vision 5 #3845 FXOS M4 L 1 L DefensePro N, #4204% F§ FXOS
CLI /2 ] vDP Web JIlR% .

32
HIE1 M FXOS CLI i3] vDP W 524 .

connect module sot console

connect vdp

N
g
N

J& FH vDP Web R4 .

manage secure-web status set enable

HIR3 B H vDP WA #H G IFIR Al FXOS fid CLI,
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Ctrl ]

=== - )
il & TLS /0= hniE
DU 80018 TLS i ik anfef i e, LR AT i FMC &g HoRES .
FRSH FTD Al FXOS WA 5 i 5 (1) TSL I 2647 W5«

\}

ER 24 FXO0S 2.6.1 T+ % FXOS 2.7.x K HEERAR, FTD 6.4 A& HShE M=, KA 6.4 5 TLS I

I
FTD FX0S Nz
6.4 2.6 LS — AN (5 1 B
BD
6.4 2.7 M ERRAR A&
6.5 B EilA 2.7 B EA YHHRE 16 RIS (G 2
BB
*F TLS = hnix

The Firepower 4100/9300 S AL )2 22 A N2 ik, & BRI AT 46450 2 2 42/ % A H2: )2 (TLS/SSL)
T FfRas, XA R T LR T A .

* TLS/SSL &R

* VPN, $5TLS/SSLFI IPsec
TLS I i Shae AR F B, kA .. B nT DIFEREAN 2245 3 /B B 2 16
A FTD 2285249 )i TLS s ik .
TLS /0% h0iR B4 4 N F0 PR il
W FTD G T TLS i, il LA
N 5| B2 pE

B SRAGIN S E B R B R, JF HAS IS R A R IR, ) TLS/SSL B 5, H R 5%
HJH -

4724 H1 FTD configure snort preserve-connection {enable | disable} iy &4l
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s maz s iR

{X HTTP %8¢

TEAMB I R 1 FTD a5 AR TLS Ins nik nl gg 2 mbEgt . AT TLS % hnis AN 76
fift =2 TLS/SSL Ji &1 FTD & aeszfi FiEH .

BX3B15 SALIRFRE (FIPS)
USRI S T TLS s s R A S RALFEARHE (FIPS), U5 LR 3R T (12 1% 25 2R
« K/N/IF 2048 75 1) RSA %4
* Rivest %11 4 (RC4)
o Y bsAE (32— DES)
* Merkle - Damgard 5 (MD5)
* SSL v3
%@%FM&%HD%E%M?%MEAﬂﬁfiﬁH FIPS &4 o #EIX L0 R igqThy, %

FOVFER:, T LLE FTD 2888506 25 TLS Insshnid, o ny DANC & Web W U6 2% DU 2 T 4 204
FRIE T

FEEASRIE
o T bRAE

= AT A (HA) Fa&E B

WA mnT P (HA) BUEERE FTD, W20 BIAEREAS FTD b H TLS s nig . — AN 4% 1) TLS
NNk fid B AN HA G a8 1) HoAb ¥ g L,

TLS Bk

FEE6 R F 8 RFC6520 %€ X AL 2 24 (TLS) A AL )2 2245 (DTLS) Thill i) TLSO Bk Ji2
SSL ok v H A A EF S A AL FIG SRS - & it al IR 45 28 A% R 2 = I B g, IiEsk )
— 7 PR o R R R, )3 i ) H s

M)A H TLS % i (152 FMCE 2L FTD JE 248 H TLS CoBky 5 ), 1% FTD K47 SSL
TG 1) TS R Z R IRME T R R FMC BEE T8 & 11454 -

* fHIE

o BHIE I A
A N RS2 0548 ) TLS 0Bk, 15214 (Firepower & # UL ELCEHEH) 4 2% TLS/SSL i
HE BRI Fr 721

G RAE FTD 78885245 _B25FH TLS Inanik, ey PAAZE FMC A7 R 28 43 AT S s (NAP) AL S & KD
BRACEE, DA e ] A BE TLS Lok

H%nsu%m#%hu,m%@«mmWH EHALOECE R A OC TLS/SSL M HERR H
5

zmes
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B =rzszsomns memnz

TLS/SSL #81TH

TLYSSL i1 H #8 FTD ) TLS/SSL Vit il # PR . (T4 FTDAS Al GE2 i %) TLS/SSL il H, {H
JUA S FF TLS s i i) FTD A4t a e & (1) 7 20 ek T AR B

2T TLS I sk /) FMC A PR FTD AR I, 6T FTD S T Sl 4, #0Ks
HRH SSL S To ik MR % ROHRAE H IR F 48 IR U B AT AL B

o YRR

o ANl

* FHIE

 FHARIFEE
W SSL S Jo A R R HOIRAE TR F SR MM B E N AR, HAHSCIK U i) 42 th SRS e 35 A K A i
o, WRESRAE: (HRMHEASRA.
WA IR EEITH, A7 LU I In] ik

« T EIHAA T2 TLS/SSL 4 FEfE J11% FTD.

o ST SSL SRS, A AN AT e il A0 S G S I AR R R

K TLS @T MR, W20 (Firepower FEIHUOELE TR R ) 43 ¢ TLS/SSL ki HERR AL
N

AEH WA AR E AIZE
JA M TLS In#hnis 5, JoiEA/ERBh B DA il s 42 1 LA TLS/SSL Ji & .

B A& 8832 rY TLS 0% AniE

ML) FMC RTINS FTD , 55 28 BOh Bk S8 i s i, s B 305 1 TLS I ik
TLS I f5Epra AL AR, IF BT .

EE TLS IEMMREVRTS

AR T S A AT i e S A5 O3 F TLS s ik
WHHAT FMC H 1) R AIES .

2,

UK

HIE1 FRXFMC.
P2 HHRE > IREEE,

FR®I il wiE (& ) D i
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EIRiBIE

$IB 4 %% (Device) T . TLS N E RS LRAE “H 7 (General) #43H,

BRI

T UM ERIZHR Vet K ASARHONIEWIRE ., S SGE LG B FAE AT 1298 B 4 L 3hdT

ER BN R &

LU R E R R N

i

A AR 5 182 50 Telnet EHRERL 2B CLL

connect module slot_number {console | telnet}

SRR RS 2 A AR g 1 245 1%, W 1 4E4 slot_number .
] Telnet B O0 AR T, AT LRI RERTT RE 2 AN 251, JF HOGEHa i B Pk
il

Firepower# connect module 1 console

Telnet escape character is '~'.
Trying 127.5.1.1...
Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

BRIV HESIG . BB RN 2.
connect asa name

connect ftd name

connect vdp name

WAF LR, HMAAAT BRI AL.

GLE

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

i

5

= N

3

Ré
X

HAb S5

zmes
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Firepower-modulel> connect ftd ftdl
Connecting to ftd(ftd-native) console... enter exit to return to bootCLI

[...]
>
HIE 3 B H NG 2 FXOS Bk CLI.
* ASA - i Ctrl-a, d
* FTD - fij \ exit

« vDP - §i A\ Ctrl-], .

HIE 4 &[0 FXOS CLI [ FL G 412
REEH &
a) A~
AR A Telnet N o
b) ZLE M Telnet N, %A

telnet>quit

B Telnet &1&:

a) HiA Ctrl, .

T

PUR/nBlE S 22k 1 L ASA, SRJ5iB[A13] FXOS CLI & 542,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#
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6

mizees

BEN 22 42 IR S5 A5

Firepower# scope ssa

AEHAE LREH R MTEAfE R

Firepower /ssa # show logical-device

X AR R A Z A B, WA LL T 2

Firepower /ssa # delete logical-device device_name

AR EHBAE LN TR fE R

Firepower /ssa # show app-instance

X AR R RSN, TR LU i

a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application_name
¢) Firepower /ssa/slot # exit

PEATHLE -
commit-buffer

ARG EAL S5 -

5

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State Template Name
FTD 1,2,3 Clustered Ok ftd
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1
Firepower /ssa/slot # delete app-instance ftd
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Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

MIFR SRR I &

LA 08 209 203 D o s R 7 R M S P 1 e 2 o

e B A Bk

(RPN By R SR AR € LN 3 R S B R D = S 1115 S 1[5 [ P L 1515 9 St
ATRT LLED ISR . 5B T LT3 2 ISR

FRI WA Y S S EREE Y, EN AT show cluster info iy & A & SRR

ciscoasa# show cluster info
Clustering is not enabled

XFTAEH] FMC (1 FTD,  WAZR B B AE FMC e 813 mh,  DUEAEER A IR e, el ke 4
LB

3

B zses

76 I R b 28 U RREAE - #5m] LU P N R CLI 2R P4 . %A cluster remove unit name fir
A IR B3 445 2 SR R W 4 IO T B o 5 SREFPIC B AR EFAAR , A2 2% [R) 20 1 f B e
WARFEAAR, T FRY G R INZ B A A S ERICE . W R 3% R tki 4
SRR IR &, S IEZS B T B 4 o

A AT AR PRSI, Prada iz oei s R B L AT DUAGE AR i . ER U
R, TR A B LR R FFSTOT, A B S R IO B TP k. fE
REETPoME, B RERE P A TR RGBT 4 AR A

S I RESE, 57 ASA %A cluster group name, 4RJ5 % enable. B E T FHREE,
i#/E FTD E#i A cluster enable.

A% N PR 52491 -4 FXOS CLI H1, & LA R il :

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

FEHHA

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #
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i sizimgarepnnmss ]

o KM ARy 518 - 78 FXOS CLLHY, 152 [ LU N 7=l

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

T L

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

SCHIBUA 4 FXOS CLItft, i Zh L F 7l

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

K A MR

AT LM BN 775 7K A R R B0

SFTAEH FMC 1) FTD, MERAENUAE EAERTIEEEIS . AN FMC B B R MR B 4%
o MHIBRIZ 4 ¥ 4 -4E FXOS CLI 1, i3 LR Rl

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

o MRS I ERATLRG 2 A - S SRR S5 PR BE 46, WU RT RS B B8 15 0 o B PR BT

AR

MIBR 5 iZ 41 & A R BR B Rz A Sk 11
BRI 5, OISR T I B SR . R R R, U
OS2 0, TS SRR QA B . S P S5 A S, A
AR B 2 bty 31 R 9
iz

pz A NN TS

Firepower# scope ssa

FIR2 BH RN TR
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B =xroEEes oo

Firepower /ssa # show app-instance

ST AREEMER AN, RN LR A4

a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application_name
c) Firepower /ssa/slot # exit

AT -
commit-buffer

AR GMC EAL S -

Gt

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

B FID ZiEig & LRV

A LAFE FTD 4 e By Ml sBOs 70 Bed% . AR5, AT LIE FMC 50 FDM A [A) 20 G

AT 1 s B3 R AP 22 1000 FTD PO SR die /N o (BRSNS 22 4 S0 rh A P A0 42 11 2 S R G
Bo A LUEHAE FTD BCE PR Z A B S 10, G35 U5 0. NAT. SSL. S4r 0. VPN,
DHCP 554555 . 51N 24X (55500 . 38 ] DA 73 I EtherChannel [FIEG DR ZR, 1
ANFE MR B A SR AEFMCEFDM T [R5

XFFMC: MHBREE FR IR 2% ARG AR L
XFF FDM: R LAFE BRI R IF5E R, CRERCE A — N a2 5 —ME

B zses
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wu o giEies trozn i

FHia Z |l

o MRHE D B ) LU N EtherChannel  Coi 8 ) i s B8 42 10, IF¥S IN4F{] EtherChannel.

o QN REEDE 2 BC R 1N N 2] EtherChannel (f114n, BRINE DG N ¥ RTAE B D BC A 4285, W)
TS N R AT A L 1, AR5 PR 4% 1A N 2 EtherChannel . %7 [#) EtherChannel,
5 0] DLRE 5 % EtherChannel 77 fic 2115 45 .

o NP TERAEE R T, TSR ORAE T A Bt B INE R %% 1, SRS AEFMC 5 FDM AR A

o FATEBUCAES /2 B B SEE 0, AR5 AR 3 e R e e WEE, B
R 1 A B R OGP RS TSN, AL, e AT AN 2 s i 1 A

UK

pz A UM S

Firepower# scope ssa

PR 2 GHIE R
Firepower /ssa # scope logical-device device_name
P 3 CROH R 2 B B R A
Firepower /ssa/logical-device* # create external-port-link name interface id ftd
T2 MERATATH2 1
PR FEChE:
commit-buffer

RAZRGMEAESS

SIS [ FMC 30,

a)
b)

<)
d)

e)

2)

BHREFMC,

WK% %1% & (Devices) > i & B2 (Device Management), JFHiili FTD &) 4ig (& ) .
REBINESIZED (Interfaces) T

MEEO A L MRS & & .

KRS SO, nT AR O D EA BILCaaE, REORE ORET N, ShaE T RIES
AN e R

W RIMBR S O, T AT T S P42 AR AR 1 .

T AR O, KT CAS A B E . AEMIR IR D Rs TR G, KA Hio g
BULSRAE ST E . WP s T 7 A T H 42 L) A 7

HHISIEE L (Validate Changes) DA £/ S £E 42 1 UG5 2L

W IRAT AT B 5, U752 B e S s AT I .

RAHRTF

zmes
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Eeg |

B =xroEEes oo

h) EPRW ARG SEHERE, DO RIEIE BT % . EME MG, B R
HIR6 [FALFITH FDM i .

a) ¥4 FDM.

b) g% (Device), X5 iitEDO (Interfaces) fii £ B BT A 1D (View All Interfaces) #E i o

Interfaces

Connected

Enabled 3 of 13

View All Interfaces >

o) miiFAfEOER.
d) SEFFRZ DA, R RERE .

Scan Interfaces e

@ Interface scan completed.

Added (3) Removed (0}

unnamed
Port-channel?

unnamed
Port-channe

unnamed
Ethernet1/5

e) (AR, TP HuhkA5 M & e,

U A AR IR 0 P DRAT TP AN A4 B, D5 A0 RO MY TP bt ik 7 6 15 T 1
DA AT LATE B4 1 B A IR S

0 BERIHE RO R, W AR B B B,
B ER

VR FE 2o I R 00 5 | 322 10 1K) B A TG 8 v R B2 1
g) WEIRIEDO M AR IEFRE .

B zses
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outside (GigabitEthernet0/0)

Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemnet0/4) -

Create new Subinterface

LY IIIME PSP EATAZR -3 m IINICTIN it FR(EPS NS liiofsi 2

15k to migrate an interface was created. %
the task list.

i) MAEESIIR, DRI,

Task List X
8B total 0 running 7 completed 1 failures Dests sl shed Roe
Start
Name Time EndTime Status Actions
Config migration from source interface outside to 06 Jun 06 Jun
destination interface outside_2 2019 2019 @ Migration is
12:37 12:37  successful
PM PM

LT FFX0S H, MN&Hix&IE it A:

Firepower /ssa/logical-device # delete external-port-link name

i\ show external-port-link fir4 UL 2 & 4% 11 4 Fr

SIE8 PEAHE
commit-buffer

ARSI EALSS -

$IB9 FLKAE FMCEL FDM H A5 8210,

| gEes




Eeg |

B =xasazmies rosn

[& 6: FDM 13330

Scan Interfaces P

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2

F ASA BRI & ERYIEN
nJLAE ASA B4 L. BUH 2 BCEE e HE: 1. ASDM 2 HE R I .

VS TR 422 1 B i A A8 FH P42 1 6) AS A L B s AR /o HUE:, 4 SRAE FXOS Hibl B 22 e ()42 1

Clan, SR 25 . M ER EtherChannel,  BYCR: 73 BC (1482 11 8557 70 Bic 45 EtherChannel) , - H.
LE A s A %A 10, W PR E 23 550 ASA iR B . ZEIXPHEIL ., ASA BB S8 IR tA
A, DR ] DAEATARART 26 21K 4 . #50T LAAE ASA OS HrF-ah B B IH 422 LI

)

AR 0T LAgndE O/ FL Y EtherChannel [P 01, 14N 52 W 18 48 150 %

FFeaZ Bl
o AR HC E B L 1R N EtherChannel Ciig [H#E ) BlE & H810, 48 T4 EtherChannel.

o R EDE O 20 B4 18 N 8 EtherChannel (121,  BRIATE L N4 BT 2 L 0 BCAh S 08E), )
TS IR AT e O, AR A R 32 D8 N2 EtherChannel. %} F-8i ] EtherChannel,
#0] LU f5 45 EtherChannel 43 it £11% 45

o XA EGRBE D, T ORI BRS BR AT e LR 1 o FRAT DU AR i/ A% e L
BUE I, ARJE FRAEAR ) T s B R L. B R DA PR S PR TS, B, &
A S DA

g2

pz A RPN S S

Firepower# scope ssa
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554

P2 SR
Firepower /ssa # scope logical-device device_name
PR3 NI B 1
Firepower /ssa/logical-device # delete external-port-link name

i\ show external-port-link 4 LA & 4% 1 44 FK o

paes

RPT A EEE, WEMIER TR L, SRR RS IR A B 1 22 AT, ] commit-buffer iyl B

s
ez LR ok ARENIRE e e

Firepower /ssa/logical-device* # create external-port-link name interface_id asa
YIRS FCHE:

commit-buffer

ARSI EAL S5 -

* show app

AH IR

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type I
App

asa 9.10.1 cisco Native Application

ftd 6.3.0 cisco Native,Container Application

ftd 6.2.3 cisco Native Application

vdp 8.13.01.09-2 radware vm Application

show app-instance

P NI SEGDIR S FIE B

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version
Version Deploy Type Profile Name Cluster State Cluster Role

ftd LD1 1 Enabled Online 6.4.0.10353 6.
Container Default-Small Not Applicable None
ftd LD2 1 Enabled Online 6.4.0.10353 6.

Container Default-Small Not Applicable None

s Default

Yes
Yes
Yes
Yes

Startup

4.0.10353

4.0.10353

zmes
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ftd LD3 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None
ftd LD4 1 Enabled Online 6.4.0.10353 6.4.0.1056

Container Default-Small Not Applicable None

show logical-device

BRGNS R .

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Oper State Template Name

asal 1 Standalone Ok asa

show resource-profile system

275 vDP 1 BEEC B AT

Firepower# scope ssa

Firepower /ssa # show resource-profile system

Profile Name App Name App Version Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,

FPROK-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPRO9K-SM-56, FPROK-SM-44,
FPR9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,

FPRO9K-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24
8 32768 No System
show resource-profile user-defined

T A st SEAT) B8 I B ST R 20 FE AR 0

Firepower# scope ssa
Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest
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ssmmzens

silver No 8 mid-level

show resource detail

B NP S (1 BE UG B DL o

Firepower# scope ssa
Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

uf = (8] B &R 7 f51

LR 7R B s SCRF IS B2

BAuh 545 ER) MAC ik B9 #E M 2% EtherChannel i& R T\ 7~ 51

PLUR7Rf s 1 2 AR, X PSSR B0 20 i A7 T 2 A& AR BRI 9 G 2% e 28
g 2 1) RV BT %ﬁﬁAEEﬁfﬁﬁﬁLﬁDaLﬁ P FREAN Sl A A
TRE %, 53 A58 PR TEE) 1) PR S8 0 A7 508 19 6% 14 8 IX DA X S T S 4 B AR b AT e il . 4 EtherChannel #5 B £E 1
BT E HLAR

5 VLAN i S AL B L (OTV) BRI Sz [ fig . 2 nBH 142 )5 MAC
BRI IERS, PR AR ERF sl T DCI AR 7 — ki e Wi IJeyk vy i) — ANl a5 AR TS

R W ZI A BRI ey, AR BRI RIS B 5y — il AR Al N VACL kit g4 5

MAC Hiht. 45 045H] ARP K £,

GRS T IR R 5C. ITAT SR AR 1Y RO 2R AU MAC U THalclitie t0 . A% s o
fi IR B RS DC ARAE 3 1R 8 I MAC Hihk o BT RE T 17 1EAZ HAL N A AN [] i 11 L PR 43t 1
ARENAH A4 )R MAC Mk, 330 MAC Hihb#%5); Ak EAMERES S MAC Mk,

FERE S
o WEERREAGE I PTA HY DV EE A0 T ol il MAC sttt JFESd thO B T A Ak .

o FCL BRI ITA N DB AL 4 )R MAC ik ik, DRI R LA P AN 3l s AT AR 4 R0
OTV (1L & 45 2l Lo A K9 A AL

zmes
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B =xcocmimissmest s s gan)

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center

Site MAC 2
Interconnect '

Data Center 1 Data Center 2

5 X LUK M) i 8 12 PR AR N Eg b i == [B) SR B 7 51

PURZRBIRos T 2 ANMRRER, SX PN EERE B 20 AL T 2 A AE AT B it e 4% 2 i) (R
FAD FE L. AR 0T AR BRI 1 DCLIERL . A7 TR0 a5 O BEAE 19 03 {8 H 1 i) 4
PSRRI 5 DX LUK WS I T4 B A M A el B4 EtherChannel #5881 B PT AT HLAT .«

A7 FAREAN B A0 16 A R AR i 28 4448 ] OSPF Calil it iBE W 1) ASA) « 5 MAC HisibA[H, %
FH 2% TP Hitik 7 A i e 2 B ME— 1. T Fi € DCI IR (R, DR DR AR 4L
PO, BRARGS ik A T R A AR W R . I ASA T TR BRI % U i A T
FEAN S A R — PR A e A AR AR AR R AR BE IRASE AN TR BT A SR D A R A e
T N G B B A DCT RAEAL T 5 — ANl SRR A 07

RETBEA 3 R A LA St T R 45 -

* WinilH) VSSVPC - FEMAS S, — G ACHL 2R et ol 1, 53— B ACH L 2 e 2t rh ol
20 — AT ERRAL T A E O AR RUERBIAHI AL, T VSS/VPC L TR DCI
k. AEULIEDLT, EEZ PR RRHERE DA 04 . Wk DCI AT LU BRSO, 4
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P& 4% EtherChannel A1t s rmse 2t mtl ]

WAl BLUEPERS RN RUE L DCL ISR G AZHM L. AELEREOL T, GRS A 0, DI
DCI AR, SRR E »

o AL TR R AL VSSAVPC - o8 T 3R S A LG AR BE ), 180T DATERRAN 3l 552226 2 %)
) VSSWVPC. FEMLIEOL T, VAR BETT fUUIAR AT — A5 X LUK W a4 s v 1 P LA
UL G ARHATHAL, K E 0 2 ISR R A R AZ L, (EES X DA W) I8 36 A -
T o RN AHL VSS/VPC #aKe 5 DX LUK I 8 3 AR Sl AT EtherChannel

W "~

' "‘\1
(' Internet )
Router —— - ORI
—-./ _ _ﬂ\'""Highercosrroul‘e Spanned
/ N EtherChannel
[ Oufside '

Data Center

Interconnect | I ~M
Cluster I
\ __Inside ™ —~
T .-"
/ Spanned s :
, I EtherChannel ey . /
N |
Higher cost route Higher cost route
Router Router
Data Center 1 Data Center 2

F= W 2& EtherChannel i&E AR T &< o ufi == [B) EE B 7R 451

PUR 7Bl T 2 ANMERERCO, XSRS 73 I T 2 AN AERE A 3l L F I D% i o 2 AT
AR L% O A 26 R 2R R 2 ) 22 ) CZR VAN ) AOBSH vt o SEAE IS 5 R B £ o i
I DCTIE . ANl e b A SRAE R B3 A T 7 PR 68 55 A0 R Y A 2 R ASC I 22 X 295 (1) 125 DX K I T
BRI A A M. A EtherChannel #5 AERE 1 FiAT HLA «

BNl LI DG B 2 F] FHRP (10 HSRP) 7R REAN 3k a0 EERAEARTR 1) H A7 24 MAC TP Hb
Hko LR MAC bk AMES),  feld (8 F 4 F mac-address-table static outside_interface mac_address
72 W S FH A% S B MAC Hb ik S8 N3] ASA MAC Hihb . WS X Le s H, 907 bl
1 I 573l 0 2 I DCTRAR N, S T BEIE T ASA JF 23X P O BIIE 3 1 2, AT 33
PR . Kol VLAN {1 ] SR AL (OTV) B BEARAE B 55 2 (4 8 o 806 Z50 Ik &

gEes




Eeg |
B zseswmneis

v BHAERAT W O ph 2 AR RE I DCY AR E 5 — 3l i o WERICVEVT ) — Aot s A R SC i% h
ar MIRA R g A, AE TR RS AL 2 53—l RO R O T 2%

— o N
e N

( Iinternet )
)

Gateway Router: -~ \_,‘__,_‘ Gateway Router:
-<. Virtual MACs and IPs o - = Virtual MACs and IPs
~ (FHRP) (FHRP)

Spanned EtherChannel DB NW_

Spanned EtherChannel

-1 Clust s @-
!@ " uster ’@ ’@
“EE==== Node 2 Node 3 Node 4 S====

Cluster
* | Control

It e &

I B |

’ I S

e Spanned EtherChannel

L}
'
! 4 7 —
: - ! T 1 — — 11
1
. . ' ! Spanned EtherChannel
. .
‘v\ &
. [t

G =f-n
A T Y syich |

Data Center 1 Data Center 2

Data Center
Interconnect

B FRI N BIEFE

ThRERFR FEMA EEES
FTD igf7 e RE& 5 |2.9.1 PUAEBLAE T LUKE FTD Ja A7 BEHOIRAS 55 2t 1 i W Bk IR R2D . Hp, R
BBEHOIRZS Z 8] [A] 25 FXOSEHUIRZA N “iafr” HAHBEHCIRES N “is1T” , IR T “isfr” RE,

A2 HE FTD % A BORES . WA A FIDIRE,  Hdisd% 1 vT RE(E FTD ¥
FlE A B Z AL T “Up” WUBLIRAS, sR¥(ERIAEY FTD MR i B 4 7
B <Up” R, AT PIBE, SRIRARICRL RS SR E R, e
F 2 7T i 22 25 FTD 17 LLAR BRSRE BE 2 R P44 16 FTD RS, 2 REBRUON AR
&I LE FXOS hHIB B4 1.

TR FERE, eyl Bt HL A5 Radware vDP &AM 8% (1) FTD ASZEF b IhfiE. 1A,
ASA WAL EF LD fE
B AE ) Firepower LA & HLAS Ji%s: B4R &E > BRABKIKES

BB MUY FXOS in4: set link-state-sync enabled. show interface expand detail

B zses
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paganmneiez ]

INREBFR FEMA DhEEER
X g5 Sz AE F FMC 1 | 2.9.1 TEILAE T LAAE FTD 2 4s 529 EAEH FMC &03/E T A

FTD it & & Ak &

PSR FMC Bt . 2%t (System) > T A (Tools) > &4/ & (Backup/Restore)
> ZEIRF % (Managed Device Backup)

B MUY FTD CLI 74 restore
YHAE G Firepower 4100/9300
R T {F ] Firepower 6.7

% S AR 2.8.1 SEDUAE AT DA F 28 25 SE B R A 46 HE . F Firepower 9300 |, WAZ0£ESE#E R )RR
B F AL — AR . AR BEAS A5 | /B SRR N 2 A A S Fk
ATV LA Ay BN SR S AT [ (1) 22 AR B LA R . H, W SRFREE, fam
PLTE [F]— 4R (AN ] Firepower 9300 %2 M B Firepower 4100 45 A
FIVCFEC A AR A9 . ANBETE R — MR IR A 18 FH Firepower 9300 F Firepower 4100
BriaAE T4 set port-type cluster
R T EFH Firepower 6.6 B¢ 5 = A

Y FFAH FDM 1) FTD | 2.7.1 BUE, 0T LB A FTD SEBIIf4EE FDM & B, ASCRPA a5l .

FriAs A4 enter bootstrap-key MANAGEMENT _TYPE. set value
LOCALLY_MANAGED.,

P 23 F72E FTD 6.5 85 S i A

2 RS TLS i
ik

2.7.1

WA, 7(£Firepower4100/93oom%ﬁta@%/]\ﬁﬁﬁifﬁl (%164 3R TLS I
I e BART, AN 2245 |8 HURe o — A48 5045 TLS In i .

BB BRI S b RE . H2, FHRASLEIE S B g s . AR, TE IR AE
H enter hw-crypto F1 set admin-state enabled FXOS fiy 4>

B FXOS CLI #ir4>: enter hw-crypto. set admin-state

MR FXOS CLI 754 : show hwCrypto. config hwCrypto
MHER I FTD CLI 154 :  show crypto accelerator status

R T FTD 6.5 SUH R A,

Firepower 4115, 4125 il
4145

2.6.1

FAHEL T Firepower 4115, 4125 Al 4145,
Pk 5Kk ASA 9.12(1). Firepower 6.4.0 35k FXOS 2.6.1.157.

RS

zmes



B zesswmsis

zEigg |

TIRE AR TARA |TIRERER
Firepower 9300 SM-40. {2.6.1 GINTEUF =A%l SM-40. SM-48 fil SM-56.
SM-48 Fll SM-56 3. f¢ B SM-40 il SM-48 Z3k ASA 9.12(1). SM-56 Z3k ASA 9.12(2) Fil FXOS
2.6.1.157.
AT BBk FTD6.4 il FXOS 2.6.1.157.
RESAEAT 62
SCFFAE[R—™ Firepower | 2.6.1 TS IUAE ] LAFE [R]— ™ Firepower 9300 I [F] I 55 ASA Fll FTD & # ¥ % .

9300 LA A7) ASA

A FTD Kokl iR 5Kk ASA 9.12(1). Firepower 6.4.0 35K FXOS 2.6.1.157.
RAEBUTA 2.
XFF FTD 5] 3 RFR. | 2.6.1 T8 INAE T LAY Firepower MR HEAS T FMC NAT ID. LLHT, #HBEAE FXOS
B, I LR CLI 8¢ FTD CLI ¥ & NAT ID. %, g2k m Hr Km%fﬁ@“ﬁ e ]
Firepower HLAH & #L 45 AP bl GEF—ANEM ) « FMCHRE # 4% IP Huhk, #4545 ¢ FMCIP Mok,
¥ E FMC ] NAT ID B, ﬁﬂ%‘ﬁH%ﬂﬁﬁi**’l‘lPiﬂiﬁ X J& S th H 1 BARERD |, b2
FEZERZ I P45 2 ME— () NAT 1D, LA W WIARIEAS (AT, JF &4k e ff iyt i
B, FMCFIE &8 A 800 NAT ID AN & 1P Mkl SERIaayvE AT 5 6y
B AR R BZAL o
HTHAAE R D
BIRIRE > RIN&E > & E > Firepower EIE 0 NAT IDFB
SCFPKE SSLAE A nid ] | 2-6.1 TS INAE R LR RS 22 4 g |88 0 — A 25 48 S0 1) SSLAE 4 nide . SSLAZ A4l

Tty A8 i —
/N FTD 248 5244

AR T b A s 5,
F o

BB S A %

ER AL AP, S0 FMCRCE SR

1!51

config hwCrypto enable. show hwCrypto
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pagenneics [

TIREAFR FERAE [ EES
FTD % S D) 2.4.1 TEIUAE T DLAE SN 2 4 5 | /B A5 2 NI e, WGBS H FTD %

A . CAHT, AT B AN AN I SE . e Ah, A SCREACHBSEA] . 6T
Firepower 9300, 1] LAYEHELEAE AT ACHE S, fE FCAABE e b Aff FH 28205 S 491

LR R TN Z 1, ATLLIE FXOS Al VLAN 7421, AT LAE 2 A 545
ZIHFEERR O SRS, A E S L CPU LB RGESIRIE L
B BhS IERAM,  FEREREAS S B AR 25 R e 4 40 GBS RSV B SR VIS A
SCRFANSBIIPERE -

BT LUFE 2 ST AU B A A s SR se By vl s Bt o R 2 LA
FEAHUABE 10 sl BT LLEIEE 10 ASmyrl PR . ANSCREERE.

AR I AR, HEZ LGRS ASA 2R RERIARLL. BRI
DA TSN TS, T2 S D RE SCVFIRSL A AR S . AR S FevE
PRSP 18 . PPN E A B, R RTINA. R ERAE R A 5E 42 FTD
DhRescRE. mT s, SRR e & LINE 2 5. FTD
INEA Py W N R

IR FORAE A 6.3 B A FTD.

BrE/f& ) FXOS 14 : connect FTD name, connect module telnet. create
bootstrap-key PERMIT_EXPERT_MODE. create resource-profile. create
subinterface. scope auto-macpool. setcpu-core-count. setdeploy-type. set port-type
data-sharing. set prefix. set resource-profile-name. setvlan. scope app-instance
FTDname. show cgroups container. show interface. show mac-address. show
subinterface. show tech-support module app-instance. show version

/A ) FMCSR LI
W& > REFEE > wIBE > EOEDR

CFF ASA BRI 1iE | 2.4.1 TEINAEPT DLAERRE ASA I 4572 17 WA Ul ek (A

B BriAs @4 enter bootstrap-key FIREWALL_MODE. set value routed A set
value transparent.

FEAEPE IR v F e X |2.4.1 BRSO, SEREES SRR 1) 127.2.0.0/16 4% . BILE, W LAYE FXOS i3 B4k

1P Hfihk: TR BB 2% . HUAEHRAEALAE 1D FIERE 1D B Az s AN e o5 SRR th B i 1 11

IP Hidik: 127.2.chassis id.slot_id. {H&, FELERIZEEA fRVF 127.2.0.0/16 i & il
e P, BEAERT LN FXOS b AR B Rg BB — > B XK /16 7k (B
] (127.0.0.0/8) F1Z 4% (224.0.0.0/4) HhLERAM)

BT A set cluster-control-link network
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XHT FTDS| SR PR |24.1 AT A LIAE FXOS CLI 1% & FMC NAT ID. AR, % HBE7E FTD CLI &
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ID

NAT ID. %, o2&l H e 2 S mmir, #FHENA 1P Hilik GE[F—ANE
WD « FMCHRE &4 1P ik, W &45E FMCIP thilib. (F2, A HanE Il
H—ANIP bk GO SEILEK th H 1 B AREESRD I Db 201 3% 42 1) v i i e P —
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Bz 4. enter bootstrap-key NAT _ID

ASA 13l 5 T TR gk
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BUAE, aT LLZE SRS ASA SERERS A 4AEAN Firepower 4100/9300 HLAA AL & i 4 ID. LA
H, BAZE ASA N HP L E S 05 1D BUBiThAEfRi L T 5wl 1B, &
AHETIAE ASA BLE P B A ID. BeAh, A 75205 0l A TR AR ) S R e Ak
FATREIETH 03] ASA 9.7(1) A FXOS 2.1.1, FRE A & Wb e i M R g 1) 22 3 4
i,

BB T LU N4 set site-id

Firepower 9300 £ 6 4~ |2.1.1 BIAE, AT LUK Firepower 9300 _E[) FTD 3 FHNUA LS. 2 T LI & 6 M

FTD B HIHLAT N AL Yeo ftm, BalLILE 6 PR 1AM, s 7E 3 MHUAE AT 2 MR,
W ny DA e 2 34t 6 MR TR 4L G .

SZRFAE Firepower 4100 1 | 2.1.1 76 FTD B4, &2 nl IR 6 LA

AT FTD B4R

ASA BT, ZFF161|2.0.1 1E ASA B, B2 n LU 16 MHLAH .

Firepower 4100 HL56

Y FFLE Firepower 4100 1= [ 1.1.4 1 ASA REEET, R Z W LIRESE 6 LA

AT ASA B4R

5 4E Firepower 9300 - [ 1.1.4 Firepower 9300 72 £ ] FTD N $UATHLFE I EEE

g FTD _ESATHLA P AF FAMIGINT LU R4 enter mgmt-bootstrap FTD. enter bootstrap-key

- FIREPOWER_MANAGER _IP. enter bootstrap-key FIREWALL_MODE. enter
bootstrap-key-secret REGISTRATION_KEY . enter bootstrap-key-secret
PASSWORD. enter bootstrap-key FQDN. enter bootstrap-key DNS_SERVERS.
enter bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower. enter ipvé
firepower. setvalue. set gateway. setip. accept-license-agreement

Firepower 9300 F 16 4~ |1.1.3 IAE, EATLIXT ASA J3 AR ESE . e nT DA & 16 AMBEE. fltn, #&mTLAZE

ASA BEHHIHLAT N RS 16 MHURT AT 1AM, B 7E 8 MHLAE ] 2 AN, o mT U ] de 2 4 3t
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Firepower 9300 [ ASA | 1.1.1 R LUK Firepower 9300 AL A T ASA e AR AR o
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TATFINT LL R4 enter cluster-bootstrap. enter logical-device clustered. set
chassis-id. set ipv4 gateway-. set ipv4 pool. setipv6 gateway. setipv6 pool. set
key. set mode spanned-etherchannel. set port-type cluster. set service-type. set
virtual ipv4. set virtual ipv6
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