AR5 & 3

s KTWUBAER, 25100
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Hiko

* S MWYEA (Platform Bundle) - Firepower - & #4840 & — R ¥I2 1T /E Firepower & B 5| 2 F
Firepower 22 &M HL/ 514 2 AN G . 7 & 954 /& Firepower eXtensible Operating System
B,

* W] (Application) - W JI] 5 S ARAE 2 A BY 5| BE 1) Firepower 4100/9300 HLA i85 AR AF I o
IS PR B D S8R 2 A el A0 3C A (CSP) MEATASAS, — EATMAER BG4 |, H A QI
BRI R, s £ R B AR R A PATHE R I I R, AR B iy 5 | . f&
AT LAAE Firepower B BG4 A7 fif A1 R T GRS AN R RCAR o
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. M Cisco.com T~ Z#R1%

M Cisco.com T AL 1%

M Cisco.com F#; FXOS IR WG, PUERH &3] Firepower H146

FHIa Z Al

LA Cisco.com MK )™,

UK

A FH P 28 330 Wa 2% S U 2 http://www.cisco.com/go/firepower9300-software ¥, http://www.cisco.com/go/
firepower4100-software.

RANGAE N W25 1 HT T Firepower 4100/9300 HLAH [ER 1 N4 i1 -

TR 2 APGE I RAEIRR, RJER L BA T S

ER{% L £ 2| Firepower & £17 %

$IR2
I3

PIg4

_u:_qm 5

R LK FXOS AR g EAERIHUAS

FHiaZ |l
i ORI 2 _EAR BWARAEA LTS BT H

UK

WIKIEFE B S (System) > BE# (Updates).

O] SEH” DU o LA BT ) Firepower eXtensible Operating System 1~ £5 2 4 Wl 45 1 )W 1 it
By,
ok EARRRER, WIATIT ¢ RARBRR” XHEHE .
HLil iR U (Choose File), 1T A BIFFIEBALZEL AL IUE .
il £,
Pk W8 AL 2 Firepower 4100/9300 LA . FARMUSENT, REiaWondEsk, R b L5EiE
tt.
TR UR, AR S, RGOK SR — B H PV TE TG R BRI A i
P L
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http://www.cisco.com/go/firepower9300-software
http://www.cisco.com/go/firepower4100-software
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I UERRIG RYSTEE 1L

BTG S N A Firepower 4100/9300 HLA6 5, &4t B IGAEMUE il 5¢ 38tk . Witk g 28, &) DUl
FH DL B FE T 3 56 1E g 6 e e

g2

HIE1 KU RS (System) > E#i (Updates).

R TUH Bos LA L] ) Firepower eXtensible Operating System ~F- £ H 28 40 it {5 11 ] ke
BHE.

PR 2 Pl EGAE M GATXT  BEIE (Verify) (BaEdric Ebs) .

RGN IR AR R e R AR R e HEME (Image Integrity)” 7B woikds.

F+4% Firepower eXtensible Operating SystemF- & 1 4 &1

FriE Z 8l
M Cisco.com F#E V- &MY RRWAL GES B Cisco.com FEIE , 5270 , Rk Ibmg
A% 3] Firepower 4100/9300 ML i 2 [ F W% A% 3 Firepower %44, 552 71 .

a4

T R o F5 2 20 3 30 438k

USRI RIE A4 T 2 AR W 4% 1) Firepower 9300 X Firepower 4100 R 41 ‘%4245, ol I R T4
ZATHUAR W BEEE Y Firepower 9300 22484,  WIFH I s AN IE 1% % 7% o

fn R T 8 T LA TR ESE I Firepower 9300 X Firepower 4100 R 41 224 ¥ 4%, W TF2R W1 1) &
AN FAE TR % (HIE, IZEFAE T I At B A4 3R S Tl i T

i

IRk FE Bk (System) > B3 (Updates).

Rl T SR HLES B ] ) Firepower eXtensible Operating System 1~ £ 6 28 40, it {5 1 ] ke
BHIE.
AR 2K FXOS 7 & R FTxt K 7+ 4R (Upgrade).
ARG e uE AR B2 A A . B AN Y T O 22 B Y S 45 € 1) FXOS -6 B2 18]
TR . IAh, IS EEE, AR S, (A S 20, REKBHFEES.
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B 52658 & %t mis T 52 Firepower 4100/9300 H17

PR3 PR (Yes), MfNEARBIARS A, i B (No) DU k.

>

\}

=Ry, "

F1Z 41K

Firepower eXtensible Operating System$] JF AL, T2/ 55 gk 4l 14

B ER A& T 2 2l Firepower 4100/9300 #/1.55

8 LU# ] FTP. HTTP/HTTPS. SCP. SFTP 5l TETP #4385 ¥ 45 B H W% &2 61 2] Firepower 4100/9300
GIF:ER
FrIaZ |
WA T B NI E SO LM E B
o S NHCHE DUWAR 1K) IR 55 25 1) TP S bk R 5 473 46 0E A i
o BAFIRAR S IR 58 42 BRUE 44 55

pE

FXOS 2.8.1 S B i AR 34 FH - [ AN B LR R 2807 HTTP/HTTPS Bl .

Bz

pz A RPN E W

Firepower-chassis # scope ssa

FER2 AR

Firepower-chassis /ssa # scope app-software

T3 NHEE BRI

Firepower-chassis /ssa/app-software # download image URL
fEHICL R EEZ —, WIEAE NI E URL:

* ftp://username@hostname/path

* http://username@hostname/path

* https://username@hostname/path

* scp://user name@hostname/path

* sftp://username@hostname/path

* tftp://hostname:port-nunvpath

B msEeE
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B IR F B 1% T 22l Firepower 4100/9300 #58

SRR A EE RO, AT AR R AR

)

7R

Firepower-chassis /ssa/app-software # show download-task

LEAC RN, THRAT LU A
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

AF R E NG R, AT LR 45
Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

gLl
PAUR 7R B ] SCP B sl S et

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol Server

cisco-asa.9.4.1.65.csp Scp 192.168.1.1
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author
asa 9.4.1.41 N/A Native
asa 9.4.1.65 N/A Native

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description
cluster-role
mgmt-ip
mgmt-url

Deploy Type CSP Type

Downloaded

Is Default App

Application No
Application Yes

This is the role of the blade in the cluster
This is the IP for the management interface
This is the management URL for this application
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Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default
Port Type: Cluster
Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

EHMZ AR IR F RIBRIR R AR

1 FHIEFR 755 ASA W H UG F-ZEH A, 8K Firepower jal W55 181N FH RAG v A #5176 K HMETK 2 3%
S5 A 158 I Bl ARCAS

848 Firepower LA FEA 8L FXOS CLI ¥4 Firepower BB HZ 51 % EIR A S ARCAS, W
FAS LRI TR R A o 12515 4% J IR A 2 Firepower JEMM S ABIAE I ek 52 37 5% v BT 22 36 21 11
HARRRA . FEQIER A FTDE%&%}: K JCiE A ] Firepower HUAR 4 PLES 8 FXOS CLIJF2K FTD
Zi . BIHH FTDZ 4%, il i Firepower B HLH L. HRIELIE R, 155 (Firepower
RERATUHHY - http.//www.c1sco.com/c/en/us/support/securlty/defense-center/
products-release-notes-list.html.

TIERL, FTD 2B AL SR #8 AN 23 SAE Firepower HUA A Bl ds 110125818 % (Logical
Devices) > 448 (Edit) 1R % (System) > E# (Updates) Ui Fo 3X 28 00T SR iR AS 2 5 61 1
FTDIZ B P R ATRRCA (CSP 5D

TERS T ASA iR ERRBIRARS, ASA ST RBZIRAIRE T ARCE . RIEEHIE,
A DUR TARGEER S 2 ASA A BRCA -

ASA &a] Yk -

1. o O W & b I8 1 4 WA AR
2. PEH W&

3. A AR LN RA.

ASA HUAH R HEAE -
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1 S v ERR BIRCA .
2. CREElE B BUE B
3. HHURmAPERI v IER R ) ERE SRS .

FIaZ Al
M Cisco.com FECEH T @& MNHBE GEZH M Cisco.com FEIME , 52 70 , R)JEH
ZWUR AL $] Firepower 4100/9300 LA (GEZ PR LS F AL 2 Firepower 4%, 252 70 o

WERIEAETHCY G HRGS RGN — DB AN TR, A0 SETHSF SRR

UK

EPIZ R % (Logical Devices) 1 7F “i@#H %45 ” (Logical Devices) B [H] .

RIS TN S RTENAR ERCE IR SR . R R BT A AR R, RS R
— R UL B B

B AR BT (K A0 N [ BB #TAR A (Update Version), 7] 4T 7T B #1RRK AR A (Update Image
Version) X 4HHE .

X THREAR, R

it OK.

A RAERE ) Firepower 4100/9300 HLAH TR 5 &, 152 (JFL Firepower 4100/9300 FXOS
TR .

F &R B R 2.0.1 S E{RIRA

N

LM LUR CLI DR, fE2aiibh EF3ES CIMC BH1Z.

pE

SRR T IR 2.1.1 SR PR MBI A 2.0.1 SRR .

Fria Z Al
TR B 2 1) Y R PP 4% ) F 2 31 Firepower 4100/9300 HLA (S [ M Cisco.com FaEmf% , 55
2 R I U 45 W W% 1 48] Firepower 4100/9300 HLAE » 45 4 70
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firepower# scope org

firepower /org # scope fw-platform-pack default

firepower /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
firepower /org/fw-platform-pack* # commit-buffer

firepower /org/fw-platform-pack #

TIR2 YRS
FZ WA )25 B CIMC AR«

IR

firepower# scope server 1/1

firepower /chassis/server # scope cimc

firepower /chassis/server/cimc # update firmware <version num>
firepower /chassis/server/cimc* # activate firmware <version num>
firepower /chassis/server/cimc* # commit-buffer

firepower /chassis/server/cimc #

Wynd LE L MO, DUEr AR
SRR3R
FEIRATRG] 0 B 2R B AR

il

firepower# scope firmware

firepower /firmware # scope auto-install

firepower /firmware/auto-install # install platform platform-vers <version num>
The currently installed FXOS platform software package is <version num>

WARNING: If you proceed with the upgrade, the system will reboot.

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup
Do you want to proceed? (yes/no):

T—Mt4
450 LULE 2/ 1 3h ek 2R 48 show fsm status expand iy 4k W #4207
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