SR HERR

« Bk, 1T

© MM ZER , 256 1T

o B i OB TEIRAS 56 8 1T
o NERPFS R, 5 10 I

* WA SCIERGER IR, 2 15 0T

o B DV ORFIN AL ) BRARCE B8 24 T
* Firepower JBWr B AEFFEE Al A IR ICHEVK L, 56 26 1L

o AR R HERR H USSR, 5527 1T

AGRIR B

Bl R TH R — T

7=, TR E W, T f# i@ Firepower 4100/9300 HLAH

FROAE R R DA ) B A i 3 T HAC skl it Firepower 4100/9300 HLAR 1 [ 4% 2 1% 11 A7 He: o
A AT LLGEE 2 AR A IR A E, NS ES AT AR 2 M 0 L . N TS S

R IR, R G R Bl i 3k (PCAP) 31,

B R im O AR &

Firepower 4100/9300 ALA XS P4 38 15 A5 iy 11457 FH LA LS«

LERR i ] AR 5 LRA

AN 1/ A Ethernet1/9 P HdE 0/0
GBI 1/ 455 Ethernet1/10 N 0/1
AR 2 Ethernetl/11 W EHE 0/0
LR 2 Ethernet1/12 WA 0/1
LA 3 Ethernet1/13 A EE 0/0

B RS .-
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B xramseenmRs

REER i 1 AR & 15t AR
AR 3 Ethernetl/14 PR EE 0/1

KR B R ) FA PR F
Heth Bk T A7 AE LT BRI
* HiliZRIE B 2 1A 21 100 Mbps.

o BAE AT AL 18 1 A7 fik 28 (RO AT A i R o i, KSR AT LB Bl il Sk o il . AETT R Kdle
BATIR IR Z AT, SN IR A A2 KA S )

« RSCF 2 MNE S B L R 1k
o IAE N A B LN 1B BOdEA T4 3R

0P T N EAZHALUC IR BAR B R (B0, e dUbR i M S RS G BE ) Wik AR
e

o« B AE— AN EREAN LB O BT AN TR, BRSSO B

* TCIE 3R EtherChannel BY, EtherChannel T2 O R . 28110, X401 RIZE R4 1
EtherChannel, 7] LLfifi3k EtherChannel 5/ 245 1 _EOEHE 60 . W SR 20742 A & A0
H, MG ek b e 1 B s 6 .

o YRS TR SRS N, BTCIE A BT Y PCAP ST,
o MER S AR TIN5 e TR AR SR T Sl E A SRS R e

BB mIE R B HIR A

UK

S KIRIEFET R (Tools) > #1#E & 1#3X (Packet Capture).

fHIRS1E (Capture Session) LEIT-RRF 23 275 9 5 CAC A A S GRS ih B3R . G SR > AR IS B 4
R n, R B ut B DU

T2 PATLUTEEZ —:
o BAEREHE AR TE, TR IEIRE1E (Capture Session) 241
o BYREINA BRSSP TZE IR %&REE (Edit) 128 .

T AR B O e MR PR s TS, SRR S0 IR T s s AE 8 1 el eaRos ]I
A RS R o T A A T OB Bl SR 18 1R 7 Bl

2 RN v S b via = SoN LR
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aesmasraprsiz [

FrR BRI BRR R D e N BRI bR

X, RN AN ERERE FROEREIT W O Bdnzxbrh g —AS 8, BIfE

BN AN O EWRA 2 TH O, BRSOl ik — > O e .

T E2ATED, WEEAEFRC)FEOM); TRAFE0, W80 D frid B br. W

RAGWH A I 2L, ol LUERRE D810 kR EREME . W ARG A

BOAZHE I, WUACHE 1 SR A K B o ANSZHF Btherchannel 174211 o

SR T B AT R A R TR B

a) AR Y H S HE
JHIRALE (Capture On). [ fHi% O (Application Port) 1)z FA3# %577 5] (Application Capture
Direction) 7B 1Bt B #iE B 3HFKS1E (Configure Packet Capture Session) 7 1111471l .

b) EPEEAEAE I F R 1 A BN 3RE% O (Capture On) T 74136 HIE FEET B B R R
[ (All Backplane Ports).

IHIESTERFR (Session Name) 7B i AN E B HISR S 15 447K

Al LLIE ik AR Ry X de e S T I B Gl R S g2 X K/ B I X K /)N (Buffer Size) %)

LR XHME2 —, kPR B ENX (MB) (Custom in MB), 2R )54 N5 X K/N. 18

JE IGEIP X RN A 204 T 1 A1 2048 MB 2 [

7t Snap K[E (Snap Length) 7B 5 5E LA 3R B AL K . A RETEHE 8 64 42 9006 7715,

BRINMY Snap KFER 1518 AN,

FRAE APAT S EI AR S U, R

BRI A9 5 R e 4 O 2 W) I o

a) R RINIZE RS IIAE

b) MIEIRGLE N yErh, EFEN RS (i, asa) .

o) IEFEEAR SR H BN U = 1Y B A

d) BRI RS IIRE R, 15 .45 5 A1 3K 75 8 (Application Capture Direction)
A H O IEE (Egress Packets) 12171

e) TN BIRATE T O, 15l F 818 7 1@ (Application Capture Direction) 551/
1 R B3R E (All Packets) L1,

ESuRitHEIN N R

a) AHIEIRTIERS (Capture Filter) =B 1N F i #E 2% (Apply Filter) £ .
AR A TR E LIS 7B

b) R LA 9SS, TE A2 RS (Create Filter).

1B E 3 61 I 3R B3 E 88 (Create Packet Filter) X1 i5HE. IS B, &SN & H4E 4
EIN TPV S I S N1

c) MEZF (Apply) BHz52e e £ 248 FH i 98 45
d) MELF B¥R (To) THiaFR P2 H kg8 18 1 o
e) BN HARRT e R, 1 i Nz P E At i E 8% (Apply Another Filter), 2% )5 # & DL_F DR F HAD

A SH 7 i AT 1 PCAP U /24 504 B in 21 PCAP U4

B RS .-
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B ==srerrutes

$IE13

PATCL P EAEZ
o BLRAF UL B O IR S G I L 2B AT 1%, W TR TEFIEST (Save and Run) #4051, {XAE™Y
U ARIBAT AL EAR A SRS uG i, eI Ry .
o LORAFILEAR O R 21, MELEMRI21T, 1 R RTF (Save) 124,
TEHIR 1A (Capture Session) IET <, BORE 25 H TR 2316 A 2 i G g AR Ao id . n

SUEFHRAFIFIET (Save and Run), SOl ISR 2 S 8L MR T F4% PCAP SCfF,
S LA

fic & 20E SRR DR RR

\)

AT LU I e AR BB s il SR 1 h S IR . AE QU s i SR 1h I, S mT DAL R
SRR L NLAR P A i A o

a4

P17

ARG N R N T 2 BT IEAE IS AT (S B AR S i R D S AR AR R FEORT A %
wilia, WA A%

UK

XS TR (Tools) > ¥#E S 1#3X (Packet Capture).
TBIKSIE (Capture Session) 10K 23 s iy O RCE S GRS TH 8114 .l S A iy R TiC 4
PR 1S, K2 WoR YL BRI B T R
PATLL T2 —
o TOIETIESS, 1H RTINS TE RS (Add Filter) 444 .
o BRI LIRS, 1 NI IR M 4REE (Edit) %4 .

BB D GRS 4REE EIE € 12 JE 2% (Create or Edit Packet Filter) X iF4{E

WESTE AR (Session Name) 7B N Gl SR yE 48 1 2 9

BN E T BSCGEAT D8, 15 AL (Protocol) 413K HFIEFZ ML, SIEFEEEX (Custom), X5
N TP A UMb Z TANA & SCHIEM, IR A EHIA% 20 (0 - 255).

BGHRE a LUK R T 1L 38, 15 WA KM ZEEL (EtherType) 413 k1% LUK MR, sk B
TE X (Custom), ZRJGHIAFTHTI LKA 17 LUK PRI TANA & LUK 2R,
IR A3k (Flhn, IPv4 =2048, IPv6 =34525, ARP =2054 FI1 SGT =35081)

BT VLAN GIEASR T VLANID) 54M3 VLAN (Firepower 4100/9300 HLAH S N VLAN
ID) g, HEEC B VLAN ID,

B pERr SRR E H IR, ST E R IE B H I B A N TP ki R 1 sl A MAC Hudik.
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pamErsraprsE [

SRR 10T LA ] TPv4 8% IPv6 Mk il 3, {H S IEAE [ 2 B 4 3R 25 1 ] i il 8 X i S b

SIE 8 HRTE (Save) TRAFILIERS,
TETE SR B3R (Filter List) LUK, #OKERNH)H T B g8 28 F0 2B g T Ay oAt v 2%

BEFZFIE RS HRSA

UK

L1 KIRKIEFET R (Tools) > £ & 1#3X (Packet Capture).
3RS TE (Capture Session) 1670423 o M HT L & B AR SRS 1G5 . a0 R 2 mr AR R B 4L
PR IRSTE, B BRI RN & .

S 2 PRSP ATE, E RSB A S1E (Enable Session) #2411, X5 #.i5 =2 (Yes) JEATHf
o
R TEICVEAE ) — A Us AT I A sh st Al fi 21
SEHP TS B O PCAP AR B IFIG R E R B . IR SR & N B 1R 8dE, B PCAP %1
Pk BB . WERAFERCE , B g b n2Ia e canf)
ER R IR S TEIZATIG, A PCAP U SR /N BE R S A R 3G . — HIA B 22 ph XK/
B, RGBT LA, B FER “ L7114 (Drop Count)” “FBAEI N,

I3 E LIRS, W R SEIZ FA S1E (Disable Session) %8, AR )5 Hiii 2 (Yes) HEATHf
Ao

FEZE il n, BT LUR 8 PCAP SCfF G2 F &l e iighoscft » 55 5 50 &

TEEEEEKR
ISR B AL Ik (PCAP) SCHE NS 6 R B AT, DU 0 28 20 da 0. 20 B 28 0 T ix 485
o
igiz
L1 KIRIEFET R (Tools) > £E €1 1#3X (Packet Capture).

IR 1A (Capture Session) 2L K52 \Bs 1 {i T B AR W HIER U811 . W 2R 2 i R e B 4k
Pk ets, Ko B vt se s B & .

| ey
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B resremxss

I 2 BNHAR AR B € H 1) PCAP U, 3 FLtiobf M5 11 (¥ T 8 (Download) %411
R AR ARSI AT, oA T 3 PCAP XU

MRPRE I3, $7E 1 PCAP A4 2 A FEEIEON P AL E, BA RGN E R,

PR EIE B i IR = 1

RSB AR TR A HTRIE AT, WWERE AN, 3 T LU BT AN Sh R Bl e gk o it

UK

L1 KIRKIEFET R (Tools) > £11E €11#3X (Packet Capture).
#IXS1E (Capture Session) 10 ~K 25 Wos T CRCE WA B IR 16 HI 36 . WS 1l A HC B 4L
PSR, B WoR U IS o B

LR 2 EMIERE e A R T, TR N A 1E FIER (Delete) $24H .
HIE 3 LM AT AT S B B R AT, 1 R Bk S TR YR LT IBRER B =1E (Delete All
Sessions) %4 .

I P 2 4

FHia Z |l

T LA B IPv4 Hubik ping P92 K o) —BEeE,  BAMOKRIIAEEA M 263445, 15l ping A4
LAY N4 8L IPve Huhilk ping 4% L id) 5 —ikeas, 1510 ping6 4.

BAEH BN B IPv4 HuREFREE M 25 5] — & & B B, 15 traceroute 4. BAH A N4 B
IPv6 Huht BRI % S — & A HIES B, 153 ] traceroute6 774 .

* ping ! ping6 72 7 7E 1ocal-mgmt B A .
* ping T IE AL module BN
* traceroute ! traceroute6 72 1 7E local-mgmt AU T

* traceroute 7y 236 AJ7E module A NI .
bUE

'553?% 1 @ﬂ‘éfﬁ\ﬁ)\U\T/ﬂ‘EéZ*@Tﬁﬂ local-mgmt B module E’%I\
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* connect local-mgmt

* connect module module-ID {console | telnet}
w5l

FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

FER2 A EHLA B IPv4 Hihik ping FIZEH 10 55—, DAEORINGUIEAS W) 45 3 4% -

ping {hostname | [IPv4_address} [count number packets 1 | [deadline seconds ] | [interval
seconds ] | [packet-size bytes ]
il

VRS B W ping 4% R 2% R K g e K

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp seg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seqg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp seqg=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp seg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms

rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A (local-mgmt) #

PR3 AU TN B IPvA HhEEREE 26 5 — B 1 B e

traceroute {hostname | IPv4 address}
ENGE

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets

1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms

2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms

3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms

4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

FP9300-A (local-mgmt) #

PB4 TR AN exit IBH 1ocal-mgme B IFIR MBI THHHL

| ey
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i E im BB RS

T DA LU 25 R 0 2 i 5 S s - TE IR

‘53?% 1 @J‘iiﬁ\fj]\u_[: (iiSg 1&]\ /eth-uplink/fabric *j:‘t
* scope eth-uplink
* scope fabric {a | b}

IR

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

WIE2 Hi N show port-channel 4 UL % 7 > 1if [ 3 38 108 51 36 LA S A AN 0 110 A RS Fs AT IR .
5

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell? Data Disab
led Admin Down Administratively down

48 Port-channel48 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

"IJJ;E§3 ﬁﬂiﬁ]\uﬂ:'ﬂ%é‘\lﬁ]\ /port-channel 4‘%:—&, U\iz/j“%'/\lﬂﬁ]jl@ ﬂ]lﬂﬁ [:M' %

* scope port-channel /D

T

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under
license.
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<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

FERA Hi N\ show A LR SR i LIS RS E R . el
Tl

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

WIS i\ show member-port 74 LIk 7< i 0 T8 f i g 1 RPIRAS A B o
ENGE

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #
BRAE o s IS > FC BB, S WAS ORI B o A SRIE AR o h B ik i 30 3 02
B MBR, K ORISR ] )Ij(zuo

53%5 E%%E’ﬁﬁlﬁﬁﬂﬁk%ﬂ LACP{ ,\’ EHU)\Ux ]\ [i]ifeg 4> Hj /eth-uplink/fabric/port-channel 7“%
itﬂ:lﬁ)\ fxos TE‘::EE:

* top

* connect fxos

w5l
$I2 7 4\ show port-channel summary 4 DA 715 24 17 i 1130 38 O 5 845 8
w5l

FP9300-A
Flags:

fxos)# show port-channel summary

- Down P - Up in port-channel (members)
- Individual H - Hot-standby (LACP only)

- Suspended r - Module-removed

Switched R - Routed

- Up (port-channel)

- Not in use. Min-links not met

T awnon HUO
1
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Group Port- Type Protocol Member Ports

Channel
10 Polo(sD)  Eth  IACP  Eth2/3(s)  Eth2/4(s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Eth1l/5(D)
48 P048 (SU) Eth LACP Ethl/1 (P) Ethl/2 (P)

HAth show port-channel 1 show lacp 72 1 £ £xos A0 AT o 88 0] DU FH I 26 iy 4ok 27 45 Py
FOEIEA LACP {55, Blinas. dik. vHEs A .,

T—5Hit4
BRG]y D IEE S R, ES RN EtherChannel (i HlIE)

MRS FE R E

FF6 Z A

FERHIE RGN 51 ARt DU, mT LU LU R R 5 1 S B R RoAS . BE58 izl 7,
8L TFTP K51 S 8IWHE, TR RGREF B WE, AR5 R G751 5.

i€ FXOS MRA R W% v LU Cisco.com [ BA AT —7 B $REL -

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 &%) -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

PR WAL = AN SCE . i, LR /& FXOS 2.1.1.64 2 itk R IR .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

| G
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i i ROMMON::
a) EEREHIG WA,
b) ETH RS

REGKTTaEL, I HAE R b 2 R —METE I 3
c) fEBITFIN AR 4% Escape # 1] 3E X ROMMON # 3 .

il
Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE

Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 513 )3 35 .

a) MR\ CIERRICE T EE 1P Mkl P HE A HER AT OC TP bk, S 0T DIEHT set iy & B A &
AL ping v WA 5 TETP k45 25 41k -
rommon 1 > set

ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>

rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) K I B % A 2] AT A Firepower 4100/9300 HLAE Ui il () TETP H 5%,

Pk 23 1A IR R A 50 S SRR A 5 ANULRE . 7 FXOS FAS 55 7 3 U4 2 (6] g )
{5 LT {E Cisco.com B4 R T IHI 2,

¢) {51544 M ROMMON 5| S Wef5.

B RS .-_
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boot tftp://<IP address>/<path to image>

iR &3] UL FH 3\ Firepower 4100/9300 A/LAR AT THIAR 1) USB 4% o [¥ USB A ik &, A
ROMMON 5|5 HZIHE . Wik USB &/ RGUEAT MR AL, TS5 250 EoF
JHENRGE, RGRGEA W% USB # 4.

ARG Wos— R # Faos IEAE RO BOF HBE 5 2 ndson shmds.

TP

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

|

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
BEREERERE

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEHEFHH AR R R R R
FHEHEFHH AR R R R R
FHEFHFH AR A R R R R R R

File reception completed.

TS BRI N2 ) Firepower 4100/9300 HLAS 115 s MUGAH IS AL Pk 2 R G AN L2 L fS: .
a) ERNEWKE RGN BLAS UG, BT E B 1P RN O, 8 TevAil I USB R AuxX L
14,

switch (boot
switch (boot
switch (boot

) config terminal

)

)
switch (boot)

)

)

)

#
(config) # interface mgmt 0O

(config-if)# ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if) # exit

(config) # ip default-gateway <gateway>
(config) # exit

switch (boot
switch (boot
switch (boot
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b) HEIREL R GORE B G WG AL R I 55 45 52 21 bootflash:
switch(boot)# copy URL bootflash:
LR 52—, WIEE S ARSI € URL:
* ftp://username@hostname/path/image name
* scp://username@hostname / path/image _name

* sftp://username@hostname/ path/image name

* tftp://hostname/ path/image_name

5l

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) PG i Th & i 2 Firepower 4100/9300 HL46 /5, AlZE— H nuova-sim-mgmt-nsg.0.1.0.001.bin ]
EERASIUR R . AT ) AL P SN S BRI . R RS ) A FRIN AR 2%
4 nuova-sim-mgmt-nsg.0.1.0.001.bin, JCIBRE AR INEAT 4 WAL AR & Wit .

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

TP

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config)# ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy

tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

B RS .-_
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switch (boot) # copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

IS 2 R G -

switch (boot) # load bootflash:<system-image>

il
switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

IR AEWEIRI AL i 4 L S R A2 IR I 4
HR AR AW R T I B

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

NI LA G AR Firepower 4100/9300 HUAT_EAEFI -1 SRR MAR . A ICTEAI(E B, TSR

(L

TP

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #
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MR R G R E

FFE Z A

DR B RO INAF BUR, JF HARGTCIE A 8, T DA L R IR R 48, EE5E K
GRS, T2 TRTP KRG 3R s, B INes,  NECHTIN R A B mAS, R)S A

PR IEAT S

a4

IR PP AR B AL RGN DL, S S RGO e LA T 58 e F BT

15 5E FXOS WA I ZWAR T LA Cisco.com LA N AE— 7 B3R :

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 & 4] -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

PRIZWAR AL =AU SCAE . i, BUR & FXOS 2.1.1.64 HOTE B .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

i

Vi1 ROMMON::
a) EHEBIFEHIE b
b) HJI RS
R IFIRINE, IF BAE I R b & o — AR ok i
) FEEITFI A 4% Escape %l A ROMMON £,

-

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!
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Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 51 % )5 8%

a) A CIERRCE B 1P Huhk . B EG AR AR OC IP bk, BT LU H] set ir & AR ILAH. &
A LMEEH] ping WA TETP k45 % 1Rt o
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>
b) K JE sG] T A Firepower 4100/9300 HLAR Ui il ¥ TFTP H 3%,
pE A BRI RRAS 5 K AR IRA S AT . s FXOS WA 5 JH Bl g 2 1) S 1)
{5 LA 7E Cisco.com #/F T # ji i $6.5)
o) 5T 44 )\ ROMMON 5] 3:Hu%
boot tftp://<IP address>/<path to image>
R B v LA FH 4\ Firepower 4100/9300 HLA AU THIAK ) USB i (1) USB N i 45, M
ROMMON 5|33 2B f8 . Wik USB B2t R Gt WA N, A 2250 o
FRENRGE, KRG RGEA V% USB .
RGN BoR— R # R IEAE R EOF HLBE 52805 sz .
il
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=

PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2
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Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

mire st rging [

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2

NETMASK: 255.255.255.0

GATEWAY: 10.0.0.1
SERVER: 192.168.1.2

IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEFHFH AR R R R R R R R R R R R R R
FHEHHFH AR R R R R R R R R R R R R R
FHEFHFHH A AR R R R R R R R R R R

File reception completed.

JN# kickstart BUEJi5, A init system iy 2 HFT RS AL N A o

init system iy S HEERINAE A, BAG FEEIR SN PTAT PATFIER UL RS LTI ECE . 58 i%

A KL 2 20-30 7%

IR

switch (boot)# init system

This command is going to erase your startup-config,

your bootflash:.
Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Initializing startup-config and licenses
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):

done

done

done

done

done

done

done

done

licenses as well as the contents of
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B WG N 42 Firepower 4100/9300 HLF :

a)

SRR AR, T EEUCE A P TP MR AT O . S8 Teilad USB R #X AL

switch (boot) # config terminal
switch (boot) (config)# interface mgmt 0
switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit
switch (boot) (config) # ip default-gateway <gateway>
) (

switch (boot) (config) # exit

b) K=MK IR MIZ LR 55 4% 52 1 2] bootflash:

switch(boot)# copy URL bootflash:

L R ER L, WIEAE S ARSI E URL:
* ftp://username@hostname/path/image_name
* scp://username@hostname/ path/image _name
* sftp://username@hostname/path/image name

* tftp://hostname/ path/image_name

i

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) FrmAg i zh & 2 Firepower 4100/9300 ¥4 /5, AU —4~ H nuova-sim-mgmt-nsg.0.1.0.001.bin ]
AR R G RER SCEERE AT R N BOHL R WIS A PSR . X RGN AR 2
4 nuova-sim-mgmt-nsg.0.1.0.001.bin, JCREZR N AT 4 BRAZHR 2 Witk
switch (boot) # copy bootflash:<manager-image>

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

wl:

switch (boot)# config terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0

switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy
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tftp://192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

FRS  FFINEAZHML:

switch (boot) # reload

il
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1L

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
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rommon 1 >

- L NI S U SR

rommon 1 > boot <kickstart-image> <system-image>

BT |

AR EINBRGWUGINN, IR Re A BV UEE BRI R . T B2 4 U X

IR

rommon 1 > dir
Directory of: bootflash:\

01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12

12:
12:
12:
12:
12:
12:
12:

33a <DIR>
33a <DIR>
16a <DIR>
27a
29a
3la
34a

4,096

4,096
16,384
34,333,696
330,646,465
250,643,172
330,646,465

File(s) 946,269,798 bytes
Dir(s)

lost+found
fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
fxos-k9-manager.4.1.1.69.SPA
fxos-k9-system.5.0.3.N2.4.11.69.SPA
nuova-sim-mgmt-nsg.0.1.0.001.bin

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1 Kickstart Image verified successfully 1

Linux version:
[ 0.000000]

INIT: version 2.86 booting

2.6.27.47

(security@cisco.com)

Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

POST INIT Starts at Sun Jan
S1l0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan
Creating /callhome..

Mounting /callhome..

Creating /callhome done.
Callhome spool file system init done.

Platform is BS or QP MIO:

30

1 00:27:32 UTC 2012

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r
Warning: switch is starting up with default configuration
Checking NVRAM block device

r..r done.

done

FIPS power-on self-test passed
Unpack CMC Application software
Loading system software
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up

Please wait
nohup: appending output to

‘nohup.out'

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
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the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

INEWUL G, RPN EIAVIAICE WS . ARG R, 1SR T S o 1 ) aa i E .
TS EAE Firepower 4100/9300 HLAT _LAH AP S LG . HRFEMEER, ESHIGE .
w5l

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

GHEAE L — 2 R 8- & R AR -
a) HEA A3l

Firepower-chassis /firmware # scope auto-install

b) %% FXOS ‘& HHZh .

Firepower-chassis /firmware/auto-install # install platform platform-vers version_number

version_number J& fEFAE LB K FXOS S4B RIRA S, #lin 2.1(1.73).

©) ARG ECRIEAE R MBI B AN AT O I N SR E 1 FXOS F & # -tz
I AR . MAh, BB, TGl ey, AR SR &L, R0k F
JH e

iy Nyes, BRNBARSEARALIGE.
d) i AyestfiiAEAL LR S22, o i Ano U 224 .
Firepower W] § &48AE R G T RS AL, T/ 05 a2t
e) TURTETFHIAE, WEIATLL T ERAE:
* %1\ scope firmware.

* #i \ scope auto-install.

ey
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* % )\ show fsm status expand.

PER0 WCRE T S IG5 T T RS — 2, T8 B0 kickstart MURZTWAR, LA
TEAERRIMBCR G A o 2R 5 P AT R IR — B S IR e, REtA s Bahilas.

a) WEACHERE B a (G
FP9300-A# scope fabric-interconnect a
b) I H] show version it & IEAEIEAT I N AT RGERUAS . SH AT I L8745 HR P0G I A5
FP9300-A /fabric-interconnect # show version
AR WA BN AZRA NG ) R G RA OB H 53847 WA A HEEAT RGRCAAHVL S, )
LA HOEEIE, JF BT U 2058 11,
©) HALLT fir & AU WU -
FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer
pEE 2 IS5 ARAETTRERI A “Disk Failed” o BT O R, IFAT4RSPAT IR
d) fiiH show version i\ O A 5L B RRAS I I 428 AR (R B0 IR S
BEEEW RSN “Activating” FBCH “Ready” Z 1T, EZREEHEAT N,
FP9300-A /fabric-interconnect # show version
il

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:

Startup-Sys-Vers:

Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)

Warning: When committed this command will reset the end-point

FP9300-A /fabric-interconnect* # commit-buffer

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)

Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
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Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

BN EHHRS:

IR

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

ARG I AR Z R e R RN e AR/ 5 |88, SR )5 4 )3 Firepower 4100/9300 HLAG . BT FE K
P)TEE 5-10 204

P12 WERGRE. REIFIRENM “Discovery” 4 “Config” , IJak A “Ok” .

RtIR

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

EEARES N “Ok” I, BINRSGM CKE . BANAE PG E 2 ies (BIRVFRHERED , Jf
FOF QI TR . E TN

* Firepower 9300 HL# A ]38 55 -http://www.cisco.com/go/firepower9300-quick

* Firepower 9300 fit & 5 74 -http://www.cisco.com/go/firepower9300-config
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B sessasamres BilRE

Parlax 3
BIE ¥

* Firepower 4100 R 5 PIE AN 145 -http://www.cisco.com/go/firepower4 100-quick

* Firepower 4100 R 5|t & $8 74 -http://www.cisco.com/go/firepower4 100-config

ORI E LT BOABCE

R A KS Firepower 4100/9300 HLAE RS0 A JEBRIANC B B, B0 HGAE B DL %50 . 2% B DL 350
AN, )T R A L .

e

\

w

Nil

®1

R 5 B 4 Vi 0] Firepower 4100/9300 HLAA -

i FH e g s & 8K PC IEB: R G 0, HFATH OB 9600 e 8 MIHRAL. LA
RS 1 AMEIRAL, Toii a6 D ae 0 2 SLAE LRI H & . A H G AR E R,
WS (Rl Firepower 9300 {22 355601 ) o

A . R wnbl MR, 3% ESC ##45 1EE 3.

T

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.09, RELEASE SOFTWARE
Copyright (c) 1994-2015 Dby Cisco Systems, Inc.

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: 00:00:00:00:00:00

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
Use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

L TR B AR SR A B

TP

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA
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rommon 1 > boot kickstart_image

Tl

rommon 1 > boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
!l Kickstart Image verified successfully !!

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Tue Nov 24 12:10:28 PST 2015
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Usage: init 0123456SsQgAaBbCcUu

INIT: POST INIT Starts at Wed Jun 1 13:46:33 UTC 2016

can't create lock file /var/lock/mtab~302: No such file or directory (use -n flag to override)
S1l0mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under

license. Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU
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switch (boot) #
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switch(boot) # config terminal
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switch (boot) #
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
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switch(boot) (config) # admin-password erase
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switch (boot) (config)# admin-password erase
Your password and configuration will be erased!
Do you want to continue? (y/n) [n] vy
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switch(boot) (config) # exit
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switch(boot) # load system_image

il
switch (boot)# load bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Uncompressing system image: bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA
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b) i Reinitialize Security Engine %41 .
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a) & FXOS CLI ', #EAZARHSHA:
Firepower scope ssa

b) SN IS4

firepower /ssa # show app-instance

il
firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Profile

Name Cluster State Cluster Role

ftd 1 Enabled Online 6.2.3.1624 6.2.3.1624
In Cluster Slave

| G


b_GUI_FXOS_ConfigGuide_261_chapter5.pdf#nameddest=unique_78
b_GUI_FXOS_ConfigGuide_261_chapter12.pdf#nameddest=unique_236
b_GUI_FXOS_ConfigGuide_261_chapter12.pdf#nameddest=unique_241
b_GUI_FXOS_ConfigGuide_261_chapter5.pdf#nameddest=unique_78

| s

eyl |

HIB 6 7F Firepower & EEHLy, MHIBR BB A 01 o 15 S 1 Firepower & B AL E FR 1w HH 1 “ IR M %
B

LB T FKE K Firepower 9300/4100 M & 5 2% FHT S N2 Firepower B FE 0o 152 [ Firepower 5 B 1.0
BCEFRR ) BB

4 RS HERR B RS0

AT RAA e H A SR A W AT i bR, BRAE 7 N Rk 2 JR TAC.

UK

ST UHRTIERE > HEHMRAEE.

PR 2 N FRFIFR PR B H G SRR
* FPRM - A=l HH THERR AT CRURRR B0 5 | SRR IR 55 B A8 1)1 H 25 A
* HUAR - ZE BRI T HEBR B LR RE A in) R 2SS
o B <> - AR U THERR e Ty 1 i) ) H S SO

T3 REEMRAE.
pe L B N O3 S A R

HESF ARG O R v Re 7R 2 2em i) . R AR i H A SO FE T, R s s RS R . &
A LA R P 0 A e AR IR AR i H G S0 e RGUERUH SO IG, IRETH B0 A8y 2 (1,
F AR O 58

FRS L PER H G, SN TEIXEIRT R HES, Rt TEk. HESCAA#E
techsupport CAFJ T,

ER BRI LRI A BEAE T BT S o A ) S

FIR6 LUMERAE N H SO, 3 SR T ECEIIR T M H B, AR5 RmilER.

B RS .“



B |
B ssosimass

| G



	故障排除
	数据包捕获
	背板端口映射
	数据包捕获准则和限制
	创建或编辑数据包捕获会话
	配置数据包捕获的过滤器
	启动和停止数据包捕获会话
	下载数据包捕获文件
	删除数据包捕获会话

	测试网络连接
	确定端口通道状态
	从软件故障中恢复
	从损坏的文件系统中恢复
	管理员密码未知时恢复出厂默认配置
	Firepower 威胁防御群集成员的灾难恢复
	生成故障排除日志文件


