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Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration
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---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]: n

Enter the password for "admin": Farscape&32

Confirm the password for "admin": Farscape&32

Enter the system name: firepower-9300

Supervisor Mgmt IP address : 10.80.6.12
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Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y
Default domain name : cisco.com
Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y

Applying configuration. Please wait... Configuration file - 0Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

firepower-chassis#
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XA, T DOEG A B Ot TiEE:, M SSH. HTTPS & FXOS REST API it & A4t

a4

LEE IR BCE, BT AT LU dy &3 BRAT T DA L A

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

T 625K Firepower 4100/9300 ATLAH - f¥) 51— A5 Bl 1455 > IPv4 Mk W OCHI 4D, ol —
AN TPy Mk, WIS Z TSR . 5] LLOA A Bl 11 TP Mkt fe & IPv4 5 IPve Hidik.
Fr& Z A
AR LA AR B BL S BB A — A
o T EL B A
o FEHL TP Hbdi R  HERD
* MK TP Hbhik
« ZAH ALVF HTTPS Al SSH Ui 7] (1) M
* BN A
* DNS Jleg54% IP ik

UK

fict 445 1) DHCP JIR 25 LK TP Huhk 7)1 1) Firepower 4100/9300 HLAE (147 v 11
K B Firepower 4100/9300 HLAH ¥) DHCP %5 7 st 15 sRBH AL 5 LU P9 25 :
 EHEEO MAC Hulik.
* DHCP #3i 60 (vendor-class-identifier) - % & & “FPR9300” X “FPR4100” .
* DHCP 17 61(dhcp-client-identifier) - ¥ & 4 Firepower 4100/9300 HLAH /7415 . 7415 nl£EHL
TN S ks 2 B

FTJT Firepower 4100/9300 HUAH [¥) HEL I o
WERLENUFE G B A B S SEL S, &Rk AR ful i AR

Wiffi ] HTTPS i B 2% :
a) A SZRRDE RS, fEdhbARS 4 N LU URL:
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https://<ip address>/api
HHp <ip_address> j£ 18 1) DHCP R 45 %% 5> BC 1) Firepower 4100/9300 AL - (& ¥ 1 TP Mkl
AR TSRS S S, TE S R A I RRA I R AT B (GE S W
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html) o
b) RGN, A4 install M%) <chassis_serial number> &3 .
KM L RIARE T 3REL <chassis_serial number> .
c) MR TEHARGNE .
o SR PAT IS OO T omE A HEN, TEZH AT, 5 39 50
et U iR
RGAFR
WP H 1 IPv4 MBIk A7 R D, B IPve Ml R 4%
« BRI G IPv4 Bk IPv6 Hihl .
* SAVFAEFT SSH Vs e 1 T L/ 94 2% b g1k M1 0 2 05D/ i 482
o SCVFAEIT HTTPS U5 ] ) AL/ 000 2% M ik A0 00 2 HE R4/ i 28
* DNS fIi%5 %% IPv4 ok IPv6 Hudil .
 BRINIRA

d) gz,
FIB 4 L SSH L& R4t
a) i DR i A3 e ) g 1
ssh install@<ip address>
Hoh <ip_address> JE5 1) DHCP %5 257> BC it Firepower 4100/9300 HLAH b 145 5% 11 TP kit
b) ISR, %S Admin123 5%,
¢) MIEIRTEMRRARE .
R T AT DAAE AT A6 P B 30 1) B A RS B, DR A A 0 1) e B B S
ARG TN, 5% Crl-Co BHEH AR, %MK Cul-D. 5=, &
ESE K% R Ctrl-D 55 k3% F Ctrl-D Z (A AR A 2%, #OKHAE S k3% FRig
iTo
Al

--—- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.
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Type Ctrl-C at any time for more options or to abort configuration
and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y
Enforce strong password? (yes/no) [y]l: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: ¥y
SSH Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: y
HTTPS Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]l: y
Default domain name : cisco.com
Following configurations will be applied:
Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11

Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
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Initial Setup complete,
.Connection to <ip_ address> closed.

S8 5 i | FXOS REST API Il 2148 1 R4 :
{fFLLF =@t REST API it & 245, G5 A,

Applying configuration.

PIn

firepower/.

pE

Please wait...

IPv4 REST API example:

>~

"fxosBootstrap": {
"dns": "1.1.1.1",
"domain name": "cisco.com",

"mgmt gw": "192.168.0.1",

"mgmt ip": "192.168.93.3",
"mgmt mask": "255.255.0.0",
"passwordl": "adminl23",
"password2": "adminl23",

"strong password": "yes",
"system name": "firepower-9300",
"https mask": "2",

"https net": "::",

"ssh mask": "0",

"ssh net": "::"

IPV6 REST API example

"fxosBootstrap": {

"dns": "2001::3434:4343",
"domain name": "cisco.com",
"https mask": "2",

"https net": "::",

"mgmt gw": "2001::1",
"mgmt ip": "2001::2001",
"mgmt mask": "64",
"passwordl": "adminl23",
"password2": "adminl23",
"ssh mask": "0",

"ssh net": "::"

’

"strong password": "yes",

"system name":

"firepower-9300"

. 2%} Firepower 4100/9300 FXOS Firepower Hl 5 =122 B Ei5/, 2.7(1)

Configuration file

Terminating sessions

Ok
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R E 5 Firepower HlFE &8 8 .

38T 5 Firepower H175 &1 2%

TEIE AT H Firepower HLAH i B4R L & Firepower 4100/9300 HLAH 2 1T, DA Z50A% H AT 2501 H ) K P 8 5k
GRS ERER, ESWH S, 539 1.

WA 2 W R B WA AEES), R AR BOAEOUT, A3 #E i A 10
rh. BRCEMLEREE, WESRICESIEER, 548 i, JiAk, BRI ] DARCE — N0 N
B, RS R e A E R S S T (RMEA P S T shiREs) o EERLE L0
WE, TES I E LS iGEe . 549 1T

H R FHIE A B Firepower HIATE LA RGERIN A KRG E SR, 15S 0T Firepower L
MBS RN RS, % 81 Il

a4

T

fen] LLILEFERE Firepower HUAT i HLARIC B 0 K ACVF— %%&%D’JTB‘ZI}J%’: =2k, Wa, MIalRs
BiE —BORE RN . ARTEAE R, S BE R R ZR T, 5 50 1T,

UK

FLE 5% Firepower HUFH T BEAY, 154 LR D BRERAE:
a) SRR s, fEHbbER: P A\ LU R URL:

https://<chassis _mgmt ip address>

Horr <chassis_mgmt ip _address> & SEAEH)UH T E A4 A 1¥) Firepower 4100/9300 HLAH 1P itk 5%
FHL4

IR ARSI AR RE R, TS A AR RAT R G2

http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html)

b) AT AR

¢) .ifi Login.

2 5%, Firepower ML E AT I LLE R “WEik (Overview)” TLf.
B A Firepower HUARE BEAS, iHR M S rh I 44, RIGIEREEH.
& O 4y Firepower HIAS T HLAY, JFIR[FIES% b FE

i715] FXOS CLI

T U A N B2 65 3 11 v 10 28 i R 4 B FXOS CLIL. S0 UEEEHE RI42 ) 65 iy 11 1K) oF SN L 28 o
CEEHI G A4 BRI b 1 SH0EE W s:

* 9600 e HE
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* 8 AN HURAL

* AR

1AM IEAL

fe ] LM#E ] SSH Al Telnet 7423 FXOS CLI. Firepower M4 1 R4 2 3 FF )\~ SSH IF &
iﬁéo B SSH TR, T2 4N1E Firepower 4100/9300 HUAA 1) EAHL4 58 IP Hudik,
{FFH LR iR R 2 kil SSH. Telnet 5X Putty 347 6 5%

\}

ERE SSH B4 KNG,

811 SSH M Linux #8355 3% -
* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11

ssh -1 ucs-example\\jsmith 2001::1

ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1 ucs-auth-domain\ \username
ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith

ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1
18 Telnet M\ Linux £ 0555

\}

R OBRUEUT, Telnet &4 T2EHPIRAS . H A Telnet (UL, 15 S AL E Telnet , 25 106 1.

¢ telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address } ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

M Putty 5 i 5 5%«

o FJi: ues-auth-domain\username
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Login as: ucs-example\jsmith

N

AR ERBOIA SRR R E A, JE HIEH G S KE R E 9 LDAP, &)
PL1f H ues-local\admin M Putty 25 ) i 8 FAT AR [ H G, HP admin
SEAHIK T A FR
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AL SR BEB ATV AT, ST LA Pl SN BEVE RTHIE o 8 TT DU A 38 B ds il e e, AN
PR S WA IVF T . Tl R REBAE VR TT,  SE T LUEDUL 1 VF AT e A RS DA 55K

ER ATUEH T Firepower 4100/9300 HLA 111 ASA S4B . 5 KA 4 Firepower i By i 4t i
FHATVFAIT I PEA (S R 750 (Firepower ¥ BIHLOALETRF) -

s KTHRRA T, 517 0
« BIREAF TSR, B3

TREF AV HEN , 3 31 T

ﬁéi’*#ﬁr AT BRIN IR E . 2 31 L

LB R R ARV AT, 2 31 T

o Wd B AEVE AT UE B2 IR 458 F T Firepower 4100/9300 HUAR , 2 33 1L
o it B AR AVER T , 5535 )

o BRRAFVERT Dy sl sk, B 3T T

% F AR A

ASHR > AV REHA TV AT AR Jt BE

L]
oF

J:E%:H?g

\}

IR KUEH T Firepower 4100/9300 LA 1) ASA BWHI % . A W4 Firepower J& W 57 #8118 45 %
K RATVFRT T VEANE S, W52 (Firepower & B LI E TR -

& T ASA BYE BER T A

X} Firepower 4100/9300 HLAR L) ASA N, B RSV RTIC & 20 A #8537 Jll4E Firepower
4100/9300 HLARE 25 [ 5 MIN F th E AT .
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* Firepower 4100/9300 HLAH- A3 & BERAF/F n] JERE v i3 46 55 BE S S s, B35 H T 51 nE
AR WU BEAT I (B 8. Firepower 4100/9300 HLAR A 5 6 75 AR VF i HIE BRI A3 4T o

N

AR OHUM R AR AT S AR MR AR L A [ B 3 RE T P 0

© ASA N - FCE NI R B A VR A IERAL .

B E RS

\)

TER AW I A ANVERTUERS, AT EURPR BE A B s ooy FLh AT 3L
https://software.cisco.com/#module/SmartLicensing

W RE A B, T LU A SRR

PR

mR

BEE

KAV AIET B

0

DERSHR

WEREE AT, VR R LRCERTIK S o R R B, T DU SR
LT

PRANTEOL R, VFATUEZXACES S0 R IOER VR RUK o 1R K 87 3 51, Jas ] DATE B 61 HoAh e
W i, AT X T e A F A . Gl AN R T, AT DL AR A M A R
B IERE A

Up SR PR Ve 6 JE I ) LI LG M B VF rEAUAC LR, vl DAE & 25 2P ]

RIS T ¥ 2% T2 A SRR T G207 ) LRI, 8] DU R M BEAS ASATE KK AVF AT IE . K AVFA]
TEANTE B AV M VA EAUR B« 55 PAK VFRTIE—HF, 18454 ASA S — ANV Al - 22 VFnf
EEH . 5 PAK VFATUEAN IR, SR8 5 RE SRS B AR AR UR S B VP e o 8 m] DAZE 52 B4 i
VA 5 7K A VE AT UE T A A 2 (R AR A D) 36t

fsnT LIRS T ThReMVF AT iE :  HAT i 2 AR EE bRl 2 VP n RS 8 i VF el iE . VP liE
1t Firepower 4100/9300 HLAH LA #E, (ARILTEEIE K ASA FLERH, CUE ASA RVFEHEA].

USRS A T BB W TEIBEIY T LR LKL (VM) T2k SR M AT e P
P TR IS 2. 4 TURAROUR AESRAE TR DRI TIE, JF VRN AT A R SR s B2 0
ARG o LA TR S W 8V TSR DL A RO VTG T DL A 7
FENNCL PESTEE
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— BN HOFREZ DN 25, BT EAE T B IR Bt A8 2R SSM-E &L T 0T AR 2
fE:

o PO BTN AT IE

« AR A IVERTE

© PR R SEARZ T AR VR AT IE

ARVEAE R, WS R REIK )4 By T LR e i P s DR 22 e I B AR .

1R ERIK P BRI A EFIZ &

A RV iT DA P 23 MO 4 i 0 P AV TR S A RE4% R P R VF RTIE A e 26 HEAT A B Q2R
ity BBV AT IR, AT RO S — A AU A S AR A (VR AT IR S804 W] AAE R FUI 7 22 ]I
B

X Firepower 4100/9300 HLAT &3 W A ¥ &, MHLAT P ) ASA N 238K B AT iE. #lan, X
BT 3 N AL Firepower 9300 LA, HURTE A — A8 #%, EREER 3 NI VF T E .

A& IF AT E
Firepower 4100/9300 A4 S5 A0 2 84 1) PEAS 17 AT IE -

* BUBZLVHAS B - 71 Firepower 4100/9300 HLAH [l VF R UEBUR HURVE N 2 07, 25 7E P iz
1790 K CRMEHED o ASA TRUbBIA FIGIEE REF e A, AR T ERIABERL. Mk IR 45
W, Firepower 4100/9300 HLAE 248 A A4

o FTRAUAPEAE I - 78 Firepower 4100/9300 HLAH [ VF ol UEMUR MR M 2 f5 80T LASREEE
T VPG VF AT E, JE AP IX SV IE 2 FL 4y ASA. 7E ASA f, nl R T RIZAL. it
T A T T 5 P KA < A e Sl 1 O R B R 1 79 ' /NG R AT

N

IR RIS RS (3DES/AES) IV VTR AR AVE R IE SRR

R
BN EERERE
AHY ARSI 0T 5 B R P PR
WEIEMIANShE

XEFREA IR, ST DAEEE M . BRARSOUR, B A RO 30 K. B R LA 2
VEMPIUAHURTI, AL ID ORI . A B E I, 0 mT LB EEHr -4 h
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FE5E RS BAEDAT WA b TS BIX e S BRI s, LA 2 ) R rE AU WU REA TV
Mo ZABURR 1] 4 RRE M, VERTIERUA LA SR — 5K IDAEFS, MU 55 VF rTUEMUA LR Z 18] (1)
HAF . SUEPATRONN 14, (B EA 6 DAL K.

S ANEMA AR ERRE

BEERE 30 RS VPRI IEAUA MU AT IR . WERISHE R RERAH A PR b AT S0, 0wl BURI B e 6 -
WAL DSBS, o, thn] LA a4 v RIE LS

&R AR R AL & HTTP fCBE,
Firepower 4100/9300 #LAH w20 n] LB 407 in] HIEM, 838 22 /D] 90 Kt HTTP A n) H Ik
Mo RV PR A AF 30 RAAT— IR, (Han R & BA IR, WaH2ia1T 90 K, AT
HEhilt. EBIHE, BOIECRFIEMR IR, 75U 0T 75 BRI vl UE T RE AT
OB S O, (HERAE AN SZ 5210
REMIRTE
BASHELL MO R il RS AT A6 R AS
o R - 2 A AN T FH 4 Al R
o VERIUF R - 243 a) A Bl e S ]
o WA - 2B TCIE T W)V T UEA R HUAL DL HT SRS 52 B
TG UEIE K e S AL T B EE A S HUIRES, 40K Firepower 4100/9300 HLAS 4 1 IEAEAE H (M4 AL
SRIREMK T B RO T A
EREHRET, TEERFERRIF LRI SRERCE, (HEAEAZ . i, FEFPRAEF el
PRI ILE S 0] DLk S22 AT, @l MBS MIne s, (EICEsingiiss,
Smart Call Home £t i%HE

ERINEOL R, Smart Call Home it & SCAA T8 € 4 AT UE A & HLF) URL Y FXOS Bl & H . RNEERE R
PO E SCPE. TR, VR RTUERC B SO A ME R B R TR VE AT UE AR LA ) H il URL . BAE
3R1F Cisco TAC MHR7N, 5 WA BE 50V ] UEAUR ML URL.

BRI M 45

SRS M 26— PR R = k55 . T BRI 4% 5, Firepower 4100/9300 HIAH 5 R =
Z Nl AT e A DA A S A BN G THE B o AR SR DA vl AR —F L, H T
ASA EFREOGIR I H S, I g5 ks 0K AR B B Bty DAEPAT BA R A5

o TR A T A I 2% R FOR ES0t RCR IR AR Zh e
o TS 5 AT BERE P T A 007 i PR A B AR SR i 55 A A o
o A B RFSGE BATT IR
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¥ Firepower 4100/93007F M 2 LR GE AT FRAR I, vl ) FHERHR I M 48 o 335 25 ] ) 1 n] E A&
HUFEN Firepower 243845, 2 32 T,

N 255 2 LA N TR 4R, AT BAFEME Cisco Success Network:
o CEME R AV ATIE
o DR REVF AT UE AR,
o BAEHK AVFATIE
MIETEM Cisco Success Network J&, U B RS Y 2 0ERE .. #8007 DUB 28 H BRI
W2 Bl OC P e, XRS5 S BRI I 4% = T T o
A LIfE RS > 15 7] > Cisco Success Network T[] 7Y & 24 {7 ] Cisco Success Network 11 IR %S,
BT DL BOE MRS . 1551 52 Cisco Success Network Vi, &5 33 Ui,
BE L TH N 48 1E T EHE

Cisco Success Network NG RE 24 /NEFFA] Cisco Success Network z Vi i A% i — X BC B A IBATIRGS
EE e WA B B S

* MR &SR - Firepower 4100/9300 HLAH A5 8K, = ibnilfF. 7415 UUID. RAIEHIE
AT A AR BEVF AR B o W20 S e il » 5 22 1t

* S 2 - £ Firepower 4100/9300 HLAH 134T M H AR ARMARASS o 152 5 P AFRRA K
, #2270

* ASA REIE 2 - 15 Firepower 4100/9300 [1] ‘215 % FIS4T 1 ASA W& AHRIIME B HE

&, X T Firepower 4100 R 41, A&7 KA ASA B 15 . ASA Bk (5 REF A B &
RIFE R REVFITIE . B TS . RS FIERAERCA . 120 ASA e it » 45 22 1T

s MBEIER - ASA WK R IEHBATIN G . CPU M HIA. WAREA A Bk [l A I Ol
M S M B WS MEREEE . 5 23 T

c ERER - DEIRE. SR MEEDIFRE AR
* IREIRZS - B EMESBOA R I E A ASA ThRESIER.

S EBHES - IR ASA WAL TRBHGN, WIS 15 ASA B AL T4
BEBG, U2 GURIEREL. SERE LT ASA Wi OSEIEALE R . SR TTBER,
Bt A RRAIRA . M R IR S e, I B AR ST AR
.

* MIBEUIRIE R - WA ASA AL TR DI, MG SEEDIHE R . Wik ASA R4k
TR OIS, WA BRI R DI B AAE ASA A RLRE, DR
S5 ASA AT, REMFHS .

* BRI EIER - ASA Bk LI B SRMIA I AR el e b 8 sk (¥ H . (H
s BRI SACSRA RS Bk A SRR A AN A AE

ARVEMFER, WSS, 524 10
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{E Cisco Success Network 1173 /i} Firepower 4100/9300 #L46 J5, 1 2 FIALAE AH <18 M B i i AL i 21
Rz TR UL PR AT A% (1 K
* 1. BiEmR & E N &R
s A
BRI JF Firepower FP9300 % 4> 15 %
51 GMX1135L01K
FREVFATAE PIID 752107¢9-e473-4916-8566-¢26d0c4a5bd9
B BEVE AT E R AR ) 44 B FXOS-general
R GEATIN (] 32115
UDI 7 b S FPR-C9300-AC
ER R A R
Cisco Success Network 2 5 SHUA AR FR S, ARSRBIMERAERRCA . R Ut W e A il 4%
INE/CERERSY
R 2: BB B
K= A
S package version
A 2.7(1.52)
ASA & & HiiE

Cisco Success Network £l 4E |- 55 Firepower 4100/9300 ] ‘2 4AHy/5 4 FIz24T 1 ASA ¥4 H)
B NRUHIPTICERIREE ASA WA B .

% 3 ASA R EIENEHE

HiE= A

ASA %44 PID FPRIK-SM-36

ASA WK SR 3G N2 A e
ASA WK FHS XDQ311841WA
TEAAL CRHL A JR A7

A RSO CREE) LAY
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TR

el |

i s whiE
ASA %ﬁ:“&j{ iype: "asa version"

ersion: "9.13.1.5"

}

e 6 R RS LA : . .
type: "device mgr version",
version: "7.10.1"
}

TEAEAS ] O 0% 2 REVF AT IR ! ,
"type": "Strong encryption",
"tagh:

"regid.2016-05.com.cisco.ASA-GEN-STRONG-ENCRYPTION,
5.7 982308k4-74w2-5f38-64na-707999g10cce",
"count": 1

}

Cisco Success Network 234E ASA W& INPERERE &5 B X5 BB REE R IZ1TIN . CPU
FIZ. WAAERR . RG2S ) A R B An iy o Ad F A5 R .

* CPU ERAZE - i & A4t CPU AT HHME B
c NEERAE - RENATH. CHERNF
c BAFERER - W O RSB
* RPEIEEIBITRIE - REEIEFZATI 45 B
* WRAER - KRGV WAL AT nameif $z: L
Ko iR H R GEA BN ) PR SN i Bl B (a5 Igeit s B
AU TS AN I R

R 4 EREIEN IR

HiE= ~5E

o R AR RS CPU ] % {
“fiveSecondsPercentage” :0.2000000,
“oneMinutePercentage” : 0,
“fiveMinutesPercentage” : 0

}

RGN R {

“freeMemoryInBytes” :225854966384,
“usedMemoryInBytes” : 17798281616,
“totalMemoryInBytes” :243653248000

}
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"freeGB": 21.237285,
"usedGB": 0.238805,

"totalGB": 21.476090

}

RGBT 99700000

ARG S A 5L eoes
"receivedPktsPerSec": 3,
"receivedBytesPerSec": 212,
"transmittedPktsPerSec": 3,
"transmittedBytesPerSec": 399

}

R

Cisco Success Network 2 WAEHNLFE 1) &y 514 FIZ4T ) ASA WA TIIREIRZS . RHE. M)
WA ERAER. FRUPTREM IR ASA 1741 H 2d .

& 5 E R IHREN IR

BFES A
DiteRA& [
“name” : “cluster” ,
“status” : “enabled”
}I
{
“name” : “webvpn” ,
“status” : “enabled”
}I
{
“name” : “logging-buffered” ,
“status” : “debugging”
H]
BRHE R {
"clusterGroupName": "asa-cluster",
"interfaceMode": "spanned",
"unitName": "unit-3-3",
"unitState": "SLAVE",
"otherMembers": {
"items": [
{
"memberName": "unit-2-1",
"memberState": "MASTER",
"memberSerialNum": "DAK391674E"
}
]
}
}

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)



| AsAmiFmiEeE

el |

iR =

A

B EATIE/S PSS

{

myRole: “Primary” ,

peerRole: “Secondary” ,

myState: “active”,

peerState: “standby” ,

peerSerialNum:
“DAK39162B”

}

keI

{

"loginTimes": "1 times in last 1 days",
"lastSuccessfullogin": "12:25:36 PDT Mar 11
2019"

}

EN B

Firepower 4100/9300 HLAE 128 I\ C0J5 B ITHT ASA W5 e 8, FEAEK Bl &% 2 R =
2T, SRR A B A T B A T b W A BT 3B A S TR, DU 3 )

EHUE R AR B AR 2 .

#& Cisco Success Network &P S AF I —A7nf], I & R AR 11 Firepower :
LAN A Cisco S Network 3& S —Dorf], Hrp & AL FAR 21 F 9300 L%

1 ASA WA HIE R .

{

"topic": "ASA.telemetry",
"application/Jjson",

"version": "1.0",
"metadata":
"contentType":

"msgID": "2227"

}l

"payload": {
"recordType":
"recordVersion":
"recordedAt": 1560868270055,
"FXOS": {
"FXOSdeviceInfo":
"deviceModel": "Cisco Firepower FP9300 Security Appliance",
"serialNumber": "HNY4475P01K",
"smartLicenseProductInstanceIdentifier™: "413509m0-£952-5822-7492-r62c0a5h4gf4",

"smartLicenseVirtualAccountName":
"systemUptime":
"udiProductIdentifier":

}l

"versions":
"items":

{

"type": "package version",

"version": "2.7(1.52)"

}
}l

"asaDevices":
"items":

{

"CPUUsage":
"fiveMinutesPercentage":

"FPR-C9300-AC"

"FXOS-general",

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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"fiveSecondsPercentage": O,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "ADG2158508T",
"systemUptime": 31084,
"udiProductIdentifier": "FPROK-SM-24"

}I
"diskUsage": {
"freeGB": 19.781810760498047,
"totalGB": 20.0009765625,
"usedGB": 0.21916580200195312
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"

"name": "firewall user authentication",
"status": "enabled"

"name": "IKEv2 fragmentation",
"status": "enabled"

"name": "inspection-dns",
"status": "enabled"

"name": "inspection-esmtp",
"status": "enabled"

"name": "inspection-ftp",
"status": "enabled"

"name": "inspection-hs232",
"status": "enabled"

"name": "inspection-netbios",
"status": "enabled"

"name": "inspection-rsh",
"status": "enabled"

"name": "inspection-rtsp",
"status": "enabled"

. 2%} Firepower 4100/9300 FXOS Firepower Hl 5 =122 B Ei5/, 2.7(1)
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"name": "inspection-sip",
"status": "enabled"

"name": "inspection-skinny",
"status": "enabled"

"name": "inspection-snmp",
"status": "enabled"

"name": "inspection-sglnet",
"status": "enabled"

"name": "inspection-sunrpc",
"status": "enabled"

"name": "inspection-tftp",
"status": "enabled"

"name": "inspection-xdmcp",
"status": "enabled"

"name": "management-mode",
"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic_ threat",
"status": "enabled"

"name": "threat detection stat access_ list",
"status": "enabled"

1
}I
"licenseActivated": {
"items": []
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}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:18 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226031548496,
"totalMemoryInBytes": 241583656960,
"usedMemoryInBytes": 15552108464
}I
"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"

"CPUUsage": {
"fiveMinutesPercentage": O,
"fiveSecondsPercentage": 0,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "RFL21764S1D",
"systemUptime": 31083,
"udiProductIdentifier": "FPROK-SM-24"

}I
"diskUsage": {
"freeGB": 19.781543731689453,
"totalGB": 20.0009765625,
"usedGB": 0.21943283081054688
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"

"name": "call-home",
"status": "enabled"

"name": "crypto-ca-trustpoint-id-usage-ssl-ipsec",
"status": "enabled"

"name": "firewall user authentication",

. 2%} Firepower 4100/9300 FXOS Firepower Hl 5 =122 B Ei5/, 2.7(1)
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"status": "enabled"

"name": "IKEv2 fragmentation",
"status": "enabled"

"name": "inspection-dns",
"status": "enabled"

"name": "inspection-esmtp",
"status": "enabled"

"name": "inspection-ftp",
"status": "enabled"

"name": "inspection-hs232",
"status": "enabled"

"name": "inspection-netbios",
"status": "enabled"

"name": "inspection-rsh",
"status": "enabled"

"name": "inspection-rtsp",
"status": "enabled"

"name": "inspection-sip",
"status": "enabled"

"name": "inspection-skinny",
"status": "enabled"

"name": "inspection-snmp",
"status": "enabled"

"name": "inspection-sglnet",
"status": "enabled"

"name": "inspection-sunrpc",
"status": "enabled"

"name": "inspection-tftp",
"status": "enabled"

"name": "inspection-xdmcp",
"status": "enabled"

"name": "management-mode",

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic_ threat",

"status": "enabled"

"name": "threat detection stat access_ list",

"status": "enabled"

1
}I
"licenseActivated": {
"items": []
}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:16 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226028740080,

"totalMemoryInBytes": 241581195264,

"usedMemoryInBytes": 15552455184
}I
"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"
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0 &b &4 [H- 1 Y Z
BRRRHFITAT e EEH
s TR, ANFEAUE T Firepower 4100/9300 HLAH [ ASA #5145 . 1 XU 4 Firepower &,
JMOIT AL B B A AT VE AT DT I RS S, 1620 (Firepower & FIHULACE SR ) «
© FERRHE RERCIHE B LA IR
https://software.cisco.com/#module/SmartLicensing

R BE AR, U P R AR IR o Gl IR REIH A S, T LON A2 E R —

A EKS
o TR RURER 5 TAR S 1 ASREAVFANIE. ELE, M ERRERA B R TR
WRER G ALVFATIER %20, (HRE R ZER A TR N2 Re ATk )™

o LR HLAR VS ) FLIR B ) HTTP AREE,  DURENLAS REAE U o) VF AT EMUR AL o

* L% DNS RS2, LAMENUA RESE MHTVF nl UE AR HLAG ) 44 Bk o

* BCEHUAATII A .

« TERACE ASA VAT FEBLZ R, 5 7E Firepower 4100/9300 HLAS I it B 4 A 41V v JE Ak B e -

BRI REN
ASA R AR SR

£}/ Firepower 4100/9300 HLA AR 200 L M 227 AT UEAUAR AU 88 TR AR5 28 b o 4 Bh i AN 2 7= AR 0
ANEAS o T TR K A ATE, D525 A BEANH LA W S B R 1 I

O Ab l_' A Al \rL ===
SRR HIFITIEIAIRE
Firepower 4100/9300 HLA BRIAKL B (5544 4 “SLProfile” () Smart Call Home Fit & S0, 1% 3CFH T
e e VPR AR HLRA ) URL .

o & E & Re 1T A

S MBH R R UEA R WU A, AT AR SR E HTTP ACEE . S i) VP rJ e R AU E A, DA 204
Firepower 4100/9300 A4 4 A& AR G 4 AT /F nTUEIK 7 343 (17 F4- W 1D .

UK

$E1 (A[ik) EE HTTP SR, 4532 7.
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L2 |n) VA UEAUR HIRITE N Firepower 24 4x % 4, 5 32 T,

(AJik) BCE HTTP (KR

AR A W 2545 B HTTP AR EEBEAT BRI U7 ), DUDAZ0 R 2 RE R ml e B AR EE ikt . AR ER— %
471+ Smart Call Home.

N

R ASZERAERHTTPACH! .

UK

TIE1 EF RS (System) > IFA] (Licensing) > Call Home.
Call Home GU[HI#24 F I &V T UE MU HLAS I H ) Hidk URL DL G E HTTP ACBE ) B o
IR BrAEDAS IR TAC 4878, A WA Y BE 20/F nl il i & WA URL .

L2 fF “HRE%% )8 A (Server Enable)” R4 T, EFFFF (on).
$I1 3 /AR %528 URL (Server URL) 1 BR£5 883/ 0 (Server Port) 7 BL b AACHL 1P bl Rlsg . Fildn, b
HTTPS Mz 55 #5111 443

I 4 FiHRTE (Save).

(AIi%&) fiB& Call Home URL
5 AR 2 I B 56 T AC & 1 Call Home URL.

UK

L1 EH RS (System) > IFA] (Licensing) > Call Home.
1% 2 {F Call home Bt & (Call home Configuration) X1k, HEFMIFR (Delete).

(5114 AT E 47 % #4495 E AR Firepower 2218 &

ENE Firepower 4100/9300 ALAH 1,  VFRJUEMUR HLF 234 Firepower 4100/9300 HLAH 5 VF nlEMUA

KU (A EAS K ID GEP . Bk 20 ¥t Firepower 4100/9300 HUAH 43 e 2 AH N (1) KA /o 38 15
GUN, MR — U (R, QB IDUEAS T A () A S R B, RS S R R
FFrE N Firepower 4100/9300 HLAR
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UK

W R R BRSO BR A B LA D, DKL Firepower 410079300 ALAH S In 21 1 i FUA K
RIS
A ATl AT RE R AR R SRV EM A RS B, ES i CURP e ey T

J1¥EE) (https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html),

IR 2 7F Firepower HLAR S HI2E T, P RS (System) > 7] (Licensing) > £ €14 A IiE (Smart License).
$IR3 AN REGEM S RE (Enter Product Instance Registration Token) 75 i AV E M4 fd
$B4 (A3 %A LU % T Enable Cisco Success Network 5 %G HE LL2%H Cisco Success Network I fig

ARTEAE R, WS AR, 5520 0L,
IR5 Hili Register.

Firepower 4100/9300 ALAH 223 [0 V7 AT UF AU HLAE A -

BROHEN B, 15 A EUGEEM (Unregister).

WGHTE N Firepower 4100/9300 HUAF 2 K 7 IR BE 4« REGT HBR Y L 10 BT AT VF AT IESZBURIIE
Voo BT REAS B I MK ) T 1) Firepower 4100/9300 AU BB/ AT IE . B, AT LAY REFA 14
B MR %

B4 Cisco Success Network ;T fift

¥ Firepower 4100/930071 T 2 URHE BB BRAR 1N, AT A FHAERHR DM 45 . 2 J5, ATRMEEHI AR
P2 e A A B S IR -

N

AR JURI M ARV R ek A

UK

LI EHFRFRGE > IFA] > Cisco Success Network.

U8 2 7F Cisco Success Network BiEIR I, [ e RBHRALME R, KRG i s a5 it &b DA & K ks 21 8k}
I 7~
$IB 3 P25 EE A Cisco Success Network, R )5 fidiiR{F.

Be & & 861 A IE I 2 BR 5528 F T Firepower 4100/9300 #/ 5

PAF R SR an i it & Firepower 4100/9300 HLAR LAS A BEVFATIE TR RS B2 .
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B m=E=airTEn 2S5 /AT Firepower 4100/9300 417

FHia Z |l

AR BERAFVF L5505 31 WU A T e A A

© EANYCE AR RE T TR SS 4%

M Cisco.com NEEREVF Al UE 2 OVA 3CAF, JF7E VMwareBSXi it 457 b 2 25 RIC & I SCA
HREAEER, B0 (RS H S R 2288 m) .

.

AR RER A TR IR S5 45 1) FQDN s 15 0] AH RS KT IA F DNS Il 55 S AT o
Bk TR ARAT 17 CATAE:

scope security

show trustpoint

THERL FXOS A 2.4(1) B A PRI IE AT /e WERAEAE RIAMAAE, WAL ZIUR ] B
NEBRTFEII MR

1.

UK

$: %8 http://www.cisco.com/security/pki/certs/clrca.cer, FH 5834 SSLUEFIEL (M
“--—-BEGIN CERTIFICATE-—--" #| “----END CERTIFICATE-—--" ) & il £/ {&7F i & 1 1)

AT ] AN

AN

scope security

B I w4 A AT A

create trustpoint trustpoint_name

NG AR EIEBAE B TR IE-PUIUR Base64 4t X.509 (CER) 1 :X.

set certchain certchain

XY certchain 85, RiWSIETED TR 1 b ZHIIUEF SCA

WERAE A 2 P ARTEIE AR, RSP AL B0E SURIEBATUANLI (CA) HIIEF
AR — RIS RGBT 17, 8 ENDOFBUF LISERdRAt: .

FEATHL A -

commit-buffer

SIB1 L FRYE (System) > i 7] (Licensing) > Call Home.

I8 2 7F Callhome ECE X4, RHEILREF L&A IRCEERE R, Kbtk 7B BRI URL Bt
BRI PR IRSS #3410 URL, # X1 R https://[FODN of Satellite

server]/Transportgateway/services/DeviceRequestHandler
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3 ~ ‘ . k4 Bﬂ
AC & 7k AT AT IE T B
& 0] LL A Firepower 4100/9300 ML 4L — AR AV AT UE . IGIE FH TIURE OIS AE B 25 LA 2 VT3 R 1l
oAl AT B2 AL

)

AR AETTIRZRT, AU SR AVRATIE, A REAER eI BLAs P AR AT o JF AR T AT I At A T
KAVFRUETE o« FERS AR B L DI REZ /T, 1B OR C3R13 MBI HE.

I_LI -~ :t ~ ‘ A
a2 K AVFAIIE
LL R FEFEAS i) A 45 1) Firepower 4100/9300 ALAH 23t 7k AV AT HIF

i

L IE1 EFSystem> Licensing > Permanent License.
PR 2 HifiGenerate I S IR FRIBACHS . K P B HE A ST 2 BTN
PRI R RIS BT R RS BLAR AT BEdE, HiliLicensesiE IR :
https://software.cisco.com/#SmartLicensing-Inventory
LicensesiZt 51 %l 7 5 S8 R AH Q1) I A7 BT VERTIE. CGERl SR BUFIR AR
IR 4 HiiliLicense Reservation, Jf47 A4 i 00 A AU R G ZIHE T
WIE5 il Reserve License.

BRI PSR R U o SRT DAR O A SO LR BTG . MO RE A B s
VRATIEEL S AL T HPIRZS

W RAE AT P License ReservationfZ 4, M ¥ K AU FH /R AVFRIUETRE o AEIXFPEHLR, BN
A8 7K AV ]I 00RO F 8 N 1R R BE VR T E 2

$IR6 1t Firepower JIAHFHLAE 11, 1] Authorization Code U AE iy AL B iAo
P Hf Install.

FEAE Y Firepower 4100/9300 HLAS 5E 423k PLR VPl ),  “ARAVFAIIE” TUTHCRE Bos 8 114 AT TR
A, FHRBLRIEK AV AR LI .

FIR8 /1 ASA WHBL % LR IhBEEAL. WS ASA BT LS HIFAL
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(AN iR K AVFANIE

WERAN G BOR AVFRIUE, U DL R R L IE SR IS5 3 B B . WSROI Ay
SRR, VPNIER R PIRES, TR et s A

UK

1%k $£System> Licensing > Permanent License.
FiliReturn/EBUGRIEARNT o KR I ARAS 5L 1 21 BT WA .

Firepower 4100/9300 A4 23 37 RIAR IR SRVT 1] FHH 24 “PEAE” IRES
Vi) BB PR AT Bids,  HidiProduct InstancesiZ i :
https://software.cisco.com/#SmartLicensing-Inventory

A% 38 H ¥ AR RAT (UDI) 8 R E 1) Firepower 4100/9300 A4

1 Ff Actions > Remove, F¥4AF il 1) 3 i AR AL WG 2 HE -

H.75 Remove Product Instance.

T AV R UEAPGR 4 31 7] i .

ARG AR 51 T Firepower 4100/9300 HUAG (1 E40 (5 &, 152 1% 518 i 5)) Firepower
4100/9300 HLAH , %5 96 Ui,
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suanraneiez I

TIRE &R FaRAK i
KBRS 1 2% 2.71 SEARHSCT W 2% 52— T P IR T R 2

%o Ja HIERSI M 451, Firepower
4100/9300 HLAH 5 Rl = Z WS @A %
IER DML AT - OUE B GETHE

Ko UL R U A s W] LA — AL

i, FT A ASA JEPRBOGER 1A,

T 45 R A 0 AT i 20 e R A B
uli, DMEHATEL MRS

o [ 488 25 SAE P 2% R ] R S0t =
ORI ARAT FH I)RE
o [ A8 AT BEE T IS I L
B AR ST R R S5 FH 4
o A Bh RSGE AT 7
B3 M Cisco Success Network J&i, L
F RS IR A . 1]
DL ek 2E F SRR B 9 25 i ek o P e i
e, XFESK &S BB N 2% 2 Wt
H

FINT AR i 4

scope telemetry {enable | disable}
FIAT LA RS2 i

A4t > 1A > Cisco Success Network

[l 7] Firepower 4100/9300 HLAH i) LR
REBATVFR]

1.1(1)

TR RV AT, ST DA SR S
VER[EM . Y BEVE PUEAS S92 7415
Kk R8T DURAA S sl %, T
AL IR GRS VAT P Tl
RERATVR], it n] LAEDW S 1 g /rm)
UEAE TS DURI T R o 2 RERRA 14 7T i
%1193 A Firepower 4100/9300 HLAH & 3 5]
BN AP 53 o

SINT LU B
4% > 1 7] > Call Home
A4t > 1A > EEEIFANHIE
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I
< RGO TERR TR, 5 42 T
* [CE LDAP $2 IR, 55 128 5t
* MU E RADIUS $2ftf . 55 132 1t

* il '® TACACS+ #EftRE T , 56 134 71

F R ¢ P R 2 HA
RT ARG B M P K P AETUE I (el ] M 2A R R, RS2 P Ik
RN OUR . IR A2 203

A0 Rk e BRI LY, iRk SR G B AN e AR, S RT AR I TR 1
Brid 1 H

H @R Z s SR
F 71 43 FAAE Firepower AR FI M1 FXOS CLI 185 ID. K755 ID 4V S 2 e 1 i, 1% 18
AR 455 i I PR o
« B ID LM 1B 32 AR, AREDL N R
o ALAT P REFAT
 ALATHCF
«_ CRRIZD

o - GEFF
o (D

* Gk 1D AiE—
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© B D ALLFREFAREIT Sk, M ASRE AR T BRI 70Tk, il PRI

* G ID X RS

* LR AE % 1D,

s QUK S, TOVEE SO S D UM ERIZHT ik, QAR ik

TN E =

=LY &R N
B TAE A RO T A AT, FLFT R 51 AAA BU PR T LAREE 5%, LA
PP S5 T S R . R BP0 E T, IO L7 5 L B i

SRR T AR T s 3 o G SRR A e B 5 B UE R T 3 3 A i JEAG 7Y, DU Firepower mJ 47 i 44
VER G ARL AT LU T ZOR AR 2 65

© WA IR 8 N, IE 127 T4

N

AR ETDIE R RS ERLE 15 DA (BN 1, LTI
FIRRETT SR . AT RVEANE R, THS TN E BN KA, 50 51 0L

o WAL B ARG FRFAT
o WAL A NG FREFLT

- WGBS AETRET BB A

s NEEREIELE RS 3 IRINFAT, 1l aaabbb.

o AL =AU FHE S K L5075 7, 61401 password ABC BX password321.
o« REES M, 55 44 E B R

C AR BT T IR . A, B AT LU S
CREMELRAS: § CRER) L7 (R Fl= (B9 .

AR LW AR A, R IEHR] .

o ARH RS B O K A AN A
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TiE SR IIEE SR N
WA A SR IR G AR IR IR S 2 — I E R, W2 G Tz IR 45 i B LR, DA R
Firepower 4100/9300 HLA BEW 5 RTINS . T H45 T B FH 7 4248
AR S I IERR S5 Y F P K P
FH 7K P o] BEAEAE T Firepower 4100/9300 HUAR A Hh 5l 320 B 5 43 56 A1E R 45 %

&P LA A 8 1 Firepower HLAE 5 2 85 5L FXOS CLI Hh fRIze P B 473 0 iF i 455 3% (4 F P 1R el 2
o

ERRSMEIERSFORFAAR

QR AECFE B 0 B0 UE R 252 A e ik 7, b 2 PR P G4 ] 7 7E Firepower 4100/9300
MU TAEFTR A, JF XS @A FRS FXOS F 8 H A FRAHVC S . 35T £ (A 3kms
AIREAN RV F P AT B o, BT REANEE T I LR ALRR

mESH IR EF AR ES

X T RADIUS Fll TACAS+ BUL'E, #EZfEH ;T8 5% Firepower HIAHE B2 8L FXOS CLI 154>
RS O I6 UEHR LR 5 b 4 Firepower 4100/9300 HLARHEC & —ANH S @k M P A LS &
FH P 1 £ €0 R0 DX Sk 4 A L

P25, FXOS $UAT L ER1E:

| B <7 B R R i AT &

2. BAEH P

3. WA HI P BT TR, R Ay e T R A R X R

TR FXOS SCHRF RSy RriE 3R fERE e i 1 P R R 2K He R

BEIEE | BEXES | ARTR B ID ZEk

HigrF

LDAP Ak BT DOEFPAT LA MR 87 LDAP S 5 % unicode 2R
Aﬁ R

s WA 2 LDAP H %, E
TFEEORIIIA AR B, | S IE 17 CiscoAVPair H & L&

J , =E [/\ | .
* 7/ LDAP %, AEME 4 E.;lﬁ.fl)ﬁj;;)i% P

X (i, CiscoAVPair) Az
H e gtk LR #1247~ 1 OID,
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mieanwiresEn |

SNISIHRE | BEXEE | FET R BHIDEX
HigF
RADIUS | uJik B LEFHAT L F A EZ — R} RADIUS SEJite FIE N /5 ID 4

. FEREE RADIUS Ji, J¢ | 009 IRPERIBENRT ID % 001,

AT G ZSRINIE AR S | DU N ER R E RN, iR E e
T, cisco-avpair JE I, WHTHREZAH
J AR X
shell:roles="admin, aaa"
shell:locales="L1,abc". ff

* § & RADIUS J5 %, Ml fHmE—
2Rk (Fltn, cisco-avpair) 1%

HE X FIHES “. 1ER 52 5
Fo
TACACS+ | 0438 W T Z, I 4R cisco-av-pair % F} /& TACACS+ 2
cisco-av-pair @& H & @1k - B PRt Jm P ID 45 R .

DA 8279 S s i) £ 1)
cisco-av-pair J& N8 & 2 4N P A
(SR
cisco—av-pair=shell:roles="admin
aaa" shell:locales*"Ll
abc". 1 cisco-av-pair J& P iETEH
FEHIER S () K X ARy mT ko,
L3 S A5 A [ 5 473 B0 e R S 1
At SRR A 1 B IR R M. A
BRAE I BRI R 2 AME .

LDAP F R E £ 8971 0ID
PIF 2 A€ X CiscoAVPair J& 11754 OID:

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X
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SEMIT AN RGERIER T Vi . BTSN, NEmEREE AR etk t, HF BARERT Tt
ITHE K.

7
i

X RGHE AT R, (HERUE SR GRE .

I

iz
FSINTPHCE . T8 6514 7] /) Smart Call Home Fit B N R 4 H & (L35 R 48 H & IR 45 28 F il e )
BATEEB Ui i) X ARG e B s ) .

AAA BB R
S MO AAA LB RSV X RF A0 HEET )

A3 B AR B UE P R B & S

R G SRS BT AT AR 5 5 56 TR D P 65 [ LV SRR s B B SO 1) (o) B k. AN BB RS AS
i S A7 B0 R FH P 4 A S R S

TN BIEFITE

AR D S sk VG T DL A 5 S8 e R 7 S AR AT Al 1. Mo Bt )m . Firepower
HURR £52 22 T LAAFfifi AN L 5 A B0 R P SE AT AE T FK) 15 AN SRS o S R A i 10 513 5 I TR IS LE 241
B BRI R AERT, IXAE TR DR 438 21 I s sk v K 8 Ja O S A T B IH AR st

P b Z5 G AT A A5 6 g S v b B B R R R, VA A REECRT A A . i, 2R
BRIy S SRV BB BN 8, AL Gy IR UE T P IR E A A AN, HRH LS
Wk,

BRIAEOLT, R D Sl sk BB 00 AR D S sk v 2, SRVR I Bt JE A P DA i 2 1
U7 WA E, AT DT R AN 1L 5 0 56U (0 T 7 B85 08 [ S ad s v O SRR E AL ] S iy 3 1

TR E Y [E R

3 3 ) S A RO, LA BRI A M S 43 6 IE PO P A 2 /N IR B RE A AT (R i B Dk B, AR
o £t 5 R P A PR LA IO
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18] i e & L RA

Gt

LIRSy

ASRVFHE S (No | PEZEIIAS SR VRAE S B 25U (R4 58
password change allowed) | /NS5 P B 260 AS s -5 473 56 31E 1) FH
IR R

T 1 F1 745 /NISF2Z TR] ()
%Eﬂ@hoﬁm%ﬁT,%Eﬁ
[A] R A 24 /N,

BN, EAEA M Gy IR o L
BN 5 48 /NI Y BH L S Y, 1
HATUL N & :
o W7 A TR 588 30 ) B o 8 VA 2
o NI o S TR A 48

interval)

L

BT P SRR R | M TR S A M S 50 UE B
i (Password changes | % 7 e SCIATRE P T LLSE 250 #%

allowed within change | X V¥,

T 1 F1 745 /NI Z 8]
Sk aIbE, CAAA T 0 FT10 2 (8]
B RN B IR
FEVFA b 5 43 B0 AIE G FH 7 AE 48 /N
(i) B PR e 22 B O 2 TR B

NNV

BN, EAEAHL Gy IR P L
M5 24 /NN B 2 o VF— IR B R
G, TR WO

o W7 TR 588 B0 ) B 8 A O
KN E N 1

o B AR BEE N 24

BEEHRPIZE

UK

B EF RS (System) > i A EIE (User Management).

IR 2 PR E (Settings) LI,

TR 3 I LIE BHHS M B
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AR 15t AR
ERA SR IIE 7 B FERREEE SRAYIA), 0 P AT S SR A BRI 7 2K IXRT D2 B

I
* ZKith (Local) - 2520 7F Firepower HUAR A2 SUH ik /s
* Radius - %7752 Firepower HLAH45 € ] RADIUS JIk 554§ b€
SCH PP
* TACACS - W 4ifE A Firepower LA T & ) TACACS+ 45 %
b SCH K
* LDAP - 70114 Firepower LA $E € (1) LDAP/MS-AD JIk55
#r b SCH K.
* 7t (None) - W] 7K 7~ /& Firepower HLAR AR 7, 24 H]
JUETE R SN, AN TT B .
iR Fifi Radius. TACACS 1 LDAP ¥ & L5 E
FHHMTECE . BXRIEAER, HSH “raRE” %
ST AAA , 565 127 171,

1= & JR LI T B

TR v FOE RS FXOS CLI I H - S 3 TR 7 vk
AT LA AR e — T

* 7K (Local) - 2AZ07E Firepower HUAR A 2 SUH Pk

* Radius - WJ0{E Jy Firepower HLAH 15 % 1) RADIUS /IR %545 b5
XS

* TACACS - WAJI7E A Firepower LA 5 52 1) TACACS+ IR 55 %%
b SCH PR

* LDAP - Z0i#E Jy Firepower HLAH 15 32 ) LDAP/MS-AD JIZ 45
& b H RS

* 7t (None) - W1 72K 7 42 Firepower HUAR A HBIK 7, AR
FH S 41 5 i ZE B2 2 FXOS CLI G 75 %64

mERFIRE

AR A s

P2 P 22 o I B R Sy S0 UE SRR e AN n) F P AR 42
HE B B0 UF AR B R A IR A -
* HECENIN B (Assign Default Role) - fVFH 48 ] His
Bi AL
« & X (No-Login) - NAVFH Sk R G, R 42 R
EnEREp il
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AR 15t BB
KPR &E

AR E LT (Password
Strength Check) &% HE

BRI, A AHU T s AL AT A iR AR (T2 %
MR, 55 41 50 o BUAHOLT, REte )i HREm.

R SRIEFRITE T B

PP AT 56 B ASE P AR R 2 i A 20 B A R e A PR B
Py S AC SR B 5 I TR RS IE AR S, I AR AE T, X
AT DR 2908 21 g S0 S e D T SR A A e TR
ZAE P LA 1 0 AT 15 22 8] (AT 2 A

0] LUK [ B8 SR IT Y (History Count) 7B E N 0, XKL
PP St e, A3 ) Bl I A RE i B A A 2 i A T A

18] s HA 18] 3 247 BL

PEHIA MGG UEH] P ] I RE s S SO . 1% P BOAT L

* J2F3 (Enable) - AHb 5356 UF 1~ AT LU 55 0%0A] B (Change
Interval)” F1 “ % 2114 (Change Count)” % & ¥ { L% 1,

* ZX [ (Disable) - A0 G O3 56IE FH - ANBEAE A “ TG HE 2] [ (No
Change Interval)” 45 7€ 3R Py 5 i 355

B E e T B 28 H I R P AT 4 BB B35 (Change Count) - B 45 5 1) 2565 56 2
V&GN
ZAETTLUE 12 745 OND) RS
Flan, mEZ B E N 48, FitE] (Change Count) 7B ik &
K2, IBAAH G Gy UE ] AR 48 /NI FAT I 256D T A e
ik 2 k.

EOT B A Hb Bt 43 B UE ] P RERSAE S 24 [A] [ (Change Interval)” A 5T 20t
BN ) B K IREL
ZAE AT LUEAT 0 A1 10 Z R AT A

B EIfR B A Hb S B0 UE F 7 A B SO S S R 2 A A S A R e 2D AN R
ZAE AT LA 1 & 745 N BT EAE.
Qi S K 18] B HA 18] B 24 (Change During Interval) J& 1'% & ) 2
(Disable), %I [H] [A] 45 45 205

WRDEEA R B B BRI E N 1 3] 9999 K. BRIAEULT, 2.

HIOR B E S TR

BEE BIHRAT IR, AR PR OSSR A0 213, JEEAT
0 3] 9999 2 [a]. ERIAWIE]HN 14 K.

B HATEIRAA 7 B

BEE AR5 AT DUOE SO i R E, ST 0 2] 9999 2
. BRIAEN 3 K.
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PIR4

AR 15t BB
CRTEN [ At WE A R R, YBT3 365 200 BRIAME N

15 Ko WERFEIN G A RIERIHEMERBESERER, W0
WP EOR . BN, RGP ST BOR B 3, IR E R AL
JHTFIRGEBEE 2 10 K, MBI REAE B2 3 YO LR 10 KA 3 e
.

RAHRTF

foE S TR

0] LUE ] FXOS CLI K48 5E Firepower 4100/9300 HUAR7E < I FH /7 2516 22 A5 Fe V4 P N3G h st 1)
Bto LU G231k LA HTTPS. SSH A Telnet 23 135 Fe & A 7] (1) % &

FRIAE S K T B E A 3600 F2 (60 081D o BRINEN 600 5. ZEAEFHILEE, 1S THENERE
$ 0.

UK

HEN AR

Firepower-chassis # scope security

BEANBRINFAL 2 2

Firepower-chassis /security # scope default-auth

W'E HTTPS. SSH Hl Telnet £3 17 [ R I} «

Firepower-chassis /security/default-auth # set session-timeout seconds
(W) BRI SR AN

Firepower-chassis /security/default-auth # set con-session-timeout seconds

KA H IR AR R A E

Firepower-chassis /security/default-auth # commit-buffer
(AT3E) A S il AL 25 R i

Firepower-chassis /security/default-auth # show detail

T

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
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fc & 48 3 < TR EB AT

Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

mEsnsises

Firepower 4100/9300 HUAH HATZX Sl B8, M ARG S Ao il R 5 S &
W, MAE B R AN sexbEn Thae RamvE, ST B vrE . RSG5

£+ SSH 1 HTTPS) .

TR LU AT 65 2o v BN B 0 S TR I o X SR VFEE R PR TR SR AR BR AT 4500 65 Zox 25 1l i

I, R O AR s ) R I

20 HINEER A N 3600 72 (60 73081, WA FXOS CLIBET it ZAEMI M UEE, UL <ih

HEINAEBEA 0.

UK

BEN 24

Firepower-chassis # scope security

HEABRINFZAL 2 445K

Firepower-chassis /security # scope default-auth

BEEAN AT «

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds
CATE) B AT & 40 2 1 -

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds
FAL SR BN RS E -

Firepower-chassis /security/default-auth # commit-buffer

(MT3%) AR S IE AL 2 TR I B3 E .

Firepower-chassis /security/default-auth # show detail

i

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
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Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

RERAZIAERKIXE

S nT G A T e B VP g SR I B R RIS, W SR I % K, )™ 234 Firepower
4100/9300 HUAR Bl 52 — Bed & I TR BE 2 By SE VR P 2 8 S K K RIS, B — BUdis e it
A . WK BB A B R 2SR AL P S WRGEBUE . KRGS WA 48t
SEMPEA AEXFPNEOL T, AT BRI T K, AR5 A el 8ok

PATEUR 2P, DAC B f K8 sk 2l

a4

o R B R 2RSSR IR BUG, TR Pk P LR BB IK D BRiaie .
o BRI B R 2208 S R BN 0. BB e KR8 s, P 8l R geii e i BRI ]
KRR 30 0% (1800 #5) &

* AREE MNP BUERSANE R P BUE RSP IR, WS AaE AR B0EIRE . 28 51
e

X N SEL R G I AR E A R X 2 TN — . VRN B, TS 2 a I IE A
Pk, 5565 .

UK

M FXOS CLI #EN 2 44

scope security

B R S SR R

set max-login-attempts num_attempts

num_attempts {5 7] L& 0 2] 10 2 8] (FATAT 450

i 52 AR B 5 Rl SR R BUR T P e R GEBUE I T RE CRARD O AL
set user-account-unlock-time

unlock_time

T4 SN E
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commit-buffer

ERMFRH P EIRZS

X8 Maximum Number of Login Attempts CLI % & FH 4 7 i fie K R MO8 s 23 IR BL J5 9 Firepower
4100/9300 HLAEBE A 7, EE G Pl AR AE R LBUCIRES . AOCHEAFE R, IS RCE R K
ARG K IREL, 5550 L.

UK

$IB1 M FXOS CLI 8k N 22485t

scope security

SR E R (BRESERE -
Firepower-chassis /security # show local-user user detail
il

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

Nij
g
N

PR3 (IR HERH S BUE IR
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

BREEm/NHIEKERE

R A T B N RS B AR A, A 2B P9 1) doe VRO H (R 745 B S0 o 1, W RoRE min_length
WEIRBEA 15, W 2048 15 A sl 2 AT QU s . IR IURAE R G T3-St Y AR v A
ES PRI Z LI o ATRVEAE R, WS L AaNES I, 58 65 it.

BUTELF U8, LURCE SN KR 2.
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UK

$IE1 )\ FXOS CLI #E A\ 22445

scope security

T2 IRER/NEIEKE:

set min-password-length min_length

PR3 RAHE:

commit-buffer

IR FIKA

UK

L1 {KIKIEFE System > User Management.

FIR2 FLARMA R (Local Users) I£IIF .

B3 FHRMA R (Add User), [T JFRMNA P (Add User) XJiGHE,
R4 X THREER, S 7R

AR it AR

RPRaTB SRR NG I Bk S A4 Bk BEAABRAAZRME —,  JEI AL ]k
FHARRIHENI ARG G2 B ih P A R S 5 56 40
7
TAEF )G, AR ID. D ZUIMBRZH ik, G Him
DAl IR

BFTH WP T 7B s 32 N34T

HRT B PR, 2V BRZ s 32 M.

R B R A ko

RIESH T VRO RFIR=R TR
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msawmrms ]

AR

15t AR

TR T

SR B R . R R T R A, W SR

AR 20D, Firepower H] 4 4 AE 2R 40 2 H0 AT An] ANyl A2 o &

KA TSR P GES MR SR, 5541 10 .

P 23 FIOABEEUT/HS: $ (Exf5s) 2 (b)) f
= (B89 o LWHEMRERE LT A, R HILE
H .

THINERD 7B

A H IR

M FARZS 7 B

WHLRAS W E N TERN (Active), )7 AT LLUG SAE FH B 5% 1D i
figh 6 5% Firepower HUAFE #4511 FXOS CLI.

HPft 3%k

AREES B P T BRI f . GE SR Mt . 28 44
5

B S BN T “ HiE (Read-Only)” fifh, Jf HIbM

VRO IR RS, BN MM, AT ceel BT AT T M 10

iR MBS P e, RESHEZM P i £&i8ID, X
WA IS s2E CFS CLIAT Web) #BK; 7
HIEZ 9]

Tk P 2 B S HE

WUR e, {ERIHEA B 47 (Expiration Date) 7B 45 52 (1 H IR S
IED P 2B H GV A

AR AR ECERLII H S, JEToR K T BRI E
AN AR, R AR AT ) R i 3 H
.

N BH TR

T 2 . H IR N yyyy-mm-dd.

T BOR M H bR, A 80T DURRIE R 21301 H 9 H
e

LIS i Add.

A BR 7 1t B = K

UK

HIE1 K IRI%FF System > User Management .
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g2 R AMA P (Local Users) L1 <.
W3 RBP4, B BR (Delete).
SR 4 £fAIA (Confirm) X[ iHHEH, Hidi 2 (Yes).

AESE AR P ik
B IUEANA B D B AAA BRI, A RESOE s FIA ] ok

B2

LI {KIIEF: System > User Management.

S 2 AR A (Local Users) ZETT K.

PR3 BSOS IR 2 e AT eh, i dmiE (Edit) (SRERERR) .
$IB 4 /YR8 P (Edit User) XJiGHESH, 4T LLFHE2 —:

o EHGTH K, T A FARTS (Account Status) T B ITE BN (Active) HUE LA T,
S T IE F  PE,  DA K

o BUEHI K, i M POIRS (Account Status) B UAETE SN (Inactive) L F4H .
B PK AR E TS . ARRIE.

IS PHRTE (Save).
PIR6 B ST R RANE

Firepower-chassis /security/local-user # commit-buffer

AR S I IE R PRV RSN BIER

i

g A I NN S

Firepower-chassis # scope security

TR 2 FANCHRE K A 2 4k

Firepower-chassis /security # scope local-user user-name

SIR 3 IHER O E K [ i S0k
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Firepower-chassis /security/local-user # clear password-history

TR A KRS IR RGN E

Firepower-chassis /security/local-user # commit-buffer

ot

PR 7 B4 B 8 6 ) Sl SR A 55«

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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AR5 & 3

s KTWUBAER, 557 0t

* M Cisco.com F#M4 , 25 58 UL

o B WLE AL R Firepower 22434645, &5 58 1L

o BUEMUR I S, 2B 59 UL

* J}4 Firepower 14 JRHAE RS- G R4 , 56 59 1T

o KA A A USRS 453 Firepower 4100/9300 HLAS » 2 60 7T
o HHTIZ R A UG RRA , 5 62 1L

o [EfFFLR, 563 1L

* FEIBFHBICA 2.0.1 BEARICA , 25 63 7T

XTI GEIE
Firepower 4100/9300 LA FH (1 WAR 53 Ry PRAN BEAC R .
A

ER T WURHES R 2 B TR B A AR AIE . W) UMERT T B IR, RS SR R

Hike

* S MWYEA (Platform Bundle) - Firepower - & #4840 & — R ¥I2 1T /E Firepower & B 5| 2 F
Firepower ¢ 2R/ 5 48 {1 2 NG . V- S G862 Firepower A4 EEAE RS AT,
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. M Cisco.com T~ Z#R1%

M Cisco.com T AL 1%

IR 2

M Cisco.com F#; FXOS IR WG, PUERH &3] Firepower H146

FHIa Z Al

LA Cisco.com MK )™,

UK

A FH P 28 330 Wa 2% S U 2 http://www.cisco.com/go/firepower9300-software ¥, http://www.cisco.com/go/
firepower4100-software.

ARG AL Y8 4T T Firepower 4100/9300 HLAE (142 F 4k i1 -
EHRIE ARG, SR JE A R EBIA T AL

ER{% L £ 2| Firepower & £17 %

$IR2
SIE3

IR 4

R LK FXOS AR g EAERIHUAS

FHiaZ |l
i ORI 2 _EAR BWARAEA LTS BT H

UK

% RS (System) > B3 (Updates).

“n] 58T (Available Updates)” UL 2 /s HLA E 0T H ) Firepower W4 JEHAE R 40 1 5 HZ5 w4z
IR g 512

mithi & B& (Upload Image), nJFTJF “_LA&MUE” (Upload Image) X1 iGHE.

RGBS, W SRR RAEE AR

ik kg,
P W58 b A% 2] Firepower 4100/9300 HLAH . FARBURE, RESW RIS, 5 BAATERET 2
tt.
X THECR S, EAER)E, RGOSR — s Vil 1R R R IR XA
VL.
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I UERRIG RYSTEE 1L

BTG S N A Firepower 4100/9300 HLA6 5, &4t B IGAEMUE il 5¢ 38tk . Witk g 28, &) DUl
FH DL B FE T 3 56 1E g 6 e e

g2

T KIIEFE RS (System) > E 3 (Updates).

“n] 58 (Available Updates)” T 2/~ LA L rT FH ¥ Firepower 79 JEHAE R4 7 & S0 4
UNAEE] T I

P2 Pl EGAEMEAT X Y VI BEIE (Verify) (iEFmicEIbs) .

ARGURRAEWUR I SE BN AE “ MR 522 (Image Integrity)” 7B 2aviREs.

7t2K Firepower AJ 4 RIFIER G S Y E

FHIa Z Al

M Cisco.com FHF G HRMIPAEAFMAS G2 M Cisco.com FEWLAE , 45 58 51) , RJaktbmug
A% Firepower 4100/9300 HLAH GEZ MG ME AL F] Firepower 2% 4, 5 58 U0

a4

T PR TR 2L 20 2 30 734

R BT 384T M7 2 AR W 4% 1) Firepower 9300 1X Firepower 4100 R 41 ‘%4245, ol W R E T4
IBATHLA SRR Firepower 9300 &4 %, MITHIH AN EA S IH I %K % o

R BT R T AU TR BEEE R Firepower 9300 EY Firepower 4100 241224544,  WIF-2R 37 R i 7
AN EET R . B2, IR AL & AR STl i &

B2

KIRIEFE RS (System) > EFT (Updates).
“n] S8 (Available Updates)” T2/~ LA _ErT FH K Firepower 14 EHAE R4 1 & S0 G (%
N H BB 5155 .

B AT R ) FXOS 1 &G0 W [ FH2% (Upgrade).

ARG B RARAR 2R A . e RIS T 2 2R N T S 1 € 1 FXOS P 5 A 2 1)
FIPTE AR . BAh, B ESE, AT Gt , (EMIA S HR LI, REEHERS.
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B 5izin s 5t mis T 405 Firepower 4100/9300 17

P3P (Yes), NGBS 24, i B (No) DU %%
Firepower R[4 JEBRAE RGATIHHIREL,  THEUPINEALIT

>

PZ 5 2 S R 1% T~ 2 2l Firepower 4100/9300 4178

AT LML FTP. SCP. SFTP 5l TFTP K@ 5 v o5 A F A5 52 1 21 Firepower 4100/9300 #14H .

FHiaZ |l

WK 2 AR E ST AR AR R
o TEMIFE UIWAR (1 IR 55 25 1) TP L hEAN B 43 56 UE SE I
 BAFWB SR 58 4 BE K

UK

T AL RS
Firepower-chassis # scope ssa
HIE2 N A
Firepower-chassis /ssa # scope app-software
PR3 NIRRT
Firepower-chassis /ssa/app-software # download image URL
I LR EEZ —, WIEAE NSO € URL:
* ftp://username@hostname/path
* scp://username@hostname/path
* sftp://username@hostnamel/path
* tftp://hostname:port-num/path
FRA EE TR, AT BN A
Firepower-chassis /ssa/app-software # show download-task
SWE WHET PRI, WHATUL A
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app
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PR6 LAFRENAMTEAE R, HHAT LT 8 AE:
Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

Gt

DA 7- il SCP sl 52 et -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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BN

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

PiEI B B AR IR kAN

IR PR ASA N WAL TH R EHTCA, 58Kt Firepower JUHSTs A1 TR A5 2 kR A2 K AEVK S 37
s VS 8T IR Bl ARCAS o

848 Firepower LA FEA 8L FXOS CLI ¥4 Firepower BB HZ 51 % EIR A S ARCAS, W
FAS LRI TR R A« P25 15 4% ) SR A 2 Firepower JEMM S AEIAE I HE Pk &2 37 5% v BT 22 36 21 11
HERRRA . KGR, 152 b Firepower BUU7 SR B (1)K MEDK L, 57 294 1. {EWIGA B2
FTDZM &5, ¥ ICILAE ] Firepower ML 2 85 5k FXOS CLIFF FTDZ 4 4 % . ZFF4 FTD
WA, U] Firepower 8 B0 A7 RTEAIME R, 1201 (Firepower RGERATIN]) -

http://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html,

FUTER, FTD@HH & AT SEHT A 2 R MLLE Firepower HIAH & #E 4% 1 Logical Devices > Edit /1
System > Updates UL[f] Fo iXEEGT R SR I ARAS 2 Fir Gt FTDI@HH w45 it IR AR AF A (CSP ik
B .

TERS T ASA iR BRSNS, ASA ST RBIZIRAIRE T ARCE . REEKIE,
A AR TARGEER S 2 ASA A BRAR -

ASA &) T -

L S R & BB WR A .

2. WiES B

3. H —E v LR A .

ASA HUHT IR -

| IS Qe S W ) =2 N

2. fEANJEBER B B

3. WU v (AEMAB B LR SR
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[ 4 7+ 2K

a4 ]

FIAZHI
M Cisco.com T EH T2 E AN HBE GEZ M Cisco.com NEMLE , 258 10 , REH
ZWLS AL 3] Firepower 4100/9300 HLAH CGEZ ML EAL 2 Firepower 22284, 2 58 1)

WG IEAETIZOT S IRZP MR R — A B AN IR, O e T 40T G ARgR .

UK

EFFIZER1% % (Logical Devices) 1 7T “@4HK %~ (Logical Devices) LMl .

“EHW” (Logical Devices) UL wt s fEHLAR F L E AR 1K . W RS B AT 2 1
%, WRGK B — 4R WS DL & .
P Th ARV B (A2 AR A6 Y [ B #T AR AR (Update Version), 7] T T E#ARIK KA (Update Image
Version) X iGHE .
X THTARAS, R AT RAS
Hiili OKG

A RAERE ) Firepower 4100/9300 HLAH TR (E R, T2 CEEL Firepower 4100/9300 FXOS
TR AR D o

FHFERBIRA 201 K BRIA

A\

%M LUR CLI BB, fEapith I Fah &g CIMC W%,

P i

PEREFR G TP T MBRAS 2.1.1 S R MA MR B 2.0.1 BEARREA

FiaZ |l

TR 2 [ 20 1) N TR 5 1 43 Firepower 4100/9300 HLAH (i 2[4 M Cisco.com F#MH% , 45
58 TUFLKG 1B B 46 B /% R 483 Firepower 4100/9300 HLAH » &5 60 1) .

iz
FEFESE CIMC WHRZ R, S I WURIRAS LA

LA B (120 BRI BRER AT 5 WAR RCAS -

T
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B =omgams 00 = mmE

firepower# scope org

firepower /org # scope fw-platform-pack default

firepower /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
firepower /org/fw-platform-pack* # commit-buffer

firepower /org/fw-platform-pack #

HIR2 [EYRHMAL
Fe A TR D SR B 2 CIMC AR

IR

firepower# scope server 1/1

firepower /chassis/server # scope cimc

firepower /chassis/server/cimc # update firmware <version num>
firepower /chassis/server/cimc* # activate firmware <version num>
firepower /chassis/server/cimc* # commit-buffer

firepower /chassis/server/cimc #

Wyndr L E R MO, LUE AR

FIR3 R R
FE WA (125 PR 2 B AR «
il
firepower# scope firmware
firepower /firmware # scope auto-install

firepower /firmware/auto-install # install platform platform-vers <version num>
The currently installed FXOS platform software package is <version num>

WARNING: If you proceed with the upgrade, the system will reboot.

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup
Do you want to proceed? (yes/no):

T—%Ht4
ST LALE R/ 1 3h 22368 5N ] show fsm status expand iy 2>k 5 22 285t 72 .
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ZEINESRE

o GANUEARIME . 565 UL

* 7B SSH EHLEE] , 26 66 1L

* P IPSec ZAXIHIE , 5 67 UL

* BCEASAT AU CRL, 28 72 1L

o RTIUEBRES Ay R A, 2873 1L
* MCE CRL EMI M, 276 1t

* WE LDAP %8 UET , 5 78 it

s FHE P eSS RIE , 579 51

ZEINIEE T

1og

5% BB R BUR B LR AT I 75 2L A 15 el S 1 7 A A BROEZH SV T ) 2 b 1R B % AR A

Firepower 4100/9300 LA SCHFFF G Horp 45 T2 Nl bRt o
S LN 38, T SRR G X SehRAE I T RE ) A FH 2D IR

* JAHI FIPS #5i:, % 139 1T

o Je B AR, 28 140 1T

* ML IPSec e AxilIE , 55 67 UL

* FUEASE AU CRL, 26 72 1L

o RTAEBHET B R, 573 |

* MUE CRLEY &, 25 76 1T

 BLE NTP BA50AE:  {FH NTP & & HIFIE R , %5 100 7

 WH LDAP #HHIMIES , 5578 1T

s BUE IP U5 413, 28 141 1T

* JA M P e S AE , 58 79 TT

o JE R NE KR A, ST
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| RN B

© BRI TR, 50 1T

\}

AR R, R E UL Firepower 4100/9300 HLAH F i FIIAUE A U . 7E Firepower 4100/9300 HL
F T FIE SR 24 5 FUPE B B0 AR 16 20 e B AT ) B e #%

4 sk SSH F#1 % 4R

7E FXOS A 2.0.1 Z 0, W&PIaG % E RGN I SSH BN B i gn it 1024 7, EFF4
FIPS FUE RN UE TG R, S0 St 1H EALS A AR OB 0 WU . Aot 5, ES0
Ja M FIPS #5585 139 mualm i H i, 25 140 11,

PATEURN BB, U IH A SSH LN H 4 OBt AT A DA IEE 5 ER K L

UK

$IE1 A FXOS CLI i A\l 45 piak:
scope system

scope services

IR 2 MR SSH ENLEH:
delete ssh-server host-key
PR3 RTHE:
commit-buffer
SR 4 K SSH BHVEPIHCEBCE Jy 2048 {i:
set ssh-server host-key rsa 2048
TS ATRE:
commit-buffer
HYR6 QA SSH LHLEH:
create ssh-server host-key

commit-buffer

FERT B AP
show ssh-server host-key

MUK 2048
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& psec 22imiE [

B & IPSec £ & i@ 1E

& AT LAAE Firepower 4100/9300 HUAE LFC & IPSec, X ik 24 F 169 2% 1) 5040 40 312 1k o 1 o K4t Jom 2 11
SRR ST XL KBRS PR A LE A AR AR 2 I —. ARHAIER, WS
B 2 A ANIE A RE 28 65 T

Y
iR  WHEALE FIPS #C A H [PSec Z¢4xiliiE, NI IPSec X S A4 440132 £ RFC 7427
o WNFGEFENC B AT IKE F1 SA FEFE ] N3 2 AR BE UL EE (FE BT 2P 3Rk sa-strength-enforcement

WA yes) :

JaH SA AT )5 : 11 IKE W3 i (R85 PR /T ESP Wb i 1) 2% B K
ANSCE PN
IKE P35 02 AH /N KT 8055 T ESP W R %%
BRI, SA $AT K At i I HAERE )

25 SA AT A SA PATHS A im ik %2 el

PATEL T AP, DARCE IPSec %4zl .

UK

$I1 M FXOS CLI BN iR :
scope security

PIR2 QY
enter keyring ssp

! create certreq subject-name subject-name ip ip
FBI A KIAIIE T R R
enter certreq
PR WEEZ/MX
set country country
FIS  WHE DNS:
set dns dns
FIR6  BEM
set e-mail M1
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BT WEIPHEL:

set fi-a-ip fi-a-ip

set fi-a-ipv6 fi-a-ipv6

set fi-b-ip fi-b-ip

set fi-b-ipv6 fi-b-ipv6

set ipv6 ipv6
HIRE  WEALE:

set locality locality
PRI WEALLIK:

set org-name org-name
IR0 BCEAHL AL FR:

set org-unit-name org-unit-name
TEN BEEM:

! set password

set state state
SIE13 W E certreq ) E AR

set subject-name subject-name
T4 B

exit
W5 WEREL

set modulus modulus
PER6 BE UL R 10 FOH A

set regenerate { yes | no }
LT WEGEA:

set trustpoint interca
LIE18 B

exit
ST AT

enter trustpoint interca

BIER20 ERUEAE A K
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set certchain

i

MIIF3TCCA8WgAwIBAgIBADANBgkqhkiGOWOBAQsFADBWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAWCQOExDDAKBgNVBAcMAINKQzEOMAwWGA1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtzc3BAc3NwLmS51
dDAeFw0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEMMAo0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
AITUECwWwWEUIRCVTELMAKGA 1UEAwwCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIIC[JANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8WE3E39XcXA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/IrAie7bNn3ZYrI29yuyOrlqoi9%k9gL/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/19x/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9%keYs/rbZdRSeXy9kMae42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctlSHj1808705s/pmQAW WRGKK pfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFKfexoGNGwWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSWE9HsAIMI8UuujmHgqH5Smlwyy3Me+cEDHoOhLeNs+AFrqEXQ
e9S+KZC/dq/9zOLpRsVqStIsAuVI/QdPDbWShjflIE/fP2Wj01PqXywQydzymVvgE

wEZaoF g+mlGIm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvdOgbORWb3 1H32yS1
[la6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RVNZJ52sUaD9C3UodTUCAWEA AaOBgTB/MC8GA1UdHWQoMCYwJKAioCCG
HmhOdHAG6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UO0APK76pVIYQQS5AWHWYDVROjBBgwFoAU7Jg01A74jpx8U0APk76pVIY QQ5AW
DAYDVROTBAUwWAWEB/zANBgkqhkiGOWOBAQsFAAOCAgEAvI&ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94Lr]JCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5R18n
BNXYHqxuoNMmgbS3KjCLXcH6XIN8t+UkfP8OhvIt/fluJ+s/VISVZWK4tAWVR 7wl
QngCKRIJW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWcVGDR2r6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rJX8D9UmfhqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw-+uJ1IRj1oulk+/ZyPtBvFHUkKkFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFqDCCA5CgAwIBAgIBBDANBgkghkiGOWOBAQsFADBWMQswCQYDVQQGEwJVUzZEL
MAKGA1UECAwWCQOExDDAKBgNVBAcMAINKQzEOMAwWGA1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS51
dDAeFwOxNjJEyMTUyMTMONTRaFwOyN;EyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEPMAOGA1UECgwGbmV3c3RnMRAwWDgYDVQQLDAduZXdzdGJ1
MRMwWEQYDVQQDDAppbnRIcmOxLWNhMSgwlJgYJKoZIhveNAQkBFhlpbnRlcm0OxLWNh
QGludGVybTEtY2EubmVOMIICIjJANBgkqhkiGO9wWOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWEF31ZsegjhL ANsodxuAUmhmwKekd0OpZZxHMw 1wSO4IBX5
4itJSOxyXFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

1se WNvKhUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5Y UaRJMak/t8kCqhtGXfuL 1l
E2AkxKXeeveR9In6cpQdSJiNzCT/t9OIQL/T/CCqgMICRXLEFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNXI1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLktholdPA28xInfIB1azCmMmdPcBO6cbUQfCjShSmk3StVQKglCjaujzS5TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRdJPMsTJ4yPGOBieuRwdOp
18w/rFwbHzv4C9Fthw1JrRxH1yeHJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEA AaNBMD8wDAYDVROT
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BAUwAWEB/zAvBgNVHRSEKDAmMMCSglqAghh5SodHRwOi8vMTkyLjE20C40L;15L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiErK dupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8BSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CD5SW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3 f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

TEN BRI AIEK:
show certreq
-

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAwWVTELMAKGA1UEBhMCVVMxCzAIBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwWCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
U1AwggEiMAOGCSqGSIb3ADQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKWTrmveZjDjkMm2nDFsPIX9
39TYPItDKIE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjUSYnR1
qiR4q7j1RmzVFxCDY 31VP/KDBoa5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzAIBgkqhkiGOwWOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUICEwK gA
1jANBgkqhkiGO9w0OBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
2L.2pjxSOHbQICC+ENRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUsIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSELIweVdtoycSdJzs9shOxwT6TAZPwL7gq/1ShF
RJh6sq5WIp6EOSjYefK62E7MatRjDjS8DXo0xj6gfn9DqK 151VpkK2QqT5meSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28k X AVczmTxXEkJBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

1822 i3k IPSec
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& psec 22imiE [

scope ipsec

$B®23 WE HEILKY):

set log-level log level

S| QIR A IPSec K

enter connection connection_name
HIR25 K IPSec AU E  BEIE B A% 4l -

set mode tunnel or_transport

SUR26 WEAM TP Huhk-

set local-addr ip_address

P21 VCELHE IP il

set remote-addr ip_address

PIR28 QR RRE R, B E R

set remote-subnet ip/mask

P29 (AR WERHE S

set remote-ike-ident remote_identity name
T30 WEEHRLK:

set keyring-name name
TEBIN (JiE) BE M.

set keyring-passwd passphrase
$IE32  (Aik) W IKE-SA Ay A () .

set ike-rekey-time minutes

minutes {7 LL/& 60-1440 CELEAEN) 2 0] ATl 2840 .
$IR3I3 (n[k) BET SA B AN (B (30-480):

set esp-rekey-time 7} %}

minutes {8 7] LLE: 30-480 CRLEAEN) Z A1) 22 5
LRI (WED BECEAIRIE B ) R AR T A AT B

set keyringtries retry number

retry_number {H V] LU 1-5 (GUSTEN) Z [A][PAT T 445
L3 (k) o HEEEHE T M SR

set revoke-policy { relaxed | strict }

PR3 R

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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w&NEERY |

set admin-state enable

R IO

reload-conns
R ER, RGEHNEEl]. 2R\ T iraiEi.
(Al BIE AT S AR INE IPsec:

create authority trustpoint_name

fid B AT IKE A1 SA FE4% 8] in 28 235 450 i) UL I -

set sa-strength-enforcement yes or no

il E 5T =587 CRL

$I26

O A UE TS PR B AEE 5 A9 41054 (CRL) e )7 i Y]] CRL AR B 25 4 (K 5 0 B0 i o iR 55 #e 1
FIFIHT CRL 527 AR 4K A ANFE A5 A 10 % 7 i N FR 5 B K

TS ATHLE Firepower 4100/9300 ALAH LA HE 15 A4 7113 (CRL) {5 BEAEXTEIE T . XN LIRS
(38 F PR UEVIE S SR L R 2 IR T 2 — o A OGTEAIE R, IS %A UAES M . 28 65 L.

PATIX L IRLLAE ] CRL {5 B UE A SRS o

B2

M FXOS CLI # N\ 224155

scope security

BENAG A R

scope trustpoint trustname

BEN AR

scope revoke

M#k CRL 30

import crl protocol://user_id@CA _or CRL issuer IP/tmp/DoDCAICRLI.crl

(k) 2o CRLfE RSN REIRES

show import-task detail

REUE P A B E N AR T CRL:

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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cFirsmmnumnres [

set certrevokemethod {crl}

KT IERHEREIIRRE

)

$E 0] LIAE IPSec. HTTPS 144> LDAP JEFE HRHIE 15 A4 4122 (CRL) A e A U E A “T™ A% B “ 58
L/

FXOS M X.509 iF 13/ CDP {5 P 3REsh A CIEEA) CRLAGE, &fE8iERs1& CRLEE. &

G B2 T8 FEFE8 FX0S R4 A CRL 15 B2 CRL 58 . FXOS M4 P aErh

YT IEZE AL B F P AL FE SN A CRL 56 . A CRL {35 5 ) 8 FH T4/ b £540F o4k

15 JE FH B 2% B 6 224 TIPSecs LDAP FI HTTPS 3E8: (E 1 AR 2 10 BAR L B8, 155
A IE. 68 LDAP #L4LR Y AL S HTTPS.

5 Bic ' TPSec

a4

. izu%% “UEPS IS RS B 2 (Certificate Revocation Check Mode)” B& A “FZH#% (Strict)” , TN Y
SR P AE A 20 1 jﬁﬁ%ﬁﬁﬂﬁi A CRL A3EH .. (i, X EEE B AL E AR CA
ﬁ%%[l)r& CA 254 10 SR 15

* b IPSec BUE A CRL I, AN CRL XA b ZUEA “HACHE AR IRST (authkey) (Authority
Key Identifier [authkey])” FBt. 0, IPSec &4 HAN K TLAL.

* A CRLALSE TR AR — MUk # BZhA& CRL. 24 FXOS AR A5 UET0IN,  WURAFAE [R]— MU

IS (OHIE) #4 CRL, FXOS 2= ZBE 240 59 [#) CDP.
o BOALECL R0 i ™ 4% CRL K -
* OV 24 LDAP 3R I8 TPSec R P omilE 1545 H

 BTEE ) FXOS MU EEAS (] FXOS 2.3.1.x 85 S MCA IR 46 3 Sl IRASR D

AR TIEREE R, BRI TR R A AR A A BCE AN TR E .

3% 6 TAHERZS CRLATIS “IEHBtEEEIER (Certificate Revocation Check Mode)” & &} “ 4% (Strict)”

Jo A1 ER7S CRL LDAP E#z% IPSec &% ERimiE$ S IEIE
A SR 5% e LSRR T B e LSRR T B e LSRR T B
A SEE P | AR AU e LT AL IR ok LT AL IR ok
CDP

B X SEIE PEEMIAR CA | /& AN =

IE 54447 CDP &
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B cresmnuswnens

REINESHME |

FeAHER7S CRL

LDAP & ¥

IPSec E1E

& RimiE$ 54 38

X UE A B A AT AT I
SELATEN e

HEERW, R R
FEH G E

HEERW, R R
FEH G E

HEERW, R R
FEH G E

FEXTAEUE P8 P S T
FEATIEF

HEHRM, RGN R
ZEHEHE

BRI, RGN AR
ZEHEHE

BRI, RGN AR
ZEHEHE

SEUE P RE P > — A

HEHRM, RAEWRR

XFEEUETD: HEHRI,

BRI, REWRR

UP i H&EH A ARG W ARG HENE [ZHEHE

Hila) CA: R RN
KA~ CDPCRLER A | IEH ) BRI BRI, REERRF
BUEE A4 BOR AR UE 5 B e H M
Pk
T N AR BRI, RERIRR | XARIET . EBRN, BRI, REGRIRR
LA CDP g H G A ARGV RARGHENE |G HENR

Hi) CA: HEHRIW

TEREE4

45 2 L] 5 H B B RYER ARG HEME |G HEME
e CA: R RIK
UETV A CDP, JWS548 |3, REBRR IES: ERRIK, [ EERIL, REERR
LR H CRL 78 CDP | 48 H kit RAWR RGN SR | 4 H &0
- HA CRL, fHCRL A WA CA: JEBE RN

R 7:EBARMERTS CRLETIE “SEHEEEE T (Certificate Revocation Check Mode)” % & 3 “ 4% (Strict)”

G 1D

B K57 CRL LDAP ;& #: IPSec E1%

o A o 2 54 T B EHE R Pk T B R Pk

o A0 AEAIE P58 ) CDP SR EE R T B SR EE R T B

EI XA SR AR CAE Tk | 2 AN H

1T CDP ¥ %

KHEUE PR AT UE P IR R | &R, RGN RRGEHEN | EERM, RES R RGHEN

% )5 J5|

FEXPEAIE PBE h Y TAEMAUED | BRI, RETRRGH G | EBRRN, REERARSHEH
B J5 |

WHAEIE TP B b—A>CDP (IF | 32T TR
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cFirsmmnumnres [

CRL 7 CDP I, {H CRL BT
WY GIEBEESN N 1)

B AR5 CRL LDAP & #: IPSec &1
WHEEE P4 Th 1) —> CDP CRL | &8 ER NI
Jyad GIEBEER R R 1)

TV R B SR PR P AT | T ER T
CDP GUFPHEZ N 1D

WEPHA CDP, 1H CDP R4 2% |8 ER )
ERH GIEBEEZ N 1)

W HAG CDP, RS54 Rl H | BTl R

XPAFUE B HESO = T 1

RN, ARG won RGEH G

mAY CDP 44,

HERE )

B IRHAT CDP, Mo & WO
MRS HEHE

%= 8 LARHERZS CRLATIE “IEPRHEIEEIER (Certificate Revocation Check Mode)” & E 1 “#25 (Relaxed)”
T A HER7S CRL LDAP %% IPSec &3 & PimiE P S5
o A A5 UE T SEHERIE 55 SEHERIE 55 SEHERE 55
AT S PR Y | SESE e T SERETAIE 15 SEREAAIE 15
CDP
EFX X EIE TV EEMIAR CA | A& ANE &
UET5 4047 CDP £
X S UE T T AT AT IR ﬁ%f’i%@ ARG LRR ﬁi‘%f’i%@ ARG LRR ﬁi‘%f’i%@ RGN RR
I I W ZHEHE R ZHEHEE ZHEHEE
TEXPSFUE RS T | 1R, REWRR | ERRN, REGWRR | EERRN, REGERAR
ATAATIE 15 4 H &R 4 H &R 4 H &R

ZEEPEE P B —A | IERRT) ER ) EBRRW, REETRA
CDP g HHEH L
H/NCDPCRL A HAH | R R R
WA IR SR T
N
Tovk RS SR PR | R HER T HER T
HfEf] CDP
iF1 244 CDP, {HCDP |1EH:H) ER R ER R
54 2L A
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w&NEERY |

T A thER7S CRL LDAP %$E IPSec jE3% % PimiE P S5
EBHA CDP, Ar&sas [ EF D EF )
t\)A 30 H CRL 7E CDP

b, {HCRL BT L%

4
% 9 B KHERTS CRLATIE “IEBESIE (Certificate Revocation Check Mode)” &3 71 “T%3 (Relaxed)”
BB K E:7s CRL LDAP &3 IPSec E3E

R A0 S5 UE 5 SERERUE 158 SERERUE 158

T A0 SEUE 85 1) CDP SEHEPUE T 8E SEREIPAE 1B
B0 SR AR AR CA IE 530 | 2 AN H

1T CDP k%

SO P KT (T TIR0AIE 2 | 3

PR, RGE R ARG H AN |

Tﬁf’im&’ %%J&T%/JL ?‘%’

% J5N J5 |

LEXTEAE P RE PR T AR | SR, RGN R RS HEN | EHEAM, REBRRGHEN
JEN J5|

WS -PEETP /D —/NCDP (I | 8T RN

PREH A 1)

WFEEAE T — CDP CRL | 33253 ERE T

HA GEBEESHA 1)

vk R SEIE B AT | R R

CDP CUE-PBEEZHN 1)

IFPBEA CDP, {H CDP R4-2% | &8 ER NI

CLRM] GIEPEES A 1)

W HAG CDP, RS54 O Jn o H. | B Th TR

CRL 7 CDP I, {HCRL 15
WA GIEBEESN N 1)

XPAFUE P HES 0 T 1

BRI, R EoR R H G
H

gany

WY CDP 45, RSN

WA CDP, &R R4t
ARG H & A

BCE CRL EHEA T &

TR R E € I F 4 (CRL),

[ =#! Firepower 4100/9300 FXOS Firepower #l i & IR s E Ei5/, 2.7(1)
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CERUR T |

TR LU R P UR R LU T D) e
* FTP
* SCP
* SFTP
* TFTP

* USB

TR « A3 EF SCEP F1 OCSP.
o £ CRL AU E — AN 2 ) M k.

 BEMEAE RSO 4> CRL.

S

AR AT LN D AR R o A U L — /NI A ) R R L A

PATLL R, DIBCHE CRL & H M3

FrIEZ Al
T4 O & Firepower 4100/9300 HLAH LAE H] (CRL) 15 HUSIERASE T . A LTEME B, 153 M
EGATSEAS CRL, 56 72 T,

UK

$HE1 M FXOS CLI @k A\ 222 ik

scope security
P2 BN REA
scope trustpoint
PRI AN
scope revoke
T4 i mAICE
sh config
PR WE HILACHE

i
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B = wae mmies

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

T8 HBC A
exit

(Al @IS R 308 CRL 0T AL E -
ENGE

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

12 & LDAP Z AN IES

\}

AT A 224 1) LDAP % 7 i B AR UE TS, LA AL SCRF Firepower 4100/9300 HLAE (132 %F TLS %
Feo 1K N LILARGE AR HEAUE GV AR 2 1B I — . AOTEAE R, WS
AR, 565 T,

a4

$IE2

Wi s a8 AR UE (Common Criteria)” #50, W2AZ0E HI SSL,  H2A 254 FH ik 5+ DNS 15 B 14
HEARIE

WA LDAP g5 #s4< H A ] SSL,  WIR G o5 A L2 v 5 | RIS, 2 35 B IS

LDAP Jl 45 % B AU CC Bt T I T4 LDAP ¥4 (3 SSL) f) DNS {% &
WATLLF B IR, LARCTE %4219 LDAP 2%/ S 3 FRE 15

B2

M FXOS CLI # N\ 24155

scope security

X LDAP #ixt:

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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sRzrsiEsanni [

scope ldap

$I1E3 kN LDAP IRZ 224X,

enter server {server_ip|server_dns}

$£IB 4 %'E LDAP %K.

set keyring keyring name

FIRS RATHCE:

commit-buffer

BER%E PimiEH S5

N

TSNl R0k il 105 LDAP 45 &4 H, X HTTPS Uy 1) H 7 3T S 4 KIE . Firepower 4100/9300
WA (BRI B 43 900 00F e B 5L TR 40

pEL

S FEB S BAE S, IXJE ST HTTPS (FME——Fh 5 4 56F 2K
B PUAIE T B U R AIE TSI FXOS 2.1.1 FAAS 2 ERIE S M Y6 7

P A AN AL UL SR, A B BT e -

o 270605 AE X509 J@ P “UE AT & AP - B3 (Subject Alternative Name - Email)”
GER

o /RS A2l CORE AR S AR B S 5 B AR RUIOIR CA BT . &) i e A5 44 20
HT R HAE S S A B B |8 E ST R AR CA 2544 .

UK

M FXOS CLI #EA R 55K
scope system

scope services

(F[3E) #G HTTPS S HiF i1
set https auth-type

T

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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B zrzssissepnir

IR 3 5 HTTPS SRRk BN 2 1% ) i
set https auth-type cert-auth

P4 STHCE

commit-buffer

. 2%} Firepower 4100/9300 FXOS Firepower Hl 5 =122 B Ei5/, 2.7(1)
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* 2\ Firepower HUAHE A S 1E SN RS H K, 5 81 1L
o W IP Hudik , 5 82 T

o N RFLIP, %583 I

* T4 Firepower 4100/9300 HLAE & F5 , 45 86 Wl

* ZRZEEGOET , 5 87 It

 BoRHTRE , % 93 1T

* #3813 8)) Firepower 4100/9300 HLAH , 25 96 1L

* XM Firepower 4100/9300 HLAH HELJE , 2 96 11T

o WA BRABCE , 2B 96 UL

o MR RGN, 97 T

S & Firepower 8 BB SR RA R G E L
LUN R G s nl g4 808 [ 3 Firepower WU HE 3% 2 48 P k4
* SPRGERS [ (B 10 430
* {{i il Firepower HLAG 4 P 88 5 FXOS CLITEHT 3 5h i % 1 2 4%
* {£ Firepower 4100/9300 HLF_I- T4 FXOS fiA
o N ERZE ] FIPS sl i Al i ot

)

AR OB EIRE S, W R e T BN B TS SD, s ARG R . BIANS UL, TEH
SRR R 10 438, ERCEIHEINEE, WS RIEE SN, 548 0. Ak, Eikay
DAFCE — AN B B E, R G AE S 4 e I R) 5 st ol A 5 s (RIS P 251l Ak T 3tk
) o BERCELOGHENBE, ESRACE LSRR, 5 49 T,
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| R

BEEIR IP thik

FIRZ Bl
&0 LA FXOS CLI ¥ 4 Firepower 4100/9300 HLA L /)4 #E 1P Mkt

N

AR PSR IP MRS, T AL B ik B 7 2 Firepower HLAR #4551 FXOS CLI AT A i 452

UK

TB1 ERF FXOS CLI GEZF Uil FXOS CLI, 2 13 7D
P2 UFCE Pv4 & ELIP Mk, EHAT LN ERE:
a) WEACHIEFE TR a (VS
Firepower-chassis# scope fabric-interconnect a
b) ZEEFE I IP Hhhk, WAL T @4
Firepower-chassis /fabric-interconnect # show
¢) HIALLR A4, WCEBT I BE 1P M hEAN 5K .

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network_mask gw
gateway_ip_address

d) FHESRAZFIRGIE
Firepower-chassis /fabric-interconnect* # commit-buffer
SR 3 LWACE IPv6 B HL IP Mhdil, AT LU R Ak
a) WEATHIEFEEEL a VS
Firepower-chassis# scope fabric-interconnect a
b) WEEH IPv6 IC & e -
Firepower-chassis /fabric-interconnect # scope ipv6-config
c) EAEEMHIEH IPve Hullk, EWALL T4
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if
d) HIALLR A4, RTINS BE TP I IR AR .

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé ipv6_address ipvé6-prefix
prefix_length ipv6-gw gateway address

R AN HF IPv6 4 Jay PR M i/ MLAS 1) TPv6 5 B bk

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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sxmmezr [

e) FHESRAZFIRGIE

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

Gt

PLF 7- L & TPv4 A B4 LR O

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

DU /R BIEC & TPv6 & 32 T R 56

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé6-config #

B MHAEREIP

0] DL FXOS CLI ¥ i 4% %1 Firepower 4100/9300 HUAR (YA H L4 BE 1P Modik. ik, G002y
SE1E FXOS ~F-E ol 1P 5 5, SRS 20 B IP £ .

SO R 7 B TP 4 T BURSS H i
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UK

SRR EHLF FXOS CLI. - (GFZ V51 FXOS CLI, 25 13 50
PR 2 R E N BB %
scope ssa
scope logical-device logical device name
PR3 KL E N IS SRR, PRI S [ SR F . T
X1 ASA TEHE B AT AL -
a) WANEHBAE G SR
scope mgmt-bootstrap asa
b) A AJHAE ) TP AR
scope ipv4_or 6 slot_ number default
¢)  CIXPR IPv4) BB B IP Hudik:

set ip ipv4_address mask network_mask
d)  CXPRIPv6) BB IP ik
set ip ipv6_address prefix-length prefix _length number
e) UBIE MIHALE:
set gateway gateway ip_address
f) RATHE:
commit-buffer
XT ASA IEAR A IR L L -
a) AR G| SR

scope cluster-bootstrap asa
b)  ({XFR IPv4) BEE IR 1P

set virtual ipv4 ip_address mask network_mask

c)  (UBE IPv6) W 'E B HEFL 1P:
set virtual ipv6 ipv6_address prefix-length prefix_length number

d) VAT P ith:
set ip pool start ip end_ip

e) BLE MIHLALE:

set gateway gateway ip _address

) HARE:

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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commit-buffer

Xt T+ Firepower J&uH B AR A 7 ARFEE L -

a)

b)

M NZ AR A G| R
scope mgmt-bootstrap fid

i AT TP AR
scope ipv4_or_6 slot_number firepower
CIXBR TPv4) BB T TP bk

set ip ipv4_address mask network _mask

{ PR IPv6) ¥ EBT T IP Hiuhik:
set ip ipv6_address prefix-length prefix_length number

T W I -
set gateway gateway ip_address
PEATHLE :

commit-buffer

B N TREAERCE, M0k 1% 32 3 Firepower 4100/9300 LA R AEAN N FH 3¢ &5 (1) TP Mtk

REATHURG AR 2 HA BOE, W Z5006 A HUAR L RS Y ] A X AP B

NENMNHEREHES | SRR E R

a)

b)

F T HEBRE N ssa FiaA:
scope ssa
N R a Wk B
scope slot slot number
K0 B e A I P S4B«

scope app-instance asa_or_ftd

HEREH G SR R

clear-mgmt-bootstrap

PEACHC -

commit-buffer

AN :
disable

commit-buffer

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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IR N TREAERC S, M AZR K T 25 H] 7% 32 3 Firepower 4100/9300 HLAR i1 N H  #L 5| 5
FEFP(E B iR AR I B AEER HA e, DDA 206 AN HUAR b A R4S I A2 IX 0

.

PO N AL AR AR ZIN, =8 E S
a) KRG EE Y ssa B
scope ssa
b) R R A A A
scope slot slot number
o) KGR E A N H LA
scope app-instance asa_or_ftd

d) AN

enable

e) PRATHE:

commit-buffer

iR XTI S, R0 Ji B 53 P AT IX Le P IR DU T i3 F 1453 Firepower 4100/9300 HLAH 1) 4%
A ARG N AR B HA L, 206 AN HLAR E i R4S B 35 2 X e D B

5 24 Firepower 4100/9300 #/1.55 & #7

#0] LLZE FXOS CLI H 3 4 FH 1 Firepower 4100/9300 HLAH I 44 K o

UK

LB %EH:F| FXOS CLI GEZ [ Vin FXOS CLI, % 13 11)
$1B2 ARG R

Firepower-chassis-A# scope system

FERI EH HTA K

Firepower-chassis-A /system # show

TR A NCE B AR

Firepower-chassis-A /system # set name device name

TS FHEFF IR RSB E

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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Firepower-chassis-A /fabric-interconnect* # commit-buffer

T
AR 7 K5 BE S 6 4 P

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

RERZEESMIES

TESERRAIATL E G, R B2 4 SSL IE1 LAt Firepower 4100/9300 HLAH Web N AT i
TAXIE P2 A AU, &P umd s A s BEEAEE . HriE ) bl Y48 B /X5 i) Firepower
4100/9300 HLAH Web FLIHIN, X VIZS S0 SSL 22, ZRH F7E V) 0] Firepower 4100/9300 HLAH 2
210 AT LM LR RS, A#1] FXOS CLI ZE fiiE 1525 4448 5K (CSR), 22545 3 1 5 47
UEFS LLE Firepower 4100/9300 ALAG M ] o b B0 UE T 1% P i) W 8 (5 AT B2, JF R 8) Web
FHIf I TS

UK

HA4% 5] FXOS CLL.  (GEZ 717 FXOS CLL, 5 13 50) .
LIPSty B

scope security

RELIES

create keyring keyring name

BCE AP

set modulus size

PRACHLE -

commit-buffer

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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FLE CSR 7Bto ATLMERIZEALEI (i, ERAAFD AR, Wbk aveE e (wi,
DCBRANZL L) AR A S L. TR, BRI CSR BN, RGP A IE %6

create certreq certreq subject name

password

set country country

set state state

set locality locality

set org-name organization_name

set org-unit-name organization_unit_name

set subject-name subject name

FEATHL A -

commit-buffer

T CSR, A H IR B BATANI . UM H A CSR KA1

a)

b)

EIR5E#E CSR:

show certreq

SIS ETS

SHIMN GFE)  “-----BEGIN CERTIFICATE REQUEST-----" #| (JF#

MIIC6zCCAJMCAQAWAzELMAkKkGA1UEBhMCVVMXEzZARBgNVBAgMCkNhbGImb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1zMOwwCg¥YD
VOQLDANUQUMxGJjAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkf2z2 fi4JVEANG+7YGgcHbnUt 7LpV
yMChnKOPJjBwkUMNQAImMQsRODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWE88YEVVWH7JTEL]j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3GIITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBOrnyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAWHjACBgNVHREEFTATghFmcDQOxM]jAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDCcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrZzZcW+CgnvNs4ArgYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzE]gKO0
z2zyoyrG+EZXC5ShiraS8HUWVE2wFM2wwWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8zREOWT+xHtLSgqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

B HUE A TR SR AR

exit

IR PR

exit

. 2%} Firepower 4100/9300 FXOS Firepower Hl 5 =122 B Ei5/, 2.7(1)
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MR- R R RUES U LR 3 CSR ar it o Wi AR SR &2, IEAS MU NI RS K

[Fl— 43 S CA MIAAPTEAT B 72844 1) B il A5

IR TS OE TR ACRHA] Baseo4 % XA AE T A FXOS. U1 AE-FI MU WU FE W /K £ 43
IR EER A2 TLAt RS 5, R AU SSL TH (14, OpenSSL) #EATH:#t,

QHFT A5 A 5 AORAE B IE

create trustpoint trustpoint_name

I BERE LB, ENTEAESE 11 2D T MRS MUA M U RS0 (4 S k54

TR XoFF A5 A B E A5 FEE AR LR, DAZIOG AR E B A [RE B A T4l & . AESCAR SR,
FEHGUE TR AE TS, AR5 2B R — N RES, fL35 I BEGIN CERTIFICATE Al
END CERTIFICATE #5itho KRN SCAE A i) FHR5 S B AT 05

set certchain

IR

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAwWIBAgGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQODAjBTMRUW
>EwYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwWNZzI4MTc1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJ
>kiaJdk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPq+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/ zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIKkwEAYJKWYB
>BAGCNXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxXPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
>RA==

>ENDOFBUF

AT I A :

commit-buffer

IR HAF AT A

exit

HEN B PR

scope keyring keyring name

RAES 13 D QI S AE R O CSR B )3 P SR
set trustpoint trustpoint_name

SANIRS AL S UET .

set cert

R IE P A A ATLRAI SR P ) £ 3 IEA5 1R PA) 75«

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODAIBT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJdk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUZETMBEGA1UECBMKQ2F's
>aWZvcem5pYTERMASGA1UEBXMIU2FuIEpvc2UxFjAUBgNVBAOTDUNpc2NvIFNS5c3R1
>bXMxDDAKBgNVBASTA1RBQZEaMBgGA1UEAXMRZNAOMTIWLNR1c3QubG9j YWwwggEL
>MAOGCSgGSIb3DQEBAQUAA4IBDWAWgGGEKAOIBAQCZzQ43mBgqCRINZ+LglUQAOb7tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7TMEYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAgMB
>AAGjggJYMIICVDAcCBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVR0jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1UdHWSB1DCBOTCBzgCBy 6CByIaBxWxkYXA6Ly8vQ04 9bmFh
>dXNOaW4 tTkFBVVNUSU4tUEMtQOEsQ049bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0aW4sREM9bGYjYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1IMjBLZXk1MjBTZXJ2aWNlcyxD
>TJ1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5ShYXVzdGluLERDPWXVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aW9uQXVvo0
>aG9yaXR5MCEGCSsGAQQBgjcUAGQUHhIAVWB1AGIAUwWB1AHIAdgB1AHIWDgYDVROP
>AQH/BAQDAgGWGMBMGA 1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

>ENDOFBUF

$IE20 AR
exit

LEN EHAeRA:
exit

TEB2 ARG F

scope system

P23 BEARFSH

scope services

HIE24 il E FXOS Web [ 45 LA A BTE 15
set https keyring keyring name

PR AT

commit-buffer

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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R HTTPS 55 4 IR K3 P30 o & N RAEASRR P (156 3 00 o BURE (K8 BIPA A AK o 2R e

th BoREARIE PIFR PR, W HTTPS e d5 as AR 508, AREAEHIHIE1:

show https

T

fp4120 /system/services # show https

Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower cert
Medium Strength

Cipher suite mode:

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

BRSAFERRIANZ, il Certificate Status{i i 7~ 24 Valid:

scope security

show keyring keyring name detail

T

fp4120 /security #
fp4120 /security #
Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Valid

Certificate status:
Certificate:
Data:

Version: 3 (0x2)

Serial Number:

45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a

Signature Algorithm:
Issuer: DC=local,

Validity
Not Before:
Not After
Subject: C=US,
CN=fp4120.test.local

Subject Public Key Info:

scope security
show keyring firepower cert detail

ecdsa-with-SHA256

DC=naaustin,

CN=naaustin-NAAUSTIN-PC-CA

Apr 28 13:09:54 2016 GMT
Apr 28 13:09:54 2018 GMT
ST=California,

Public Key Algorithm:
Public-Key:
Modulus:

00
0d:
al:
50:
fc:
d6:
3a:
al
9e
20
ae
87:
07
47:
cd:
Sa:

:b3
1b:
9c:
0d:

27
18

dc:
:bd:
:49
:de
:d8
6c:
tec:
64:
9a:

b5

:43:

ee

c6
: 30

:db:
5b:
11:
:29:
:47:
:3b:
:2f:
:c4:
15:
fd:
:3c:

91
94

a3:
:c9
:bb:
de:
2b:

15
12

28

11

69

8d:
:d8:
8f:
:db:
8a:
83:
3d:
:d7
126
ff:
:al:
el:
8a:
:b4
cb:
:e8

eb6:
la:

26

50

a3

rsaEncryption
(2048 bit)

06

: 30

£5

c3

144

:45:
£5:
rae
3f:
a7
:bd:
:d4

£9

126
:71
174

07:

7d:
dc:
:cf:
1eb:
:48:
:cl
14:
6a:

L=San Jose,

:al:
07:
:70:
bf:
:54
fb:
:bl
8f:

Se

61

de

91:
:75
:43:
rad:
146

6e
91
b0

03

:7f:
:d5:

82

ef:
146
:bf:
:bf:

21

:Tb:

f6

37

91

16

20:
:36
31:

176
:2d:
0d:
1f:
:51
174
:30:
8d:
:da:
:4f:
ag:
:35:

c4

93:
84 :
:da:
6f:
:cbh:

f6

0=Cisco Systems,

:T7e:
ec:
40:

31

:cbh:
:de:

82

c3:

29

tca:
9b:
HelcH
: 30
la:
2f:
:30:

f3
b6

2e:
ba:
0d:
:29:
3e:
To:
:al
8a:
:5f:
b5:

cO

ez

98:

82

09
55

f2

ff:
78:
:d2
da:
5b:
6a:
:70:
:bd:
:55
fd:
61:
:39

84

:e3
:cf:
08:
:33

:54:
:c8
66:
:a8
6b:

42

19

12e:
09:

b6

dc:

60

40:
:c0:
:c4:
re2:
le:
:73:
84:
9f:
:d6:
1f:
tca:
S5c:
122
0f:
95:
rab:

OU=TAC,

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9)YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIUZ2FulEpvc2UxFjAUBgNVBAOTDUNPc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUyMEN1cnZpY2VzLENOPVN1lcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBgj cUAGQUHhTAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=
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EE Tl |

Zeroized: No

T—5#tta

BEIGAF R (KAE P2 B B 2 A5 AR UE T, 1A Web 3 50 2% (K3 i A2 4 N hetps://<FODN or IP>/
4 % Firepower JUAHE HLES .

a4

U S AR M A b R AN B R E ) AL AR . A RAE AU 5 e B A, DA A )
fr P AN AT 1) e dn Rl 1P ik Vs ), #5504t SSL iR (2 HI44 I 2% [Common Name
Invalid]) , BEAEAEA] A2 32 fFARIEAS

2R BIE R

URCE TSR AT, ) ok B Firepower HUAR A BLAR N, R GUR sl SCAS,  HI b 20AE
HEF R LR LE, Ra R4 SR AR AR . IROREC B SR ATR e, Rt B
HENFH P 42 T8 T i N o7 e o

M S E] FXOS CLIF, R E /AR (EBeE) , AREHRRH N,

tIE 5 RuEE

32

L1 EH:F| FXOS CLI GEZ[1in FXOS CLI, % 13 1) &
$1B2 Nz R

Firepower-chassis# scope security

FUR3 PR

Firepower-chassis /security # scope banner

FIR 4 G LU A& B Sk iR

Firepower-chassis /security/banner # create pre-login-banner

PIRS J5 07 78Kk Firepower HUAREF B3 5, FXOS CLI {if FXOS J¥ i) FH & B (178 & :

Firepower-chassis /security/banner/pre-login-banner* # set message

U= £ R MO L P B I R AN i RIS N

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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| Rt

PER6 IR, BT RATMIIEE S . BT DI 7 BOP S AME AR UE ASCI 745, 20T LU ZAT
AR, BHATIRZ 192 N 74, 14 Enter SEHRAT.

LEB NS BT —4T, %\ ENDOFBUF J{4% Enter % L)L 52 il AE
% ctrl Fl C BEMUH W E 1 S TEHE
BAT SRR RAICE -

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

N
g
~

gt
LA 7o) 3 2 o i A e «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

2 RutEnE

FE1 JERHR| FXOS CLI GEZ [ FXOS CLI, %5 13 1) »
BB 2 N AR
Firepower-chassis# scope security
PR3 AR 24
Firepower-chassis /security # scope banner
PR A BENE AR 2 ik
Firepower-chassis /security/banner # scope pre-login-banner
FIRS J5 07 8k Firepower HUARE PSS o), FXOS CLI # FXOS JW i) F F* B (178 5«

Firepower-chassis /security/banner/pre-login-banner # set message

JABNASXSUHE, -4 A S SR TR IR R SOA

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)



| zgem

mpzzamE I

PE6 (EHRTTAL, BEAGSRATRIRN R . B80T DA T B ATATARUHE ASCIL 745 . %] LU 24T

Ni

WA, FATERZ 192 NF4F. 4% Enter §E347 .
LEB NS BT —4T, %\ ENDOFBUF J{4% Enter % L)L 58 il AE
% ctrl Fl C BEMOH W E 1 S TEHE

RAE S IRAC B R IC  :

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

gt
LR 7R G v 8 S i i «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

flFR S R AR IR

B

pUE ]
EF3) FXOS CLI GEZ i i) FXOS CLI, 2 13 1) .

R 2 HEN A

Firepower-chassis# scope security

HE AT 22 A

Firepower-chassis /security # scope banner
N ZR G I I X A I -

Firepower-chassis /security/banner # delete pre-login-banner

FAE SR BN ARG A -

Firepower-chassis /security/banner* # commit-buffer

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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B =57 Firepower 4100/9300 #7155

A5l

LA™ 73451 RT3k 268 i A

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

2 31 /3 5 Firepower 4100/9300 4158

UK

HIE 1 PR LT (Overview) T IF “HE S (Overview)” T [fiio
P2 i WY (Overview)” TUHIA LA “HIAIZ4T 1S 8] (Chassis Uptime)” 514 EH B 31 (Reboot).
PIE3 P Z (Yes)ffi A Z0C ] Firepower 4100/9300 HLAH -
RN IET KM RS FICE AT R, RGBS 2 Ry 518, B)a X E R B3
Firepower 4100/9300 ML . Bl FE KL% 15-20 405

5 7] Firepower 4100/9300 #/1.55 f2.i5
UK
LB EFBEYE (Overview) 171 “MEVL (Overview)” TL[l .

WIE2 Hii “WEY (Overview)” LAY FAA “HLAHIZATINA] (Chassis Uptime)” 5534 115 (Shutdown).

FIE3 il ZOIAE S Firepower 4100/9300 HLA
RYK I H KRG LRCE TR %, AR5 KA 2 b5 4%, 55 951 Firepower
4100/9300 HLAH .

WE W EARE

0] LU FXOS CLI 5445 1) Firepower 4100/9300 HUAR VK E 48 1) BRIABL &

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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\}

weiwEnzgan ]

pEL

SRR AU ISR T A R, ORI RS E. SR )n, SR EERE R
g8 GHESPIGRCE , %6 10 .

UK

(H[3E) erase configuration iy 2N 25 WAL P MR R REVF T IERC & . A SR A4 A8
WERCE, IEHATELT DR,

scope license

A_H

[Siid
R
=
5
i
puiing
(aYy
=
=]

deregister

WM Firepower 4100/9300 HUAR 2 K/ A IR BE 6 o AR GE 2 IR Be#% L 10 T A3 Vi ATIE B ASURIE
e

TR B A H A BEAL 5

connect local-mgmt

BNLL R4, AR Firepower 4100/9300 HLAR 5 ERITA M BCE, JRREHURT R 2ILR a6 )
BB -

erase configuration

RGP RN, R EE RIS B E

B AE SRR RN yes, Bl A KR E

REH NI Firepower 4100/9300 HLAA TSGR A H P ALE, R HEE RS

ZEMIER R GEH

T LIS FXOS CLIE BRI 22 4 2 Bk Firepower 45 2111

WA 1) ERARCE 5 96 TUHH TR, erase configuration - v B LAS 0 B P GBS

B, B E R JEG ) BB E

erase secure iy 2 LA MR R FR B IR 410E . Wil id, JFARMUNBREE, YR MGt At <48
Br” (GETERR) o XAEIEHBGR RIS AER B, RO AL AN 2 Ok B 5 B A B AT

iR

B SAE LA R E 51T, XEWRAE SSHIER 2t Pt, AT BOE I A AT #2501 5 i 1
BRI T AR
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zogEr |

UK

TR ERL BT B AN

connect local-mgmt

L2 B ALLF erase configuration f7% 2 —, L2 ¥EEERTE & W% & 44

a)

b)

erase configuration chassis

RGEER, ARG ENS R BRI E, JFEREH R R ER L. WA
v, $E Firepower HUR S e sc a3l 1 /i B Ay, AR5 PR RS BLG5

HI T T A e R s i B, R L AE AL ROM i #2525 (ROMMON) Pk ¥4

erase configuration security_module module-1D

RGreB s, B NPT SRR R HICEW R, IFEREHIA R & 24k sk, ik
Ny, BOCR PR ER

iR decommission-secure 7% = 4= 145 IR 5 b a2 FEAA A

HEr e aEUR, R RRECHIRE, HRA CGELT SRS .

erase configuration supervisor

RSB, A B AR R R LTV, FFE SRS gk, RN
y» Firepower & Bl 5| B2l 22 A Mo I

I T4 B 3 1 T B MR i iR, I BE N ROM 4% 2% (ROMMON) PR A2 36 4%

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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TEIXE

o WE HIAE, 2599 1T

* fid® SSH, #5102 7T

« BCE TLS , 2% 105 7T

* Bl 'E Telnet , %5 106 T

* fit'® SNMP , 5 107 it

o it'® HTTPS , % 114 71

o Bil'E AAA, 126 L

*HERGHE, H 136 1T

* L& DNS k4548, 55139 0L

* J3 H FIPS #i:(, % 139 1L

o Ja @ A ARERL G, 56 140 7T

s BOE IP ViR ZIE , 2 141 0T

o AR AN MAC RIS, JF A EH MAC ik, 25 141 52
o JFRAR SIS IR B SO, 2R 142 T
o FCE PR SN, 5 143 1L

s BCEHUA URL , 5 144 11

W E HEAFART (8]
i Fl NTP JUIHI/E R4 L E WA R M (NTP), Fahi & H IR, 238 A E M0 R G .
NTP % '#7E Firepower 4100/9300 AL S5 HIAH b 2B AR @ 4 1 £ 2 [0 B B[R]

\}

IR WS Firepower 4100/9300 HUAN L3 Firepower U B, MAZIAE Firepower 4100/9300 HLA
RCE NTP, A BV AT IE S TAE A R o M I R E A . 4N Firepower 4100/9300 ALAH
A1 Firepower 5 B AT HIAH A1) NTP Ik 25 4%, (HIEERE, AR Firepower i B H.0AFE A 1)
Firepower 4100/9300 #L4f (1) NTP Iz 55 %% o

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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B zseswamasE

L A T & NTP, U A) LAZE 2 BT A /8] (Current Time) YB35 F A H KR AOIRA, sl tnl LA
I 2L B 8] [E] 4 (Time Synchronization) £ 1 [ NTP R 5588 (NTP Server) &£ 4 (1) “ 25 #IR 7S (Server
Status)” FEE AT CECE M NTP RS2 FIRIRES . W KRG VL SR € NTP IjRGS#: R, &
A UB bR B AE “ R4S 2%IR A (Server Status)” 55324 145 & Bl Ax _E3REUE 245 & .

EFAECERY HEAFOET 8

UK

FIE1 EFTFAI&E (Platform Settings) > NTP.
&2 il HATATE (Current Time) LI,
ARG WoR s BECE I H L TR X

RS AT NTP,  #38 i] LAZE 24 5B (8] (Current Time) YEI R b A FRAA FDARA 46w LU o B
[8][E]4> (Time Synchronization) 230~ _[ ] NTP AR5588 (NTP Server) K H I “ IR ZHIRA (Server
Status)” FBIEFH R G CHUE I NTP RS20 AR . W ARG IEIE 5% E NTP k&5 as A0,
o] LU SR BASEAE “ RS 23IRES (Server Status)” 5514 5 B IE AR _L3RIUE 215 .

\rLI:I:I:
IRERTX
g1z
$B1 %L EIRE (Platform Settings) > NTP.

HE2 il Y EIETE (Current Time) 2 .
$IE3 MBTX (Time Zone) T H7413 114 Firepower HUAREFEIE 2 HIFIX

£/ NTP & & B B #06g]

NTP H T30 50 JZ RS 28 R G0, NI AE W25 2R 48 -h P AHRE A 1) [R) 20 I TR) o ISF (R e e A 75 L I oo o
R, #lmseuE CRL, HAFHREMI . BEZ T URE 4 4~ NTP k%45

N

IR FXOS fifi[f] NTP A 3.

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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FHia Z |l

DR B BN AT NTP IS5 45, WLAZINCE DNS IkR95 4. 120 BUE DNS k554, 2 139
o

A

UK

EFTF &R E (Platform Settings) > NTP.
BRI, Kk $eBTi8)[E] 25 (Time Synchronization) 1115 .
(EIR B BT B 3KIR (Set Time Source) N, Hidi{FEH NTP BR% 2 (Use NTP Server).
(Al WS TR EAEH NTP RS 25T S0 0L, % NTP BREZ 255 50 W1IE: B EIEHE.
2 DUER B B0AE %4 1D R .
ASCFFAE A SHAT #3547 NTP JIj 4545 & 4 50 10
i CUaE ek 1P Hhk e F LA PR IR 2 4 > NTP JIR554% -
(FJIE) %N NTP 45 %% K BRI IE % 4R 1D FI &4 18 IE1E

M ONTP 5525 3R BUEH ID F{E. N, %EiAE23¢ T OpenSSL ¥ NTP Ik 4545 4.2.8p8 iR a5 bt A
AR SHAL %49, 151\ ntp-keygen -M 7%, 2RJ57E ntp.keys SCAFH &A% 9] 1D AE. Z9H
T R i R R S i A SR AR N AR AN

R

Ear Lt NTP BRS5 288 (NTP Server) K11 “ R4 #3IRZ (Server Status)” FBUAFH B 5 IS 41
RS . IR RS T 5 E NTP IR 23 [R5, BnT LLE e B s AE “ IS5 #IR 4 (Server Status)”
SN B EAR IR EUE 245 &

pE s IR ARG SO 10 2081, RGBT, Mia, W5 KE 3 Firepower HLAR
(EgEE R

iR NTP BRS5 88

LI
IR 2

$IE3

$IE4

UK

LT &% E (Platform Settings) > NTP.
#5178 8] [E] 4 (Time Synchronization) £ .

X TS EMIBR RS NTP ed54%, 1W57E NTP BRZ528 (NTP Server) 7 H L iZ I 454 s Y. i1 i Bk
(Delete) EI¥r.

HHRTE (Save).
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Fars |

F g E HHFIET )

P
PIR2
PR3
T4

$IES

Bc & SSH

SN

Qe

i
B8

Qs

[

g g

N -

AFB AU {E Firepower HLUFE b T30 & H WA .

UK

EFTF &% E (Platform Settings) > NTP.

#1787 18] E]#5 (Time Synchronization) £+ .

{E% B AT [B)5KIR (Set Time Source) NIfi, il Fzhig ERTE (Set Time Manually).
i BEA (Date) NRAIE, WosH i, ARJEAHIH Py sl v E H .

A5 FO) ()R R A e I IR 58 A /NIsE S 738 AM/PML.

=N fany DL 3RBY R e B 8] (Get System Time), ' IR ], DLDCECHR (E A5 H R IEFE S
Firepower HLFEE FELS I R G0 b Priic B 1% H AT IR (7] o

Hi{R7F (Save).
5 45 e 1 H RN (R EC E Firepower HLAR

R WCRARGN MBSO 10 28, REESKENER, Ma, B EHIKE K Firepower HUAH
AR

PR F7 o 4 o] J P s P AT SSH Vi I Firepower HLAF . WALt FXOS HLAHAE ) SSH %/ bifi i
AL RAS AT & SSH I T SSH RS54 M1 SSH % )7 S INEF 8% 1 A4 M1 JEL 5 7 Bk 1) 25 b ik

ERINIEOL R, SSH 4T3 AR A .

UK

WKL &% E > SSH > SSH AR %85
L) H 2 Firepower HLAH 1) SSH Vi 1], &1 /2 SSH (Enable SSH) & iEHE. Z4EH] SSH vy ],
Y 2) 1% 2 B SSH (Enable SSH) & 1EHE .

XIS SN BIE, S AR REA SR VIR S (0 R IEHE .

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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Qe

y
M| X
o

mEssH

TR o FEIHPRAEBL R AN SRR T I 5k
* 3des-cbc

* chacha20-poly1305@openssh.com

* chacha20-poly1305@openssh.com 7 FIPS H1 A5 3 . ani4E FXOS HIAH FJHH T FIPS
i, MIASEELE ] chacha20-poly1305@openssh.com 1 4 I 5vd:

o DU s SRS G H -
aes128-cbc

aes192-cbc
aes265-cbc

XTGP AR AR E SR, A BB AR YR Diffie-Hellman (DH) 259120 ety 5% HE . DH 4138
P AR PETCVE AT AT — 5 B e (L = 8], B S B4 M BB A, DR LS
UIGAIE . s A O IR B RS 2 5 O IR . A S DH S8 TR B, 155
% REC 4253,

pE S o FEIE P ARHERE R AN RE LU S P e ik
* diffie-hellman-group14-sha256
* curve25519-sha256

* curve25519-sha256@libssh.org

* {E FIPS B FA S RELL N A 1
* curve25519-sha256

* curve25519-sha256@libssh.org

X T g5 a8 Mace HiE (Mac Algorithm), /)16 o VF IR 78 B S0 IR Y i S LB HE

X T RS 2R ENEZER, TR RSA BRI /N

BEBUE (IR Nk 8 (IS E,  HAT 1024 31 2048 2 1], J8 & B PIBH A/ NER, ARk
RSA B0 I 5 1IN [ i . @2 U 2048,

XTS5 As AT EEBREI, 15 BCE FXOS WiTF o il 2w s B AVFIH R (LU KB A5
1) o

XTS5 2 SR AT B BRI, 15 5B FXOS WidTF s ih 2 iy SLVF M) SSH 23 1 S IR IS ) (LA
HEALD .

HrRRTE (Save).

it SSH % Fi% (SSH Client) 7, LU & X FXOS HLA SSH % /™ i -

T PRENZRES, IEHRA. ZEREERTOREEN SSH EH A A,

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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A& SSH

* BR - i1H FXOS B4 EN TP RS EHEH, @i, #024I7E FXOS CLI H
i FH 2258/ 45 75 [l 1F) enter ssh-host i 2 F-shE N EHL.

* B - M AR ENEY], RESFEOREIRR B4 TN
< B - GBOA) YUK A 32 LURTR A 1 B L .

P12 N TR mMZEEZE, IR RTINS S P R IR,
IR o LRI PRAEBI T A SCRELL T I ik
* 3des-cbc

* chacha20-poly1305@openssh.com

UIARAE FXOS HURE LA MY 13l AR TR, WIASREAEH] 3des-cbe 124 s8Ik .

* chacha20-poly1305@openssh.com 7t FIPS " ANZ S HF . WIALAE FXOS HLAH EEH T FIPS
B, MIASEES#H ] chacha20-poly1305@openssh.com 1 A i 435 .

o DUR I EERE A S A H
aes128-cbc

aes192-cbc
aes265-cbc

L3 W TEImZERIRE L, 1§ RV Diffie-Hellman (DH) 24345 e (R 1EHE . DH 4HAL
AL TCTE AT — 7 B o R L . A S A LS IS G, DR AL NS
PRI o LB A e v 0 IR 25 28 S B IE . B R DH S HAS e G R, 155
I RFC 4253,

R AL PR PRI TS T AT
* diffie-hellman-group14-sha256
* curve25519-sha256
* curve25519-sha256@libssh.org
* £ FIPS B AN SRR UR S P H i
* curve25519-sha256

* curve25519-sha256@libssh.org

P14 X T2 5 Mae 8%, AR SOV e N RRA S HE.
PS5 TR EAEMBERS], HEE FXOS WiIFS il gridss LAV E (L KB A H

) s
W6 X TR i A AT (B PR, 1 FXOS Wi T2 il I H: 1T SCVFIN SSH 23 1 25 PR N TH] (LA b
HEAL) .

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)



BcE TLS

waTs ]

HHRTE (Save).

et J2 24 (TLS) Ph3UAE AN E A5 (1 0 22 RV O Ba A e s AN e Bk . &l L] FXOS CLI
KM E FXOS HUAH 5 AN B £ 1845 I SO VF IR B TLS WiAS o 0B K TLS WA AT S 1 58 22 42 IR A
IALIH ) TLS ARAS U RE i Je e A8 TH R

B, FE R FXOS MU IR E % TLS FRA K 1.1 B, 1t HL& 7 s Yo 83 e & (24T 1.0
W2, HBA% e vkl HTTPS #1775 FXOS MIAG & Bl 2s )& 4% . NIk, A0 4 Hh e B 48
JHF0 LDAP IR%%%%.

LU R R B T Ay i B AN AR FXOS HUAT 5 AN e 18] OIE 5 I SL VR BRI TLS A

a4

* B4 FXO0S 2.3(1) fRA, FXOS WA IERIABAK TLS AN v1.1,

UK

HEANR GBI

Firepower-chassis# scope system

AHE BRI ARG AT TLS AT :
Firepower-chassis /system # set services tls-ver

T

Firepower-chassis /system #

Firepower-chassis /system # set services tls-ver
vl 0 v1.0
vi 1 wvl.1
vl 2 vl.2

BEERAK TLS A
Firepower-chassis /system # set services tls-ver version

Tl

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

AT :

Firepower-chassis /system # commit-buffer

BRI RS ERCE IR TLS A

Firepower-chassis /system # scope services

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .



. BL & Telnet

Firepower-chassis /system/services # show

i

Firepower-chassis /system/services # show
Name: ssh
Admin State: Enabled
Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256

Encrypt Algo: 3des Cbc,Aes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,RAes256 Ctr,Aesl28 Ctr,Ae

s192 Ctr
Auth Algo: Rsa
Host Key Size: 2048
Volume: None Time: None
Name: telnet
Admin State: Disabled
Port: 23
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: default
Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: !IDEA:+HIGH:+MEDIU

M:+EXP:+eNULL
Https authentication type: Cert Auth
Crl mode: Relaxed

TLS:
TLS version: vl1.2

it & Telnet

FaigE |

CLURFRRE A8 i) i3 2R 2R FHXT Firepower HLAR 1) Telnet Vil ERINIELL T, Telnet &b T24E AR .

N

I8 HET, Telnet Bt & R G 7EAH A CLI B A M F .

T ARG
Firepower-chassis # scope system
PR 2 ARG S
Firepower-chassis /system # scope services
I3 TRE X Firepower HUAE 1 Telnet U5 i), 1EHATLA F#EZ —:
* BLARVEXT Firepower HUAHUEAT Telnet V5], IEHIALL T 4

Firepower-chassis /system/services # enable telnet-server

[ =#! Firepower 4100/9300 FXOS Firepower #l i & IR s E Ei5/, 2.7(1)
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o PR LX) Firepower HUARIEAT Telnet Vi i), 1EHIALL R iy 4

Firepower-chassis /system/services # disable telnet-server

TR KL IR RGN E

Firepower /system/services # commit-buffer

ot

PAF 7 e Telnet - HARAZAT 55«

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

i Ff§ SNMP VL1, 7F Firepower HUAH [P & ) 5 X 48 B HL P L (SNMP). R PEANME B, 1ESHLLR

ESE

*xF SNMP

{87 LI 2% 45 BRI (SNMP) & — AR B, T4 SNMP /5 ISR HE 2 ] (0 3045 B (i S b
2o SNMP A FF 1 s R0 A50 B DX 245 14 1 4% F s v A HE 0050 T 1 5

SNMP HERE b =N 73 4
* SNMP B PGS - AT 1k SNMP SR BRI 99 2% B2 T B K AR ¢

* SNMP f{# - Firepower HLAA N IARAF41L0F,  FHT-4EH Firepower AL 120 I FAR H5 75 22 7] SNMP
PRSI AS B . Firepower HUAR AU 2 AR MIB 454 . 223 1) SNMP AQHH I 61 4% 2 e AL
P2 A[F)9E R, TS LE Firepower HUIAH & H 280k FXOS CLI 3 F JFfic & SNMP.

o HE RE (MIB) - SNMP ACHE 325 0 G 44 .

Firepower L4 S #F SNMPv1. SNMPv2c fil SNMPv3. SNMPvI1 Fl SNMPv2c #fof 1] 3 T4 X JE
74k 8 SNMP [958 3, 120 LU ARtk

* RFC 3410 (http://tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)

* RFC 3413 (http://tools.ietf.org/html/rfc3413)
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B swweizm

Y

Fars |

* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http://tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)

* RFC 3584 (http://tools.ietf.org/html/rfc3584)

pE

SNMP ;& %0

THER, SNMP WA 1 1 2c HATZER E MLl eI 7 MEmpraE S, Rtk
X P H, % TR R 7S 2 IX S RRAS A — () S 3

SNMP [N T g & AE S A ok H SNMP ACH [l 4. X Sl AN AN SRk A SNMP 45 B 28 3% 1
Ko WMENTT LG R AE S I P B0AIE . BTSN EREWT T BIAEAR R o (0 I ok nR L A T
HAk,

Firepower HLA R SNMP I8 012E il Ay B BFolGm 40 . BEBIFAS Q@ 40 vl 5, KA SNMP 457 #1380 e 3] B

B AN A IEATAT RN, I H. Firepower MU JCIA A5 & 75 S EIRE P, WCEIE 25315 5K 1) SNMP 45 B

AT —A> SNMP M 3 Hip i3 CEc 50T (PDU) KA B . 414 Firepower HLAE A PDU, W FHn]
DLFR AR I T A0 5K

{2, WAL ATECS SNMPv2e T, XA AL 4, RIHEA R .

SNMP 2= £ 2% 5| FA1% R

SNMPv1. SNMPv2c Fl SNMPv3 43 5| R AN R (1) 22 AR, 22 RN 5 B itk 22 4= 2 ) &5 65 Sk iff e b
P SNMP 71 B R 16 22 4L

LAY E B 5 SNMP BB GBI S B wa AR PR o AR 0 i 2 15 7 205 99 St e
RGP R SCFRFIN 2 AP0 B T S8 K 22 R SNMP 2 4240 SCFF LR — A e A
B

* noAuthNoPriv - J& 5 ) 5 iF 5 i 2%
* authNoPriv - S 5GUE, (HIJG %
* authPriv - B 43 560 0E F 2
SNMPv3 [A] I $ 4t T 22 R 22 A g ) o 22 AR I8 S FH P RO 2 BT Ah 1) #0015 B8 ) B 40 BT 3R

o AN R AR R SEVFI R AP0 . AN Z U A 45 G R E AE AL SNMP K
LI SR 1K) 22 2B
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http://tools.ietf.org/html/rfc3417
http://tools.ietf.org/html/rfc3418
http://tools.ietf.org/html/rfc3584

s snmp 2o mingsas ]

S #H) SNMP R &R BV A H S
s % A BRI £ S

F 10: SNMP = £15ERIF1ZR 71

B g3 SHBIE | |HR
= %

VI | noAuthNoPriv | F < 5 th | 5 | 41 FHIED 5475 H UG REHEAT 1 4 B0
v2e | noAuthNOPriV | $ 54 th | 5 | 4 FHLRE IR 775 H UG REHEAT B 4 B

V3 | noAuthNoPriv | i /1 4 | AR AL VL REEAT S B IE .

EE*% i%ﬁ U\Eﬂﬁ, ’fﬂ FXOS Kfiﬁﬂlﬁ noAuthNoPriv Lj
SNMP 5 3 Wi c & 458 H

V3 |authNoPriv |HMACSHA | 1 | 24LJL T HMAC % HBI 5% (SHA) 15 43 5k .

V3 |authPriv HMAC-SHA | DES | $2 {35 T- HMAC-SHA S 5E (5 0 BiiF . [k T- 25 i ekt
(CBC) DES (DES-56) brifi: i) & Ik 4, i8S B s b
#fE (DES) 56 17 I

SNMPv3 £ IhBE

SNMPv3 I8 K5 F R 48 LS WiTHEA T B 43 560 E AN D B8 AH 45 S R AR I e 45 0 22432 N . SNMPv3 {0 1%
CUNCE R PP B B, FE4 N2 SNMP W B, SNMPv3 36 T-HI 1 142 A1 (USM) 45
SNMP W B 24z, FERRAELLTF RS

 THESEENE - B ORI EORAER BB O BAT B sl 58, F HAR e IR S Al i w)
AR U B R

© T ERIES B IRAE - BROR T (REREZHI R s CHaBcEds ) 17 5 i 34T A
 HEHUEPENINE - B 0RA R BB N« SR SRR (1t ol bl 5 15 6

SNMP 7 3%

Firepower HLFE A SNMP $&4it R 51 32 F:

&3+ MIB 893235
Firepower HLAH SZHX0) MIB 1) L3215 1)
H ] FREE 2 MIB FIZEM AR SRIGX 26 MIB ()45 8, 20 (AR FXOS MIB 2% 455 )
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Fans |
B =5 snve stmE snvp m i

i&H T SNMPv3 F 7 89 54 38 E 198
Firepower HLAI X SNMPv3 H /' 3 FF HMAC-SHA-96 (SHA) & 50 ik Pl

i&H T SNMPv3 F 7 &9 AES [2FA1#9%

Firepower HUAH 1 FH = 28 I 5 bk (AES) 754 T SNMPv3 W 8N (B A P 2 — IFE R4 RFC
3826,

BaFAs i By, priv EITAR AL DES 5 128 £7 AES M5 (i $%, LLFE T SNMP 24 . i m i
AES-128 Ml & I SNMPv3 HI 7 I BE AL B 65, I Firepower AUAE 1 FH 122 B FA 25 i >k A2 1 128 £37 AES
FH. AES BRAEI R /DT A )N PR iR 04 SR E, BT E &% 64 N7RT.

/2 A SNMP B & SNMP E 14
puK

$IE1 %HFEIRE (Platform Settings) > SNMP.
FIR2 (£ SNMP X, HELIF 7B

AR 15 BA

EIRIRZS (Admin State) FiEHE | SNMP OV Jf G E 28 . (VY RSGE 5 5 SNMP RS 2% 14 ik
A 5 R4S

im0 7B Firepower H/L 5 SNMP =M LA B R0t 1o o7k o8 closR ok ity
M,

#HX/BARA (A[) 78 SNMP v1 Fl v2 th H T3 i X #4555 .

C ity/U 7 R _ et
(Community/Username) TBL | .y oMb AL R A FRI, 112 F30 05K E SNMP 4 5

I3 SR 5 SNMP A 1 F1 2c. P BEAIE H T SNMP v3.

VYRR, SNMP hRA 1 f12c EFTEHE M AL B eI
a7 AR T 5 B, R R, %A R e XL
F AR H i 1) S 3 B E T X

BANAT 1R 32 NPT R B P A . 2] @ Cat
TN OB L Q) L2 (Rl B BRIAEY
public.

MR CKERR/ARATE, THBEANS SR IABRE:

B. WHHX/H P % (Community/Username) 7B 1 A IH 78 {H ,

TEBEAMS R IABIRE: & (Set: No).

iR I LIMEH] CLI 174 set snmp community 53R E0 5 41
X FRH, AR oK [ SNMP 28 P8 BE 2% 1 46 17 Rk 2%
HI SNMP JiieAs 1 Hl 2¢.
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euzz snwp izit I

2R i BH

RFEIRE AR (System 15 SNMP SCii[EEZ

Administrator Name) By poiin, B 255 AFAE BIIEMEAER L £
S,

& 5B SNMP 1838 (FR438) SEATHTLE I AL
NPT A, R 510 T

I3 HRTE (Save).

T—Hit4
B SNMP [EBFFT .

£1)32 SNMP BB

LAUR BB i 1 SNMP BEF o

\)

AR 2 LUE U\ SNMP

UK

FIB1 L E A8 E (Platform Settings) > SNMP.
B2 /¢ SNMP & (SNMP Traps) X441, 2075540 (Add).
123 £ SNMP BB (Add SNMP Trap) SHGHER, 35 DUR 7B

AR 15 BA
E #1742 (Host Name) F-E% Firepower /LA 1Y [n) /2 3% B I FF) SNMP SEMLAYT M 144 8% 1P bk .
HX/ABRZ H N ARVFUT I BEBIE E AR BT 19 SNMPv 1 /v2c #1 X 7 FF H1 5L SNMPv3

(Community/Username) ‘7Bt | 7 4. IX04%005 % SNMP IR 45 ic & F 4L X 50 P 2 A0 T .

AT 1 32 NP2 R R 2/ . 21 @ (at
)N (B o (EIE) L7 (EE) B R

Firepower HLA 5 SNMP =AU LAAT BB BIF IS A H )
HIN—T 165535 Z 1) (a8

3
O
1
=
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AR i3t AR
ARAS 7B FFBABFE) SNMP JRASHIY S o 3K ] BLyg LU Hodr— it
- V1
* V2
* V3
AR THTE R, SNMP A 1A 2¢ FLAT P HE IR L0224 0] .
EATA I F07 AL T A5 B, AR 458,
TR R 70 X SRR M — 1R SR TR B
KRTFR T8 TR IE I AT .
* PR

< BE (UAERRAR N V2 A0

v3 #XBR (v3 Privilege) 7-

WILERE V3 AR, 155 € 5 BEBIFAH 2 A PR 291 -
* Auth - S IGAEHA N .

* Noauth - &6 S5 iF i ings . e, BEReTLIESE, =
FXOS A% Hi5 SNMPv3 Bt &1 B b 22 4255

* Priv - S5 EF N,

HIE 4 PE (OK), 1M SNMP BB (Add SNMP Trap) A5 4E

PIE5 FiRTF (Save).

fIBS: SNMP Bfafi

UK

$IB1 L F AL E (Platform Settings) > SNMP.
IR 2 /& SNMP FaR (SNMP Traps) X3, 78 55 S AR IHIBR 1) e BT I IR 3R (AT i AR (Delete) ]

bro
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132 SNMPv3 FH

UK

i SNMPv3 F§ 1 .

L1 EHFFEI”E (Platform Settings) > SNMP.,
$IB 2 74 SNMP F P (SNMP Users) X454, #7740 (Add).
$IE 3 75K SNMP B2 (Add SNMP User) A FHED, 115 DL 7B

AR

1t AR

ZFR (Name) 7B

ALYy SNMPV3 H P IR A TR

BEMASL AT BT RIF k. RIS
e, CRRIZD L. D @ (BRI R GEAD)

FZIZEE (Auth Type) 7B

FREAL. SHA.

{£F AES-128 (Use AES-128) &
TEHE

W Rk I R EAE, I A ] AES-128 N .

AL T B

L 20
Firepower 13" JE A 2R 58 F0L4ATA] AT /2 LA T R 3565 .
© WIEE R 8 NTAF, % 80 MY,
o WIIAN AL & T RE. BUE AL R A
~N@A%N&*()_-+{INS"<>
AU RS § (GRS « 2 (as) = (%%
5
IR B 5 AR FAT
AL L Z i e B s gk B R, B, A
“123457 WEMUANRTRF, THRE “ZYXW” 85 =ik
KFFF o WHRIR PR RSB E HA R CRWZA KT 4
26 ANTRE) W] R A AR 2 R M
TR LEAT FH () A 3 4 B I - A N T 2 i, &R
G NG T S 1 B R A .
abed& 121 ¥4 B AL A KM, {H abed&125 A4

1\ 245 (Confirm Password) -
B

R RV NS TR
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AR i3t AR
FaFAZZRY (Privacy Password) 7 | W FH 7 IR B AL 257,
B

Firepower FJ 4~ JEHAE R4 F5 40T A AN 2 DL BLSK 1) 2505 .

« BAEE ED 8 NERE, B 80 N

o AL G TFRE. BUFRILL R PR
~N@A%N&*(O)_-+N"<>/
AMFEEFLUF RS § GEufFs) 2 (5) = (%
).
o WG ED S AREM TR .
AN B 22 0 Sl B s R - e R B, A R
“123457 WEWUANRTTE, PR “ZYXW” G5 =4k
KPS WHRR PR MBS WA RE GEFA KT 4
2 6AFRE) MR A AR 2 RN

IR FEAT F () A 36 18 Bl s 0 - A RO 2 TR, R
GEANS: BB T S I a0 T B i,
abed&!121 K B E LR A R ML, 1H abed& 125 AN4x.

#AIABRFAEEES (Confirm Privacy
Password) T

RPN SV S TR

FIB4 PiHEE (OK), 1M SNMP B A (Add SNMP User) X5 4E.

IS5 PHRTF (Save).

ftiFx SNMPv3 A 2

g2

$B1 %L EIRE (Platform Settings) > SNMP.,
$IR2 /& SNMP F P (SNMP Users) X35, 7855 BARZEM SR 1K) F P 06k B2 () 32 AT Hh 5t BHBR (Delete)

Fre

B & HTTPS

AT EUHATLE Firepower 4100/9300 HLAH A & HTTPS.

EWBREERER, 271
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i, wpmansees [

P

0] LUE T Firepower HLAR Y B 2858 FXOS CLI St HTTPS ¥ o 7 HAth HTTPS Pt &A% ] 4 1]
FXOS CLI 5& .

IEH . BHRHRMEZEER

|

HTTPS i F ARt (PKI) FIZARLE AN (BN 7 i i) W8 #% A1 Firepower 4100/9300 #L
F) Al e AT .

N SAFNE AR

RS PKI 45 B A — AFHEXSFR Rivest-Shamir-Adleman (RSA) #5354 (Horp— MR RAE, H—
NRTF) 5 AFEEAE NI . BT — %2 s B3 T H o) — A . BRI H S,

RAEJTAE A FOT A B R, FBOT A B G AR A . 2yt mT U I A I A
FR NS (R “2847 ) TN ESRIE I A FrAa A W B0 Tl IR AR
IIfR B I, T2 7 A N RAA R T A AR LIE B . s S5 K B vl AN [R], BB R 512
PrAE 2048 7 — MOk UL, FMAKEIMREK, LatEtiim. FXOSIML—ANBRINEEHIR, 771 2048 47
RGN, IF R VFRIE S 2 &P

DR SRR A PR S e o 0, e 2T 3 T A BRI B I MIE TS

IEH

VBN AR AT IHERS, PIB & E B AR . B PR E R M AP LA S S
A5 BRSO . BRI AR, Wk B A SR PINM AR AR . TR A
BoR ABAUEB KB, B R SRR S, HA S s iyl 2s 8o S ik s .
BOAEOLT, FXOS W WEMBEAUET, ik ARSI A,

ZiEER

L FXOS A5 10 S A3 IiE, 35T S AR AT AU s AT i SRIDO 2 B A e 54 (1 58 — 7 1k
5o BB=TNE MAUSAE B M52 G E M2, AT LUERIE B AU B (CA), tr U+
1) CA BUEAEAE GE AR CA KIEAEEE—70) o ZERPUFHIET, #n2id i FXOS A it 1K,
IR RITAL B R AR

EEEM

B2 % AN

L5420 K 1] Base64 4t X.509 (CER) #%:.

FXOS % 30 #F 8 MEYIIF, WA E IR,

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .



TagR |
B =rssmiusan

UK

g A BN SN S W
Firepower-chassis # scope security
T2 QI Ar A% # P
Firepower-chassis # create keyring keyring-name
PW3 WHE SSL HYPIKEE (LM A HALD -
Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
TEA RS

Firepower-chassis # commit-buffer

Gt
LR Rl st s AR/ 1024 {7 )3 BT

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T—5#tta
I IZEGIRIE TR, %P1 OIRAE Pk

EIERECAE AR

DR R AR A4 PR S e AR, e 2T 2 T A BRI B I PAIE S

UK

T PN
Firepower-chassis # scope security
P2 SENERINE P PIA 2 4 pi sk
Firepower-chassis /security # scope keyring default
FIR3 I ERSENE I

Firepower-chassis /security/keyring # set regenerate yes
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LIB 4 A5

Firepower-chassis # commit-buffer

Gt
AR 7 8] 587 A R N B0

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

B1]32 % THIRRYIE T 1A 3K
158 PR LA 1 1328 B SR TR IE 5 VAR 35 PR B AR R AL 1 2 B A EF AOTE 43 17K

UK

g A I PN E N S

Firepower-chassis # scope security

BEN PRI AR

Firepower-chassis /security # scope keyring keyring-name

IR A€ 1Pv4 B0 IPv6 bk sl sz e B ELIR IR A2 PR UE 5T 5K o RGeS i AN UE A5 37 K 1) 35
fthe

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}
RS

Firepower-chassis /security/keyring/certreq # commit-buffer

ORI T USRI I A2 2 A5 AT Bl sl P AR LA R 5 375 5K -

Firepower-chassis /security/keyring # show certreq

Gt
LR 7 9 A P S AT 3508 3 IR QS I s HAT IPva M hikRAIE oK -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .
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Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04
Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEBR/wWQQOMA6CBNNhbWMwNICECSE1XJjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H

Firepower-chassis /security/keyring #

Tt 4

o STHRIEATIEROCA (ABITAR [BEGIN] MIZER [END]AT)  FRREILORAF BISCHF o Rt iE 1)
RIS AOE A AR S -BAUA U, DR PIAIEF .

o QU S AR AR ROF BB S AR RIS AR UE B BE 108 . QU S2 AR AR ROF 0 MR AR B
(ARTTE Y7 & 15 i

1 SRk ) 2 % SATRAYIE S 1F 3K

P11 AN AR

Firepower-chassis # scope security
B2 ENEYIIHERA.

Firepower-chassis /security # scope keyring keyring-name
FBI QIR K:

Firepower-chassis /security/keyring # create certreq

PR ARE N PTE FE S X [ A XA

Firepower-chassis /security/keyring/certreq* # set country country name

PIRS AR LUK A4 R 55 4% (DNS) Huhik:
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Firepower-chassis /security/keyring/certreq* # set dns DNS Name

F0E 5 UEAS T SRAR SR AT I A M-

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

&5 Firepower 4100/9300 HLAH (1) TP Hudil::

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

78 1 SR UIEAS (¥ 2 W) S8 BT A5 10 308 T il -

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

Fa e T KAE T 2R

Firepower-chassis /security/keyring/certreq* # set org-name organization name

i AL EA AL

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
DUEAS T SRR 8 AT 5 -

Firepower-chassis /security/keyring/certreq* # set password certificate request password
TV RIGIEFS 2w FRPTAE R4S S T ERERIX -

Firepower-chassis /security/keyring/certreq* # set state state, province or county

55 Firepower 4100/9300 HLAG 1) 5¢ 4 PR € 48 44 -

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
RATATSS

Firepower-chassis /security/keyring/certreq # commit-buffer

SRR LU I I A A5 AT R s A UA LS R UE A5 175 3K

Firepower-chassis /security/keyring # show certreq

T
LR 7 94 v e 3508 s A QS O s HAT TPv4 ik FRAIE oK -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreqg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreg* set locality new york city
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"

HH H = FH H
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Firepower-chassis /security/keyring/certreqg* # set org-unit-name Testing
Firepower-chassis /security/keyring/certreq* # set state new york
Firepower-chassis /security/keyring/certregq* # commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKnlt8gMZ0O4UGQILKFXQQc2¢c8b/viW2rnRF8OPhKbhghLAL1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mM4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHJACMBOGA1UJEQEBR/wQQMA6CBNNhbWMWNICECSELXjAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQue LTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYVUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgqoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #

T—% it 4

o SHNEBIERSCA CEFEITLE [BEGIN] 145 [END]AT) » FRRILORAF RSO . Ky A3 e 15

TSR SO AR AR AR B SR B LA, DLRIBCE PIFAIE o

* QIR R RO E MG AR R IE B IR . U S A5 M O F 0 WS AR £

AR BB IR .

B EER

BEN 2 AR

Firepower-chassis # scope security

IS AT

Firepower-chassis /security # create trustpoint name

N IESZAFAT KR EUE AR R -

Firepower-chassis /security/trustpoint # set certchain [certchain ]

WERAE A PR EIERE R, REUM IR EMAEBSEE AR, 2 XEHIET R (CA) FIE

TEErE. NG ER N —1T, N\ ENDOFBUF L)5¢/liffE .
BEEEL U PR Base64 4ifid X.509 (CER) k42X,
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T4 FTTS

Firepower-chassis /security/trustpoint # commit-buffer

Gt
PR 7R Bl G 52 5 AT s SR 0 32 A5 AT 3R AR5 -

Firepower-chassis# scope security
Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

VVVVVVVVVVVVVVVYVYVYVYV

\%

>
£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghkiG9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

T—¥ it a
WA A S AU LR AR U PP )R L3 N PIR.

RHER SNERIR

FHia Z |l

o WAL BIPAIE B I TE B B 5 A R
o MAG AR SRS AUAH UG SR I FAESS -

wirssamag ]
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B scssazex

N
Firepower-chassis # scope security
HE KRGS 52 DI FA T C B A

Firepower-chassis /security # scope keyring keyring-name

G rRSRIBCES PR UE S (045 AT B BiE PR B UG 7 7 32 A5 AT R

Firepower-chassis /security/keyring # set trustpoint name

JA B T4 AR A 3 SR UEAS (K0 1THE

Firepower-chassis /security/keyring # set cert

FEFERTT A RIS A AT B RS AR B U B B ATEAS SCAS . AEIES R 1 17,

SERGIE TN o
EEERI LUK T Base64 it X.509 (CER) # .

RAAESS

Firepower-chassis /security/keyring # commit-buffer

Gt

LUR R B2 AR RO FRAE B S AN B P15

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

\%
VVVYVVVVYVVYVYV

\%
1
1
1
1
1

2

o

Q

%

H

H

=

g

H

=
1
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #
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B & HTTPS
A

mgures ]

T—5Ht4
A F 5 53L& HTTPS JIRSS

N
=

52/ HTTPS Tt & CELRG S ek i HTTPS 4 F i DRV 3R Jn, — HARFEERAATSS, i Y
AT HTTP Fl HTTPS & UGt A1, A W4t

UK

BEANRGiAE A
Firepower-chassis# scope system
BEA R GRS

Firepower-chassis /system # scope services

J& F HTTPS 45 :
Firepower-chassis /system/services # enable https
(AJi%)  FREZH] T HTTPS 4 1% 1«
Firepower-chassis /system/services # set https port port-num
(nfi%) FRE G T HTTPS 2 FHIR AR
Firepower-chassis /system/services # set https keyring keyring-name
(AJi%)  $R @A HIK Cipher Suite %242
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode V] LAJE LA R RBEF 22—
* high-strength
* medium-strength

* low-strength

* custom- SUVFEHR E /7 & XLIH Cipher Suite BURS HEYE 4 5 o

(A[3%) %4 cipher-suite-mode 1 4 custom, 1545 & (1) Cipher Suite 241 [ € X -
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string "] VB & I % 256 745, FF HAAJIFF & OpenSSL Cipher Suite Biii. AfFH#
FAEF R BRI A, 1 OIS o + On'g) - GEFRD F: (B9 BRéb. AEAE R,
152 7 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite .

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .


http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite

Fans |
B =cumesin

o, ERIAELL T, FXOS A IR o o S RS 7 15 A -
ALL: !ADH: !EXPORT56: ! LOW:RC4+RSA: +HIGH: +MEDIUM: +EXP: +eNULL

TR 4o ¥ cipher-suite-mode 13 B 4 [icustom 2 A1 AT AR HoAd (R, 0 Z0ME5 e 356 101

TR (L) o B IEAS A S R

set revoke-policy { relaxed | strict }

TR KL IR B RGN E

Firepower-chassis /system/services # commit-buffer

A5l
PLR 7RG E H HTTPS, #5558l 443, B2 HIR A RREA kring7984, ¥ Cipher Suite
GRYMBCE N E, IS

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

504 HTTPS i

TRIATEOLN, 7R 443 B HTTPS MR%s. %125/ HTTPS, {HAf LIS dumd, BT
HTTPS %4,

i

HIE1 EHRTEAIEE (Platform Settings) > HTTPS.

LR 2 im0 (Port) F-E i NEH T HTTPS IEFE w1 . 88— M+ 1 165535 Z (Al FI3E 4. BRI
VR, i 443 B HIIRS .

I3 HiRTE (Save).
1# F$8 2 B HTTPS % it & Firepower #1456 o

X HTTPS il )i, FTA 40T HTTPS S iG#H5 5C o P 5 B8 HEH i 1 507 55 5% Firepower Hl
M LS, W PR

https://<chassis mgmt ip address>:<chassis _mgmt_port>
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e |

MR <chassis_mgmt_ip_address> J& AW GAHCE W ) % N 18] Firepower ALAF 1) TP Hihbsk =414,
<chassis_mgmt_port> J& R WINIEL & ) HTTPS %ij [ .

B 25 A 2R

UK

g3 I PN

Firepower-chassis # scope security
IR 2 MIERSEE E P

Firepower-chassis /security # delete keyring name
P3RS

Firepower-chassis /security # commit-buffer

Gt

LA 75 ) i s A 3 -

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

Al R A 1E =

FHiaZ |l
il O SR ARAL T B2 A5 AT R
iz

SR A

Firepower-chassis# scope security

TR 2 MIERIRE 2 E TR

Firepower-chassis /security # delete trustpoint name
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Fars |
B =mumes

HIB3 A5

Firepower-chassis /security # commit-buffer

Gt
DN R

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2% F HTTPS

T EARGHRA

Firepower-chassis# scope system

P2 ARG

Firepower-chassis /system # scope services
SR 3 AEH HTTPS it

Firepower-chassis /system/services # disable https
TR A BRI R R ARCE

Firepower-chassis /system/services # commit-buffer

Gt

LA 745 H] HTTPS Jf 42484155

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

fic & AAA

AFRIN G RIAE ALK . AR5 R, TSI T8
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=7 an

Kb BBNCIK (AAA) R AUIRSS, T 2 BERI VT I SRSk . PPAl (T 1 D042
PR S5 ATV SR P A5 B e BB T YU o SRBUT TSt sion, IXLEsems i e 200 B
Gy B AE ] 7 BENS U7 [ IR L B PSAN IR 5% o A MRS I TR AN B Y 0EA T IR B, IX LB T 2 AN
o IXEETERER T RHEAT M2 B 2 e ki 5 B TR

B30I

QAL AN e AV XS o VR DD RPN SV LR P S U NS - pi Dk AR L DRE R RS Y & X LA
JE T USRI . AAA IR S5 a5 2R L SR A (0 SEAIE 55 K e h A Ak 0 P AR AIEREA T ERA . IR SR
UEUSHC, WAV U7 R S o ERABIEANILRS, B GG TE R,  JFE L8R 255 1] o

65T LA Firepower 410019300 HUARL TS BURI BB RERE T 2 GY0AE, (LI LA N 221
* HTTPS
* SSH

< BTG

Y
PR AT SRS L R s A3 AR VF RN P U ) IR 2R R iy 8l eIk S . AT S BRI
T RES BB P BAT S AP 2L U 1) 535 5
=it
O FE 0 B FH P AR e 39 TR) e A U i, X AT DAL AE ZR 8 I T B i T P AE A 3 ) A %
PR E eIl SR TR G T B A EORBUTIY, X B TR T B
TR EFEHT. FIERH M S RIS S .
BRI0IE . I ANIEMKZ B X E
fn] DL S 0y B UEThRE, ] LUK L 5 32 BURE K ShRERC &1 H o AR & B SRk Aot H gk
TGO I0AE . S8 a] LUl K Th g, ] U 5 5 00 50 E AN BTl el A1 H
TSR IEIERE
FXOS LA PRI P G4 5 E :
o AR - STRFLU R4S AAA RS
« LDAP
* RADIUS

* TACACS+

* AKHth - Firepower HUFHYES"— ] F TP Be B SCPFR7E RO A BB 178 o J8mT LA FH e A i K4
PEAHE AAA IS5 R RAR U B S0 . ALK .
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Fans |
B c=amn

RRfag
FXOS SR LU A 0 BU TG AT A A R A AT LT LA (A 4
© EIRR - SO BN RGN E TR . BRUATE DL, N BRAE BLGK T A , JF HAS
AEXT AT BT

* AAA B - XTI MO AAA BEEITEEE Ui o PR GUIARA BT

« BRAE-XENTPECE . U617 AT ¥ Smart Call Home FUE FI R 4t H & CELE R 40 H & M4 23 F
WD HEATBEE TR . N ARG HA A I BT 1] o

« Rig - RGNS E AT R i, (AR R GUIRES .

ARAHH P AR TEAE R, WS EE, 5639 0.

& AAA
XD IRPLAE T 7E Firepower 4100/9300 ¥ 7% L1 E S50 iE . FAXACNK (AAA) FIFEA KRN .
1. BB PR P B 28 R
o AR - P E SCRUACHE SR BAIE R A B, 3 39 BT — ).
© IRF2 - WUELFE AAA RS ARV R B RCE N, R
* BCE LDAP S ity , 55 128 0t
* liCE RADIUS $2fEF e, 55 132 1T

* Bil'E TACACS+ HEHREF , 58 134 1L

N

AR WA IR AAA RG2S, 1SS A FER S5 g S RIS AAA
%5, SRJGTE Firepower HIAH LIACE ZCFE AAA k55455 ]

2. FREBCA SO UETT i - XM A EL 5 39 DU — g0

Bii & LDAP 12152 %

BcE LDAP R {2 FF R E 1%

FEBCAT S5 G K o T R K B A S (R e iy 5 R BN B . IR AN SR R e 1
XL P BEE, W Firepower W4 Ji& A R GUKEAL T % 50 B 2 BRI

WRATH Active Directory 124 LDAP 4545, 157E Active Directory JIik 554 G HI = K - LAGR i
Firepower 1 JEEEVE RS LUK P N HAT KA I 1 1) %0
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ez oap ztizi ]

FIB1 EFFAILE (Platform Settings) > AAA.
$IE2 i LDAP LT~
$IB 3 /EE % (Properties) X5, A5 DL 7B

AR 15t AR
Pl S e ERGUBIN Z AT, R RIE R LDAP Hdfs e N4 48 21 1 I 1)<

B (LR A AL
EHIA T 1 3] 60 FPI3Es . BRIAE N 30 70 i@ TN

TE I,

BT LDAP J&tt, FrifHl ) MO EM XIS B . WEMHmE L —
RN o RGEAEHT P il sk T A UL RC L o PE R

Al DN 7B LDAP 2R &5 ke e iids, I G0 HAR G 20

MR P 23R B DN, R4S 280 4 FFap iR . FEREDN
M BE e K AT LLIE 255 AN PRFIRZ: CN=Suserid WK JE, Hrp,
Suserid AR AR LDAP B4 5 1iE Vs ] Firepower HLAH 1) F%
M.

It B 2 LDAP S EF2 P T b 5 1. W B e bk i~ Ffe e
LAl DN, A Z50h H I LIRS LDAP $ IR P iR E — A2k

fili DN
TR T HNEL LDAP iR 55a% A 0 dEas m e, Bl cn=Suserid

% sAMAccountName=38userid. LDAP #8224V R T AT LEPLH O e X
TIESMIH P 4. RS BINEE Suserid.

73Ry RS N B 1B K 5 S I N2 v N Wk (=D =B N . S 1| DV
B g XIEE LDAP R Te € — L oS

I 4 FHRTE (Save).

=Mt 4
B LDAP 12 4LFRFF .
£1/3& LDAP 12112 %

F LN IR UFIEC & LDAP 2 4LF2E 7, RIS I Firepower % % #2 it3E T LDAP ) AAA JIR 55 14E
SEEFEARSS % .
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Fars |
B oz woarizpes

\}

% Firepower M4 JEHAE RS % 30 HF 16 4~ LDAP 4R % .

Fia Z |l

WA H Active Directory /24 LDAP IlR45#%, 18 /£ Active Directory 5545 H 81 H K P AR &
Firepower "4 EERAE RS BLIK N B AT 7K AN IS ) %04

UK

PB1 EFETFAIRE (Platform Settings) > AAA.
12 il LDAP 5.
PR3 N TER AR LDAP 4241557
a) 7f LDAP {2#t32F (LDAP Providers) X ik, #.diik0 (Add).
b) 7E#iN LDAP $2{#%2F (Add LDAP Provider) X[ ifHEH, HE DL N 7B

AR 1 BA

FH12A/FDQN (S IPHlE) F | LDAP fR&#s M EHL AL IP Mk, @) 7 SSL, sbBon

B ZURSHHULHC LDAP #030 2E 22 4 ik HP il FH &2 #K (CN).

5t - Bt Firepower AJ 4 34 22 Z 48 H LE L AR 37 X6 P BEAT S 40 B0 AIE
P o

BWIAN—DT 1M 16 Z MBS, s i N\ s K7 FAMEDL 0

(%), ArE AL Firepower W] #AE R GMR HindE
Firepower HU £ H 85 5% FXOS CLI H1 5 X # A 3R (L RE 40 1id
AT .

4I5E DN 7B LDAP 8 FEIK /7 (X 50 44 (DN), X 37l DN R B 5 %471
7 BRI AR
SCRFR R PRl 255 4~ ASCIT 74 o

E7 DN 7B LDAP 2 &5 0 e bn il 42, i e J gt H R g2

IRARAE LA P 423U 16 DN I, RS SN Y FFUR i R . JE
filh DN [ B mT DAk B8 e KA B 255 AN 450 2 CN=Suserid
MAE, o Suserid AR IRZ2 A8 LDAP & 3 56 iiF 1 7]
Firepower HLA & H 4% 5 FXOS CLIFZFEH /-,

A AT, BRAEC/E LDAP LT B s T BRIAEEAH DN

£
O
<
U

Firepower HL4 & H #$ 5k FXOS CLIS LDAP $d = HE 473815 it
A FH 3 1L o B 504 389,
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ez wap 2tz

AR

L RA

JBF SSL HikHE

WRiE, F 2 LDAP Boffs 2 18] (VA5 BEA TN . ik
WO, SRS FOR LA SO IS .

LDAP 1§ [l STARTTLS. X fo¥di Fl s 1 389 ME4T b5l (5 .

iEes B

HINEL S LDAP RS a% — i H it v s imvt, a0 cn=3Suserid
Y sAMAccountName=38userid. LDAP 2R -F AL LL LA 2 58
SCGLpESSH P 4. 1L uESS AL S Suserid.

HAEA LI, BRAECAE LDAPET-R s T ERIA L ESS

e

LDAP J& P, i) ORI B EH. R an 2 —
ANBARRENS o FRGAE Il 5 2 VL BC b MEA4 R K

ZAE A I, BRAECE LDAP B FRE T BRAE .

AT

{E48ZE DN (Bind DN) = Bt 45 1 1) LDAP 04l 220K ) (1) %5 5
T LU AT AR E ASCIL 4%, HA. § (4r1i5) L ?
(a5 8= (Z5) Boh.

WINBER T

52 LDAP Hifs PR A AT A

HBE B

TERGUEIN 2T, RG22 uER LDAP Hdls ¢ I K £E 2% ¥ I 6]
KR (AR AL

BN T 1060 B2 [ REAL, BB 0 (%D, LU
HIAE LDAP SEIR _E47 52 42 B A . BRIAE A 30 F5.

VTSR RE

PEIEFERRIREEOE LDAP SRR ol 55 45 VAR5 G N R -

* W LDAP $#244t72)7 & Microsoft Active Directory, 1%+
MS AD.

* IR LDAP $#24LF2 FF A )& Microsoft Active Directory, 15k
#$TFF LDAP (Open LDAP).

RiMIE I #TFF LDAP (Open LDAP).

c) AR (OK), nJ XN LDAP 1242 (Add LDAP Provider) X if4E.,

LI 4 RTE (Save).

SRS (AL IR MR A

Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

R B EANAE JE ) SSL iR A Ak .

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .



Fars |

fE% LDAP 12 {32

UK

$IB1 L F AL E (Platform Settings) > AAA.
FIE2 i LDAP LR,

$IE 3 /& LDAP 12£32/F (LDAP Providers) X3k, 765 EAEH R (1) LDAP $EAFE P XTI (112 147 H 5
iR (Delete) K Fr.

Bc & RADIUS 12 {&F =2+

BCE RADIUS 212 FF R B 1%
FE AT 55 Fh G V0 J PR T SRR pirAT SRR PP i 5 R BN B . W N R AR P R A5 A
XL PR BEE, W Firepower R4 fEH AT R 40 R4 % B E I B ERIA B

itz
$IB1 EHF AR E (Platform Settings) > AAA .

HIE2 il RADIUS &5 R .
$I23 £B 1% (Properties) X1 H, HELUF 7B

AR it AR
LN S e TERGUBIN 1T, REERIERL RADIUS $dfs [ R A8 2 ) i 1)

K (LU AL
A AT 12 60 R EH. ERINMED 5 A

IR LB
BT TSR R AT (K R R K

P4 PEHRTF (Save).

T—5Ht4
B RADIUS $2 L F2 FE

£1)32 RADIUS 121%52F

F M LU DB e CFITECE RADIUS $24ERET, BI AUt Firepower ¥ %3¢ i1 RADIUS [¥) AAA ik
2 I e FE R A5 25 o
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ez raDwus 2tz ]

\}

R Firepower ¥ EHE RS i £ S HF 16 1~ RADIUS $#&LF2)7

UK

FIE1 EFETFAI&E (Platform Settings) > AAA.
$122 il RADIUS TR,
PR3 TR KA RADIUS 42 (1527
a) 7f RADIUS 1232 F (RADIUS Providers) X1+, #7750 (Add).
b) 7E3H0 RADIUS $£{£%2/% (Add RADIUS Provider) X iFHE T, HHH LU 5B

2 158 AF

FEHZ/FDQN (S IP #itt) 7 | RADIUS RS 2e it LA EL 1P Hodik .

B

[ EA=E Firepower 1| R H4E R S8 F ML BRALFR e A k4T 5 40 56
(BT o

BN T 1M 16 2P HEE, s A\ s KR FAEDL 0

(%), ArfE e Firepower 1§ & #AE R G R e /e
Firepower HL4H & HE 2% 5k FXOS CLI 52 At B HERE 374 1
AT .

T TR B SSL I &g, nl I AT B ARE ASCI 7-4F, A~
By § (TS L2 (A Bi= () Rk

HIAZHA T B FEH SSL N = HIATHIIA

AH O 7 B Firepower HUAH 5 P #% 5}, FXOS CLI 5 RADIUS {3 FEdk 4T 8 45
At B (s 10 . A RE R 1 & 65535, Anied 15k 1700,

HBET RGBT, R FARER: RADIUS $4f 12 1 ¥ 46 9% (1) i

AL CRARR BT o

BIN—IT 1060 B2 IR REEL, BiEHA 0 (%), A
£ RADIUS $E 35K 35 5E 14 . BRIAEDN 5 7.

Bl TE TSR A I i (0 4 TR

WERTTEL, AT 0 M5 2 S, WERANRE %

{H, Firepower HLAR EL 4K 16 HI/E RADIUS JET -~ E4RE 1
{H.

¢) AR (OK), 1 XM RADIUS 12{£%2F (Add RADIUS Provider) X} i54E,
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Fans |
B % ra0ws 2tz

P4 FiRTE (Save).

i RADIUS 12112/

UK

FIE1 EFTFAILE (Platform Settings) > AAA.
$I1E2 Hili RADIUS 3.

I8 3 /£ RADIUS 12132 (RADIUS Providers) X181, 55 AEMIBR T RADIUS $E4ERE 75 1Y 1) %
(AT L RS (Delete) 4.

Bc & TACACS+ 1R 112+

BCE TACACS+ iR {32 FRIE 1
FE AT 55 RO ) J M T SR TP BT A SR (IR e T S R BB . R MR R P B
ALK LR PN B R, W Firepower I A R 40 KL T 1% e BT RS ERIABEEL .

U
LB EHFFEEIRE (Platform Settings) > AAA .

$I1E2 i TACACS EWiF.
$123 (EE 1% (Properties) X1k, HU5 LI F 7B

AR 15t AR
Pl S e TERGUHN Z AT, RARIERL TACACS+ il 22 R 46 91 (1 I

A CLARR g BAA D
A AT 1B 60 AR K. ERINMEDD 5 A
IR B

P& 4 1RTE (Save).

T—5Mit4
B4 TACACS+ $2 LR T
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£1l3Z TACACS+ {2 {ET2FF

ez Tacacs+ i2ttiz I

FE M CLU RN DR UFELE TACACS+ $ 4L F2)7, R4 Firepower #4521 T TACACS 1) AAA

J 55 R 3 T R R 55 4 o

N

E®  Firepower 14 JEHRAE R Gt £ 3CFF 16 1> TACACS+ $2 it 7.

UK

$®1 % HFTESIRE (Platform Settings) > AAA.

$1E2 il TACACS LT

LB 3 N TIEEN IR TACACS+ 3 ALFETF:
a) fF TACACS 12125 (TACACS Providers) X1k, HdiRin (Add).
b) 7EiR/0 TACACS 12#t#2 /% (Add TACACS Provider) X[ ifHEH, 5 DL N 7B

AR

L RA

F#H1&/FDQN (S IP #ith) F
B

TACACS+ MR45#3 10 M4 85 TP Hudl,

M R - B

Firepower AJ 4" FEFR A1 R GEAE A L3R BERE o0 F P 04T 5 Ay B0 i
RIS o

HIAN—T 1 H 16 Z M paEs, s N e kel FAEEL 0

(%), ArRAEAMLL Firepower 13 EERAE R FARIEAE
Firepower HLAH 8 FE#$ B, FXOS CLI H g X HAb f2 At 5 20 ic
=N A .

TR

B ZE SSL N 28] . 18] LU A AT ZASUE ASCI 45, (H
ey § (015 L2 (HS) 5= (55) BRréb.

WINBER T

AL SSL N B HAEAT A -

i 07 B

Firepower HLAH % I #% 5 FXOS CLI 5 Ilt TACACS+ 45 #s3E47
AF P AS I ) 3 1

BIAN—ANT 1 A1 65535 Z (A A3 5. BRI D28 49,

HBE 7B

TERGUEIN Z T, REERIERL TACACSH Hfhs I K5 4L 3% (1)
TR CBLRR R HALD

BN 1A 60 M2 A EEEL, BB s 0 (%), DUME
HIHE TACACS+ LTI AR I 4RI E . BRI 5 5.

¢) HHE (OK), 7 XHRIN TACACS 121£%2/F (Add TACACS Provider) XJififiE.

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .



Fans |
B % Tacacs: 2tz

P4 FiRTE (Save).

fB% TACACS+ 12 {127

UK

FIE1 EFTFAILE (Platform Settings) > AAA.

FIE2 i TACACS &I,

IR 3 {t TACACS 1R {#t#2FF (TACACS Providers) X1, 755 G AR EMIBR ) TACACS+ AR 70 M)
RIOAT T MIBR (Delete) Elx .

RERGHE

R H GOk BB I BMCEREAT R H GG 6 SR IR A 1007 % R Bl
B e R G H B R SS a5 A B TSR H BRI, REGEH BRI BIER AR SO, o
AR5 fi] BPLC B SO AT BV R e AR AR il sk H AW H SO R A . H A0 A
B HEER S A A B A .

=i

HIE1 EFTAIEE (Platform Settings) > R4t HE& (Syslog).
W2 FUEAHH K-

a) 7K B #Y (Local Destinations) %1+ .

b) 7EZ#t B AY (Local Destinations) 17K I, S LI N 7B
AR ks

$=# & (Console) 5>

EIPIRZS (Admin State) ;| Firepower HLA & 7RG FE R RS HEH R

IR ARAEAE R 6 7R AR G H ST SO PR L H S s
FH&H, 1§k B (Enable) SLHE, W R BN LT B A
(Enable) &2 IEHE, FR4EH G ERSAINE HEF, HALE
MEFETIG b

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)



CEEV RN

AR

L RA

Z 5 (Level) 7Bt

Rk T iEl & - BT (Console - Admin State) [1]/2
(Enable) EAHE, HILEFEBAEESIG F BRI EARN B2
Firepower HUAR7EFE ] & L Wos bl S LA B . 1% m] LU DA
_F/E\:EP*IE:

=
. 12EE

U528 (Monitor) 47

EIIRZS (Admin State) 7B

Firepower HLAH & T AE IS R R HEN R

IR SEARAE ALY s R AT H AT B PR 8 H AT S N
FIH&ES, Wik /B (Enable) STIEHE. WIRHGHE T EA
(Enable) 2iEHE, REEH B R SRMEIHEF, HAZE
INELAS .

5 (Level) FH751%

iR T US40 28 - EIRIRZS (Monitor - Admin State) 113

(Enable) EAHE, TEIEFEEALNE INAAS B R R IBAR B .

RGN FERIGON X UL R X BU& LN —
0

{ﬁ‘]
azy
|

i
G

B

c) HiHRTE (Save).
SIE3 NEZERE M

a) H.il7itFE B A9 (Remote Destinations) £ .
b) 7riE#E B8 (Remote Destinations) XL 1+~ b, K Z = ANIMBHEES FH7B, XEeHEn L

{ii#i Firepower HUAH AE RIS«

IR ARG H S R AR R R H K, f8nT LURIE AN R 5 H RS 55 4% b (0 m] R 82 1) A A
B FHEGRAT FAC R Bl JE o S AT A B, i, n] AR E A0 SRS e RN R G HAE T B R
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FPATINERAE, SR BRI PR RA7 B A SO LA TR, BB A T e PR

ABREAGEHE B

AR

L RA

EIBIRZS (Admin State) K

WA H G S A R H &N S, Wik Ea
(Enable) 5 JEHE

&3 (Level) T

PSR R G I BRI R0 . RGAEILERE A A7 ik
PG S LA B R e 3K AT U BUR Hoh— T3

1132

. $2EE

FHL&/1P #uit (Hostname/IP
Address) “7-B

R H SIS B 0 144 B IP Mk

R AT H B TAG ] TP Hhdil, 2420 E DNS il
5o

1’ #%& (Facility) FHu41%

ARG H 55w B E AR SO B A R G H S B
AT RAGERA R oI

* Local0
* Locall
* Local2
* Local3
* Local4
* Local5
* Local6

* Local7

c) HilifR7F (Save).
PB4 FLE AR

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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a) Huili AR 3RIE (Local Sources) 1 .
b) 7EZAHbIE (Local Sources) i1+ I, IHE DL FE:

&R 15t AR

MBS EIRIRZS (Faults Admin | 245 )5 F R4k H A id k. Wk /B A (Enable) SIEHE,
State) 7Bt Firepower HUATH LK ITH RGeS o

HIZE RIS (Audits Admin | 275 5 8 4% HGd k. Wik +H AR (Enable) 2 iLHE,
State) 7Bt Firepower HLATHF L T A A% H & FAE

SMHETIRE (Events Admin | 2553 R FH0F HEIC k. Wik /A (Enable) 5IEHE,
State) 7Bt Firepower HLA¥ id s T KRG G4

c) HHRTE (Save).

BcE DNS AR5 =5

N

WUER ARG ESRORE EHLA N N TP Huhil, 875 2845 € DNS IkR95 4. B, W RANECE DNS JIk554%,
AL Firepower HUAH FRCE WCE I, AR www.cisco.com 4544 FK . %8 AT A i A0 FH 5545 1)
TP Hhiik, AT LUE TPv4 Bk TPv6 Mk, 5 % nTLARCE 4 4> DNS 45 % .

a4

FCEZ A DNS He g5 dsid, RGN CHERE RN R SS & o WERAHE Bl iy & LK DNS e d5 4%
i, g HAELLBEHUBFEER 3 4 DNS Hids &%

UK

FIB1 EFF AL E (Platform Settings) > DNS.
S1E 2 %+ 2 DNS BR%5 88 (Enable DNS Server) Ei%HE,
P 3 XTI DNS k44 (% 4 1) , 157t DNS AR5 25 (DNS Server) 7Bt il A DNS

5545 ) 1P kb, R0 (Add).

I 4 FRTE (Save).

/2 A FIPS ##3

PATLL R B8, LUIAE Firepower 4100/9300 HLAH _EJ5 ] FIPS Fixl.
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B =remmee

UK

LB DUE O P B3 %5 5k Firepower 4100/9300 LA »
LI 2 L FPlatform Settings LAFT T “FEBEE” T,

WIF 3 Wt FIPS/CC model FTIF “FIPS FlH HFRAE” % 1o
HIR 4 % FIPS Frxt N ¥ Enable 5 EHE .

LIS HiSave fRAFALE -

P 6 LR E R H 3 RS

T—SHit4
7 FXOS HiA 2.0.1 2, B U8 B i OURE BLAT SSH ENUBHINAIG DY 1024 Br, A&
FIPS AE ATARBAE AR, (b ARSI ERLRHT, JEAEF e SSH EBLEEHT . 98 66 ST 0T
ABRAE D B ORI LB SRS KR WS B, e FIPS RSt I 0L T 26 T
JABNE, A5 T SSHERE R 44T BI85, 0SS A ] FXOS 2.0.1 B i AT HIA BE
BS54 T 6 32 L

J& R FR AR

HATLL R B8, 7E Firepower 4100/9300 HLAH L5 18 F AR AER

UK

I DU L 7 B 6 5% Firepower 4100/9300 LA -
$I8 2 % FPlatform Settings AT JT “FH & E” W,

SRR A L THIFRE” Iots Y (¥ Enable 2 EAE .
PS5 MifiSave (RIFALE
FIR6 LS REF SRS

T—F Mt 4

f£ FXOS A 2.0.1 21, B IR BCEBLE N QIR M IAT SSH EALE PIRAES 6500 1024 £7. LG
FIPS MU AR AEAUET K, B B IH AL D], I A SSH BWLE D], 25 66 T 3
WA D R OF I BNV Do WA TIX LI 3%, WIAE “ I br#E (Common Criteria)”
AE BT, WAEFEEE, HIOVEAH SSHEHE R M5 4 G R A FXO0S 2.0.1 55
PR PAT WA R, WTCHE AL O K EHLE B

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)



sz wpirEsiE

BoE IP a1 % 3=
BRUIEDL R, Firepower 4100/9300 HUAS HH &6 A Web JIR 4525 (TG Vi [l o S0 Z0045 FH 45 TP B
FEVFIRSS IR E 1P Vi 513
IP 15 i) 513 SCRFLUT Bl
* HTTPS
* SNMP
* SSH

X IP HhES (v 5ive) , RN SRS E IR 25 DA 1. 1/ 0 FIETSE 0 SeVFC R EITG
PR il iR 55 o

g2

FIE LU B BT 7 5 40 B 5% Firepower 4100/9300 HLAS -

I8 2 i FPlatform Settings LT T “ V5% E” T,

SIE3 I Access List, DUFTFF “Pima1£” Xk,

A (R, BT AAE L IS IAINER 1P U5 ) 413 rh 41 G TPv4 Rl IPv6 Mk
BRI IPv4 B, DAZRE AT AL IPv4 TP HbhE (RS [0-32] KD FFak RN
TIRIN IPVG B, AAZ5UHI AT R IPV6 IP Mkt (RTZE [0-128] KB IR P

LY e SR = N NI 3

AR HEIEO RN MAC i EIE:, HEFHE MAC bt
FXOS WU 25 8k 25 28 524504 1 A 3h24E B MAC Mk, DA &-AN S48 v fy 3 S48 A FH s — (1)
MAC Hiht. FXOS HLUAF Al A CL R %A i MAC Hiik

A2xx.yyzz.zzzz

b, ey B E SUIRT R G E LIRS, zz.zzzz 7 AU ZE G B85 8% . R GE LI
HI4%5 C7E IDPROM Hé4ufE 4 MAC Hikibyth 4 (1) 25 —A> MAC #uhik (1) 2 M7 AHIERC . A
J connect fxos, 2R )51 show module & & MAC Huhkyh ., #ldn, 205 BosiiE i T 1 ) MAC
Hi 43 4 b0aa.772f.f0b0 % bOaa.772f.f0bf, W ZRZE 284 2 f0b0.

ARVEAE R, WS PRSP D1 B3 MAC ik, 25 184 Ui,
UEFE A 4t & MAC Ml  DUR B arade R e SCAS e 8 T (R 4R o
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B sssnmnarREs

\}

ER R E GRS S T MAC HUlEATSE, AT RS i B A T WA

UK

PB1 EHFEFEIRE >MAC i,
W GUTH] 7 LA 7528 SR ] MAC btk 1482 112 i MAC itk
FIE2  (Alik) AL MAC kb Bl ) MAC Huhk 4 .
a) FRAIRAINETESR
ARGk BN E MAC a8 IEAE .
a) N AT 1VRI65535 Z IR T-EHME . Margi & e 4 — AN PUAL B oS b dl e, JFRE
MAC Hihl ()45
WAL FHRTER IR B R s An AR RS E 0 77, NIRRT 208 77 S48k -1/ 1EIE 004D (yyxx) o
7E MAC Hbhik A FHI, I RT4E48 G Goxyy), DA ALAR (1 4 T 5C DT -
A24D.00zz.zzzz
SFFRTZ% 1009 (03F1), MAC Hiht A
A2F1.03zz.zzzz

b) HHHE.
RGO A FHAZ R 005 MAC Hudik o 2SR AT A0 A= B0 - /S B ) S s 7F e i B
7o

N B RJEHIRMFIRBCE

TR E RN LB SRS DL, TR e A BRI B SO B ISR B/ N S
I, TR A T A B B SO PG B OO W CPUAZ LU s R MRI O BE 5)
SH RAM, FEREREAS SR 4 22 () 2l 40 GB.

* BUMELHEE N 6.

o BT AR IR, R 8 ML

< BEATLARCAERAL (6. 100 124 14%5) M, JhEEKIHE.

KA R OO T 2 AR S, T S I A SO SRR 4 46 0F 56 189 Wi,

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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PUFH A5 — AN i 44 "Default-Small" (BRI BEIRIC & SO, OO G R MZ O BT LU Bt
BC ST S, HER PTTEARAE SO0 P SO . VR, SRR E SN AR R gk H R 48 EA
AFAEAT ] FEAR T B SO I B T e

AR T IEAEAE I, JCTE S O U B SO e A A T BRSO AOAR AT S ], SR B e
PRI E SO, dw i B R IS o SR Ty PR R SE RS, R e R AT REBR
B ORI AT 1 53 K2

WRAERE FTD SEBIAINE] FMC Jr SE st G B SO BEE, R AR & > IREEE > IR& > R >
FETEXAAE b OB RN B 2T

UK

SR ERTaRE > FREEXH, K5 LR,
ARG TR AN N ZE IR B B ST R AE
P2 WEL T2

* Name - BEEST 1A 64 DFAF LB B ESCIFAARR . W, R E SR ARES s Joi il
G

* Description - & % 510 AN FRF I E SCHF U
* Number of Cores - % 54T 6 Flfx K{HZ 8] FIAC & SCEZ 08 (BED , BAEBRGRTHIH.
EIRE 8 M&L.

PR3 AE.

Fic 5 P 4 42 1) ok g

g VE R IR BRNE A, FXOS SCHRAERZ KDL (LLDP), 31X J&— /N T4 i ) ¥ 26 R I
W, 7 IEEE 802.1ab #rifErf s Lo LLDP ML &4 H S5 BB S A M b i) HAh i & . It
BHEB RS2 FIEAT, ST A F M A RG] LL T 8%k

LLDP M B, & He i 4 S 3 CHE 1 DD B S P IRS 5 L. LLDP 5 46 A P2 Uk S
FAl LLDP 82 ik 5 .

F7E FXOS LR b AISEIhAE, T DhRC T R4 bl iens, JHI 952 LLDP (MRSl .
P BIEGIRS AR . T LU LR IR . EPMO I B LR
S UL AL AT 11 _E19 LLDP,

)

iR o JoikAE B A E 1 ACE LLDP,
o JERZRN T I AR ARG 1 BRUS F LLDP HOR BRI, piry Mot 11 3 BRIVEE ] LLDP.
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UK

SR ERTFaRE > MEEHIRRE.
P2 R,
PR3 A PIEPEHINS” RHET, ZidE LA 7B

B i8R

15 AR 7 B o0 2 7 ) SRS U0

LLDP 4 52 16 HE fif FXOS fgWs #4 LLDP i to.
LLDP &4 fif FXOS RENS f&4 LLDP i 0.
SEHE

SR A SHRTE. CUEE MRS G, DR L BC 25 B2 1 o A A FH I 2842 1) S g 6 AR G P 2 T )
SR, ESHIEYEE D, 2162 1.

=== Vo Jas
FC & #1728 URL
AT LR E B B URL, LMEE 2 FMC 34297 JF FTD S241 1) Firepower LA & BE2S . G AR @ HL
FAE B URL, WIE LA 4 FR .
W RAEY FTD S2IVs g FMC Jo B PUAS URL WE, BENAIRE > REEE > 8% > R% >
BETEXHUGHE b SR AR AN B 25 R A

UK

L1 EFFEERE > ¥lFE URL.
$IE2 KELLFSH.

s UFEBRR - BCEAT 12 60 NPT LI B A PR

* H1#8 URL - &% & FMC N i%H T35 Firepower HUAH & B #%h FTD SE#1() URL. URL 470 LA
https:// FF3k. WA ARG @A E B URL, WIS FHHLAE 24 7K

PR3 PR

. 2%} Firepower 4100/9300 FXOS Firepower ¥l 8 =B 2R Bi5r, 2.7(1)
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fo

EOSHE

* 2T Firepower 21, 5 145 71

* Firepower % [ JHENIRIFR ], 55 159 0T
s FCEHEC, A 161 T

s WFEED, 3 167 T

o FEBRAE R, 5 168 UL

CHREPIL, 174 1T

T Firepower %

Firepower 4100/9300 AT SCHEAERE 11 525 5591 VLAN f-8% 1 F1 EtherChannel (i 35 ) 2
. EtherChannel #% 15 % v LIS [A]— 28 [1) 16 A EGIHE I .

s EED

HUAE BEEL O] T3k SSH 8X Firepower HUATH B R AT B FXOS HUAT. 4 M 748 Ok 10 R T34
BN MGMT, G FEHE QLR b Jr P s e 1o e LUAS7 23 o g 1 P 2P S8 A8t
£ MGMT A1,

LR O, W CLIZATRCE . 7 S ovs 2 1P dbht , 25 82 1. %4E FXOS CLI
AR IR, SRR P R P 1 -

Firepower # connect local-mgmt

Firepower(local-mgmt) # show mgmt-port

THERG  RIMEDRE A 2 2 ol N R B R MR R IR, BE AT T mgmt-port shut 4, HLUAF B
P2 R R IR BT IR

it
i
E
HE

AT LR DL TR

2%} Firepower 4100/9300 FXOS Firepower Hl 5 =12 2B Ei5/, 2.7(1) .



gogs |
B nermmsmmsEnRrs

o Bl - 0T . ANREFEZ R A L M RRE 1. AR AR L I R R
HB 4 5 JOVR IR I AR S S AR sl s o 6 TR O R, T iR L A
PO BIRHPUA, IFES — M0 IR AR ) — AR

o Bt - TR . DA S e SR IR S B R 1, w] A s AN IR A S
(BURFTDAEA] FMC) Jtms. RS 8 S A n] B 145 3o e 10 18 AT LA S 3 155
SR 1 AT RS M S5 mT LAEE RS Se Bl s S LS i e, 5 147 Ut 3K
PR OASCRE THR A B 1 (AE@ WIS i) ISR Blshi 1 sliibay)
e .

R - T BN R S o IR VAT A — A e AR R I, DAY AN AL
AR OO I SR 1 I D A A B RS . R RN B M
B ARMHAE B D RE R, WSR2 145 10,

Firepower F41: - H - FTD-using-FMC 4 {4 B8 B4 1. BUE A 1, #8245 2507E FTD CLI
CE I IP MR AR S E . i, ST DR B R IS B (B TSl g RE k.
15215 Firepower & B0 BUETR I RANCE — 5P “E B 07 #7. Firepower 421
ATRAEH A2 M@ IS, DL M AL, AR & ol iR 1 S 3k n g |
b 2 L A

o BEAE - HIVERFER AR R &5 RS  HIRE RS . BRIATE DL T, RS HIEIE 48 F AZh QAR
e . R AE EtherChannel 11 527 #7. FDM A SRR,

.

.

HLFEFARL A P B3 ST 32 (VIR TS
P BUAEESE e U RA PSRRI OB 1 50 P R e ) 8 (AT 3
o AR ML S0, BB 515 2 1o T et DU DERE 1 5

N N F: L BRVCIRES B e T8 288, i, e W, BRIAZEF W BEH; 11 8 EtherChannel, {H
NINED RN

P55 e X

X}F FTD, Firepower 9300 F1 4100 R b [f 2682 LUBL e o VP48 g A28 AT IhRE . Bl 2847 T off
PRI AE A5 FU () k2 AE P IDEHE LU0 Z (8l o AR AR A BRI i A Wi i), b D e T FH T 4 e 1Y %

UL i

PG4T DU REAE FTD N FR AT . SO 77 BRK IR 26 LV IR T % s e HIAE ASA Fi
FTD M H (P M o W=, AR 30m DG E RA ST DhRE I E: 0 an R AR
LATIIRE, W) L E A EtherChannel; 7501, # nR I 26432 VR 4 8 BLE: L BIC T 1)
EtherChannel i, 53 o

MAEWN IO E R B ST I, B e A LT B o R T AT LA R T O B R
)25 i Y B 5% 1% .

X B0 R AL EE MBI B T, FTD SR BEF484T
* Firepower 9300
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| #oemE

SNEEE

emxi

* Firepower 4100 3741

XLERY 5 1) 52 SCHF RS T W2t A0 4T -
* Firepower 6 Jij 1 1G SX FTW L7 % f £ 58k (FPR-NM-6X1SX-F)
* Firepower 6 %ij 1 10G SR FTW A7 58 M 25 A5 EL (FPR-NM-6X10SR-F)
* Firepower 6 iy 1 10G LR FTW HLAZ 55 N 254554 (FPR-NM-6X10LR-F)
* Firepower 2 ij 1 40G SR FTW A7 58 B 2 AL (FPR-NM-2X40G-F)
* Firepower 8 ij 1 1G il FTW FLA7 58 W 25 R (FPR-NM-8X1G-F)
WEPEEAT AR A I LA Sl DX
©1.2
*3. 4
*5. 6

*7. 8

Firepower 4100/9300 HUATERIAJ5 I EWISCRE . ZEAE Firepower 4100/9300 HUAT - 22 ke ¥y 52 18 4 e 4
IR EWECR, BN O AR v L D E IS ) MTU 8

Firepower 4100/9300 HLAH F N S e 5K MTU 4 9184,

HE=ZOAF RN

TSR] DS SR = M 1 . I BE RV ORAF B LA G DL, DU SRR R 1R M 2%
%% IR DN, HUR 2 EHIME— MAC HUhER R R A a5l SR, i1l ZEAENL

W*W¢H%%% DRI 52 2 TR 3 B R R YK CREAS SEI A 0 RE S S5 3L ] — 4% 1
m%ﬁﬁmf%ﬁ A o Pk, TR R DA RO R

Bl kR A, NUAE4ED T VLAN T8 0% K1 VLAN 4158, #H2 v LLEJE 500 4~ VLAN F
B,

TZ 3L U RO A BAR B
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Max. 10 shared interfaces per instance

EthiA 1/2 13 14 115 16 /7 18 19 110

| Max. 14 instances
B per shared interface

Instance 1

TR R R AT Rk, WG R RE A E O . M, AT DAE— AN a2 M B 1 )
HiZ 500 1~ VLAN T#: 0, R JEAERZS W2 1% VLAN.

7N

1.

3.

FCERR VN, T 2 AT R A A i 2000 10 R R X 2 e e 52 ke

et - LRI R, s S A R ARG 0 18 DRI R 418 55 15 45

Blhn, G)EE—4 K2 EtherChannel LURF ITE S8l OHRGR4E —ilZ, 4R )5 %1% EtherChannel f T
0. 3 O3EIE 1.100. 200 F1 300 1A D@ 1. o i 2 Al D 3. 5BQmit=
Yy /EtherChannel $22 1 8¢ 4% A EE, MEILE QI PRI, VLAN 24184248 o w54 k& 3=
CIE/ 6

WK S — @RS A RS TR, W S s @ A 2% (F% VLAN 4D .
Wltn, H@HEAEA 1. 2 F 3 L= T 1.100 F1200 (—4 VLAN 40 , AR 5@ HEEA
1A 2 L I8 1.100, [A) 538845 2 A 3 JLrsin LHlIE 1.200 (B9 VLAN 41) .

o - IO R

Bilhn, S I 1,100, 5 3 E 2.200 Flg CEE 3.300 110 AN i Al 1. i s E 2
Uity M IE 30 B AR FH 5k I RCRAR AU R — I E i FH: 1, (HA AT R VLAN 41,

g 7e - HEBARREO (Y EtherChannel) -
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| #oemE
sgxnERs

BT B e R A H i %

H=EOERRG

FRB LRI R Ty e, ES 0 N K. DU s —ANE T S =2 1
P/EtherChannel 2 LR SCIUVE B, F1 Y — AN A T H 7H: D 4B EL EtherChannel #2111, HT-528
] F

* 3 11: Firepower 9300 (47 =/~ SM-44) L[4 #/EtherChannel #2 TFI5E4] , 25 149 TT
* %% 12: Firepower 9300 (#f3 =4> SM-44) [{I— /N FRIDMSLH] , 55 152 7T
* 3% 13: Firepower 9300 (&A1 —> SM-44) [-[¥14)31/EtherChannel 2 LIRS , 28 154 1L

* 2% 14: Firepower 9300 (&7 —> SM-44) _F[\—NCE 78 ORSEH] , 3 156 1T

Firepower 9300 (i%H =4 SM-44)

T 2638 H T FH )38 9% 11 8%, Etherchannel [ 9300 _F [ =4 SM-44 24 ik, 78 R 182 0 145 o
T, ORI, Wi, SHEZAFROMLEE, IS AR 0 BTl i & 2R v IR
FZ,

B> SM-44 B 2 0] SCRE 14 NSEf]. b2, RGP BIDRZ TS, LK S B2 £
FEFRETE R Y

3 11: Firepower 9300 (i&5 =1 SM-44) L H94932 /EtherChannel 3% 03245

LHED #2480 S BARERAEDLL
32: 0 4: 16%
* 8 * S 1
° 8 * 24 2
-8 * 500 3
*8 * S 4
30: 0 2: 14%
* 15 * S
<15 . S 2
14: 1 14: 46%
* 14 (BRSNS « SE 1 AL 14
I AL H T
1)
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TR#EZN

SKEIE

HARERBDIL

33:

11 (RS
1 MER T
1)

11 (RS
1 MER T
1)

11 (BN
1 MER T
1)

33:
o S| 1 = 11
o S 12 ZE S 22

o SR 23 SR 33

98%

33

11 (A5
1B
1)

11 (A58
1B
1)

12 (AN
1B
1)

34:
o SR 1 ERS 11
o SEf 12 Fsf] 22
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