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UK
B WS ek SSH i E P 1 192.168.45.45, MIMiEE:E FTD CLI.

22 fFHH 4 admin F1%550 Adminl23 &5,
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{FH FMC I, A8 1/1 B8 /G 1P Hidik,

cMEMREEEENNEEEINERE - WU OB SSHIERFZRIA IP Huhk, (HAERILA B E I
BT IP Huhil, WSsW TR . A T IP Huhil R S O AT . TR, WU B 1P
Hohl, WS4 1/1 B DHCP IR4-2%.

* Manage the device locally? GZ/&) [Z] - AT LUMEH FMC. [FI1%F 2R 2 8UH Firepower
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* Configure firewall mode? (EEEI/AERR) [BEH] - FATEW

FIF* Firepower UMb 8 1035 T B4 1y i ot
-

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...1]

R Firepower BB 5 FMC |

TEAERT AR BN B B BT KO 7
He v n S s KRR il BRIEAEIZ AT B AR, IES LI TR “&

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must change the password for 'admin' to continue.
Enter new password: **kkkxkkx

Confirm new password: **kkkxkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:
Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface

(Firepower 5 1l H.Co i B 45 R )

[data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]:

5516X-1.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:

Enter a comma-separated list of search domains or 'none'

[1:

If your networking information has changed, you will need to reconnect.

DHCP Server Disabled

The DHCP server has been disabled. You may re-enable with configure network ipvi4

dhcp-server-enable

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services

management capabilities.

When registering the sensor to a Firepower Management Center,

a unique

alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or

the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration

key.
'configure manager add DONTRESOLVE [registration key ]

[ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

B Il #B= Firepower BRI S FMC
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this sensor to the Firepower Management Center.
>

WIB 4 K4 Firepower JBp 57 11 15 £33 W 21 47 5145 BEIK) FMCo
configure manager add {/ostname | IPv4_address | IPv6_address | DONTRESOLVE} reg key [nat_id)

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} 532 FMC HI5E 4R & A4 8 IP
Hohko 4R FMCANE B[ Sk, 4] DONTRESOLVE.

* reg_key &[] FMC V5 2% BT 75 P ME— 2 BEEC 2y i 254

R TEWFBR A0 th P A B — A 354, KA 37N 728/ . ARCr I ads 74+t
BT (A-Z. a-z. 0-9) FHEFFR (1) MK ELRINE FMCI, 753043 1
T4

* nat_id 7E2— )5 AR E TP WL, 78 FMC 5% 4% 2 18] (933 AR AR Fh A8 1 vl e - REB 7 7457
o R ML B E ) DONTRESOLVE, JI0Ck AT, 7F FMC_E&i N [R] ) NAT ID.

ER NATID 2 P AR — kA &S, KEAEL 37 M2/ AT RFaisTa
B (A-Z. a-z. 0-9) FHEFRF (). UG AINE FMCIN, 75259048 It NAT
ID.

T

> configure manager add MC.example.com 123456
Manager successfully configured.

iR Firepower @55 #8155 A FMC HH— & NAT B4 B TF, 15 Rl I 50—\ —/NME— [ NAT
ID, F457€ DONTRESOLVE MdEEH#L4, #iltn:

IR

> configure manager add DONTRESOLVE my reg key my nat id
Manager successfully configured.

FMCHI 5 4448 FHYE JF 25 2HF0 NAT ID CfAS 2 TP Bk ) SHWIEE T AT B4 B0 F A4 AL . NAT ID
WA T 2 A P LA 1 TS NAT ID HhifE—,  DUE S W3R8 15 a7 A5 AT 5 A $k 0 13 it 2
GER

P2 BNV (FMCEX Firepower J@H BT 2048 A48 TP bk, DMEENANE %2
() 700 [ SSL 2 8 A 1 1

T—5Hit+4
BB B FMC,
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P2 WMANER 2.
FIR3 Hili Log In,

3% HX Firepower & 32 Fh /O BYIF AT IE
FITAE VEATIE AR T FMCHEAESS FTD. 4 nT LLIE SR SE LR ThAEVF AT ik .
© B - A EIRAUDEL Firepower F—4% IPS
© BRI - T ML IR GUE KA B (AMP)
* URL - URL i J§

* RA VPN - AnyConnect Plus. AnyConnect Apex 5¢{{ AnyConnect VPN,

B EIRVFAIIESS, RO T EAT B ARG A LARIC 1 4 3 4R8 5 R K 3R

/

FHia Z |l
* P RPE RE AR B R
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Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

ER WURORIEE] PID, %R LATSKE PID BV INET
o B SEEKAFR URL VA IE4L A

* L-FPRI010T-TMC=

o B SHE AR URL T W44
* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y

* L-FPR1010T-TMC-5Y
* RA VPN - i 2 [ [l F} AnyConnect 11 W45 o

P2 WR AT BEERAE, 15 B BEVF T IR S5 ST E T FMC.
VE N A B AR RE AT B H AR R . ARV R, 1S FMCIC B3R

[a] Firepower &2 #1:0j #ft Firepower i B
¥ FTDVEM 2] FMC.
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* FMC Va5
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HIE1 (£ FMCH', 1%+ Devices > Device Management.
FIE2 )\ Add FHHIEKIES Add Device, RJEH AL T4,

Add Device B,
Host:? 1592.168.101.10
Display Name: 192.168.101.10
Registration Key:* 1a2h3cd4d5e
Group: MNone et
Access Control Policy:™ | initial ac 2

Smart Licensing

Malware:
Threat:
URL Filtering:
Advanced

Unigue NAT ID:"

Transfer Packets:

@ On Firepower Threat Defense devices version 6.2.1 onwards, AnyConnect
WPN licenses can be enabled from smart license page

Register Cancel
* Host - i NZE I FTD () TP Mhbik. W15 4E FTD #I4AHECE T I 38 2 T FMC IP Huhifll NAT
ID, HJ LR B 2
* Display Name - il A Z{E FMC " 7~ ) FTD 4 #5 .
* Registration Key - fii N 7E FTD #)4AHC & 48 2 1 250
* Domain - WA ZHIAEE, WGBS ELLE 25k
* Group - WURLEAE AL, WP I FoL, 54l

* Access Control Policy - EFHI UG TN . FRIEC A EMIE B OW AT B e RS, 50
1£#¢ Create new policy, #X)51%+#¢ Block all traffic. 2 Jim %8 7] DU St 5 & A SR VAL sl il s
WES I SCVFRE NN AL RSN . 55 28 T,
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New Policy ? X
Name: ftd ac palicy|
Description:
Select Base Policy: Mone S
Default Action: © Block all traffic Intrusion Prevention MNetwork Discovery

Save Cancel

* Smart Licensing - 4 ¥ 1) Dh e 70 B P w5 R BEVF AT HIE: Malware (O RESST AL A AMP 2%
A . Threat (WU HATHIANRZBIE) « URL it RS]S90 4k T-28 1 1¥) URL
g .

* Unique NAT ID - 455 75 FTD P44 & 15 € 1) NAT ID.
* Transfer Packets - 1] iE & 4B B 0L 2 FMCo 4 485 F L I fih & TIPS 1% Snort 25
A, WA B SO E BN A A% B FMCEM TR I . WA e, A
P B2 RIEE FMC, i Bdin A ki
HI2 3 Hili Register, JTAHIATE ML) .

WEARTE NS, AR IMEFIER T WAREN R, S BRI E . QR FTDIE T RIE,
kLA LA I

* Ping - VjIa) FTDCLI, AR5 LA R v ping FMC IP Mk
ping system ip_address
Wik ping AL, AFH show network i 2 H A 4% B B . a1 R T EE 0 FTDIP Mok, {4

configure network {ipv4 | ipv6}! manual /7% .

* AL NAT ID Al FMCIP Huhil - ff R A5 A e 2% A8 R AH R i E 25 AT NAT ID Can i
) o WLZE FTD LA configure manager add 2 15 & i M 4 BH AT NAT ID. ] DU It
fir 2 5 2 FMCIP Hihik .

BEEEARAL SRR
ARHR A A AU A DL 8 TG R AR 22 4 SR
© PRIAMREL 11 - O N 7 O TP ik, IRt DHCP ARSI #Z 1
* DHCP /454 - 7Nl 1 F o % i ff 1] DHCP %545
* BRIARK H - 83 A LR I ERIA S
* NAT - fEAMHHz 1 EAT A3 11 PAT.
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(5 | L DHCP Hie54s » 26 23 0L

::'/3\-, /JQ\jJDTj(U\E%l:H ’ :Erﬁ 24 ﬁo

:/4\: EBE NAT ’ g%‘ 25 ﬁo

(5) | SLVFRLEEM A AL RIS , 45 28 .

(o) |mEmE, 29 1,

BeEEO (65 RESRA)

TEA1

A AL RN VLANT 82 O sl e bl D R4 o By ke 1, K DM IR 3 s A X 8k, IR
FP k. TR, AN E AN D A B R LA E . W, B )
Ui A LR M A O, LRI [ — AN B2 A P o BRATE LR, BAKIM 1/1 82
C1 ] H TR s B0 ke 1, HoR$ & VLAN 1 _BfAS Ui O 780 VLANT 805,

A DLE R E S N . B, ) LUK AS I b Lo 1A A4 HoAth VAN, B0 AS b Lt 11 444k B
KRR

ST Gt R D02 DHCP A ISP SREXAMHE LIl ]I A e 11 P i A st

PLUR - BIBCE T AN S i A bk (1)t N #8211 (VLANT),  BAK—AMEE ] DHCP [#) % d s 2 4k
HEED (BRI 1/D) o

UK

1% ¥ Devices > Device Management, #XJ5 o & M gmiE bR (o)

H1B 2 i Interfaces.
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Overview Analysis Policies JsEMEER Objects = AMP  Intelligence

rEzn esRESES |

Deploy 4 System Help v admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
10.89.5.20 nconcey
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I :: Ii :: . Inline Sets  DHCP
4, Search by name ,,%" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
[ etherneriy2 Physical @< &
B8 Ethernet1/3 Sublnterface [E] &
Ethernetl/4 diagnostic Physical [El &
Physical L &

Ethernet1/5

PR3
L, HERN 45 (OF)

oz L =R SR
a) i A HH L A N g dE AR (7D .

Edit Physical Interface

(R Huli sz stlam A I B, AR AS# L 1 CLIOKIY 172 52 1/8) AR A M L LA

(L TT-1N  Hardware Configuration

Interface ID: Ethermnet1/2 Enabled
Description:

Port Mode: Access

VLAN ID: 1 (1-4070)
Protected: o

b) BRI IEHELL G H R,
¢) (m[¥k) HEk VLANID; ZRIAMEN 1. Nk,
d) AiisE.
HIES NIANT VLAN £ 1,
a) FAdiRINEDQ > VLAN 0.

General LT =F R .

QK Cancel

IR —A VLAN $: MR ITELIE ID.
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B ==:0 esrEsun

b)

d)
e)

g)

Add VLAN Interface ? X
U1 IPva IPv6  Advanced
Name: inside Enabled
Description:
Mode: None i
Security Zone: inside_zone 7
MTU: 1500 {5 = Y
VLAN ID *: 1 (1 - 4070)
Disable Forwarding on MNone hd
Interface Vian:
Associated Interface Port Mode
QK Cancel

BN Bl 48 ANFAF ) Name.
W, W04 4K inside.

& Enabled HiLHE.

¥ Mode £ 4 None.

M Security Zone 751K AHIEFEDNDUATI A B2 4 DO, B L New i8I0 SHT 0 2 42X
i

filan, Whn—/~424 inside_zone 1) IX 38, W ZIUHEREANFE 1 23 FL 4R 22 4 X ORI /sl LT A . BRI
FULREE T— N Xk, (HrT LRI S T2 /N 04 8mT LIRS DX Sk a4 b 22 4 5kms o 491)
i, AT LUK P EE 12 BC 2 PR S, K A 123 BB AMIX d . 4R 5 AT LA 57 ) 428 i)
Fe, SRV PR BN, AN v AAMTAE AN K2 EORIS A S R X 8 fm
DLAE NAT Sl Tl 9825 HEuE 1 QoS Sl b At F X ek alihe 1 4 .

¥ VLAN ID % & 4 1.

ERNIEOL R, A A el H AR B VLAN 1; G RAE AL PR (¥ VLAN ID, 3875 24
ARSI 1, AL THT VLAN ID Xt B[ VLAN L.

ARG, TEH M VLANID; VLAN ID BER 4 H K VLAN Frid, 2 e E Pk a
D,

i TPv4 F/Ek IPve ETHF .
* IPv4 - )\ FH141 8 i £ Use Static IP, SR )5 LARIAT R 528 AN TP Huhik A7 W #E i
Bltm, i 192.168.1.1/24
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mEEn esrEsns [

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP v

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

* IPv6 - N IIRES ABIRLE L Autoconfiguration & IEHE.

h) *ili OK.
F6 i B AN LUK 11 (#) gif B bs (&)
General LT =4 EoR,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

a) A KSR 48 AN FFFHK Name.
i, 48O 64K outside.

b) & Enabled & %A,

c) # Mode {#£ 4 None.

d) M Security Zone 7 51R kB —ANBIA AMNB LA XK, B0 i New dI0— N0 24 X
B

B, IIN—A~4 4 outside_zone [1J[X 35
e) s IPv4 FI/E IPv6 LT .
* IPv4 - #£$¢ Use DHCP, ARJ5HLE UL FIEHES AL
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B ==:069

* Obtain default route using DHCP - )\ DHCP Jlz45 28 3k BUER A B i .

* DHCP route metric - 73 L2 Frak 2 H i K BLER RS, /T 1 A0 255 Z [l 3R
BRI BER SR 1.

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >
Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - JOIRE A )AL E % Autoconfiguration 5T EHE.

f) AEE.
TR R E.

Bc &% O (6.4)

S FTDHE 1, A 22 A X S e B TP Mkl . 3, b0 &8 /bl B AN U A e ik R giAt ik
A X . T, R T ) L9 % ph g BB R AN R 11, DA R R R () Ak 2 A
W . Hod—Se i I al REfE “RRESIX.” (DMZ), 8 a] DIAE H iR s vl A FF V5 ) (0577, 4140 Web
MR555%.

ST R0 Gt R D023 DHCP A ISP SREXAM R Uil R I P e 11 F o RS stk
LA R 746 DHCP £E4% 1 W RRECE. Tt ol CR sty |, JFERDAMTICE TNk
Hi

UK

IR 1 1%+F Devices > Device Management, 285 B & Mg EIbr (o) .
FI 2 Hili Interfaces.
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rEznes) I

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing l :ii:: . Inline Sets DHCP

4, Search by name ,,e“ Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
BB Etherneti/a.1 Sublnterface i 7
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical & Y
1= D T S £ —
S 3 P T AN R mEEE (¢ .
General LI ~K 2R o
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 = = R,
QK Cancel

a) A KRN 48 DM FAFI Name.
Biltn, FHE O 4408 inside.

b) % Enabled 52 IEHE

c) ¥ Mode & & None.

d) M Security Zone 475 E PRS- ANIA A I XA, s B New U In—ASHi) 241X
15

@it >4 inside_zone 11X 3. AR REANE 73 U 4SS 2 A XA/ B L 4. A%
M BEE T3, (Hn] LA 8 T 2 A D 2L SmT U D] 3 ] 22 4= 3 o 491
U, SR LURE R 1 PO PN B DI, TR A B 1 XM RIS SR 5 T LAC BV ) 478
i, SeVFRE A ERAL RIS, (HANSCVF SN AN 8. K2 BRSO RE 2 4 Dl fm]
LAAE NAT Sl FIU I8 &% SE0g A QoS SR rh il Y X I sl 12 1144
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B ==:069

e) s IPv4 FI/E IPv6 LT .
s IPv4 - W FFz513E k£t Use Static IP, SR )5 LLRHT R n B 1P HuhkFl-1- R HER .
W, N 192.168.1.1/24

Edit Physical Interface

General lI:I IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| ig-z'-ngi?}2-51-"255-255-255-'-23 or

* IPv6 - HTCRA AN E LY Autoconfiguration & IEHE.

f) il OK.
F 4 A BTN O g AR (e
General JETI K TR,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) ALY 48 AN FFTHK) Name.
Bilhn, Ki#E A4 outside.

b) & Enabled &iEHE.

c) ¥ Mode £ % None.

d) M Security Zone 74K Pk ANIAT WM Xt B B New WS I ASHr ) 241X
S
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mEoHcr i5E [l

Bilhn, AI—~%N outside_zone [1J[X 1.
e) it IPv4 FI/BL IPv6 LT+ .
* IPv4 - i£$¢ Use DHCP, ARJ5MLE DL FIkES 4L
* Obtain default route using DHCP - )\ DHCP Jli 45 2% SR EUCER A FH -

* DHCP route metric - 7302 FTak & i K BLER RS, /T 1 A0 255 Z [l 3R
BRI BER B0 1.

Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - JOIRE A )AL E % Autoconfiguration 5T IEHE .

f) AEE.
TS LR TF.

fic 2 DHCP AR 55235
U R A5 % i {d ) DHCP A FTDARSREX IP Hihik, 3% 5 FH DHCP JIR 454
g3z
$IE 1 % F Devices > Device Management, X5 f.i5 325 Mg EbR (&) &

#1122 %+ DHCP > DHCP Server.
IR 3 £F Server TUH ¥ di Add, 2R)EHECE DL L.

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* Interface -- )\ FHrAIR LR .
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B =i

* Address Pool - DHCP [ 45454 1) IP Hulik () vaH (ONBARER =D o 1P Mk [ 26 200 55 ik e
AL FHIFE M E, HAREEREE O A 51 1P Hhik.

* Enable DHCP Server - ££JTi%4% 10 I J3 F§ DHCP R45%% -

T4 fE.
TS LR

ININERIAEE

BRUA S HH 0 45 1) A AR U7 [l (1) Bk eh 4% . R0k DHCP FAREAMER B L, W) &)
RECAWE] T BONEE e R FHET SRR th, W ERE P AT . W32k 1 DHCP iRk %5 4%
FIERIAEE T, oK 7R 7E Devices > Device Management > Routing > Static Route VL[ I 1] TPv4
Routes 5 IPv6 Routes 3.

B2

181 % F Devices > Device Management, X5 i % & g K br (o) o
PR 2 1L#% Route > Static Route, #.ifi Add Route, #XJ5 & L NIl

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| - Search = any-ipva &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel

* Type - HYEZEASINGEH A th 2R AY,  #ddi TPv4 B IPv6 %A .

* Interface - JEFEH 1B IR RSN
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rznaT [l

* Available Network - >4 IPv4 ERIA ¢ (% £ any-ipv4, b IPv6 BRIA M £ F¢ any-ipve, X5 Hidi
Add ¥ H A £ Selected Network 413 .

* Gateway Z{ IPv6 Gateway - it N BIEFEAF A i fr (N — AN BRI OB i #s o f8mT AR AL TP
Hiy kb5 09 254/ WA S o

* Metric - i N2 H bR N2 00K 5 8 . BRETEE A 1 3 255, BRIAEN 1.

P$IE3 il OK.
BRI R I E R AR R

Deploy s System Helpv admin v

Overview Analysis Policies eISUTLEE Objects = AMP Intelligence

Device Management NAT = VPNv | QoS Platform Settings FlexConfig Certificates

You have unsaved changes 5 Save ) cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Interfaces Inline Sets DHCP

OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

TR R E.

FC & NAT
SRR NAT FU) 2085 A s ik g AR 42 11 TP $iuhil b3 11 o 328 NAT IR k332 11 35 11 sl
e (PAT).

UK

W1 1EF Devices > NAT, #RJ5 R ili New Policy > Threat Defense NAT .
P2 NN A4, EPEEATHIEMG B, AR5 Bl Save.
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B e=nar

MNew Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

4, Search by name or value |

192.168.

| Add to Policy |

TG RN SN FMC o 184758R 75 22 5 SR VS In e )

I3 il Add Rule.

Add NAT Rule % iEHER; 871
SUE 4 T E AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced

* NAT Rule - #£#% Auto NAT Rule.

* Type - i£F¢ Dynamic.

elected Devices
i59192.168.0.16

IR 5 7t Interface Objects VL[, 4 Available Interface Objects [X 35k [ 715 X 35375 i1l £ Destination

Interface Objects [X 1 .
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Add NAT Rule
NAT Rule: Auto NAT Rule

Type: Dynamic

Interface Objects RICLUELDL]]

PAT Pool

v

v

Advanced

CEIN |

Available Interface Objects &

| -}, Search by name

o
0]

Y inside_zane

Source Interface Objects (0)

Destination Interface Objects (1)

e,i‘outside zone &

" s, outside_zone | SAdd to |
ource

Add to |

Destination |

QK | | Cancel

U2 6 7F Translation T[] it & DA N %I

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Original Packet

Original Port: TCP BV

Translated Packet

Translated Source:

Qriginal Source:* Destination Interface IP

* Original Source - FLHHRN KRR (@) AT [Pv4 FEER I Z4 4 (0.0.0.0/0).

New Network Object ? %
Name all-ipvd
Description

Allow Owverrides

| Save | | Cancel |

IR AR RGUE X any-ipv4 X%, D B3I NAT B NAT 78003 50 L)

pany

Ry, IR R U SR

* Translated Source - £ % Destination Interface IP.
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B cinEsmmezsig

SIE 7 il Save LA INFELN .
FE B ELLRAT 2 Rules K.

Overview Analysis Policies JsIENISEN Objects | AMP Intelligence

Deploy @, System Helpv admin v

Device Management =~ NAT = VPNv = QoS  Platform Settings  FlexConfig | Certificates

interface_PAT

[#] Pelicy Assignments (1)

8 Fitter by Device

r P \ 7 anslated Y
#  Direction Type Source Destination Original original Original Translated Translated Translated opt
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before
¥ Auto NAT Rules
E S Dynamic @ any <% outside_zone (2 all-ipva @@ Interface «@ Dn: S8

¥ NAT Rules After

SR8 i NAT T LAY Save IARAF 2.

SV E MR ERIE 2 SR

WERIEAEAE ] FMCIET FTD WG 7 FEAS (5 S5 B B S 800 Il P ms, U5 22 1) SRS A I KL
DAV S B e o DA AR A8 AU LA ST VR DA P 35 DI 8 A0 S DX P o e i A IR,
T 55 WAV TN SR VUL B B3 2 R 2% AR

THZ I FMCHRC B g AMC B 5 m ) 2 4 BEE AT .

UK

IR 1 1E4% Policy > Access Policy > Access Policy, A5 i 404 FTD (7 il 45 e i g AT (o)
$IR2 il Add Rule 3 % 5 Ll F 340

Add Rule 7 x
MName inside to outside Enabled Insert |into Mandatory v
Action |« Allow h ad

m Networks  VLAN Tags . Users Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| L, Search by name sou /b inside_zone @ sow/t) outside_zone @
sau/b inside_zone
sau/t outside_zone

Add to
Source
Add to
Destination

* Name - N UEFIAT 44, %11 inside_to_outside.
* Source Zones - M\ Available Zones it N FEX 4, X5 #ii Add to Source.

* Destination Zones - )\ Available Zones T IEFE/MBX Ik, SR )5 H.1; Add to Destination.
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werz ]

FoA e R B JURE .

L3 Fili Add.
HLWED 2R N4 Rules 3£ o

System Help v

Overview Analysis LSSl Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes [ /Ay Show Warnings. | [ Analyze kit Counts | [ [ save | [ @ cancal |

ftd_ac_policy

Enter Description

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None
Tg Inheritance Settings | [F] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced
| Show Rule Conflicts & (@ Add Category | (@ Add Rule | Search Rules

@8 Filter by Device:
v Mandatory - ftd_ac_policy (1-1)

o Allaw

s inside_zone 3, outside_zone Any
Lo~ e g |

T4 R E

ICE LSO & 2 FTD; EME 20T, BRI B A e B & AR

System Help »

= | £3 cancel J

IR 2 1LFF Deploy Policies X iHHE %%, R )5 Hiidi Deploy.

Deploy Policies Version:2019-03-05 03:17 PM

2019-02-28 07:11 AM

| =4192.168.0.16 No FTD

SIB 3 HILREE NI . i Rt Deploy $44H A7 K FE bR T DA B 30 EDIR A
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Deploy

Deployments O Health Tasks

1 total 1 running 0O success 0O warnings 0O failures

™ 192.168.0.16 Deployment - Collecting policies and objects.

if719] FTD %A FXO0S CLI

A iy AT SR (CLI) W] R AR GE LA AR GEEAT HEAS (R B FE B . JEdR IR CLI 2 3 P 2 SR

A DR 206 6 v 1 LLYj iA] CLI.

R Firepower BB 5 FMC |

@ | System Help

& 7

Show History

10s

AT LU SSH IR FTD B4 (8 B 1 o AR RO SSHIEHATIF M 1, sl nr LR

PliZde O kb, BOAELC R, 2EH SSH s Uil .
H A7 LA FTD CLI 317 FXOS CLI, LCAMEREAT e HE i

UK

LESK CLL, Wi B SN BB R G 1. AT E g miE G R, 1 2 i g

famd. fEHLUT AT 05
* 9600 JHFH
* 8 MR AL
* TR

o 1 AMF A

EE ¥ &m0 B R CLI & FXOS.

TEH IR, 5% FXOS CLI.

Tl

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#
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mresen 1

$1E3 il FTD CLI.
connect ftd

i

firepower# connect ftd
>

TEJE, T CLL el Flar & (MARDCAR L, TSI help 8020 AAEMER,, 1S Firepower
S B2
P4 ZLEH FTD CLI, W4 A exit 5 logout 174 .

IR

> exit
firepower#

bt M RGBT W 2 FXOS CLIFE R . A7 5¢ CLIH A H Ay & AR AR B, IHHIA 2.
HIAHEE, ES AR Firepower FXOS %27 .

[5fT 1182 2 FL IR

{FFH FMC IEMOCH R 2. WA HRIE T fe o SECUE RGM™ EHUR . Eidd, FIFr2
—HAEE G187, IO HYEAE 15 OS] Firepower 24t. Firepower 1010 ALAH AT 4 HELJH
K.

UK

T EFRE > REEE.

IR 2 EEEN AR A5L, SdidniEEAR @),

HIB3 L& (Device) LTIk .

PLIB A ARG IS B A% B AR (),

SIS HIPLRI, #ilemELH R &.

$£IE6 MLHYE LED FUIRA LED LA IFHUAR 15 Gl (A5

HIBT N TSP HYR i, 148 o] DAZE 0 BEIHR R H 5 Sk LA By X 0K T LA 116 H 5
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Ni
8

& 1 1B

E zr IR
BIPRALPCE FTD, S0 EH TR SO : SHUEE Firepower S0 .
HIRAEH FMC 15 B, W21 (Firepower FHIHUOALEFRFE) o
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