=2 Firepower BB S FMC

AEXEERAG?

AT AT ARE A ] FMC 45 BRI 50 FTD BB . S8 T IR sl A, 152 5 FMC
BCE AR -

ERT ML (PR E T, 22 WA WIEM B L, IR D T o8, JF M oi g
FMCHR T, JE&A M Web AL (8 b U B &, T DUR HOoRPA TR . 8. A
AT

AL BN % B . BRI R RE 2 R g (I FMC) 1M 4%, #mT LU 4R
%) Firepower % 75 & H#L 4% (FDM). {i ] FDM JtT- Web [115 £ 1B [0 5 1 lC 8 /N Y 28350 28
(PIFEAIR AT fE -

a4

PR FAUT EE 7 B - Firepower 9300 AN ZEKREL ENUEAN NG 005 B A, En] DIERC & A AN A5
R, BT 4. RS ALR, BB AT G B B ] SNMP I AT B2 B AE B .

* KT Firepower BUFi 115 FMC , 552 1t

s LETFIRZ T, B2 0L

o ui BEALT , 582 0

* Firepower HLAHE HL45: ¥NI1 Firepower [P0 i@ #1524 , 25 4 01
* %33 Firepower & L0y , 25 8 1L

* BRI Firepower & FLHUO VR RTIE , 25 9 1T

* [1] Firepower & # A0 v E M Firepower JEUWMSHAE , 25 11 0T
o BoEILA A, 5 13 0

* Jjin] Firepower BB fHl CLI, %5 24 71

* REOPIR, 526 1L

* FTD 5 FMC R B2 52l » 28 26 T

%R Firepower EiEBES FMC I}
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R Firepower BB 5 FMC |
B Firepower miBbBS#EIS FMC

T Firepower BB A1l 5 FMC
FTD $2E5F R AR KIS, IR K. Bl RN RBIf RS (NGIPS). N R]
MAPES a1k (AVC). URL 1338, LRGS0 AR (AMP).

AT LU Firepower & B0 (FMC) &3 FTD, XA — MBS R4S S, T Hp
g5 b

FTD [ B4y FTD 2544 1057 84 1 LY FMC 35 2 alfs
SRR TR HERS, ST LU A B2 O B SSH U in] FTD CLI, 7] LAM FXOS CLI i3] FTD.

A ) S Y 28
EFFIE Z Fi
BRI PAT FMCIOVILATC & . 155 W FMCA I 1468/ .
A

R Firepower WM FMC HAT A ERIAE B 1P Hihl: 192.168.45.45. AH wa B S 10 W) U v 5 40 )
¥ I BB E A 1P Mk

BRI

THZ LA MES AEN A L& AL FTD.
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EBZE Firepower BB 5 FMC

Firepower
Chassis
Manager

Firepower
Management
Center

Cisco
Commerce
Workspace

Smart
Software
Manager

7 .
\1 JAdd an FTD
logical device

!

2 Login to the
FMC

!

./’- : \
'-\_:_5_/-' Buy feature
licenses

!

—
'\A_O Generate a
license token

HO
‘_T4|.
H

i 8 3

=l
El

5 Register the 6 Register the 7 Configure a

FMC with the FTD with the basic security
Smart —» FMC —p policy
Licensing

Server

A

for the FMC
T1E=IE 62

.-"-I | Firepower HLAR 2
— %ﬁ

Firepower WA BL4S: VSN Firepower @05 fHII2 4 2%, 25 4 Ui,

FMC

M

ok 3 Firepower BBy, 2 8 T,

(3)| R % AR

IRHX Firepower B HIHUOMIVFATUE , 25 9 Ul: WL DIREVFATIE

()| B

FREX Firepower B # UL VR ATIE , 559 U1: 2 FMC A2 i ik 4-hit

\/
5 |FMC FRIN Firepower B #LAUOMVF AT UE , 26 9 L [a) % BEI4F AT UL IR 55 283 1
FMC.
6 |FMC i) Firepower &5 #H0 3V E M Firepower JEUMBHAE , 25 11 UL,
2| FMC WO B AL A SR, 5 13 BT
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0 Firepower BAHEE15 FMC |
B Firepower t15%525. M Firepower BLANFHABER &

Firepower #l#8 &=122%: 70 Firepower B BF{EIZH 1% &

AT LU Firepower 9300:KF FTD 53 2 A S| sl 45 S o 485 mT LUK RS 22 e bl 22 4 5 | 6 B 58
LRI, HRBERE —DAPEH . A7 RIS M KA SIS P25 v 0
FEFFSE]: AR miAH . W] DAZESE SO A A S, A AR b A T A s

BN e el S e B AE, TES I FMCIC & 51 .
JnT DI e e e i P R AR, BRI R A 15 | SRR E .

FHia Z |l

* BCE S FTD— & A A B s S RIC B 1 . PR LRI TR, BB D
OO TR A P AALAR A il 1 O HL 20 /3 DI R A THH 275 8 MGMT) ANF.

ik AR/ DECE N R .

o TR, R AR R D B AR B S, R AR E > RERE
VR A

o XA, f”%*ﬁ\ﬁ%@%ﬁfMZﬁu, A REF L E P IIA L 2 aEE,  DLRAIERE AL
AIERIAE . GRS RUILERAE, R ARFE %, P REBIR, R pdiEn
VG (@) .

s WAL E R
WAL ID
o EELRE T TP Huhk A 45 HE AL
« WK IP Mkl
* FMCH#EFE 1P HutikF1/a8 NAT 1D
* DNS flleg5 4% IP Huhit

g2

WIE1 1L Firepower HIAE HEAR T, EFEBERE.
FIR2 LR > Mg, HFwE U S5
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| %2 Firepower EifNEHHIS FMC
Firepower H/L 75 & 3228: /N Firepower ELRN BB EIE & .

Add Standalone L
Device Name: FTD_Instance2

Template: Cisco Firepower Threat Defense V

Image Version: 6.5.0.1159 v
Instance Type: Container L2

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

a) ReftiREAR.
SEAABR UG & B 5 | 1 MO B BB BN O s AN AE N HTC L P 8 1 e 44 Pk

b) X T#E4R (Template), i EFBEl Firepower EAfBH1H (Cisco Firepower Threat Defense).
c) EPRRIGRRA
d) IEPESRBIAEB. FEFEAH,

ARl SIS 2 AR 5 VR R T AT 508 (CPU RAM FREREZS ], DRIAN ] 22— A b i
o s SBI T HR ) 2 AEE 5 | BB, DRI AT DL 22k 22 A 3l Sl

¢) MifhE.

Fraess BoRNC - WA B R (Provisioning - device name) i 11 .

SR 3 EITEIRIR O X, AR5 milh E A B & IR M

Overview Interfaces QCLIGEINVENTEER Security Modules Platform Settings System Tools Helg
Provisioning - FTD_Instance2 iy
| Cisco Firep Threat D | 6.4.0.42 o
Data Ports -
Ethernet1/2 <
- Ethemnet1/3

Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8

Ethernet1/2
] J =
Ethernet1/3.2 FTD - 6.4.0.42
Click to configure
J
Ethernet2/3

REOCRT 23O SEHAEE B T R A B A S . RS R EAEFMC A i MG B L
M, AREBCE 1P
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R Firepower BB 5 FMC |
B Firepower t15%525. M Firepower BLANFHABER &

AT ) — AN A LB LR Z 10 DEE IR 0. eAh, WU RN R IR I R R 2 14

AP HAR LS O UL SRR () %R,

HATOESeAT DhRE Mo A DU R EIbR . @ o b1 sedie B, {0n] 8 F AT~ IR 11
WEPFo5 R D e CHRNERERIE R, TES W FMCRCESR M) o BECFSEAT A ORIt A W ri U (] 4K 2 7
BIX (s o AEPAT BRI A AR I, I RE R T 4R AR . WRER ]I Z e —
AMEPEGEAT R RPN E L, WS — 4B R, BA RO SRR PR BC . AN E A I R
SeATThEe, DA, TR RN

TR A sk GO B AR
ARGUR B AE, T AFEIZ S AE T E BTG 5 3R B IR B AU T R4 8 B A
W D T SEBLERIEAT, W5 LU SO AT CLI BeE ok 2 B

PIS A—MIBER 00 L, FERCR AR

Cisco Firepower Threat Defense - Bootstrap B
Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

| SM 1 -0k | SM 2 - Dk SM 3 - Empty
5M 1 - 40 Cores Available

Resource Profile: Default-Small -

Interface Information

Management Interface: Ethernetl/4 R
Management

Address Type: IPv4 only £
IPva

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

a) (EREMPUEEFE T, PG T B A K 2 Rk
b) XFTAGHl, fREFRIREEX .

WERAER 5 o e ANIR O BERC B S, ISR BTN, IX AT REwe ZERL) 5 0B K I 1) .
TR, T S ar el o AR, RN RCAN R N R B RS B SO, 1 55 b )R O
BT 1R R/ — 2

c) EEFEIREZEO.
MW O TP W . g DT MU B PR 11 .

d) EHEEHREOMUEZER. (X IPv4. X IPv6 & IPv4 0 IPv6.

I Il #B= Firepower BRI S FMC
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| %2 Firepower EifNEHHIS FMC

e)

f)
2)

Firepower Hl7§ &858 7 Firepower gimbmziaies ]

fic & B 38 TP Hudik .
Yo T e — TP M.

i N\ M 4& RS (Network Mask) S HT 234K /E (Prefix Length).
M LE M X (Network Gateway) Hutil: .

$IB 6 7EI&E (Settings) KEIIR [, 5E F A4

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

a)

b)

<)

d)
e)

Management type of FMC v
application instance:

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed b
DNS Servers: 10.89.5.67

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | ftd2.cisco.com

Registration Key:
Confirm Registration Key: | eess
Password:

Confirm Password:

Eventing Interface: v

XIFAHSE], 76N FASRFIRERER TRy T, EHF FMC.

S HL S ST FDM VE g A B 8% . 3B 4% 5, JOVE T U L ge 281,

HWNEEIFMCHY Firepower EIE A0 IP. W AKITE FMC IP kb, 1K B 2, IFAE
Firepower ZI2 (> NAT ID 7B AN 14,

XTS5, EHERR IF FTD SSH KEEHREN: 2EldE. L HBAHL FTDshell 151
R LA R S B v 5 e R 53

XFTET, dn R, WA E N SSH 2% 17 Il 25 8% 52481 (AR A 2 Al U N B 5K
B IR ER, R M FXOS CLI i 25 2% 5248 (AR ) i P AT DU N L A
BTV PR LI s S48 2 1) (1R 125

CY AR 78 H 25U BB R SR O BR A L KA, A & 1. gk
ANIEREAR, 15 E FTDCLI ] expert #iv4 .

DS AN CYIIE SV 50
HEFERE KIEHR: B R .

e A, FTDRRE A 9 2% rh i) i s SR e AR T TR] B et )4 A T AN R 7 MY
Fo Ui, EWIR KR A2 R K, e R IR B Rk KB,
ANBAN A 2 2 P 4 9% 1) B T R
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. % %2 Firepower T2

2)
h)

)
)

k)

R Firepower BB 5 FMC |

BAGAAEVIIETR B I 15 B B KRR . RIS E R N S SRR P E, WA R E .
I NIE S 5B 51 % T 0T) DNS BR$ 5.
Bltn, s FMCEHL4, W FTD {# ] DNS.

HIAFTDIMSELREENZ

By NV ) EEAEFMC AT B 4% 2 1) 3L 2 R E AR 22 4R

AT RS E RN T 1 2 37 DA Z P SCARFRF # s IINFTDIY, 75 ZE/EFMC i
AR R 24

WAEFTDE B 0 P HT CLIL U I %85

VEAFNAZRI% Firepower FAFINEAHED. WHRAIRE, RIUGHEHEHE .

B 1A 205E N Firepower FHA44% 11,

TR sepl, EEEgmMEREAERANERZH.

VRV E AR A TLS N i, IR m e kAR Btk be. A EE R, WS

(FMC BCEARH) o AHSZHIRSZREIIhfE . B 20 Be 2 % 529 R in 2 9 95 71 43 L,

&4\ show hw-crypto 74

ST {EY (Agreement) SEI R I, B B2 4 PR Al Bl (EULA).
PR 8 RiHE (FE) MR E XA
B9 NiliRE

PURE I 3R 8 A RCAS I8 5 |\ R P O R B 11 W Ik 3 I S B OR  8 8 e e 4 o
R F U, AR PIEHBAIPRE . M2 R HORTS B I, T LT 4afE M
LR A R .

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

& #* @

Status
@Dnline @:‘ .*t (455

% %% Firepower EIE A0
fiH] FMCHC & I #% FTD.
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| %2 Firepower EifNEHHIS FMC
3XEX Firepower &2 F.0 B A HE .

FIRZ Al
A RZSCFR ARG R, WES I RAI ZAT Y] (2 https://www.cisco.com/go/

firepower-notes)

UK

W AFH SCHF 0 WA N AT URL.
https://finc_ip_address

FR2 WAEE A .

$IE3 Hiidi Log In.

5% EX Firepower &1 d1 0> A4 AT 3E
Jir A VF PTUE#R B FMCHR 45 FTD. 40T LLIEPRIE L LR DY BEVF T iiE :
* BB - 2 fEIRAERL Firepower T4 IPS
o BERM - G TSN m IR E R (AMP)
* URL - URL i

* RA VPN - AnyConnect Plus. AnyConnect Apex 5¢{¥ AnyConnect VPN,
B FIRVFRTIESS, BOOTHZAT RAH OGN A LRI 1 4F 3 4F 8 5 A1 8T

FHia Z |l
* PHT ERHE BRI B R

WERBEGR AT, s iy R DABCEDRT I Tl IR B AP B, T LIV 2B —
ALK

o TR R eV AT P AU I #5 (3DES/AES) VFRTIE K, A Reff LT RE (2
S SRS AD

UK
SRR EH R REVE TR S P KR VAT
24 s SR s R IS FL D) SIS B IS, RSV TR N 2 A B S A R e ARV RTIER S . (HE,

RR TR B S INVEATUE, A BB 45 L AE2% 8] _E 1) Find Products and Solutions 18 2% 7
Bt. R LU M YFATHIE PID:
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

R Firepower BB 5 FMC |
B 5w Firepower &b L a0 TIE

1 RER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WA E PID, W] LAF-24s PID Vs 23T
o b R URL VFaJiEA A
* L-FPR9K-24T-TMC=
* L-FPR9K-36T-TMC=
* L-FPR9K-40T-TMC=
* L-FPROK-44T-TMC=
* L-FPROK-48T-TMC=

* L-FPROK-56T-TMC=

o B ECRAEAT URL 1T 4G
* L-FPR9K-24T-TMC-1Y
* L-FPR9K-24T-TMC-3Y
* L-FPR9K-24T-TMC-5Y
* L-FPRI9K-36T-TMC-1Y
* L-FPRIK-36T-TMC-3Y
* L-FPR9K-36T-TMC-5Y
* L-FPR9K-40T-TMC-1Y
* L-FPR9K-40T-TMC-3Y
* L-FPR9K-40T-TMC-5Y
* L-FPROK-44T-TMC-1Y
* L-FPROK-44T-TMC-3Y
* L-FPROK-44T-TMC-5Y
* L-FPR9K-48T-TMC-1Y
* L-FPR9K-48T-TMC-3Y

* L-FPR9K-48T-TMC-5Y
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E12 Firepower BLAFATE S FMC
f Firepower &3 e x5} Firepower giiBs e I}

* L-FPRO9K-56T-TMC-1Y
* L-FPROK-56T-TMC-3Y

* L-FPRI9K-56T-TMC-5Y
* RA VPN - i5Z [ LR} AnyConnect 11 THF7Fd

P2 WM ARPATICERAE, 510 B REVF AT IR AT FMC.
VI A B AR RE AT A B T A R . RPN R, WS P FMCIRC B4R 1

[5] Firepower &I /7.0 ;£ it Firepower B B il

KR AR B2 73 E M 2 [F > FMC.

m

FIaZ Al
* ffifR Firepower HLA 5 HL 4% logical device L [~ FTD &4 % #% Status 4 online.

« WA LE FTD %ﬂﬁn%Hﬁf?@ﬂEEPuEE’J LUNEE (325 Firepower HUART B VNN
Firepower BB HIZ 4R B &, 55 4 10

« FTD% # 1P #uli-f1/5% NAT ID
* FMC ¥4 4A

UK

$IB1 /£ FMCH', 1L+ Devices > Device Management.
$IE2 )\ Add FHi5IKEPE Add Device, RJEHIALL RS54,

%R Firepower EiEBES FMC I}


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://cisco.com/go/firepower-config

. i@ Firepower 32 f0 i A Firepower B A BA 1

Add Device

Host:t

Display Name:

192.168.101.10

192.168.101.10

R Firepower BB 5 FMC |

Registration Key:* 1a2b3c4dse

Group: MNone

Access Control Policy:* | initial ac 2
Smart Licensing

Malware:

Threat:

URL Filtering:

Advanced

Unigue MAT ID:'

Transfer Packets:

@ On Firepower Threat Defense devices version 6.2.1 onwards, AnyConnect
WPN licenses can be enabled from smart license page

| Register || Cancel |

* Host - S NELYRIN FTD 19 1P bk, G05R7E FTD #1445 S 72N E T R85 T FMC IP it
FINAT ID, A LUR I 7 BE R 25

* Display Name - %ii A Z4E FMC %7~/ FTD 455

* Registration Key - i N & 7E FTD #1465 FREPRCE 5 € 1 24 .
* Domain - WA Z WIS, R B 2B 4s 20 M

* Group - WIRAEAEFZH, PR Bl 2s ¥t 40

* Access Control Policy - ZEFHIUGHME . FRIAEC AN AIE [ O LA 1 B e RS, &0
& Create new policy, #XJ5iE+% Block all traffic. 2 J& % n] L bt & LA e i il il
W2 [ SO VFL R NN B AL B, 5 22 L.

New Policy T X
Name: ftd_ac p:lic\,«'|
Description:
Select Base Policy: None -
Default Action: © Block all trafic Intrusion Prevention Network Discovery

!_ Save [ | Cancel

- Il #B= Firepower BRI S FMC




| %2 Firepower EifNEHHIS FMC
rgarzzwn [

* Smart Licensing - ;) 255055 1 D) BE 0 BC T 75 AR RE VP il iE:  Malware (WUREFHATH AMP 2%
BERARAD . Threat (WEREHT A AREIMD « URL Can R BT 5924 1285 ) URL
UL/ QI

* Unique NAT ID - #5245 FTD #)i6 5] 7 ECE H 48 € 1 NAT ID.

* Transfer Packets - 1 il B A A AL 22 FMCo W 78 5 A LB I fil & 1 IPS BX Snort 45
FF, Bk S TCER S AR G s AR B FMCHEAT RN . RAE I ae 0, R =R
PHE B2 RIEF FMC, HdR B8R A ki,

HIB 3 Hid; Register, FEHHNEMN K.
WM ST, WA IBIFE T . WA R, BB ERTE R . WS FTDYA M 2,

TR A DL I
* Ping - Vjn] FTDCLI (Vj 1] Firepower J&ipifil CLI , 25 24 110), #RJ5dH LU fiv4 ping FMC 1P
ok

ping system ip_address
WK ping ANEEL, f#H] show network fir &k & 25 ¥ B . W1 R 2 5 FTDIP Mk, 61

configure network {ipv4 | ipv6! manual f7% .

* NTP - fif& Firepower 9300NTP I} 45 7% 5 System > Configuration > Time Synchronization T i [
¥ FMC i 55 4 € — 2o

* VM. NAT ID A FMCIP itk - 8 CRAE PSS e o b AT AR [R] 13 i 45 9 A NAT ID CanA 4
) o AILAZE FTD LA configure manager add 14 ¥ 52 3 M55 9 F1 NAT ID. tHm] DA it
4 5 2 FMCIP Mkt .

== N e

A3 A AT A LA B A 22 4 SRS -
 WEBAISNARER 1 - S B 70 FCER S TP Mudik,  JF¥ DHCP J/ESMIEZ
* DHCP %5 #% - 72 4 11 b2k % 7wty i il DHCP 55 % -
o BRUVRK H - Gl 3 1R LA INER A BR 1R
* NAT - fE4MEE 1 FAE B2 11 PAT.
o Vil - VRN IR RSN

HPCEIA RS, T8 T RS

) |,

%R Firepower EiEBES FMC I}



R Firepower BB 5 FMC |
B =s:0

(o) |MH DHCP fR%54% , 55 17 7.

;:/3\] /ﬁﬂﬂ%ﬁﬁ\%lﬂ ’ % 18 ﬁo

(a) |FE NAT, 319 5L,

(5) | SRVFiE AN B LIS, 58 22 T

JA I FTD# 1, Sy Hp e 22 A X IO F i 1P udik . %, A0 2/ DICE AN D 4 B LE R Gtk id
AR T, ROREITIA T 1) F 3 s LI (R AR 1, AR SR 21— A B A
W . b —SS ArRE R “RR X7 (DMZ), %8n] KAZEILRTBCE rT A TFU7 ) %7, 49140 Web
Hi 55 4% o

ST Gt R 0023 DHCP A ISP SREXAM L LIl ]I A 3 11 P O s st

AR R H) DHCP {EB: DA IREE T — MBS HIB (o) | IR DAMIRE R T A B
R

UK

IR 1 1%+ Devices > Device Management, #8J5 Fili i Mgk KIbr (o) .
I 2 Hiidi Interfaces.

Overview Analysis Policies JeEMGEEE Objects  AMP  Intelligence Deploy y System Helpv admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4 Search by name & Sync Device | | @ Add Interfaces ~
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical EH<
E Ethernet1/3.1 Sublnterface E] &
Ethernet1/4 diagnostic Physical E] y
Ethernet1/5 Physical E] y

SR I LT NI AR RS (&) .

General LT <¥ BoR,

%R Firepower BLRHB5THS FMC




| %2 Firepower EifNEHHIS FMC

maz0 ||

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: inside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel

a) WA KJER AN 48 N FRH Name.
B, B4 inside.

b) ¥ Enabled & iEAE.,

c) 4 Mode {* 4 None.

d) M Security Zone 313 HHiEFE DA IR LA, B ol New B3 Hrif 24X
e

@i, >4 inside_zone [1XI . 2R REAN L 70 e 4GS 2 A XA/ s I 4. A%
M BEE T A, (Hr] LA g T2 A D AL f8mT LUR s DSl B 1) 22 4 3R . 491
U, ST LUK R 1 IO P9 B DI, TR A B 1 X RIS SR 7T AP ) 428
i, SeVFRE A ERAL RIS, (HANSCVR SN ERAE AN 8. K2 BRI O SRR 2 4 Dl ]
DAAE NAT Sl FIU JE& S0 A QoS SR rh Al ] X I sl 2 144

e) Hili IPv4 FI/BL IPv6 1L TH 1.
* IPv4 - )\ F P74 R % FE Use Static TP, 2R )5 LAEHT R EHi N TP bl A7 B FEiD
Bltm, i 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| Tg'z-_ngi?'r%_'5l£255'255'255';28 ar

* IPV6 - HTCIRA A B & % T Autoconfiguration 5 EHE .

%R Firepower EiEBES FMC I}



R Firepower BB 5 FMC |
B ==:c

f) i OK.
LB 4 PHEH NI IO Kb (6 .
General ZEUIF¥ B 7R,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) HANKERIN 48 NF5K Name.
i, ¥ a4 oA outside.

b) & Enabled & %Az,

c) #% Mode {#£ 4 None.

d) M Security Zone FH4ERFEFE—ANIA IR AR, 508 i New I In— ML 4 X
S8

filtn, IN—"~4 4 outside_zone [1][X 15
e) i IPv4 FI/E IPv6 LT .
* IPv4 - % Use DHCP, RJGFCE LI FikHB K
* Obtain default route using DHCP - )\ DHCP Jilz45 28 3k BUER A 6 i .

* DHCP route metric - 73 BC 2 Fr 3 &8 d A BEE RS, AT 1 255 2 0. $RBM#
BRI S FEE 20 1,

B Il #B= Firepower BRI S FMC



| %2 Firepower EifNEHHIS FMC
mEoHcr i5E [l

Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - JOIRE A )AL E % Autoconfiguration 5T IEHE.

f) AE.
TS LR TF.

fid & DHCP AR 5538
WA EE % P Al DHCP M FTDARSRER 1P Mk, 3% i3 H DHCP R4 %%
TiE
L1 % F Devices > Device Management, X5 ik &M gmiE e (&)

#1122 %+ DHCP > DHCP Server.
IR 3 £F Server TUH Hdi Add, #R)EHECE DL L.

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* Interface - )\ FHroIR LR .

* Address Pool - DHCP Jil 45238 i) IP HuhkAgyu Hl (ONERIR B E) o 1P Hihkys 2 b ik e
e AT TAHIEI 7 |, BARREALHERE 10 [ S i TP Hihik,

* Enable DHCP Server - 7EfT$: 11 I 3 F DHCP IR452%.

T BE.
TS LR F.
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A INERIABE

BRIA IS I8 4 o) i) SIS 07 Tl (B0 ehas . WK DHCP RSN EE L, W B & v]
e s 17BN tH e W R T LTSNk i, R AT . 4 R W25k 1) DHCP Ik 45 3%
IERIA M B, HoKs 7R 7E Devices > Device Management > Routing > Static Route U [fj_I 1] TPv4
Routes % IPv6 Routes <.

UK

$HIE 1 F% Devices > Device Management, X5 Fi i % 45 I gmta Kbr (¢7) &
S 1% 2 %% Route > Static Route, .75 Add Route, #X /515 & LR Il:

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
, Search | =2 any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel
* Type - AR4EZIR N A% th A92R2Y, ity IPv4 B IPv6 a4
* Interface - EFEH L4 11 Gl & AMHE L .

* Available Network - >4 IPv4 ZRIA ¢ (1% £ any-ipv4, & IPv6 BRIA I diEF¢ any-ipve, X5 i
Add ¥ HAF% £ Selected Network 4113 .

* Gateway X IPv6 Gateway - §i] NBIE A A LS B 0N — /N ER SR W9 0GB F s o 8] LA AL TP
Mtk B 244/ NS

* Metric - i A\ 2 F AR P4 IR 8. A RUEE DY 1 3] 255; BREN 1.

PIE3 Hili OK.
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e rh B S N A A R AR

System Help v admin ¥

Overview Analysis Policies JeEUTLEEN Objects | AMP  Intelligence Deploy b

Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

¥ou have unsaved changes | [ Save &) cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Interfaces Inline Sets DHCP

OSPF (&) Add Route
OSPFv3 .
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

T4 LR E

A& NAT
BTV NAT U234 4 3 Mtk 46 g R4 11 TP bk b (i 1o 332 NAT SRR k82 113 11
B (PAT).

UK

LI L Devices > NAT, #RJ5f.ili New Policy > Threat Defense NAT .
WIR2 Jng a4, EEEATH SIS &, AR5 Hidi Save.
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B e=nar

MNew Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

4, Search by name or value |

192.168.

| Add to Policy |

TG RN SN FMC o 184758R 75 22 5 SR VS In e )

I3 il Add Rule.

Add NAT Rule % iEHER; 871
SUE 4 T E AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced

* NAT Rule - #£#% Auto NAT Rule.

* Type - i£F¢ Dynamic.

elected Devices
i59192.168.0.16

IR 5 7t Interface Objects VL[, 4 Available Interface Objects [X 35k [ 715 X 35375 i1l £ Destination

Interface Objects [X 1 .

m Il #B= Firepower BRI S FMC
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Add NAT Rule
NAT Rule: Auto NAT Rule

Type: Dynamic

Interface Objects RICLUELDL]]

PAT Pool

v

v

Advanced

CEIN |

Available Interface Objects &

| -}, Search by name

o
0]

Y inside_zane

Source Interface Objects (0)

Destination Interface Objects (1)

e,i‘outside zone &

" s, outside_zone | SAdd to |
ource

Add to |

Destination |

QK | | Cancel

U2 6 7F Translation T[] it & DA N %I

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Original Packet

Original Port: TCP BV

Translated Packet

Translated Source:

Qriginal Source:* Destination Interface IP

* Original Source - FLHHRN KRR (@) AT [Pv4 FEER I Z4 4 (0.0.0.0/0).

New Network Object ? %
Name all-ipvd
Description

Allow Owverrides

| Save | | Cancel |

IR AR RGUE X any-ipv4 X%, D B3I NAT B NAT 78003 50 L)

pany

Ry, IR R U SR

* Translated Source - £ % Destination Interface IP.
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SIE 7 il Save LA INFELN .
FE B ELLRAT 2 Rules K.

Overview Analysis Policies JsIENISEN Objects | AMP Intelligence

Deploy @, System Helpv admin v

Device Management =~ NAT = VPNv = QoS  Platform Settings  FlexConfig | Certificates

interface_PAT

[#] Pelicy Assignments (1)

8 Fitter by Device

r P \ 7 anslated Y
#  Direction Type Source Destination Original original Original Translated Translated Translated opt
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before
¥ Auto NAT Rules
E S Dynamic @ any <% outside_zone (2 all-ipva @@ Interface «@ Dn: S8

¥ NAT Rules After

SR8 i NAT T LAY Save IARAF 2.

SV E MR ERIE 2 SR

WERIEAEAE ] FMCIET FTD WG 7 FEAS (5 S5 B B S 800 Il P ms, U5 22 1) SRS A I KL
DAV S B e o DA AR A8 AU LA ST VR DA P 35 DI 8 A0 S DX P o e i A IR,
T 55 WAV TN SR VUL B B3 2 R 2% AR

THZ I FMCHRC B g AMC B 5 m ) 2 4 BEE AT .

UK

IR 1 1E4% Policy > Access Policy > Access Policy, A5 i 404 FTD (7 il 45 e i g AT (o)
$IR2 il Add Rule 3 % 5 Ll F 340

Add Rule 7 x
MName inside to outside Enabled Insert |into Mandatory v
Action |« Allow h ad

m Networks  VLAN Tags . Users Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| L, Search by name sou /b inside_zone @ sow/t) outside_zone @
sau/b inside_zone
sau/t outside_zone

Add to
Source
Add to
Destination

* Name - N UEFIAT 44, %11 inside_to_outside.
* Source Zones - M\ Available Zones it N FEX 4, X5 #ii Add to Source.

* Destination Zones - )\ Available Zones T IEFE/MBX Ik, SR )5 H.1; Add to Destination.
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werz ]

FoA e R B JURE .

L3 Fili Add.
HLWED 2R N4 Rules 3£ o

System Help v

Overview Analysis LSSl Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes [ /Ay Show Warnings. | [ Analyze kit Counts | [ [ save | [ @ cancal |

ftd_ac_policy

Enter Description

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None
Tg Inheritance Settings | [F] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced
| Show Rule Conflicts & (@ Add Category | (@ Add Rule | Search Rules

@8 Filter by Device:
v Mandatory - ftd_ac_policy (1-1)

o Allaw

s inside_zone 3, outside_zone Any
Lo~ e g |

T4 R E

ICE LSO & 2 FTD; EME 20T, BRI B A e B & AR

System Help »

= | £3 cancel J

IR 2 1LFF Deploy Policies X iHHE %%, R )5 Hiidi Deploy.

Deploy Policies Version:2019-03-05 03:17 PM

2019-02-28 07:11 AM

| =4192.168.0.16 No FTD

SIB 3 HILREE NI . i Rt Deploy $44H A7 K FE bR T DA B 30 EDIR A
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Deploy & || System Help v

Deployments O Health Tasks & 7

1 total 1 running O success O warnings 0 failures Show History
™ 192.168.0.16 Deployment - Collecting policies and objects. 10s
[ ] 15%

if7 18] Firepower BB BA il CLI

$&AT LI FTDCLI B S0 #1451 S 80 T s HE bR . 2505 W) CLI, mT DA 4 #8451 F 7y SSH,
WAL FXOS CLI #i#52.

i

S GEN 1D @ SSH HEEH:5] FTDE L4 1) 1P Hubik.
TERRE BRI, TR vCE A P IP k. {3 admin ik /= AT AR H8 01 1] B0 IR 25 65 ¢ FTD.
AR IC R, T LAgnf Firepower HUARE FLA% i IF12 4 1 4% LU U i
PIR2 Q&M 2) M FXOS CLI, i F#%ii 5 1% 3 0 Telnet #:-8: LUERE BB CLL,
a) R WA,
connect module slot_number {console | telnet}
1 Telnet SRR AE T, 40T LA IS SHBEERIT 8 2 A4l I HIE B g s bk

5l

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) EHF FTDEHIE .
connect ftd name

WA 2 N IREF LB, W25 S FR . BEAFLBIARR, THRMANT IR 2.
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i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
>

c) N exit fiff N L4 5 R M 2] FXOS bk CLI,
iR XY 6.3 ZHIHIRA, fi Ctrl-a, d.

d) i&[Fl FXOS CLIfK & # 542,
ERIIEHA:
L A~
TEFHR % Telnet N H
2. R Telnet N, I

telnet>quit

ERH Telnet £1F:
N Ctrl-], .

w4l
PUR /s BE 2 22 IFTD R, AR FIEMIE) FXOS CLI a5 22,

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.

%R Firepower EiEBES FMC I}
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Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit

Connection closed.

Firepower#

T 1 1B

[a 40 5%
PP SENCE FTD, 152 B T RO I SR USR] Firepower SRS o
HREH FMC E R, 5SS  (Firepower B HHLALEFEFE) -

FTD 5 FMC B EC{EA A EicRE

THREBFR RRAR | ThEE(R R

Y FF(E[R]—A> Firepower | 6.4 TSILAE T LAFE[A]—A™ Firepower 9300 - [H] i35 ASA Al FTD &% % % .
9300 A AL
ASA F1 FTD il

Pk o3 i % FXOS 2.6.1.

[l %52 Firepower B 115 FMC


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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o 5 emc e ERnnR2ieE ]

TIREAFR RRAR | ThEEGR R
Firepower 4100/9300 _I- |6.3.0 | fHLAE ] LATE AN 22 425 | /B 1735 2 MR e, B 5 BB Firepower 3

Firepower B35 71 (1) %
S5 Dy R

P A AR S o LA, A AT FEE AN A Y S

F R AR Y EE 1, AT LAE FXOS ) VLAN 74 11, 38 H] AE NSl 2 )
SRR BEAE AR VRI O SCREAS SEBI TR RE -

R LMEHIAE 2 MSZAUAR B — AN se il k. ASCRERESE .
R RESIT AR, HE2AITRES ASA 215 L. Firepower BT
AR 2 A A
Hr/E ) Firepower 5 B 0 LI :
CRE > IREEE > wWER bR FEORTR
HIHME LY Firepower HLAE T HLA% 5% LI -
. b > % &
< O > FEED > R Mg > 70
<O > EEO> XR
< BEIRE > KR E
« FEIRE > Mac it

- PRIRE > RREEXH
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