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s FHISE-PIC WA, B8 11
o B ISE-PIC %35, 55 7L
o WHWE ISE-PIC , %526 1T

=18 |SE-PIC H &5

SIS R A B s, AR R R RS E, RSl RO G0 T AR

B ELISE-PIC R E R E

FEFTA Y R 22 JBRE ISE-PIC Ja, W CERNS O VUM AR SS 51 BEREPF 2 2edmma ) Frid, 1 sl
MATARAS o ZHE SC— AT RAE N A5 B 0 (PAN), R B9 553 W 1) PANG

JT AT SR ISE-PIC RS AT REAH IR B N 24 HUAE PAN FiEAT. 76 PAN FHUAT (B0 & 58 ook 52 5 31
BRI B T o MAH BT ST PLPRAT M — R K Al B S T2 PAN,

FETH PAN FEA T 5B M2 Ja, AR IEA B s K B B TN, A ZUE AT PAN R BRI

R E ISE-PIC T R EHIZ BT 2

¥ JEURE ISE 15 s W R Al B 45 sl R ISE-PIC 232 R — AN A 20T s B0 19 sl 8 &2
BIEE I I RS AT R RS . R AT i Al Y RO = DR ISE-PIC Be B8 (it 7. K461
DR AT A B 1R B AL 2 PR A A SE R TSE-PIC 1Y s e B i 1) 2k

T UK ISE-PIC 15 Ry MR 1Y U I8 i AT e 2 E . BRIl FAT I EE W], iR
DY S5 S BT B B TE A, B X PAN HR B AN I B S I g o AR T R T A PR
TR AT ERHISE-PIC 15 SRR 25 . #8 ARISE-PIC A 5111 P (33 v, wlfE “75 FUIRA” (Node
Status) 5 A FH L IR E . BB ISE-PIC 17 sy E M A B 17 55505 PAN BHTFah[RIPRE, 5 AR
SRR EENR, RRIEERATIESRIEAE. BE)G, WAURESE NS, RN A
5 PAN [A] 25,
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&2 ISE-PIC |
B ==niseric r s anpm

£ B% ISE-PIC FZ2 T s BY S0
A2 S8R ISE-PIC HX 40 s BEAT LA M HUR, WA ER R, X e FEUEIR:
o M AL OMSZAY R A Y RO
o O AL CiBY Y m ALY 50D
o B BBV S SO Y 1 CHEROR ) FAE MR At s Y R A7 Y 10D
o TR AL Gl TG00 B 8D
* KR LB R EMS, RERGE A —TFEEERAE, R EoE 297 RO B4 B s

EMEPRERINT SIS
P A LAY ISE-PIC 2.0, V5741 EEBL 7).

o TIPS R A R I TR IS (NTP) IR g5 & o B A0 i I A AR N DX T, 4 h Z0AE i
AN S T B AR R ] NTP IR 45 88 4R o DR B T A CRoR 1 30 2 o (10 4% Bl o (g 4t A
H s 5 I R IR 24 [R5

o 25 JURL ISE-PIC I E JUR} ISE-PIC 4 B 53 %05 . LRI R} ISE-PIC 5 B 53 BRI G AT IIE
(admin/cisco) NFFAT R Al FHATAA BE B D RE G (1K) FH 7 42 R s il 2 i a6 s Clun SR Ja R s
T

* MCE I RS (DNS) g a4 76 DNS RS P A2 b A 5 i A~ 8Ok} ISE-PIC 15 fi [ TP
bl Fn5E 4 B e 4 (FQDN)o 35U, 5 sy B R 2R e

* )\ DNS JR 458 e o] FHPE SR E b i 94 SR ISE-PIC Y f5 0 & 1F /) A1 5 ) DNS #r k. 751,
FEVE M EEH 5 30 R ISE-PIC 17 I o] BE 4518 B30 B AH I 1) 8. A7 A A1 AL
1] DNS £k, NERET BE2 AR

o (k) M PAN X4 B R ISE-PIC 17 i U vE M LA H 2 R} ISE-PIC.

o BRARBIVEE T I A %6 BT S PAN AT Y AU AT I [R]— A 1) 8B} ISE-PIC,

EEMEFRIT R

EERE TS = (Deployment Nodes) % 11, 7] LA G #5538 W K ISE-PIC 555 (T ARG BI Y A0
$E1 &5 R ISE-PIC HHGA TN,

FIB2 K E TR (Administration) > #F2 (Deployment).
A0 0 B o 1) A SR ISE 1 A
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| %3 ISE-PIC
smpmanEa seric s

IR BN B %L ISE-PIC 715 =

VEMHH B SR, B S E SRR IN R E B AR ERE T, A A LN RS RS
. SSREFBIGE, ATUAGEEAE PAN ) “3:E” (Deployment) T A i H I BT A T & TE 24
B2, EBRERSER S 28RO I E (Deployment) LI H .

P11 T F| PAN,

LB 2 KIIEFETE (Administration) > #R#E (Deployment).
SR E T AR IR A, R AR T3 2 (Add Secondary Node) #5434 i s 1 TG

$183 RN A (Add Secondary Node) #43H, i A4 B R} ISE 45 ) DNS 7] ﬁaﬁﬁﬂ%z
WA SR ISE-PIC 5 s A =LA, TIHERS T W07 4T S 58 4 B e 384 (FQDN) 28 A HJ PAN iE4T
DNS fi##ir, #itn abc.xyzcom. 750, 5 SVE MRS SR #8025 S E DNS 4% 2 b SUA BN 51 1P Huhl A0
FQDN.

T4 “H )47 (Username) fl “2558”  (Password) 7Bt 4 A7 T S AIFE T U 8 3 O3 ARAE

PS5 L RTE (Save).

JORHISE-PIC 2 A B 4T G0l A, AREG SBIARE R, Bl EmlA . BRAROCSE, JF BosiX 285 5

BT SE M RRE R, A EN S8, XAIRETEE S e A REE 58 ” (Deployment) T A
SREBT SR R

BIEM BT G, “HBE” (Deployment) UL THI 2 7E48 BN T 5 (Secondary Node) #4737~ e 15 #i
IELNAE &

I Bh T 5, AAE PAN _FUWCRIARIA T R E M I S . W RS B 5 S PAN VEHR
e, DA 2 A A ﬁﬁéﬂﬂ}ﬁ, P LIRSS B T o VR R RN EE R D B )
TN A Y TR S S B B s B P S .

AR BR TR A M RS, AR R RN, AN B Y RO R .
B AR ) 2 S T S TR AR IR o AT LU P LA R A T U A T

& £ ZF04HENEHR} ISE-PIC Th =

BB T PAN X JURE ISE-PIC fURC B HEAT 2. ARG HCE OB A B 19 mie 2R
T%JL JEPRIR BEIE AT R0, Iy LT3l R 224 ) PAN 5532 PAN.

PR P L PAN.
P2 UL FE,
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Bl =580 PAN 5140 5 PAN

PRI AL LS E PAN AP IO G 55U AEHE, SRR sitdi 3 (Syncup) s BT £t 17 58 42 52 11 o

Fzhi54#EEN PAN H25% 5 = PAN

G5 PAN H R U 20 T Bk Al B PAN TH25 87 11 35 PANG

FiaZ |l
MR EARE T 5 — A BRISE-PIC 5 /&, LB F284 3= PAN,

SR TR PAN [ H AL .

$®2 KIKIEFEETR (Administration) > #82 (Deployment).
FRI AiARAET = (Promoteto Primary).

$B 4 HHHRTE (Save).

Tt 4

USRI 2 PAN 15 A BTIERT, WU SO PAN. IS ATREIE T A (5ROl PAND
PAFTRRL, A R LT B

M EBE A BR T
A BT SRS SN . CUIREI R 25 20 e SAFHISE-PIC H 45,

BT RO, SR Bty 222K o W SR A A BT A A AT YT i DR B 28 B, T AR
PAN RIAAT, IR BV A 54

A LM PAN [1ERE (Deployment) il H & A XL K. HE, FvHEOCa2EiR 5 B EROR R
7 ERZE (Deployment) % H .
FrIEZ Al

TEMNFBE R T 2, AU T s O E T o AN PAN SR SR 5 AT, BB v W A1 S
RSSO ANT, =7 A R 2 IS 2% S BB AN A3 B IR A R ST e

P M M BRAT A 4 B 15 s 2 i, 3 RHISE-PIC B B AT 403, R JE Al 46 75 ZEIN WK B %451 -

HIE1 RKIKEFETE (Administration) > #B2 (Deployment).
P2 Sl s 555 K BUHIE M (Deregister).
PR3 PHBE.
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| &= 1sE-PIC
EBRHISE-PIC i pEm A P ta ]

PR 4 WU/ PAN PRk, DL Gl BT s U E N e A R PAN BOH VM AH B 19 RO R, AN
A AR o

BB Rl ISE-PIC 75 =89 £ 41 &2 5 IP bt

AL T SR ISE-PIC Y /i EMLAA TP HhEsldliA, o ANRERE] 1ocalnost 4 s EHLA

FiaZ |l
W R SERE ISE-PIC ™ R Y RUARE 870, A Z00RE I A HESE Fh B3 O DRAZ S R A ALY A

$1%1 AR ISE CLI 4 ] hostname. ip address. &% ip domain-name fir4 5 g4 SR ISE-PIC 45 fi ) L4 5k 1P ikl
FIR2 MEFLISE CLI i H] application stop ise fir 4 # & A} ISE-PIC Y FHAC & LA HT 5 3l AT k55 .
HIE3 AR ISE-PIC 5 s P S0 10— 43, WK L3 U 21 3 PAN.

Pk 2 G RAEAE A SR ISE-PIC 45 s A F ML, DIPRE B A7 i 1 56 4 B e 3844 (FQDIN) 20t ] LA
M PAN #E4T DNS fi#t#fr, #5141 FQDN 1] LAY abexyzcom. 750, 5 Syd Wbk 2. A2 A4E >l DNS
M55 s b S0 43 1) SR ISE-PIC 5 &5/ TP #uhik A1 FQDN.

B R ISE-PIC M M 4R BT )5, £ PAN S 1P Mk, F=HL4% alidsl 4 A i o8 e 2 1 348 1K 20 A 2B P 5 — A
AR} ISE-PIC 7 &,

FiERl ISE-PIC i & ME 4

I NAE SR ISE-PIC WA A1 H TR o) AR S b o o) TR AnT 402k 1) f8E,  m) DA F B WA 2% 1 46 JF
Bk R ISE-PIC #cA:.

S RPN TG Bl T 2 3k MR ISE-PIC #F.
S22 1) UDI 3RECE S4B PAN BVFRTIE, 223533 PAN .
SIE3 WEFTE#HAE PAN _ERI&07

PRSZ ARG o A A B PAN _E R8s, (HA ) PAN I C O BSE AT 3, PR 2 R K88 e B 0 75 PAN
AT A HI RS

PR 4 G T PAN RSB ROE M Al B R S5 2 o

218 |SE-PIC 223t

AN T BT R B RS
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B =ewsoT

RRENT

S KA ETE (Administration) > F&% (System) > 4E$7 (Maintenance) > b T &2 (Patch Management) > %23
(Install).

HIE 2 RIRIEFETE (Administration) > 437 (Maintenance) > M T &8 (Patch Management) , SR )5 i %3 (Install).
P$IB3 il Browse, RJEEFE M Cisco.com FEIEMN TS
$®A il Install 2234,

7 PAN 2224 T )5, JRFISE-PIC 20K R, RO IR JL oy B 5 A REFFOF 3%

pedicd 234N T W), Show Node Status J& FJfE “#M T &7 ” (Patch Management) T[] _ 35 1) A ME— T g o

LS KGEFETE (Administration) > &4 (System) > #37 (Maintenance) > % T &2 (Patch Management) DL 1]
& “UNTdE” (Patch Installation) T

HIR6 KIIEFEIRE (Administration) > #E3 (Maintenance) > b T &I (Patch Management) LR [FIE “4bh ] 2¢%%”
(Patch Installation) T[]

PERT SRR A Y AR AN T 551U R k4L, AR5 AT Show Node Status DLBHIE 2 117 B 58 B % % o

T—F Mt 4
DR AN R AN T TR OR T BB AT PR R AR LA R T 5 e T

R} ISE-PIC ER 4N T
SR ISE-PIC B A4h 138 % 42 B . SR ISE-PIC FeVFEhAT4h T 2235 M CLI 8k GUI [FIi%
] DALE S H N3 PAN g SR} ISE-PIC k5548 e 4h T o BT PAN 2240 T, #2570 M Cisco.com
BN TR B AT RN 25 i) A T R G
WHR N GUI 3648 T, AN TR0 Bah 2368 F PAN Lo RGh oK% GUI Hp o I, 7635
B AT A BB T JRIEES I S N . e LR e R E AN T RRA .
AT ILERAE, 1T GUI K VOLPE &R (Administrator) > R4t (System) > 4E3 (Maintenance) >
*NT 232 (Patch management) % .
W CLI 222540 T, afLAFE I S0y . (H2, @S EE PAN LT .
W R BT AEA T E W AR R LT 5 RIS UEAN T, AT RME A CLI ARk e 15 i B edexh T o A A
T CLI g 2 2 2e4bh T
patch install <patch bundle> <repository that stores patch file>
ARPEAME B, WS GO GRBIIRSS 514 CLI 24180 h “HUFHIR F 0B R} ISE CLI 4
G R LN T
ST A ELHE ST R T RA . A, S0 SR i R IR R ISE 2.x, IR LA M2 LR ISE
2x N1 5, MIRT DA R A R ISE 2.x #1175, Mo e LART AN T (AEAM1 24 SR} ISE 2.x
AT 1-4) o EHE CLI P EFAN T A, LT CLI fir %
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=32 ISE-PIC
g TrEEs ]

show version

AN T R3tE

5 ISE 5 i L 228h TN, 1 i AR 2R e i n BB 5 15 T RELAEEAS LT B4 RE RS 3. W]
DATEYES I Bz HERN T 222k, LA Sl i T o

TR 223 1 38 ) T 4% v B ) RSB ISE-PIC WA AN T o JUARE ISE-PIC xR i AR AR FRAANILIE )
A, PRSI SCAE A A T R

\}

ER JURFISE A Tt n] P22 35 4E ISE-PIC L.

SRR T IRASAS AR T 24 B 22 70 R ISE-PIC b T4, [FIRE, iR R ISE-PIC 44
B RAKN T, WTCIE BRI AN T S 2. Bihn, 05 EURF ISE-PIC R4S 28 2235/ 4h T
3, WTCVEL LR R AN T 1 8 2,

AT A R ) 3 PAN 22354 T I, JBR ISE-PIC £ 2% JG 70 35 S R4 B4 i F2e384h T i
fEE PAN Lkzhze3E, A ISE-PIC 2 fa &4k Seredm By i bae s T . tRAE F PAN L3k
W, WIS g edi 1 i b,

N T 5
[O] ;% Ek'ﬁ:?‘l\ T
BB T — 4014 PAN [P AN T, BB ISE-PIC &7 £ S BRI AN T, ARG AEE0 2 b ()%l
BhA s L RlEAN T .

LB KA ETE (Administration) > &4 (System) > 43P (Maintenance) > T &2 (Patch M anagement).
HI2 KIRIEFRETE (Administration) > 4E#7 (Maintenance) > %M T &3 (Patch Management).
PRI Rl E R SR AN T RS (L 1L, SRR sl Rollback .
pask 4 [Pl AN T 3R], 7 “4N T4 BL” (Patch Management) L1 _AX 7] 15 1) Show Node Status Zig
M PAN [ERRANT )5, SR ISE 24187y, B aiasae JLorel, ARG A BEFFRE %K.

PBREA EGRZIE, WE A T Alarms 558z LA & IR ERAE R

HIEE HAEAN T FIRAEERE, 157F Patch Management Ui EFAb T, 4R )5 s il Show Node Status.

W6 LRI AL, AN T IR, RS AU BRI SRS (Show Node Status), i i M B2 1 1R A7 15 s 1R
T
WA A MRS E T S BE RN T, B CR% R W IS AT 9 B R SR P DU IL R AT s R s . RHSE-PIC
AT 2285 BERRAR AN T 10755 i IR AR T
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&2 ISE-PIC |
B zovTERES

BT ERYERE
Z B PSR ISE-PIC 45 A0k 17, 4845 PAN [RRTE R, 0 St s, MRS M
BRI AN T o W1 PAN _FFOIIARARE I, R ZEAR 2 M4 KN T

2 IR} ISE-PIC AGHBY 1Y mi[FIFRAN T, 7T LLARZE N PAN GUI AT HABAESS o i B 15 mK A2 PR
JREFTR B

R E EiE
A\

ER URHISE-PIC WMERIAEVF 21500 N 5 R ISE &y MV R PPl IR), BRIk, AR5 BURL ISE A7 N w] B
SHAATH], DLRIR S B ISE-PIC AH G H#AERI D) BE -

JURHISE-PIC SCVFR A T sl sl A Bdli o AT LLAN CLI 5G] ™ S 1 58 & 4 -
JBFISE-PIC VR4 LL T S8 AU [ B4l -

o PCE RO - A R i AERE ADE #8412 4o B R0 .

o SBATHU - A MR PR R R R

B FIRE FiERE
SURHISE-PIC SCVFRS G MM R A7 08 % 45T LLEIEE LT B A7 P «

- DISK

- FTP

- SFTP

- NFS

- CD-ROM

- HTTP

* HTTPS

AT DL A fE F KVM B2 [ Rl CD-ROM, A5 3 CD-ROM [H1E% %

R AR T G R AR

\}

ER RAMAENUE NS (100 DMK PL ) A4 10 GB K/NOAHEZE, b BG4 100 GB k)
AR E, S K IEREAEE 200 GB K/ NMAF A%
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I3 7 1i# =

aizzies [

Al DIME A CLI A1 GUI S AAEE . BT LUF IR, A1 @ sUE 4 GUI:

* Jl CLI QU A A ORAFAE A HAS S S B AR AR 4T R R E A2 51T GUILI
A7 il PR LT o

* 75 PAN BUEE [KI7F fif JF 2o 4 S 21 AR A 24

76 GUL 1, BHAAE T PAN bR, BRISRAE TR, 35 ZEAEHT I 3248 BT 0 19 GUIT H 2B %
Y, PGSR SFTP HRE-45. W R A MR~ i, 5 BEAE R BT 2 GUI R A 2
R 5 HU 3] SFTP k%545

A LAYE B ARL ISE-PIC H LM% RSA A LSS IGUFNC & SFTP AEff 7 . 4 n] LUk Rf FH 2 %11
RSA 22 JE3 5] B Gy B0 E R s B FEA H 75, AN B A9 3 3 B ) 305 . a8 3 RSA A S
FABIEEIY SFTP A74# 1, 1E GUI BRI EFEASAE CLL &I, 76 CLI ROl /A A S
7E GUI Hh & il. 2245 CLI A GUI L & AH R A6 A, 3 78 CLI A GUI HhZE i RSA A L%, I
B4 3] SFTP R4 2% .

FiaZ /i
o WIREAEH] RSA AL S A8 SFTP 178, AT N 5R:
* 7F SFTP 174i%ZE T J5 F RSA A L2540 5 I 3iF

* WALELISE CLI £ 1 crypto host_key add #iir &% A SFTP 55 as i) EHLE P EHVED]IT
A ER N2 By REAEAF AR TG DT (R B8 42 (Path) 5 B A A B A LA VLI .

s RPN, IR GULKG AL 2 BRI A L R 48 7S8R ISE CLI v, A crypto
key gener ate rsa passphrase test123 i 442l %+,  Hrp passphrase A28 YA 7K},
RIS S BMEATAEAEEE COR R RS BT S A e & (e 6 22D .

o K H) RSA AJEB 513053 F PKI f#) SFTP k454804 Hafs n g “authorized keys”
.

HIE1 RIGEFETE (Administration) > &4t (System) > 447 (M aintenance) > 72 (Repository).

TIE2

HIE3 A Add LIS INET A6 .
HIE 4 AR T Y LA B A . TS AR, 5B 10 T DL TR B -
SIS i Submit LLANEEAE RS .

HIE 6 It 2 2 IRME (Operations) 31 & 4% 1 M Tf& BE (Repository) SRIGIE & 5 I QAP ik, Bl TRk
(Repository) % K T &S (K 7% B 5 3 (Repository List) 44422 UL 25 77 1 41 2 v

12 ISE-PIC .



&2 ISE-PIC |
B =ueis

T—%#ita

o HR ORI RIAERE A 2. W LA TFiEEESI 3K (Repository listing) 7 AT ILERAE . B0t N AF
S IEIE (Validate). Bk, %] LR ISE iy 44T S AT L N a4

show repository repository _name

H:r repository_name S T 81 8 117 i 2 1O 44 FR .
A\

AR WURTERVEA N SR AL AR ANAAAE, W B LU AR R

%Invalid Directory

o B4 Ay B

FhiEERE
1R E
FE (EE=)
Repository WNAEREPE A FR . RV TR F0F, B
KKSEH 80 NF1Fo
Protocol AT AL 33— AN B AR A F IR Pl
B (X} TFTP. HTTP. HTTPS. FTP. SFTP fi

NFS Jy 7B i NG AR EE 1 G176 E 1
RS 251 EHLAEL IP Hidik (IPv4 BE IPv6) .

iR WL B INE A [Pve Hubk (KIfE %,
5% ISE eth0 £ 10 CUlC & IPv6 i
hk

Path W NATRE R B 7 L A% DA 254 20T FLAE 5 0]
HEB R N AR

AR A AR XUCRTRHEL (/) 8RRt RAT () T3k, %
RIS PSR H s o HAE, X FTP UMY, Hpy
BT (/) #78 FTP ARM A H3E, A
Hx.

AXERM
Fo 3 AR AL A I
QUL . 559 1T

. 12 ISE-PIC



| %3 ISE-PIC
1 SFTP 7zfisEe b a A RSA At g il ]

£ SFTP 7= EE P /3 A RSA A Z 40 S 3 iE

1E SFTP R%-25dr, AT AU EE WA RSA Adks], — 4T CLI, —/NHT GUI. A
SFTP {7 PEH JA FH RSA AL S I0AE, TEHATEL NP

S ARG /etc/ssh/sshd_config file [/ T 5% SFTP fIk 454
P sshd_config SCF A4 E W] BERR I B 11 R Gt 2 i A
$IE 2 i\ vi letc/ssh/sshd_config iy 4.
ZRYGiF1H sshd_config SLAFHI P2
P33 AWLUNTHMIER “4” 755 LU RSA AJLE P G 4350 E
* RSAAuthentication 52
* PubkeyAuthentication &
iR WERAILG ISR P10 no, MK H TR yes.

* AuthorizedKeysFile ~/.ssh/authorized keys

REFMAITXIED
T LR 3 PAN U3 0o A SE B S 0 REIRIY . RS SIITHET % 14

AT RU e HE ke R BB QB T R . TR R RSN TR, AT LR %
AR AR S NI [T o S8R DL B 0311 P e &

AR WCRAEIZ A CA, NAEH] CLI 3 HHEB A, AL AT & AN 2 6 CA Bk,

HRVEAME R, WS AR SO UUNIRS 513 R ) 1 “FEARBE” —mhig “« S H AR
ISE CA iEBFZEH” #545»

MITIREEH

AT ELRAT #2852 3 AL Ry PE B e 7 (B Bl R 1A T JEURE ISE-PIC R 23R %
fy I R EARES

12 ISE-PIC .



&2 ISE-PIC |
B

|

BESEW NPT RO AEN, WD R RGP IS R E G AR RS B AT YIR. T
FHERIZ, S0 AR A IS NI AT (CA)IEF SRR AAY], X R A G S,

WERIEAEN—DRGEN D RGE EPAT RN, IOERE T NI LUEE e b 2 -

° ‘%Iﬁi 1:
JHIE CLI AV ISE-PIC 45155t CA IF Pl CLIB SR HIR RS,
o MIERG 7] Zom iU I A UE T 4R 2252 (50 B H b R G 09 T A e 154 i R —
B .
B AEVMKE IREZ T H bR R G 1T A UE TR AN A5 AT HL 75 E Ak
° ‘%Iﬁi 2:
WSR2 5, AW CA LU aHiE .
om: HEER MR, e R A2k, e R aaYEIE el s s H ARIE 15 .
AR YR R GEATUR IRAE POk gk 2L 52 (5T o
Ba: AEVKEINREZ ATt H AR RGEUA I T UE TR A A5AT BT B F R
Fi&Z B

* TEPATHL TG A 0, SRR ISE-PIC H i) 4 3 Bals S B AT BEAR I T il
* PR ORI AF A 3540 SCAF IR G e
o NEAEHIA ALl PEREA T 200

xR

A LHAT 5 4y DOZ R e B g% (BRAE) Bt o P38 nl i R ISE-PIC P2 23R %
3 IS AT EARAS
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| &= 1sE-PIC
izt [

|

BESEW NPT ROAEN, WD HE RGP IS R G R RS LR AT YIR. T
FHERIE, SO0 AR RIS NI AU (CA)IEF SRR AAS], X M A G S,

WERIEAE N D RGE A T — ARG ERAT R AR, ER Ik 1 TN IE I LAE S B % -

° ‘%Iﬁi 1:
JHIE CLI AV ISE-PIC 4555t CA IF Pl CLIB SR HIr RS,
o MIERG 7] Zom iU I A UE T 4R 2252 (55 B H b R G 09 A e 154 i [ —
B .
B AEVMKE IREZ T H bR R G 1T A UE TR AN A5 AT HL 75 E A
° ‘%Iﬁi 2:
WSR2 5, AN CA LU a e .
om: HEE R MIED, e R A2k, e R aEYEIE P el n s H ARIE 15 .
H SR UETR 2R G R A IOAIE PR 4k 23215 4T
Ba: AEVKEINREZ ATt H bR RGEUA I T UE TR A2 A5AT B 75 B FH ik
Fi&Z B

 TELHEAAR 2T, RO R ISE-PIC Ho 1 25 47 Bafs AT HEA 1) T fift
o PR R E A
o NEAEHIA ALl PEREA T 20 o

N

IR T RMAWEEEE, REATELL FAEERA: CD-ROM. HTTP. HTTPS ¢ TFTP. X /&K
Hg, XA PRSI g H s U AN SR SO

S K IREFRETE (Administration) > Z&% (System) > & F1%kE (Backup and Restore).
$B2
$IB3 i HE (Schedule), 2R B oI &4 .
W4 N HA A T
$IBS i Save, LA
FIR6 PAT FIHRAEZ
 EIEIRTENEE (Select Repository) FHzgIH, ERE T B IIAA4 )%
o SR InTEGEEE (Add Repository) #% DL IFT A2 P
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&2 ISE-PIC |

FBT RUHHRIET (Refresh) #8:, AHTRIK& M YI%.

IR AED

& CLI &%

&H R EIER

&R

O BC B R AR A B — AR T RUR AT BRI TR 253, (EARER ILIIER -

HARAT LA CLI I GUI 224454y, AHJE U8 ] GUL. Ak, HAEM CLI X 4l Bh W 425 PT84
ZA

A D7 AE SRR T e N B L T S RS B EaPI A R 2 SXERAN. 174k
A B PE LA K 8 A SR AT 2500 B B T0) AR B 1) R o DB S AR TR A i AR 2 DL A g S id % R Y Backup and
Restore JUIHT_E41H .

XAy, SURE ISE-PIC Kb A B4 . 45 40 D S Sk TR e J5U DR o 450 s A TSt 5
Wb D] o Rt e e DRI K AN 48, ST AMUERHISE CLIIZ AT backup-logs i, #i% ADE.log
TREZHEE.

TE AR IS AT I R, #80] LUE ) show backup status CLI iy 4 5 & £ A Ak S

# Py S sk 5 JURE ADE B R GERC B AE A, RN TGS DD LR KRS AR, R
ST E PAN WRIN A BERE I S id s B .

BUER A ARG, TR AT LU S

o B TALAEATA] NTP [A]20 8RR 45 W) .t S8R ISE i) NTP R4 1%, BF}ISE ¥
Kb NTP 45 W24k . an it R} ISE ok 5 ir i CRCE 1 NTP k445720, JORL ISE ¥k
i NTP [AD R IR . an S NTP RS54 1L AT AT A [ 20 1), S8R} ISE &40 il e . K
fr “H4R” (Alarms ) Dashlet &5 NTP [/ skl 4s 0 i, SR )5 7 il s 0 1 .

* BORAAT IR I B AT AR AT AL A 1
o A OO A0 P AT P R 2

o D R P ot P 0 2 i g P 0 M R P/ 75%, AR R ek
Weo B, G S AN A R 600 GB, 1 45 K o FH T 450 GB 1 A7fi% 21,
DU S A2 25 A 2 R

o QR EE FERGEL A BRI 90%, ARG SHATIEREAE, R FER ANV T EGET A
S ] 75%.
o BAF ST EAARA TR . dHATTERRE, S A A EAERAER .
o BOARATAE PE I IC S 2 A 1E A
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| &= 1sE-PIC

B ISE Pk

sxise e i

SR

A DAE 7 s T S LK R L E S . B PAN bW 5, ST BT RS
PAN [A]20,

\)

R ERE

AR JURLISE-PIC HOBr #4540 ST E 4 e oo il . DRI, FER e s, AN T
BB A . WERTEME 0 SCIEA, WERE ISE-PIC #5473/ R 7 S oidk b Unl 2 6
AFe WARIUE S AN A4, NAEHE R ISE CLLKE %4

AL T WAL SR ISE-PIC 4503 5040 1F W 18 5 1R 5 7

o FIHEAELISE, & n LA ISE 5 £1 (A) SREEAD FR A5 2] 75— A ISE 15 i (B) b, XA
RAAMFEMIENA ((HIP #hEAFD o (B2, YA A B EWES0)E, ASEMCT A B
MEN, BOYIEFET RE 2 S EGE R AR s B m)

o WERTE—/NI X A TE PAN SREEAR s 226070 55— I X 1) 55— AN R} ISE-PIC 15 i B SE
Z Ay, IKELFE AT RE R, FE A SO B B TR e 0 2 2% 00 T A6 1 JE R} ISE-PIC 15 14
LRGN, WS kA iibs . WRAESRAS & 25— R &, A4 &R ST IR s 1]
BN ik e iR], AL R T

* 3 PAN VRS & T I ENLA AR T3 %0 EHLAA R, B PAN B SO A7y
Ml HRECHIRN, B A CTRISAT . (S AR R A, E T A AL,
FEAE L A T X Sl o5 . B MRHSE-PICTS & L RC e, 15 M EEL ISE CLI fig A
LU R4

* application reset-config ise

o BUUBTERILE MR ISE-PIC Z3E M E 2 5, AEHEBRG X,

© WARE ST EE PR A R LR BRCE, WA 5 — 0 A R WIS R
ISE-PIC 7 sl 3= PAN WK An . A0, A R 2 il F IH 2 O VR S K0l s 9 o 2 8] R LA T
AERINC

* /£ PAN IRERCE &0 5, TLAS AL S H A EF ISE CA IE BRI,
A

R WRKAE S EEHSE CAE BRI, WFE T PAN IR E R E 4100 )5
fEF PAN_ LA AAR CA FIME CA.

o SRR (1 S B R T A A IE Y FQDN (142080 12211 FQDND I35 22500
AR CATET . (RIRIEFEIR (Administration) > E$ (Certificates) > E B & & 1E5K (Certificate
Signing Requests) > E# | SE #R CA iEF 4% (Replace | SE Root CA certificate chain)) . ANid,
AT HTIEAA ) FQDN Pk F et P, 15V E R CA TR0 H Bl E et
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&1 ISE-PIC |
B v cumEmEssE g &6

o it E MR PE, UURE ISE-PIC fRAF &0 SCIF. A Mefb e, RIFA Reetr
G 25 BUE WA

o WRA AN KU, AU AT RO E A AT . R PAN R AR, AT
P, K0 BT RO O EE S i SEELZ )R, AT RAZE TS PAN BRI HH

A\

AR R} ISE-PIC ib 424 backup-logs CLI #iy4, ] ke 8 H 2 RN g & S 4
DU T b e b

M CLREEES ST GRE) &4
SLE LR ISE CLI Mk R BCE Hd, W ESAT R I restore i« Al LA i AC 2 2112

AR IR s -

restorefilename repository repository-name encryption-key hash|plain encryption-key nameinclude-adeos

[RERL

restore BT A, MHCE B A A 0 Yk 0

filename BE B AEAA PR () &3 ST A PR . e %2 SCHF 120
NPT
iR WA IRAE SCAT 44 J AN I tar.gpg 97 44

(4, myfile.tar.gpg) o

repository i AL A AF A

repository-name TR AR I A IR AEA T TR A4 R

encryption-key CATIE) Fi5 7 H1 ™ 7 SCR N 2 P LUK S %69

hash W 2 AR N B 558 . i e SRR N2 (L
D NN B2 SR 40 NS

plain T & WSO %5 . 18 BRBE oA
W SOINE B . SRR 15 MERT .

encryption-key name BN INE A

include-adeos (A3, AGEH TRCE &) RS A A &
#A I ADE-OS it &, i N thiy 2185155
o MIEKERCESD, WRAESE, M
A} ISE A& SR} ISE [ F A & 254

EAE

TEBRNAT h B
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| %3 ISE-PIC

RN
EXEC

MR

s e I |

7E 18R} ISE-PIC H{f H restore iy &I, A ISE-PIC fR4#s2 HEhEHT 5.
PREEAERS, ISk, BEAEBREMMESARBN T, XFRETRR&0, ol LqE

JH restore fiv4, T I .

Gt

ise/admin# restore mybackup-100818-1502.tar.gpg repository myrepository encryption-key plain

Labl2345
Restore may require a restart of application services. Continue? (yes/no) [yes] ? yes
Initiating restore. Please wait...

ISE application restore is in progress.
This process could take several minutes.
Stopping ISE Application Server...
Stopping ISE Monitoring & Troubleshooting
Stopping ISE Monitoring & Troubleshooting
Stopping ISE Monitoring & Troubleshooting
Stopping ISE Monitoring & Troubleshooting
Stopping ISE Database processes...
Starting ISE Database processes...
Starting ISE Monitoring & Troubleshooting
Starting ISE Application Server...
Starting ISE Monitoring & Troubleshooting
Starting ISE Monitoring & Troubleshooting
Starting ISE Monitoring & Troubleshooting
Note: ISE Processes are initializing. Use

Please wait...

Log Processor...
Log Collector...
Alert Process...
Session Database...

Session Database...

Alert Process...
Log Collector...
Log Processor...
'show application status ise'

CLI to verify all processes are in running state.

ise/admin#

xas
1% BB

backup AT HA CEURLISE-PIC ALEA} ADE OS) , ¥
O TAEATAEE R

backup-logs KRG HE.

repository i NI IC B AT TR

show repository

SRR E AT ik P KT A SO

show backup history

BIORARGMIA I il K.

show backup status

WRE O IRAE AR

show restore status

WA E AR R
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&2 ISE-PIC |
B roumsrsssn

UTSRAT AT 55 B4 A R 7 FH U 52 )5 R D AR S AT IR & AS[A) 25 (Out of Sync), T 20K I 4 B 1 A5
BAEFER SN PAN, $UT T35,
M GUI R EBLE &1

AU HL G ) P R R A E A1 . GUI LA H M S B A BRI £ 4y o BRDR AR IERROAS 2 i 4505
1M CLI i IR E i 2o

S KGEREIR (Administration) > R4t (System) > &3 F01k & (Backup and Restore).
$IR2

PR3 NEE SN IR PRS2 PR, K5 R Restore,

WIE A N A R AR R N %

PIES Al Restore.

T—5Hit4
40 A% F BB ISE CA JIRS:, 440
1. FHAE IR B ISE CA MREE.

2. M\ PAN SREULE} ISE CA UE BRI, RIGAEHE) PAN BV E &40 XFERAOR T Hi8h
PAN 1] LALE 3= PAN #iFs i FHAEAR PKI AR CA BN JE CA, % n ¥4 B) PAN J14% 4 3= PAN.

e EieR
" UMRME =R 14 & (OperationsAudit Report) FFERIUITA R 1. H A HAEARAS KA B

\)

ER (HIRMESIXIRE (Operations Audit Report) & HIANS I 55 2 1 (1 P S 441 0] I PR RS IR I ] PR AR DG AR

i

TR B, U R ISE CLIIZAT backup-logs 743 # % ADE.log & k.

FEVLERIEREATIL s, FEAT R ISE-PIC JRZ5- #8447 1k T LU CLI fir4 show restore status
TS A I

Fl&ET /MM R

76 PAN EWKE 50 SCAF 2 S, 71 R B s (19 SR ISE-PIC #is FEA AN S A sl [FD . it
RAXMEDL, v LAT-g5m i A PAN 584 & 6l 2146 B ISE-PIC 15 ri. HAESRTIM PAN [R5 24 1)
e EFDEERAE R, VAT AT E S . Gl RHISE-PIC, W EELE [R5 n S EIH
i JRE ISE-PIC 4 B 03 1]/ 0L AT B B o

HEB1 K KEFEIR (Administration) > &4 (System) > EBZE (Deployment).
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| &= 1sE-PIC
wEmrhmssnsrErnts [

L$IE2
IR 3 L AT AN D A R 2 Al B 4 A 55 I ) A A
HIE 4 i Syncup, RS PAN [FlE . SRR S, ARG A BEFR DT ) R ISE-PIC & FE 61117,

'lﬂﬁgqmjﬂ;nwj:ﬁ, T HE% I:I:l Lﬁ;:FH,]:'I-_J'_l T
WG 23 B A AT T R A S R Y S T I B R R AR R e DU L F AT 47
P Dhae, T HAd T WA ] S D e 5 25 2Kk i3

FRAIMA IP AN ZRERHT SEBE R EENT S

=

FEP R, B ARKFSBERT IR AR )G, EAEA AP 1P kA L
%o

B, AP A N1 CESRISE R A BIEPAND FIN2 DD SRS RS 2, ENAHB PAND
AR AL 8] T1 ?M?rlfl’ﬁ NI Ry, Jak, T BARKE, N1 A N2 T i #l il 1.
BREFH

B R (BT AT FE R ISE-PIC W AR SR . A FAR R (K =LA A0 TP kDB A A 04T IR AR

fRR TR
W

PR
u

=

TEE 3 N1 FI N2 5 A, N1 AT N2 7 S e B oy il .
2. F N1 FIN2 455504 UDI $REUF rl3F I8 23 7e N1 A5 A s

3. e, BOIAETEHRE N ERE R AR 2/ N2 BRI, H, N23lE
BN B, B AED R, N1 b 8l i o 2R i JR] T

4. HEIAZ5UE S N1 Admin )7 DUBHBR AT E B A N2 55 . N1 ORI N2 55 5 #R A S 5 4 )
T1.

fEF#R IP sthukFnEH 2 % E TR ARE PRI TR

=

W RS, AR KEREER TN A B BT T B4t B 28
f 1P Ml AT W4 .

B, A MAS ISE-PIC 15 m: N1 CESRBSEH A, BITE PAND FIN2 G520 o RG] LA
PEOEAERT ) T1 HATHI N1 T s tye Jaok, T EARKE, N1 AIN2 Aol T ks, SR
ISE-PIC % s FL T 22 B T AL B T o EHL4 4 N1A (32 PAN) R N2A CiiBhd5 ) o b4t N1A
FIN2A H5ZMAT R
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&2 ISE-PIC |
B =505 pumEnsnenonsthns s

REFH

P88 (BT AT SEREISE-PIC 5 A SRR . BrBEF CAE HIAS A A LA A TP L hEAE 5y — 7 EREAT
Bifg.

fRR G

1 FRIBUNT &40 9F7E N1A EARE IS0 R IAACKE YU LA S ORI A S, I FLAS AR 4
T L MLAA A 0 G L P S LA A4

2. B ROHT I 2R .

3. AAAUE NIA L% R ISE-PIC A HH 5111/, K VciE$E B2 (Administration) > #BE
(Deployment), #RJ5 AT LA N HAE:

WIRETH N2 7 5
BB N2A 5 AEM MBI . RG2S N1A 1 AR =2 5 2 N2A 7 5.

ERIAE IP U FIEH B R EIRTABE AT A

=
B AE BT RO B

B, A AL BT AU NL. OAERTR] T 3047 N1 S E 40y N1 2l T B e
ML, DA T WA Y ol 5 A B A o A28 UAH [ ) TP Sl AN =LA KR NI 45 e

BREFH
UL RN 5, iy FLB s B AR 1 A B AT AR R TP ik F M4

R IR
N1 Y SU7E 5 g a8 K T B A [R) TP Mk AN =04 i R ISE-PIC 75 &G TTHUGs AT, b
ZMIA N1 5 5K E 2550 . T AT A (AR T,

{ERHIP Ut FNEH B IR EM I EE AT =

W=
AT A R A B

B, A AL B AN R n] DRAELER ) T1 AT N1 s 5. N1 S T4
PRSI ML, e AN S B A AN R TP Huhk AN S L4 e dif .

BREFH
AL, JF HLT S A AT AR 1 TP kAT LA
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12 ISE-PIC
nEnz [

fRR G
1 AEATH RS N1 AT e B OB THOIRZS, EHLA 4 NIB.
2. BWTLE NIB 1 ik 2 & . Al EESUh .

B & [B1iR

=] #R
A, EalgeaA/NOEMECE, ARIE BT SN EMf . EXFEAT, POl
ISAERHT S AT i 244, kR RSk I E
A BERY R &
BRI A N (CERMSE A A, B PAN) FIN2 CRBh SR & BT A, B4HE) PAND , Jf H.
AT NT 5 s &0y I8AE N1 b AT — Se R A e o oo FLRECEE A o8 el
RRAE
FRIAE A TR R AT & B0 B2 AT HAT RO N S48 AE N1 A BIRE LS. IREHAS KL
M N1 F22 2 N2,

ERTSHMEHUMENELATREET S

=

EL HERE R, PAN HELH R,

Bitn, AR ISE-PIC 15 & N1 (PAN) FI N2 Cili B/ P4 250 o i FRiphi) @, N1 BT
A o

BRE &4

AP A PP T R R

BRI IR
1. B N2EHBIS . KIKES B8 (Administration) > B2 (Deployment) , JE# N2 Bl & 4 =
WA

{FRHT AR R4 N1 Y9 A, FDFT B SOl 2 Ab T IR ES
2. MN2EBGT, B N1 S e By s,
BIAE, N2 5 St R S B 5, 1 N A5 D0l Ay 445 14 4t B 4 A

R B HECHOR N A ROBCED B9 0, T 8o N RS T R B B4 . N2t A 3)
BN ETBIIRSS 4% . AT EIEE K.

12 ISE-PIC .



&2 ISE-PIC |

B =rssnssnssnsr FRE®E S

ERTREEHABENER TREHS TS

R EE R

ERREUR

5
Il
e

s

ERIRER

W=
FEZ W AR R, — AN RO B . R

R
1o BB R ERTI R BB AT RZS o
2. T RS BT R AN R A B A
3. HOBFEM Y R
Hegs N TAT O BB Y 5. BRI

T BRI R VR I DL Ry B R e AR R U ()R BR e I R, B R I RN . BRI —
ANH o ik BNE BRI REAL A A R (I RERL S A bl i, SRR, 6Tzt
W, B HAHE 30 Ko =D HRBAMEZET 90 K.

TFREA LT B P A R A DG ol

o D SRR PP A AT BB L 80% (B BEE, Wl A ™ s, Ron Bl A/ 2 oy
ML B A . WURBER AT Sl (T 2 vt WS E sy — M ER.

* TERIAFEAR I 2ot 2 A Rt 2 i o 22 200l e A P PRt 2 ik 2 BB L B LI CGBRIA
N 80%) » WIS R AEERIE R P RSN B S -EOR M it s AN ARG B G 1) AR AT
TEFREE. REBAAREIES R 2SR T 22\ RGBSR A
Kol PERGAE 2 I BRI 5, A BREEA TG B

JORL ISE M 2 e £t 5 2 ok SRR ISE 445 15 B . 7E IR} ISE BofthiiAs i, W LLUEefris
47 JR} ISE & 3 CLI %ir4 application configureise Jii i B& W 45 B VR HcHs I &8 W i 30 14
THBRIEIH TG, SRR R RS SR I R S A E O ) B R,
TR K AR AT 2% 00 A o SRS T SO R g it 2 a3 n), T U B

a4

B2 UL R ISE IS 18 REE5E T AT BT AR T A

BRAEEUE FBR (Operational Data Purging) % 2 ##E E | A & (Database Utilization) FI13ZBN/EM
¥4 (Purge Data Now) X3k, B I FHIEE 22 E IR (Administration) > &4t (System) > #E4P
(Maintenance) > 121/E#E ;5 (Operational Data Purging) . nJ LLEEE B n] FHEE FE4s1m), LU AT
it (EEHB EE | & (Database Utilization) X3k (1) o 40T LUK iR As AR RS A T LB R o] ARG
2500, ASIAT BARAPEAE B E P R B REAERRE R 4 »SiEBREdE, thah, Eidn] DLk
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mpmnmzssr [

Fe'E, AR Bt Arimad 45 E Or B R BCR L 3 i BAE . W Ak b /B S 74 = (Enable
Export Repository) &IEME LUEFERI QUL )%, IF i B
AXER
HEREIHIZE Bl 58 23 1T
AR IRRZE R
EE R AL B e AR B IR S5 45 o AT RLSZ B B0E s R E

LI RKIEFETE (Administration) > 437 (Maintenance) > 1&{E&#E BB (Operational Data Purging).
FB2 PUTLL I ERAEZ —
* EEIR R BB HA (Data Retention Period) [X 1

1. DLHNHAL$E € RADIUS F1 TACACS $idis it 0 Ar 1 B « 45 e SRR 2 10 10 BT A3 s 48 2 5t BIA7 68 22
B8R ISE-PIC A2t RADIUS 55 TACACS Zhfg, {H5 A} ISE Hm FAbSEah v i, PRtk i) B8 75 222 A

HH P PR A
2. {ETFHEFE (Repository) X, ik /3 S L 76 (Enable Export Repository) 5 i HE LAk £ Cr A7 £ 4 1)
AEA# I o
3. EMMZEZA (Encryption Key) SCAREF, A BT %65,
4. RitR%E (Save).
iR T SR P CR B I PR T 52 W B T N TR A R B PR, DA R 2 S AT . i,
TR R IR =R, W HAZE D T2 W R I . (i, BOAEA TR, WPEAR R
FERLE P M (R TEREE .

* TEIIBN;ERREM3E (Purge Data Now) [X 1k
1 EREE BRI o SOE B AR KB . BAEA S ORAAAEAE AR

2. miidiEkR (Purge).

1% ISE-PIC 4R B 5T ISE 23t

JEL ISE-PIC 25 T-5¢ 4 Uk} ISE GUI SR 7EfTFL B H P B GUI e Mk, J8id2e3¢ ISE-PIC, &
A UGS S A T+ 2 21 ISE. - A ISE-PIC 4K 3 ISE HIBEAEVF Uk, ISE 48842 (i 20 2 i
ISE-PIC " ] (A& FH I T Thae, S FH CLTF 400 ISE-PIC 15 £ 4 3 PAN, IG5 B ic
B OO AT R
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&2 ISE-PIC |
B &mirmiaaas st

\}

AR W REOE AT T ISE-PIC ¥ fi4F 8 3 PAN,  WTFRIN-E i Bz v L, JF Bk
BEAE MOHTS N A1 5507 M DU 5838 ISE 3438+ 40 .

ST LATSE TR G, 7 R 1528 ISE-PIC THVFTTE, ARJF 4T BL R
Y5 D THI ISE-PIC 5 AV IIEIBLAT ISE %
C B, BRI

AR HTREIER AL ISE M, ICVAIRNR R ST K R ISE-PIC 2% .

HIRFHE ISE FIMRAMTEAE S, ES 0 L ISE-PIC 5 ISE F1 CDA.

18I E M AT IEFT 2R 2 ISE

FFiaZ miI

s O 2258 JUR} ISE-PIC /K AVFRTAIE. e4h, AT LU LA 7 22— Ty i
* ¥4 ISE-PIC 1 S N2 IAT 5¢ 4L ISE #5535 - TH 1) ISE-PIC 15 s AE A5 Bh 15 s imn AN BT 3855
BEPAT AR, E A ERISE-PIC TF 04 rl i A T AR5 TP 5 58 1-5. K5 ISE-PIC Y A8

O B N AT ISE FB & R 1 AT Bl o DR B O R 2D 28I (THD ISE-PIC {75 4,
115046 ISE-PIC % i fdls A OB o I AR I RMUER DS VF AT IE

o W42 ISE-PIC 15 i JF2K 4y ISE 3528 16 32700 i B ST 49 £ - TH2 ISE-PIC 1 &4, [A] I PR B BT B
HEAG . DR ISE-PIC TH&EVFn]EAUER} ISE BAVFA[IE, iHBER B EREMCE.

ARVFATBER PSS, W25 B R ISE-PIC VFr]

TR WUR OB AL AR URHISE-PIC 77 i zederh, KL EEE (Administration) > #3& (Deployment),
G E AR fo PIANTS RUBE S #OR S 99 i, IF B — AN 0] B2
$E2  KUGEFFEIR (Administration) > ¥ (Licensing).
$®3 LS NIFRNE (Import License).
PIR4  SEEEH (ChooseFile), WMTHRVEAIIESCAT, A5 st E (OK).
PERS  ER WHVSULISE-PIC 5 AUA N B ISE ¥, WIS B3RS BRI CL 58 T4, IAE ) UM I 308 vh 1)
FT M ORI . EORTHEANE R, ES I DRI AR S 5 B AR )

TESNFIFAEXH (Import New License File) fE%erh, fidiS N (Import).
VERTIER KRBT, DU TS T r ik :
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pic_admin27_chapter1.pdf#nameddest=unique_8
pic_admin27_chapter2.pdf#nameddest=unique_16

| &= 1sE-PIC

FIR10

wigsemir e e s [

Lborvsdnng

Traditional Licensing

L #imes

L Darlalls

Praduct idenbier (FIC NG KD

Witk b e il W00 AL
Sariad Mumbar [5M] FOH LS VTEN

SE LTI KON SEREISE B2 H B B i, WL RIS AFEARVF . K - SN ATIE (Import License).
w3 (Choose File), i W A RMR SR AL 7648 ISE JEAVFRTIE, )5 M E (OK).
ESNFFATIESCH (Import New License File) %, fAidiS N (Import).

i E .

F2 0 ISE 5 pi (M BRI 4G, JFRRBU IR “Ob IR IEAE S & A A 1SE. ESEA L e, AR5
Tk ISE. 7 (Thisnodeis now being upgraded to I SE in the background. Please wait several minutes and then login to
ISE)

.
VEATHERHE BT, TUE LA A VE AT
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&2 ISE-PIC |
B =i seric

Licerrsimng & thod

Tradigienal LEEaming i cerntyins

Licerme Usage @
e
L
] [ ]
v
LI Detally
Tesve] igens G HUS Y
an
FOMNG PV

JUMetG, K BoRER b R SRV 1) ¢ BEISERL AL VR Al ik 223 R (I (K i A =

TSBLAE O 3 ISE-PIC 5 T H 00 58 %8 ISE 2228 P (i 3271 i, BURT RSB 19 s BAE AL ISE-PIC M7 22 ke v i) 5
R AME Y o BULAE T LU A AH [R5 ST e — 4> ISE-PIC Y i

B E ISE-PIC

=
E T A eyininliss

JEBLISE-PIC s ST (0 (U7 i) 455 (RBAC) 5%, DL aldh 4a [n) 55 7 B14% T H 48 R 40
BEVERUPR . 1X48 RBAC SR MR SN 3 51 a4 BE 03 B B 5 1 B3 2 1K B 40 v X

L 4R i ) Admin [ TP AR, ST ARAT DU B
o PR LR 27 i TP R Bl A I
o D ERIR P SO T SRS o
* HE P GUI 23U HC & 43 15 I
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| &= 1sE-PIC

FBRLISE-PIC £

mrise-pic g2 ]

EIER
B Gy AT AS R G 1) P AT N SRR A
o PR SRR R
* EHERL ISE-PIC JIR 45 % B 01K ) AR R Gl B AR AT
o SECSURE IR ORI PR D
CLI A 5 T LU A5 1R ISE R, I FHLECPRA TR, T AR e LI R ISE e,

LR BB RZGNN I H & B T#T CLLA B G R A B, i 4P CLI 45 B 5 AR E IE 61
FEET Web [5G ol i & RS #LUERL ISE ¥

FEBCE I ] A A R A Txk CLI BEAT A BE DT 1] AR (gl CLLAE BE G AT,
PN CLUE B Oy o BRINSOLT, CLU B A 4 00 admin, 85 5 E B B R o U3

BATBONE Y. b CLUE B G A P R BN BT, b BRI R i o AN, oAl B 54 m]

CAGw A UL ik, AR 8 sl ek o i R B

ATULGUEAE PR BT, ] LUK LA P THO A B 53 (0o 38 ek 2 P ek I R BRI, 3 ] DK A PR
SABRGA Tl PR 2 ] PR A

R Y L HATIC B AR R ISE-PIC R A A BRIV /o

B2 R A AN B O 4

HXER
JARFISE-PIC FHEGAA , 5527 7L

ERISE-PIC EIE R4

B HE AL JORE ISE-PIC LT G U7 4] (RBAC) Al & TR — 4L i & 2 538 [ — &
U3 F HEATAH R RO o 4 B 534 DA 5 A B AL B DA 53 03 P AR SO SEms P i 2 A o A B BT DA
JE T A=AV

FLATARAT 5 [ LB 2 00 (1067 2 B30 ™ T DLAE AT BT 1) (AR 2 11 b A Semiml B FE AT PR K0
%

NS T AL ISE-PIC FHHUE SCHAS PR L IXSEZ 1 53 T DLRAT AT S5 . U R TE 4
A RERE LRGP BB

F2BHEISEEIERA. AR, HIRFPRE

EIRAHE 1825 Al PR PR I
R B i R ISE-PIC 43 | 6}irfg R} ISE-PIC %
DhRg. BROOAVEHELOIMK . |JEA 0. .
J& T4l . e MERFHAT
(CRUDX) B[R
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&2 ISE-PIC |

B cuzEasaT web gmammm it

EHERE AR HBR PR
HhE RESTHul JIR s Xt ERS API iR < Qg BEL. BT | A EOUEH TR
(ERS) & 2 i1 (GET. POST. FUHER ERS APILi% | ERS A1) A3 /1
DELETE. PUT) [(J584x BN G e iy
V7 T AR

CLI I A 5 & F Web I8 R B9 R XT EE

BIEHEER

CLI & # 51 0] LU sh A 1k AR ISE-PIC W H o N FH AR AN T FIFH 2. T8 n#& s o5 1 -8R} ISE-PIC
W, UNBETGREMNHHE. BT 7 CLLEH A R R, FRATEI A4 CLI %3
BUSEUE AN L T Web 45 BE B3R Iic ' RN # R ISE-PIC #5%%

MR ISE-PIC 7 L 01 5 220 BUAT R € M QLK P A BEATHRF A B BEAR 55 T LG BE B3k ™, JF
AR A B O3 I ZHTRAT A BEAE 55 1) IX L2 B DA 0 il — A e M (6

T LMEHEIE R AP (AdminUsers) i & F . S8 B0 MBR. & Hled &R BEHSE-PIC 45 B i
149 Je P T S HOIR S

pE

LTS HE 53 P IR3AE CLL AT GUI HRARTA], s UESE7E CLI L Active Directory Ui AU, 28
Ja PRI GUL. Ji4h, A2 GUT TEF IR,  LUBE G0 e 38 & 2E B 3 B0 AE UL

HIE1 RIGEFETE (Administration) > &% (System) > &I 5 i8R (Admin Access) > &2 5 (Administrators) >
=R A A (Admin Users) > ki1 (Add).

S\
5

38

w N

FETFBUTRIANE . BFR (Name) FBOFFM TP #87 () *+-0 /@ _.
LG A b ME— o AR TV I 4, RS A LR R DU R R

User can't be created. A User with that name already exists.

PR 4 R (Submit) 78R ISE-PIC P #2540 e v ) a7 24 03

AXERM

LR NS T EN AN e A8 Tt
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| &= isE-piC
stEanse-pic TEEia ]

X EBEL ISE-PIC #H1TEIE1579)
JOR} ISE-PIC & 2 63 n] LUARSE L BT & 10 A B A AT & PP BT 45 . XS BT 45 AR . UK
T ) A PR 27 SR AR A AT 45 3 o 2 o 1) SR} ISE-PIC I .
FIH EEL ISE-PIC, & 0] LAE L LA ST il %) 5 Web ST A& B 1] .

)

AR KO RHISE RS SR INEBI L )5, 2 IL Web SR SN, e AR AN A T I T IRE . AL, TR
LI [ A RELE T A A5 AL T8 AT IRAs, BB AT 55 (& 2 vPA iR S5 ) W RE™
LA R A REAE ]

EIRFEAE

AL 2 Ry ERE 2 R ISE RS #. PAN IZATEFHEGI /7, BU) ) s S B DD A e B ok .
HAth ISE Al 8k SSH szl & Ui, MR FFia4T CLI. /0360 7348 F AR pid e i i
FER BN IE I

* B 5% (Admin password): ERIATEOL T, 1 2B 6 2 1) SEORE ISE 45 B B3] U AE 45 R
SR . A LLE /R EIE (Administration) > R4t (System) > EIRIRE (Admin Settings) 1ok
PR A TR SR B 1 B Ul o A T B SR R (Passwor d Policy) T, 4R i B ik o B HLE
FARY (8] (Password Lifetime) [ EIRZR3IFH] (Administrative passwor ds expire) .

AR PAT B H gt 3, wILLAE CLI HiZ24T application reset-passwd fiy 4 oK 5 & 45 B2
o LR EEMN, ATRUERSGIE Ui CLL, sUEFS| T ISE WURSCF AYs nl 5] ik
TS B o

* CLI %% (CLI| password): WZifE e IR M AN CLI %05, a1 AE 6 5% CLI W A% B JG 30T i
P, wfLAEE CLI %M. #2866, HHis17 password CLI fip 4 LAE B % . A KT
51, Wiz (ISECLI %) .

JURFISE-PIC SRV A 3L MK 7 o SO S ) LS s 2z 4Pk o 88T DL BRURIDOT 4 B T U i), 5ol
B G om S A A i T 84 . /E BARHISE-PIC A “Er B Bk P EE” (Administrator Account
Settings) & S @ AL SFEmE I F T A7 7 B DU

JAB} ISE-PIC 45402 UTF-8 F 4515 H 51 %54,

ERAHEMNFAEERIENERERE

Ry ARG S5 KA ()R] GUI B CLI (SSH) 2 Ul MG SR, e AT IX g i) B8 2T Web 5k
CLIFH 1 (8 B O3 A 3 B AR A Yo 0mT LUK B SRR INC 0 76 58 B DG S AN SR 2 ) o o
BOAEOLT, X GRMRAL T2 R
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B siroh st ipiteit (Select IP Addresses) x4 B A} ISE-PIC {7 & i 1

P$IB2 W AEE YRR GUI A CLI St s KR I E RS BT . JEREEE GUI 2 A ZE A 1 £ 20, IFk
BH CLI 21 A S0EHE A 1 2 10,
S 3 WA EER ISE-PIC AE 8 BE b1 B 2 AT i &, ik b & R RTHENE (Pre-login banner) B IEHE, 4R 5 E SCAHE

HHAR T B
S A4 R LRHSE-PIC R85 B 8ok 2 e WoRn B, 15k B R IG#EE (Post-login banner) RIEHE, 4R 5 7E CAHE
S PNEISH

S pHRTE (Save).

SAFM “IEIZ IP Hutik” (Select IP Addresses) ¥t 2 F} ISE-PIC 31T & IR 4]
JORHSE-PIC fu i Be & 1P Huhb 5138, 598 63 vl o #7138 Fh 1) TP kb vy i) LR ISE-PIC 5 2 S

FER1
FIB 2 RPN SR IFEETIH B 1P ik (Allow only listed | P addresses to connect).
R i 1 161 IR (SNMP) I T B il o (R, FERCE 1P U5 i) BRAGIES, QA —N 15 ST snmpwalk
A D SLACE R Y5 7], W) snmpwalk 23 26

1% 3 {¥ Configure IP List for Access Restriction X&', /i Add.
IR 4 {r IP addresses 7B A A JC 2RI A 2% B (CIDR) % 2L IP ik
R UL IP MRS TPv4 BT IPV6. ILAE T LI ISE 47 2L E £ 4 IPve6 Hihik.

WS TE ML HED T B A\ CIDR A% 217 M HEfS

W6 i OK. HA MRS R TN 2 1P Hubil e
FBT 5k Save LRAZ T 4.

P8 nithEE (Reset) LUK IP 18] (IP Access) Ui,

AEE G B E RS SRR

JOR} ISE-PIC I8 Fo A48 45 BE GAk p G il s i SRmes, DA 22 4k o A8 AE IR A 52 SRS SRk .
T R ISE-PIC I FTA & HE bk ).

\}

iR o DA B Y P IR LT S A8 SR R 1% B root@hoste JGIEARC B HLF IR EEHbbE, JF T2 SMTP
JIR 55 2= Fh g bt e 5 s

AT LGEEAE T80k B3 CSCui5583, eIl i Fu VF 48 B 50l 1~ M Mk

o Rl ISE-PIC 4540 & UTF-8 F 44 1) 5 H 17y %541,
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| &= 1sE-PIC
neranrrEkpzRgr [

L 1B

TR

$£1% 2 il Password Policy 55 -4 A i .
IR 3 Al Save TRAFE PE 0125 A SR

ER QORGSR G SN A T A S O PRSI B DA By, TECAT, RIS BT B B B E ORI
AOSEMSIC A T BL A, A0 A 5 2 B AR 2 B3 (R P A4 A i o

HEE AP EE KPR R
WERAERC B IS LR A, B G AT I 5 36, SO RHISE-PIC Se VAR A8 BE Atk /™

H£I 1 RIGEFEEE (Administration) > &1 5 i 8 (Admin Access) > {4183 (Authentication) > ik 2% B 55 #& (Account
Disable Palicy).

$IR2 EPEn RAFERZEZRAMKA (Disable account after n days of inactivity) &EHE, FH4A KA.
U S B K 7 AE — BOBSEIN (A AL T AT ITOIRAS, Tl 1% 0, S8 mT LASEHTE B 010K 7
PR3 S RTF (Save) 48 HI I 0 E 4 R 7 48 H S

7E 0B ISE-PIC 1, wJLLAfE & GUI 2164 T ARG SR SE A PR FFIE R F I R . ] BAFR e 1
Bl ISE-PIC 7EVF 4 E H A 2 ATk (] CBA B o By o SRR G, &P DB & 5t
feiy i) R ISE-PIC & HL AT,

L1
IR 2 i N ILF} ISE-PIC 7EBA WS G 50 N 8Y 5 B 0D 2 W0 75 BRI ) CLA 0o 367 o BRIMEA 60 70%h.
SIaEh 6 & 100 205,

FE3 M RTE (Save).

KIFEHEERIE

R SE-PIC Bonraima)E A, SNPGRS eV ENBER & LTk &S 1E. Jf
1T GUI ﬁﬂﬁmﬁ:éﬁziﬁzo/\ ﬁu%‘éﬁiUGUI DU RN, 8T B AL B R
A DL S R BE e 2

L1

IR 2 EPIEEZ RIS 1D SR EHE, SR )5 fiidi Invalidate.
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B ==sinrEmnsn

B

TP {E AR IR A

ST B P R A ] HTTP 80 3 [1F1 HTTPS 443 #5111, A& HEENOX e E . ERH SE-PIC
[i) B 77 11 488 0 BCATART e 2 P P 10 7 A FE R T) P 1, O BRAEG 15 B B 1) P PR AU

B & SMTP AR 5528 A L3518 4
PC B AT AL S i (SMTP) ARSS s, DAPRAT DU N ERAE: R 1) 1 IR AR 8 240
RIL HL TR ISE 15 14
LR H R B R T 404 30 ISE 3R85 v o 325 B IR 2R 10

pali

B F iR iR EIEBFHENT R
ESuR Y ¥ PAN
alarms W3 MnT

KAVIHEMBRNTT R NR i m  |PSN

i HA & PAN

S

$IB2 /£ SMTP BRE 28 (SMTP Server) F Bt A sl SMTP RS 88 10 EHLA o 40T M ISE-PIC IR 45817 i11%
SMTP THLRS . % FBAK AL 60 75
PR3 R TF (Save).

B SN SR NPT BUE: E ) H 7E BB F R P 818 R AR E R (Include system alarmsin emails) 215
(AT ART P R B D3 R P o R0 S 1 1 A A N AT A2 b 1k fi 4 4 ise@<hostname>.

M GUI B B4R RESTful BR %% API - ERS X &

FHia Z |l

& 070 A A Cisco ISE REST APIXYTCisco ISEH & ) FHHREST APIH] LA1Jj ] Cisco ISE. Cisco REST
APHE FHHTTPSHi 119060, BN F4rJ<H] . Cisco ISE REST APIfFCisco ISE& H iR %5 2% R )
FH, % N AR T U7 2 REST APTGE SK (1) IR 45 241K I S B8 I 5

FITAT ST A B A AR 35 T SR I L BEESS Y i AT R BB Y kil LAYS ) (GETHER) o

S

$I% 2 %P E A ERS #1Ti%/5 (Enable ERSfor Read/Write) Jf i iR TF (Save).
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| &m=IsE-PiC
I GUI 3 FA5h2B RESTHul AR %5 API-ERS 122 I}

T—5Ht4
% AP i FHAT ISE-PIC [E4IM5 B, 152 ( ISE APIZ%15H) -
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http://www.cisco.com/c/en/us/td/docs/security/ise/2-1/api_ref_guide/api_ref_book.html

&2 ISE-PIC |
B/ cui s/ 40E8 RESTHI AR %S API- ERS 12 B
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