HATIER TR B% ISECLI &%

AFEN AAEAT RN ) SR ISE fir AT FET (CLY) Air% o AT RED iy & 2 Jm 2 BB A & {2
s fir 2By, AR F R AN B A7) 10 20

* AEPATEECR T 4R BB ISE CLI i, 253 0
* application install , % 4 I

application configure , 2§ 5 T

3

application remove , 3 17 1T

application reset-config , i 18 UL

application reset-passwd , i 20 5T
* application start , 7 21 7T

* application stop , 5 24 UL

* application upgrade , % 26 UL
* backup , 29 71

* backup-logs , i 32 L

* clear screen , i 34 UL

* clock , #3357

scls, #3771

configure , %5 38 I

* copy ,» 539 L

s crypto , 5 44 T

* debug , 347 1L

* delete , 55 51 UL

e dir, 55200

*esr, 5400

e exit, #5501

* forceout , 5 56 It

* generate-password , 5 57 T
* halt, 2 58 5

* help, 5559 0L

* licence esr, £ 60 UL
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* mkdir , % 61 T1

* nslookup , 2 62 7T

* password , f 64 UL

* patch install , % 65 It

* patch remove , 5 67 UL

* permit rootaccess , £ 69 I

* ping , 5 71 UL

* ping6 , 5 72 7T

* reload , % 74 T

* reset-config , f 76 UL

* restore , o 77 HL

* rmdir , 5 82 7T

*ssh, 58311

* tech, 85 Tl

* terminal length , %5 88 IiI

* terminal session-timeout , 5 89 T
* terminal session-welcome , 5 90 TT
* terminal terminal-type , % 91 TU
* traceroute , 3 92 UL

* undebug , # 93 7T

* which , 96 Ut

* write , 55 97 UL
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ERITERX T FEERISECLI £1F

e LA ISE CLI R B i, BNAERATBA N IT G AEPATHET, AR5 ) IR ISE
Mg as H P IH . AT RGSONIRCE, A RGET H &,
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. application install

application install
A\

% application install fir4 HBEFH T340 T .

SRR ISE ZAMURE N, IEESATA U H] application install #ir4-. 220k R ISE 2
SN T, i application remove i 4.

application [ install {application-bundle} {remote-repository-name} ]

Syntax Description install e R R
application-bundle AR S A4 o B2 SCRF 255 AN RECE 7
.
remote-repository-name SERACEIE TR, % S HE 255 AT M T
7o

Command Default TCERINT N BRAE

Command Modes EXEC

Command History [N (58
2.0.0.306 FINT M4
{ERERS TEBCA 222845 8 N TR AL . R GURE TR i A7 itk 2 v R HON. FH AR 20605 A1

U SRS 2 S S 5255 SR 1 114 711 % 1 application install 5 application remove fir4,
¥ TR DU T

An existing application install, remove, or upgrade is in progress. Try again shortly.

Gt

ise/admin# application install ise-hotpatch-appbundle-x.x.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...

Extracting ISE database content...

Starting ISE database processes...

Restarting ISE database processes...

Creating ISE M&T session directory...

Performing ISE database priming...

Application successfully installed

ise/admin#
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application configure .

application configure

EHATHRLR N d ] application configure fir 4>
* AT M&T #:4F
* BBOIEBoR 5 ds AR I GETHE B
o SRS AT &0 KSR ISE CA UEFS K% P 2L 15
o AERORBETEREFRFR (KPM) ZEitH 5 5
* A EREEH] ISE v Jm tE il 4R

application [ configure {application-name} |

Syntax Description  configure P B 8 WY
application-name N AR B2 SCFF 255 DR AT
Command Default TCERNAT Ay i
Command Modes EXEC
Command History RE A (54
2.0.0.306 FINT M 4.
3.0 T BB SO .

fEMisr

$En] LIS b 476 R ISE 9 4 EFH M&T HilsEM R 5], S M3 AR ISE CA UFP L%
B, AEROCEEPEREfR PR (KPM) Ziiif5 8, JF R ISE v e s e &

il
ise/admin# application configure ise

election configuration option
]Reset M&T Session Database
JRebuild M&T Unusable Indexes
]Purge M&T Operational Data
]Reset M&T Database

]Refresh Database Statistics
]Display Profiler Statistics
]Export Internal CA Store
]Import Internal CA Store
]Create Missing Config Indexes

O]Create Missing M&T Indexes

2]Generate Daily KPM Stats

3]Generate KPM Stats for last 8 Weeks
4]Enable/Disable Counter Attribute Collection
5]View Admin Users

6]

S
[1
[
[
[
[
[
[
[
[
[
[
[
[
[
[ Get all Endpoints

2
3
4
5
6
7
8
9
1
1
1
1
1
1
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]Establish Trust with controller

JReset Context Visibility

]Synchronize Context Visibility With Database
]Generate Heap Dump

]Generate Thread Dump

]Force Backup Cancellation

]CleanUp ESR 5921 IOS Crash Info Files
]Recreate undotablespace

]JConfigure TCP params

]JReset Upgrade Tables and Proceed with upgrade
JRecreate Temp tablespace

]Clear Sysaux tablespace

]Fetch SGA/PGA Memory usage

]Generate Self-Signed Admin Certificate

]Vlew Certificates in NSSDB or CA NSSDB

Exi

[19
[20
[21
[22
[23
[24
[25
[26
[27
[28
[29
[30
[31
[32
[33
(0]

AR JURLISE 3.0 LSS R LS (Wifi I(EED

IR JURNSE 3.1 LEERAA LR ACS iR .

BIZHEERE

FEFFIRE
S5 B IR ISE IS5 as i, A o J0 o B M Vs ol e

N

AR JRATTAE USR] I A AR A S e P AR 1 H RSSO E SR

FERCE IR S B R AR AT 55, 158 application configureise 4
© EE BRI TR E, EMHED 1.

)

AR HEEI S FELISE IS AE RS A BT I AN AT

SCRPr R IR ER P AR R 5], WAL 2
© ENERRIN AT, WA IE T 3.

TR I TG R A, Sl I 37 i el OR B R KL
o LA MAER R, A 4.

HE LI TR AR EE BN ) BOABCE, SR AMBRETA S . RSk 5 TS R 4t
VIS Aol TR ST e -6 /2
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TP
LA N AR, E LT 1.

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

[1
[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]1Exit

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7

1

You are about to reset the M&T session database. Following this operation, an application

restart will be required.

Are you sure you want to proceed? y/n [n]: y

TimesTen Daemon stopped.

TimesTen Daemon startup OK.

Restarting application

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

iptables: No chain/target/match by that name.

iptables: No chain/target/match by that name.

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
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2
You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3

Enter number of days to be retained in purging MnT Operational data [between 1 to 90 days]
For instance, Entering 20 will purge MnT Operational data older than 20 days

Enter 'exit' to return to the main menu without purging

Enter days to be retained: 20

You are about to purge M&T data older than 20 from your database.

Are you sure you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database. Following this operation, application will be
restarted.

Are you sure you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...

Restarting application

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running

ISE Certificate Authority Service is not running

ISE Profiler Database is not running

ISE M&T Session Database is not running

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

5
You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y

Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........

Gathering Operational schema (MNT) stats ....
Completed Refresh Database statistics
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SIMEHHEHNFEIHER

SR A5 AR R A AT B SE I S S, 15T H application configure fir 4[] Display
Profiler Statistics 6T o ZR 40 H 2 MM R 4515 st SR L B, - LIS TGV EAE IR 19 i P o B e

EMHBA I IMX THES CZRT 2R MR AN T 84N JConsole) PTG 7 A FH AR AR T itk st 4
P o

Gt

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

JExit

Lo U WN O e e

Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection

Retrieve MXBean

Press <Enter> to continue...

Timestamp,Elapsed, EndpointsProfiled, NetflowPacketsReceived,

EndpointsReProfiled, EndpointsDeleted. ..
Press Ctrl + c

FHANSANAEE CA FFiE X

FEN T EAT B A1 (PAN) TR ISE CA UF B A, DUERETE PAN HILHRRE 1500 RIS
A B BV A Lﬁf?}uﬁ%ﬁ N1 Fi] application configure iy 4.

AR A B BT ST O A FEAY S (PAN) I, A2 A5 ER PAN 5 H i JEUR ISE CA IF
PRI

» 2GR ISE CA EHRIZE I EIA, 516 H] application configureise fir4H UL 7,
« ZLF R ISE CA WE-H AU A REIAS, 151iH application configureise fir & H (R IE I 8.
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ise/admin# application configure iseSelection ISE configuration option
[1]Reset M&T Session Database

[2]Rebuild M&T Unusable Indexes

[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics

[6]Display Profiler Statistics

[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes

[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration

[12]Generate Daily KPM Stats

[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

7

Export Repository Name: sftp

Enter encryption-key for export: Testl234
EXport on progress...............

The following 4 CA key pairs were exported to repository 'sftp' at
'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20£f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8£f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

w52
5 N JEE ISE CA iFE P EIAS, 544 & 8.,

ise/admin# application configure ise
Selection ISE configuration option
[l1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
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Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

1
1
1
0
1
2
3
4
5
6
7

8

Import Repository Name: sftp

Enter CA keys file name to import: ise ca key pairs_of ise60
Enter encryption-key: Testl1234

ImpOort ONn ProgresSS........eeeee..

The following 4 CA key pairs were imported:
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656
Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20££700b-d5844ef8-a029pf7d-fad64289
Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed
Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd?2

Stopping ISE Certificate Authority Service...

Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

EIETRKZE S
B St TR R S R BN TR MG e AT R i application configure fiv 4o
o BOIEEVR K CEPM HUdli FER 51, WL 9.
o BOIEER M IR AR R S, L 10,

=
LA CEPM Bl RG], AL 9.
ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
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Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database
Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store
Import Internal CA Store
Create Missing Config Indexes
]Create Missing M&T Indexes
Enable/Disable ACS Migration
Generate Daily KPM Stats
Generate KPM Stats for last 8 Weeks

View Admin Users
Get all Endpoints
Exit

LU WN O e e e

9

You are about to create missing config indexes.

Are you sure you want to proceed? y/n [n]: y
Starting to create missing config indexes
Completed creating missing config indexes

w15 2
BN G (P I A PR |, A R E I 10,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
Enable/Disable ACS Migration
Generate Daily KPM Stats
Generate KPM Stats for last 8 Weeks

View Admin Users
Get all Endpoints

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
5

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing MnT indexes
Completed creating missing MnT indexes
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1
1
1
]Enable/Disable Counter Attribute Collection
1
1
1

1
1
1
]Enable/Disable Counter Attribute Collection
1
1
1
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KEGIIEIR G 1T IR

PRI B G R b (KPM), 157E application configure fir 21 | Generate Daily KPM Stats 5¥
Generate KPM Stats for last 8 Weeks L1, FIEos MR 45T sl AR I 2cdis o 1 2 1 i LB S A1 DG
FERE W i oS S o 0T DR AR Ry H B 8 A LI I KPM G ik Bl . 5 &k
A7 B HURE A

WEARAE CAEAE K KPM Zevh {5 ST s B e e GET 4D, WL 12 A1 13 KA IR [FAT e £
i, DUN P8O P D

Gt

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]1Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

12

You are about to generate Daily KPM (Key Performance Metrics).
% Warning Generating KPM stats may impact ISE performance during the generation of the

report. It is suggested to run this report during non-peak hours and when not

conflicting with other scheduled operations of ISE.

Are you sure you want to proceed? y/n [n]: y

Starting to generate Daily KPM stats

Copying files to /localdisk

Completed generating daily KPM stats. You can find details in following files located under
/localdisk

KPM onboarding results 27 MAR 2015.xls

KPM trx load 27 MAR 2015.xls

HHREMES
ISE $HCR M A BRI B SR BRGNS 4 RO 5 5
B, AROMIRRT 5 440, BB RRA BT TE ISE HACHL o

BRMEOLR, R ISE SR iX S @ (e . w LAZE SR ISE CLI i H] application configureise iy
A BCER ISR B . JEFRIE T 14 W] i3 F BAA F T HEs e g
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ise/admin# application configure ise
Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints

[17]Exit

14
Do you want to Enable(e) or Disable(d) counter attribute collection? [e/d]d
Completed disabling counter attributes. It will take at the most 30 minute to get effected.

BLE TCP 41

ZENCE TCP Z44, 147E application configure iy 4 H{i ] Configure TCP paramsiZ il (i%i 25)
MR ISR B CLL .

SRR, ARSI S8R (A B CLI reload 0BT INAUAL ISE Hids &% .

w51
PWCE TCP 28, 5l H Ik 25,

ise/adminf#application configure ise

Selection configuration option

]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
lEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7]1Enable/Disable Wifi Setup

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1
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[18]Reset Config Wifi Setup
[19]Establish Trust with controller
[20]Reset Context Visibility
[21]Synchronize Context Visibility With Database
[22]Generate Heap Dump
[23]Generate Thread Dump
[24]Force Backup Cancellation
[25]Configure TCP params
[0]Exit
25
This CLI allows admins to modify the TCP parameters recycle/reuse/fin timeout
For the changes to take effect, RELOAD ISE server on modifying any of the parameter using
the admin cli 'reload'. Until reload is done, the changes will not be persisted.
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/0]1: 1
Enable/Disable tcp recycle parameter? [e/d]: e
param recycle is already enabled..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
1/2/3/4/0]1: 2
Enable/Disable tcp reuse parameter? [e/d]: e
param reuse is already enabled..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/0]: 3
Set tcp fin_timeout (60 default) <0-180> : 60
updated timeout param..
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
. Exit
[1/2/3/4/01: 4
Current values of the tcp parameters:
Recycle = ENABLED
Reuse = ENABLED
Fin timeout = 60
Select the option to configure/display tcp params.
1. tcp recycle

O bW N — O W N O bW N

O bW N

2. tcp reuse

3. tcp fin timeout

4. display tcp param values
0. Exit

[1/2/3/4/0]:
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iR

s tepreuse 2 -0 (ZARD) o 1 (&RJAEHD M2 (GOFIRERERHD o BRAER T tep
FFATH N 2 o MM BERE, Ui eAh T2 A RE N, A R BnEHe
TIME-WAIT £ E i

* tep recycle 7EERIATE L F2EH . A H tep FHIEFRRE I H TIME-WAIT £4: 7 (W P PR 31
SR} ISE AN UM tep recycle 24, 15 W] G4 T EUEAE A 830 M 28 ih HH &AM T
Ko WEAR, ANEULE W 28 Hi bk B 485 2 A7 R 1 50 S A8 tep recycle. 75 SIZTit G PR PR A 2
A, TR T 6L,

* tcp fin_timeout ERIAE M 60 Fb. tep fin_timeout HAGEHN 0 3 180 #b. & A LUK L JE
PEBCE BN IE, DAESE ) TACACS+ PEfRE. SR O e, 15 M EEL ISE 1)

root shell ;E:MT netstat -nat | awk '{print $6}' | sort | unig -c | sort -n
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application remove

\)

IR ARV AT AT SR (CLI) 1217 application remove fiy & KMk R ISE,  BRAEEBCR]W]#i+5
N AT TR T AT

S ERERE ISE Z AN N T, AR THE N (EH] application remove fir %

application [ remove {application-name} ]
U RANAE R SERE ISE Z AR FEAR N AT, 348 FH b iy 219 no FE 3K

no application [ remove {application-name} ]

Syntax Description  remove TN 164 B SER A N FH
application-name N4 FR. % SFF 255 DR TR .
I 154 B SER 2 N
Command Default TCER AT J A
Command Modes EXEC
Command History R A &
2.0.0.306 SINT A4
[EREE IR R A
w151

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#
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. application reset-config

application reset-config

LK UL ISE I B T E 0 ) BOA W B s R BT B8, W AT {8 application
reset-config fir %« B T ASA UL 2 Ah, Sl a] DUE B IR 55 stk 15 sl fr B AT R IR 9% sl 15

application [ reset-config {application-name} ]

Syntax Description  reset-config L R ISE M BC & 3 B SR} ISE i 14
application-name T E KNI E KA. 2 SCHF 255 76
Hr 745
Command Default ~ JCERIAAT Bl
Command Modes EXEC
Command History [N (58
2.0.0.306 FINT I 2.

(k1=

uJ LA ] application reset-config iy 4 5 & SR ISE fic & A5 5 R ISE B e, 1 77 S SR
ISE W4 u VMware. HE T L850 AT 1) R} ISE 508 e 21 53 A H] 3 4

)

% application reset-config iy A 1 ¥ R ISE lid B B & ) BAKE, HEERS (BB
ADE-0S) EEANIAMFAZL ., BBl ADE-OS lt B A M BE . CLI %00 S A1 4440 7 5238
SKEEIH .

M N CLI E ' SR ISE W BCE N, & a3ATIR HAE, il ISE %7 555 Active Directory 3, (W1l
D WioF&ER:. (HE, JORFISE 95 2K SR 2 A Active Directory Ik, FoA TN Active
Directory #iE R} ISE & BE 53T AT E I EAE . E T HE S M Active Directory S8 15 sibk
o

T

LR e FE No 3BT, Wiy 2 BRIk 55 25 e A5 F RSB A i A 284 HOUE 5 R P 2B 4% Yes
I, )i 423 T RDRE IR 55 A E A5 3 BRSO EOR R B BT B IR S5 85 IE 1. 2 Ja, ARG AL
P ARG T .

Initialize your ISE configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI

Retain existing ISE server certificates? (y/n): y
Reinitializing local ISE configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled
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PassiveID API Service is disabled

PassiveID Agent Service is disabled
PassiveID Endpoint Service is disabled
PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Stopping

TC-NAC Service ...

container irf-core-engine-runtime
container irf-rabbitmg-runtime
container irf-mongo-runtime

VA Service...

ISE

container wifisetup-container

VA Database...

docker daemon...

ISE
ISE
ISE
ISE
ISE

Profiler Database...
Indexing Engine...

application reset-config .

Monitoring & Troubleshooting Session Database...

AD Connector...

Database processes...
Enter the ISE administrator username to createl[admin]:

Enter the password for 'admin':

Re-enter the password for
Extracting ISE database content...
Starting ISE database processes...
Creating ISE M&T session directory...
Creating ISE VA timesten database...
Performing ISE database priming...

Starting ISE Indexing Engine...
TimeoutStartUSec=20min
TimeoutStopUSec=20min

Cleaning up TC-NAC docker configuration...

Starting docker daemon ...

irf-core-engine-runtime is not running
irf-rabbitmg-runtime is not running

irf-mongo-runtime is not running
VA Service is not running

ISE VA Database is not running
Stopping docker daemon...
Calling wifi setup reset-config

application reset-config is success

'admin':
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. application reset-passwd

application reset-passwd

LR GO P TN IS S i g2 2 Jn, G S04 JORL ISE R e e F - K-S GEH 2
ARSI AN EEFEHA ) ERED, HAEMATRE N # ] application reset-passwd it 4

application [ reset-passwd {application-name} {administrator-1D} ]

Syntax Description  reset-passwd R K SR,
application-name RiFI 4R, % 8 255 A TR T S5
administrator-1D S L B A ) SRS L B B ) K

Command Default WA BT AEE . FFZ48H LR ISE H 4 B Bak F

Command Modes EXEC

Command History R A (54
2.0.0.306 SINT A4

(&R TE R ISE A B DA 1) P g, SRVRE R DU R R A
~ 1 @ $ & * - _
+ = \ " , ; < >

N FAE B P ID S N RS B I e e L WAL TIPS BRI RS,
JBRFISE B % B A H ;Y ID ATIE, HAEANSEE S LGS, S RE/EE B ESS
05 CLI A B B P B 50D

UTF-8 & 5 H 7 Ry DLd i Rl ISE & #5317 7 B U i,
w151

ise/admin# application reset-passwd ise admin
Enter new password: ***x*xx*

Confirm new password: *****x*

Password reset successfully.

ise/admin#
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application start .

application start

B R N, AT R 6 application start fiv4 . BEARIE AN, WA A
no/ﬁ/fto

application [ start {application-name [safe]} ]

no application [ start {application-name [safe]}]

Syntax Description  start Ja FH R AR, .
application-name Ba e N SRR I SR 255 A7
BEECF A o
safe e RN B3N .
Command Default TCERIAT R BAE
Command Modes EXEC
Command History AR A (L4
2.0.0.306 SINT 4
{5 P45 JA LA -

BRIy & R st SR ISE. Wi ki & i3, MARZG SR E: BAISE Bfie
e

A LM H] application start ise safe fi 71 % 2 2 T A 2 URHISE, R VR 25 A0 2 54
1 DT IRl P, AR A AEEAT e B S E R N

TERAE A BB R RAE LT P U i SR ISE & B 6 T IS UL R, safe SETFRAE T —Fhik E‘
%o WERIEAE “H 7 (Administration) > “4HYj[H]” (Admin Access) > “WE " (Settings) > “i
)" (Access) TUII AL EE R “IP U5 ” #13K, WAlgESRAIE . “safe” LSS ﬁ?
UE TS 1) B 3 B0 AE I P 2 21 BRIA H 7 44 R0 25 At 5 43 36 ik A S BB ISE B BE G 1]

w5

ise/admin# application start ise

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Indexing Engine...

Starting docker daemon ...

38a408c9alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...
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. application start

Starting ISE EST Service...
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 17893
Database Server running 62 PROCESSES

Application Server running 21962
Profiler Database running 19443
ISE Indexing Engine running 23331

AD Connector running 24955

M&T Session Database running 19351

M&T Log Processor running 22010
Certificate Authority Service running 24759
EST Service running 891
SXP Engine Service disabled

Docker Daemon running 24000
TC-NAC Service disabled

Wifi Setup Helper Container running 24465
Wifi Setup Helper Vault running 41
Wifi Setup Helper MongoDB running 14
Wifi Setup Helper Web Server running 213
Wifi Setup Helper Auth Service running 123
Wifi Setup Helper Main Service running 159
Wifi Setup Helper WLC Service running 197
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

PassiveID WMI Service disabled

PassiveID Syslog Service disabled

PassiveID API Service disabled

PassiveID Agent Service disabled

PassiveID Endpoint Service disabled

PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

HARERNTEHER ISE N
“safe” LEVAMH PR SEL AT RETCE FEI VT R B 2 BN TR sh B RHSE MR S5IN,  NIEfE

LA AT N
s MAEH R HOBUE, WARZGSE A 1P U7 BRI, DUSSVFE BE 63 6 S ERA Y TP 5
Ir) R A1 o

* ZEC A H FIPS I ENL L, WRAEN F R sh AL 38 “safe” BEI, W RG22 H] FIPS ¢ 444t
iy, @, W3 FIPS 52 M, BARMSE IRGEAS)Es. F ol LIAE N 8 sh i)
“safe” PEINZEn, FIPS 523/ A .

* fECAJH FIPS BN E, WRAEN R i AR “safe” REI, RETEEHIREATBEALECE B s
Jbﬂ;ﬁé*ké%

« QAL ISE )3 FIPS #ix, Al ISE 4 4E FIPS #2033 Hiuh SSH 8, SFTP iE#: .
{15 ISE {5 e 2 SSH 5 SFTP R4 #% L1 FIPS 140-2 bk K1 In s 5
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\}

application start .

SR ISE il ik A3 FIPS 140-2 I0iF Ikt . 47 9¢ FIPS A ML 2R I TEAN{E S, 1654 FIPS
EIRAE] P

o ANRATHIE T UEB S E, AN HHBN “safe” 1EI4s %7 IS F AT H P 4 R i i) £
fJJ 3\_1 1k,

iR

XL AR, K5 R ISE N HZSeE 5%, n R ER ISE MIRSSAEAE ] “safe”
TET SO BT RS, BT BRIAThER STk E .

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...

PassiveID WMI Service is disabled

PassivelID Syslog Service is disabled

PassiveID API Service is disabled

PassivelID Agent Service is disabled

PassivelID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service

Error response from daemon: no such id: irf-core-engine-runtimeirf-core-engine-runtime is
not running

Error response from daemon: no such id: irf-rabbitmg-runtimeirf-rabbitmg-runtime is not
running

Error response from daemon: no such id: irf-mongo-runtimeirf-mongo-runtime is not running
VA Service is not running

ISE VA Database is not running

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ise/admin# application start ise safe

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE Indexing Engine...

Starting docker daemon

38a408c9%alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...

Note:

ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

Starting ISE EST Service...
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HITRATHER ISECU &4 |
. application stop

application stop
BA R N, TEAEPATR R ] application stop fir4. A s BN, 35 A a4 no
TR
application [ stop {application-name} ]
no application [ stop {application-name} |

Syntax Description  stop AN
application-name SRR TIE SON I PR % SCHF 255 M
REU PP AT

Command Default TCERIAT J BAE

Command Modes EXEC

Command History [N (58
2.0.0.306 FINT M.
fE 45 ERAIE

WERAE B R A iba D e, Wi DU S

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

WREEAREL, WA “y” , WREHGH, A “n” .

ot

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

ise//admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener not running
Application Server not running
Profiler Database not running
AD Connector not running
M&T Session Database not running
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M&T Log Processor

Certificate Authority Service
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager

pxGrid Controller

Identity Mapping Service
ise//admin#

not

running

disabled

not
not
not
not
not

running
running
running
running
running

application stop .
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application upgrade

BT e N AR, EEPAT RIS N T application upgrade iy 4 .
application [ upgrade{application-bundle} {remote-repository-name}]

PATEX T HER ISECL &%

Syntax Description

upgrade

TH T REAT i P (R 52 I RSB o

application-bundle

AR I % SCRF 255 AN PRI 4T

remote-repository-name

TERLAF IR AT . Tt % S0 255 AR
.

cleanup

T B T HE 25 1) T SRR I 1R8I K T AR 28
.

prepare

T ARG IR A s G B A A AME %
UF AT T RN

application-bundle

R AR B2 SCRF 255 AN FREECE 74

remote-repository-name

REATAEE L PR B2 SCHRF 255 N REICT 7
Fo

proceed Gk AL A M SO EAT T
Start A A E 2 B AR ER 0 TT AR T4
Command Default ~ CERIAAT A ofH .
Command Modes EXEC
Command History ERAS &
2.0.0.306 BIAT A

(k1=

TRV, IHRE AN HBCES . AR1FAE R, 1§20 “Ciscoldentity ServicesEngine Upgrade

Guide” CRERHS 0y 55 5| TR o
o D SRS A A BRI

Tl o

WAL 53— DTG, s A AR RRAS, A6 H] cleanup 3%

« T prepare 36T AT LEAS R R R 45 T AR SR D
* Jm L proceed HEIN ] FHIE i) prepare 36T 4 ) T+ R 8 A0 TH 2 SERH ISE. n] LAAEHE % T+ 2%

U ISOVER PN S

AN H#%4% 1] application upgrade 74> .

© WERTHEK T, AT R T AR .
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application upgrade .

© WA AR S EOUTSURMG  RIE TS OR B T AR SR AL

LR /N

An existing application install,

A

remove,

70 AR FH 245 IEAEEAT I /%t application upgrade 4>,

or upgrade is in progress.

MR
it

e B LN E SR

Try again shortly.

AR OANEAERATTEN KL backup B restore fir 4. MR AT RS S EEE ERTE
~
IR 22 ] application upgrade iy 2 HI, WA SIS HT RROAS Bifl B 0 R AT UL I I TR« R AT
Pl S EE UL, A X B
1

ise/admin# application upgrade prepare ise-upgradebundle-3.x.0.x.x86 64.tar.gz local

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

i 2

ise/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning:
-Checking VM for minimum hardware requirements
STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...
STEP 5: Running ISE configuration database schema
- Running db sanity to check and fix if any index
- Auto Upgrading Schema for UPS Model

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing
indexes after upgrade using app configure ise cli
STEP 6: Running ISE configuration data upgrade...

Do not use Ctrl-C or close this terminal window until upgrade completes.

upgrade. ..
corruption

in CEPM schema. Please recreate missing

- Data upgrade step 1/14, UPSUpgradeHandler (2.3.0.100)... Done in 53 seconds.

- Data upgrade step 2/14, UPSUpgradeHandler(2.3.0.110)... Done in 1 seconds.

- Data upgrade step 3/14, NetworkAccessUpgrade(2.3.0.145)... Done in 0 seconds.

- Data upgrade step 4/14, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.
- Data upgrade step 5/14, IRFUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 6/14, UPSUpgradeHandler (2.3.0.158)... Done in 0 seconds.

- Data upgrade step 7/14, NetworkAccessUpgrade(2.3.0.178)... Done in 0 seconds.

- Data upgrade step 8/14, NetworkAccessUpgrade(2.3.0.182)... Done in 0 seconds.

- Data upgrade step 9/14, CertMgmtUpgradeService(2.3.0.194)... Done in 3 seconds.
- Data upgrade step 10/14, UPSUpgradeHandler(2.3.0.201)... Done in 0 seconds.

- Data upgrade step 11/14, NSFUpgradeService(2.3.0.233)... Done in 0 seconds.

- Data upgrade step 12/14, ProfilerUpgradeService(2.3.0.233)... Done in 0 seconds.
- Data upgrade step 13/14, GuestAccessUpgradeService(2.3.0.233)... Done in 7 seconds.
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PATEX T HER ISECL &%

STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...

ISE M&T Log Processor is not running

ISE database M&T schema upgrade completed.

Gathering Config schema (CEPM) stats

Gathering Operational schema (MNT) stats .....

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.

warning: file /opt/xgrid/gc/pxgrid-controller-1.0.4.18-dist.tar.gz: remove failed: No such
file or directory

% This application Install or Upgrade requires reboot, rebooting now...

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW
The upgrade is now complete.
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backup

backup .

LT A5 LR ISE MULRE ADE OS i 78 A IR 4 40 IR 88 A A7 IEA A e T, A BAT R T A

F3 backup fir4> .

\)

AR EPATEI N AT backup A& 2 BT, AAIUR IS AT B AR I A2 KA E (g
Heds4%) » s HARAT 0 JE R ISE RS54 R SC & . M & AR ST H SR A son) 17
ISE BEAT HEBR BRI, 80mT A e ) S G A

backup [ {backup-name} repository {repository-name} ise-config encryption-key hash| plain

{encryption-key name} ]

backup [ {backup-name} repository {repository-name} ise-operational encryption-key hash| plain

{encryption-key name} ]

Syntax Description backup-name

BOCIFRI TR, B 3Hs 100 AN PR T
.

repository

TR B A0 SCPF AT A 5

repository-name

SRS BT E . %S0 H 80 TR

T AT

ise-config

%40 BB ISE FLEHdE (B4 EE ISE
ADE-0S) .

ise-oper ational

£y R ISE 1847 5dE .

encryption-key

8 H OR3P 48 4 1R 2 SO s 4]

hash

fesE BB NEE (RO InEssEy] O TR &
BIBBIIE ) o B2 S HF 40 747

plain

R BB PR In s W SO 9] O TR 24
FIISOIEE B o 2 SR 15 DTS

encryption-key name

FIF- 25 LS | WI SOk SRR s & 8 o

Command Default TCERIAT N BAE

Command Modes EXEC

Command History ER A

&2

2.0.0.306

FINT B 2.
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TS TR A ISE CLl #rd
B o= semanR

EREE fii 1] ise-config A% (A1) AN WSO8 S 1 UAEA7 ik 6 v 46 40 JB R ISE ALIB A ADE OS £l
I, UL AT LA 3 SCRpIn s s g n s R 40 22 a0 R ISE N8t , A%
¥ 8%} ADE OS ##i, i#1iH ise-operational 4.

T AT DU T2 el R B 29T i 0 B A} ISE s AT Hiie

S

| B

ERSEN APUT RO AR, KRR IR G T IIEF AR i H bR AR S8 LR ASATIEFR )
Ko WEAERMNE, KOHMKR A OIEL NEIEBMU A (CA) TEF RN & HI# 8,

X — i R,
R TREER 5 AR AT A G RIT, RS AU TR
t%:

* R 1:

eid

R CLY MY ISE 5 fi 2t CAAEP IR CLI R A HARR S
K

om: MRS K MU P AT IE AR AR AL 25 At HAR R GEmUA i B A BniE 458 e
[Al—# %4 .

e AEVKSIDREZ T H bR R G T UE AN Z A5 AT B 75 EE R AR .
* RIR 2:
WS 5, W CA A A 15 .

R HEFERE IR, B — BN AT, HeeR A IR IRIE 45 s 4k H AiiE
oo AT R GEAUA (L T0RF DR EL 2 A5 AT

e AEWE HREZ AT i H AR R GERUA B T AT UL R AN 525 AT L 2 0B A

%1 BHl ISE BELE LI
By SR ISE MO B, WAL N
backup mybackup repository myrepository ise-config encryption-key plain lablabl2

Gt

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup in progress: Starting Backup...10% completed

backup in progress: Validating ISE Node Role...15% completed

backup in progress: Backing up ISE Configuration Data...20% completed

backup in progress: Backing up ISE Logs...45% completed

backup in progress: Completing ISE Backup Staging...50% completed

backup in progress: Backing up ADEOS configuration...55% completed

backup in progress: Moving Backup file to the repository...75% completed

backup in progress: Completing Backup...100% completed

ise/admin#
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snersearsr

. N— ) *L
#in B ISEBZITHUE
Sy JURISE 18478, WL i
backup mybackup repository myrepository ise-oper ational encryption-key plain lablab12

Gt

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress: Starting Backup...10% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress: starting dbbackup using expdp....... 20% completed
backup in progress: starting cars logic....... 50% completed

backup in progress: Moving Backup file to the repository...75% completed
backup in progress: Completing Backup...100% completed
ise/admin#
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backup-logs

PATEX T HER ISECL &%

BEMAGHE, WERITH N EH backup-logs 4. ZEMIFRZIhAE, 1548 H a4 no &

o

\)

AR REPATELU T backup-logs i@ Z i, AR AT B A R A w A E (Pl
WSS o BRI ORAT D JERE ISE IR 5% #s IR sl & o S A A AR 4t H P A2 s0ont S8,
FHISE BEATHEBR RN, SnT AT e S & .

backup-logs backup-name repository repository-name {public-key | {encryption-key { hash | plain }

encryption-key name} }

Syntax Description backup-name

AREAE R LIS, B 100 4
TR

repository TGt a2 .
repository-name SN AR BN E . B2 RE 80 MR
FHEo

public-key

fig €SB ISE R4 H R PKT 22 3L 3 EHEAT 0
W, GRS SN R TAC 24 32 Frm g o LI
ATWEHERR, W ERR e, N A7 RN TAC AT LA
15 F L P B8 AR 25 SRR, . i RIS HT SAE N
S LA b 77 O 0] AT W HE R, T IR
encryption-key £,

encryption-key

EEp A Ein 7 AR K = DRI o A

hash

i GEOD M. B 40 A7

plain

TR &4y H SISO 3 % 9. fir 2 ERBE M
AR SO AR o B 2 3R 15 N4

encryption-key name

HIH B SR R i 4 5 0

Command Default ToERINAT N BRAE

Command Modes EXEC

Command History ER A

&2

2.0.0.306

A

FINT s

2N
%

o
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EMERE

backup-logs .

e (D BRI BISCE S &0 R H &

w51

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234

o0 o0 o0 dP do d° o oo oo

Creating log backup with timestamped filename:

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

ise/admin#

T~

151 2

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying
Copying
Copying
Copying
Copying
Copying

Test-141006-1351.tar.gpg
database config files...10% completed
debug logs...20% completed

local logs...30% completed

monitor logs...40% completed

policy xml...50% completed

system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

ise/admin# backup-logs test repository disk public-key
Creating log backup with timestamped filename: new-pk-160520-0259.tar.gpg

0° o° o0 d° de d° d° o° oo

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying
Copying
Copying
Copying
Copying
Copying

database config files...10% completed
debug logs...20% completed

local logs...30% completed

monitor logs...40% completed

policy xml...50% completed

system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

TR THERISECL &4 ||



PATEX T HER ISECL &%

. clear screen

clear screen

T R Lo B AR N A, TEEPUTE MR clear screen 4,
clear screen

Syntax Description - & Ayl St 2 FIS 50

Command Default TCERINAT A B

Command Modes EXEC

Command History KR A &
2.0.0.306 FINT M4
ERIER clear screen J& [l v 4. B4R clear screen 76 ERF ISE thmf i, fE 4 B4 S35 1o 7 i 247 SN i)

SRER LGS, CLIAZ LA AL Bonitid.

Gt
PATR 7 8] Sk 7 17 G A o 2% Sy A 25«

ise/admin# clear screen
ise/admin#
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clock

clock .

TRE RGN, HEPATEC N EH] clock fvd. LEEAI RGN Bhi e, 1 ity 41 no &

Ao

clock [ set {month day hh:min:ssyyyy}]

Syntax Description st

WE RGN

month

SEOMR R Ay (L) « mELEF=A7RE
R A, Jan F#om—H .

day

A raar HIY GEHED o =02 31. &%
SCRFPAN T

hh:mm:ss

NI 4N o 3 BRATAR R SR 2 BTN 1)

yyyy

LA (EHS) .

Command Default TCERIAT R BAH

Command Modes EXEC

Command History N

2.0.0.306

fEmiER
A

FE O HEKUERISE BN RSN 4 S EUERISE N AT H .

BE ARG B BEENPZ )5, AR,
EﬂﬂﬁTHWﬂISEﬁﬁ SHUEEfHIC

LN K, T EL T IR

M HEEISETi =

\)

TR b I HHT A 2 IR ISE g5 as . S SUR G )&

ER MOTE S ISE A EASCRE R GRS ]

RIS S T RG], WEAT ELT A
« IR B SR R GE TR CESCITRIN D .

« MiZT5 51 CLI 3247 application reset-config ise fir 4 o

TR THERISECL &4 ||



. PUTHER TRYER ISECL 4%
clock
o TEAZ S BRI TR S e 1, MR — AN SR IE R & Ik R .

BN ISE 158

\)

R ERRBN L ECRG  & SR B R AT

SO D SR GEN ) 5 BN R RGN R [ 2, G AT BA T A
o I M4 B ISE 719 A
s HIERGN ), LM 5 3% ISE 35 s R G 0] [A) 45
« )\ ISE 45 0% CLI 217 application reset-config ise fiv 4>
* F ISE 7 sl HOFA MR 3222 ISE 9 s (40 B ISE 75 1.

\}

AR ONIR RS TR e B IR RG], e o BRI IR E M
ZEIN TR L (NTP) k45 8 sl 5 H R P o S8 20 R A 1 B I R e
BCE ) NTP RS LT Vi), L R G (R 46 2 ORFrHERR el
SELERDECE DL, BT YRR B CMOS HLiB 2k 4%, BIOS I [A] ]
RESSHURIN o IGHRAE SOk ke mT B2 e J0B i3 Bk # vh 0K SR ADE-OS
RG], QR IEE R S R R BC S NTP JIRSS#%, W20 PR %
H I ZR S BIOS W [a] 5 W 5L (UTC) B X EAIXT I, W “Cisco
Identity Services Engine Hardware Installation Guide”  CJERF& 73 IRk 4%
SRR/ i) ik .

Gt

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#

B TR THER ISECU 4%
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cls .

cls

BLG BR A RN 2, TEEPATE MEH cs 4.
cls

Syntax Description - & A vy St 2 FI S50

Command Default TCERINAT A B

Command Modes EXEC

Command History R A (ELY
2.0.0.306 SINT 4.
ERiEs cls &Rk a2 . HAR cs7EEL ISE Al B, (Han A2l ik 7E dy ST N A 5k A G i 4

CLI A2 LA I AL Bt £

Gt
PR 791 S s 17 G Ao 3 o 4% g N 4«

ise/admin# cls
ise/admin#

| TR THERISECL &4 ||



. configure

configure

PATEX T HER ISECL &%

BEARCER, EAEPATE N A configure v 4.

configureterminal

Syntax Description  terminal NPT C 2
Command Default TCEBINT R A
Command Modes EXEC
Command History ERAS 1B%
2.0.0.306 FINT 4.
1FAER R A 2 REANFCEA . TR, HREEUT Iy & S AR B A X L iy 4 5 L B S5 NS AT L E SO
i,
LR A E B ATFR HHATE, ERIA end. exit B4 Ctrl-z.
BTG PR S, TEE AT A show running-config i 4
WA replace i1 5 thip & — AT, TR EEHIRI RS, WHESEEIARE .

A5l

ise/admin# configure terminal
Enter configuration commands, one per line.
ise/admin (config) #

End with CNTL/Z.

B TR THER ISECU 4%
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copy

co W

TR SO NI R F AR, WEAERATRER AR copy i .
HIH copy it 4, AT LCRHAZ O SO FIHERE it SR ISE S B RRAAAH . AR E R, HS A

HIH A, 42 TIERA R 3.

Syntax Description

Command Default

Command Modes

running-config

BN MHTIE AT R E AT

startup-config

FoREAIIa Al bl I i e & SO

protocol S EAR. A RMBOBE LD, 15 SR
2-1,
hostname HARH LA
location H AR
R M ETEAT I EE S .
logs ARG HEA
all Fe oA R ISE H & X R G Z A2 7 —Mr
Ho A HE&EF K iselogs.tar.gz AL H 2L FE
WL e H %
filename SO A AL ISE H & S0 30 HAE fn 2
WREFHL BT e B, RGBSR,
log_filename JARLISE HE SRR, Wil show logs v 4 B
I~ (% 255 NFR) S
mgmt MR G E G EE ISE & P H EF Tomeat H
&, BHATE N mgmtlogs.tar.gz, FFAEHIEIZFE
WL e e H %
runtime MRS HEESE BT H &, BT
4 runtimelogs.tar.gz, FEEFRIZRE N _ETE
E H 3o
disk A LA 8k AR SO AR s A
repository AL B AL ST AR A
TCERVAT A EUE
EXEC

TR THERISECL &4 ||



PATEX T HER ISECL &%

B zom=
Command History ERAS &%
2.0.0.306 FINT 4.
e JRH ISE TR copy fir & 2K {0 T B S0 T 25 501 M R e S50 5 — AR T
Wit copy fr 2 MAEATIRE, W LK SO (BN RGEWHRERIC B S0 M E 2 5 — AN
o AR SRR H AR BB ISE SUIF RS, Wb RSE, 0] LR E AT SRR A Hh sz 72
SAFLE . ARSI RS R AFIR B R G 47 E %2 Tl B .
A LA 6 SRR AR L A A T R ] A4 Rt s sk, mT LU copy fir & Ik i g5 2
ORI AT AE R
A HIL R T RE R 2L Bh, SIS I 247 T A [F] o
I H A7 R S48 HEAT SCA A%
] BE VT DR ARHE ST AR AT FM N (FTP) B2 42521 (SCP) 4 iR & -
R LR 2-1NETRRREF (8D
KT SE7N: P
ftp FTP 2% I 55 4 (U5 2k H A% URL. B0 44 (K
Wk
ftp:[[[//username
[:password]@]location]/directory]/filename
sftp SFTP I 2% il 5% #s (I s H A% URL. 1ol 44 )18
i
sftp:[[//location]/directory]/filename
tftp TETP 2% ik 55 % AU e H AR URL. 50 44 (75
%
tftp:[[//location]/directory]/filename
il
ise/admin# copy disk:/ filename repository repository name
N— /- ===
Z{TECE

SURHISE W AC B 1 CAA (BB ISERAM Hh o 85 N\ BN B A A7 T ATICE . iR
WA BN EAFISE kg5 s, B TRIBITRCE . W REHIAT EARAF I S, LA Z00R 847 e 5 A2 1) 21
—ANRERAE (PR SIRS ) o SR ILORAT D IR ISE iRk 45453 ShlC .

IR EARAFISATICE,, W AE SR ISE 555 T~ UCH BT R SNt 2R T A C B 0. A RS (5 24
BT E IEH, 1568 copy run start fir 4K 1 R B E ShE

B TR THER ISECU 4%



| TR TRERISECU 4%

prrnassanins [

\)

AR NIRRT EENE . B, B copy run JF4% Tab 4, BEA start Jf1% Tab #, X/ copy
running-config startup-config fir 4 146 5 1

AT E R B E, WEEH L e
copy run start

FRIZATRCE R R R AR, LT

copy running-config startup-config
SRR B E A IS AT O R TS, A LA A4

copy start run

i

ise/admin# copy run start
Generating configuration...
ise/admin#

{5 2

ise/admin$# copy running-config startup-config
Generating configuration...
ise/admin#

BT EEHETEMNE

FRIE T I EE R EIE RS, EE LN a2

copy running-config [protocol://hosthame/l ocation]

MNERAEEFIEITEE

PRI S R HIIA I RIS AT S, AT DL R dr 4
copy [protocol://hostname/location] running-config- 26 F2 SC {4 &2 I & 9 B 1 EAE S AT OB &

IR BB A B E . AT fir 2 A2 FATAAR A AT L B rh, SnT LUK I S Ia AT i
B B E .

HeAihve, i—’l@)ﬁ.‘ijJFEﬁﬂrISEE&%%ﬁH'J‘ JA BB B AWIGIEATRCE . BB E Y, ﬁfjﬂﬁ
ANrEL JRBNBCERFEAAR; BT RO E S WA (T S, WERIE B UK A ERL, Wi i
TR ER TR RS E

LR R S B AR BRI TR, WA BL a4

copy startup-config running-config

TR THERISECL &4 ||



HTAER TR O BRY ISE CLI #rd
B seorsssnnees

i

ise/admin# copy start run
ise/admin#

i 2

ise/admin# copy startup-config running-config
ise/admin#

BRHEEEHRITEANE
P A B E BRI BT R G, LN
copy startup-config [protocol://hostname/location]

MmN EEH RaiE
BRI SAHEAK LA R G shlc s, EMH U R4

copy [protocol://hostname/l ocation] star tup-config- iz 2 R HI 2 E I E, HEARS BIE S
Fo

SHIHEXXH

fEHLAN copy fir 4 nlKs 48 HAE U B R ISE RGEEHIRN o — A&
copy logs [protocoal://hostname/location]

i
TR H S B A AL, S DU N

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

2

SR KSR B 5 — ML E, AL A

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:
ise/admin#

713

JEBL ISE 1 LLBERG —/INIERAZ O SR AT HERE it N Ivarftmp H 56253 disk:/corefiles H %o 8] LAE
F copy it 241X 26 H 5 WA MR 5% 52 T B REAF 06 2 o A% O SCAT R ME 8 iy B 75 B -0 9 ¥t L
(OGRS S o IX A H ZEAE N It AR ko 88T DA dir iy 4 25 AN HbREAE H A% 00 ST A

B TR THER ISECU 4%



PITEX T B ER ISECLI &%

ise/admin# copy disk:/corefiles ftp://192.0.2.2/

Username: ftp
Password:
ise36/admin#
ise36/admin# dir

Directory of disk:/

70 May 20 2016 00:57
4096 May 20 2016 06:34
0 May 20 2016 00:57
4096 May 20 2016 00:57

:28
:49
:28
:28

1
corefiles/
err.out
lost+found/

Usage for disk: filesystem
51474489344 bytes total used
123938643968 bytes free
184807632896 bytes available

ssnsxt I

TR THERISECL &4 ||



. crypto

crypto

PATEX T HER ISECL &%

BT A LB PN . KA a AR A S R, LUK AR A RISRBUE ISR,
FEHATHEAR A crypto v E LAl A IR PIE SR i P

crypto key [ delete {hash | authorized keys| rsa}]

crypto key [ export {filename | repository} ]

crypto key [ generate {rsa}]

crypto key [ import {filename | repository} ]

crypto[host_key {add | delete} ]

Syntax Description

B TR THER ISECU 4%

key FEVFEIAT I s PR
delete TR 2 3L B/ AT I
hash HOME. 52 SR 80 NP4

authorized_keys

TR A o

rsa MBS RSA 2 8H%T

export BN S S S BT P

filename TG M A PIRI ST N SCAE 44 . B2 S
£ 80 M4

repository T A ICEYIIIAEA 12E PIrXs IL (RAA PE42

generate AR N S R FH B

rsa "2 1 RSA 5% 6

import SN H L B HX

filename PN DI PN SO PO B SO 4 o 25
£ 80 MTF4F

repository TP NN ICE TIPS L A7 44

host_key FEVFREAAT 88 LB DA

add IS AGAER BN A

delete MR ZAFAT I L] -

add IS AGAER EHLE D .

host g FHLA .




| TR TRERISECU 4%

crypto .

delete TR AR AT B AL B
ntpkey NTP 45482 E i A 3L 8.
Command Default ~ JCERAAT W E{H.
Command Modes ~ EXEC
Command History ER A &%
2.0.0.306 FINT M.

MR

S GO P 5 619 SSH Vilal, SR ADE OS SCRFIE B RD 1K) 28 FL 25 4H S 36 3IF o

{1/ crypto key generatersa it 2 I 4 24 AR A BE A 2048 7 1B A S8 EH/ L 2 HxT . %
JeE 2 5 1 aﬁthSA.,.%ﬂﬁLfc WX CAEE, EEEH DA% EBEREZ T, RESH
N RVFE G . WAL S, RGNS i) A% L R IR N 4. R 4
had, WJEs %M’ETAHﬁ)“hTiﬁu)\l-l/\E’Jfﬁ%

{1 crypto ntp_import_autokey AJ @iy %7 A\ NTP 55 2844 i) AL %8

w51
DL R T SFTP f-6if FE I S A4 B,

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£f1:6£:45:0d:99:d7:0£:50:9£:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#

ise/admin# crypto key delete rsa

ise/admin# show crypto key

ise/admin#

w15 2
PLR 79 S 7s ml T80 S 8B ISE 1 A8 I 3

ise/admin# show crypto authorized keys

Authorized keys for admin

ise/admin# crypto key delete authorized keys

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository

TR THERISECL &4 ||




HITRATHER ISECU &4 |

. crypto

ise/admin# show crypto key
admin public key: ssh-rsa f£8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

w153

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#

B TR THER ISECU 4%
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debug .

debug

LR BT i 2 B R B, T AE AT RN A debug i 4.

debug [ al | application | backup-restore| cdp | config | copy | icmp | locks | logging | snmp | system |
transfer | user | utils]

Syntax Description  all Ja A .
application Jet HIUR . P AR S A R e sl A

e all - 3 HITAT S RR S . B A
0 F 7 ZIMMET, 0FR™E, 7R T
.

* install - jg FI Y 222380 5 H . B E
KO T Z AT, 0RRTE, 7THRRT
Ho

* operation - i N AT il o K554
WEN O 7 Z BT, 0KR™HE, TR
N .

* uninstall - 7 FH N H EIERAKT o g
BAHOM T ZAFIET, 0RRTE, TERR

VIR
backup-restore JA PR AR AR R IR A R B AT

*all - 3 AR E T ARG . SR
BEE AN O R T Z ALY, 0 RN, 7K
T

* backup - & & 03 Kk & 25 0y kG o oK
SO N O FN 7 Z BIECT:, 0K NV,
7 RN

* backup-logs - i3 I #4314 4 H & 1L
. RFEGBEE N 0 1 7 ZIAHHECT, 0
BRI, T RN .

* history - Jii F #0314 7 S s R G
PR EE N 0 F 7 Z BT, 0 FRR™
&, TR

* restore - i & IR E IR E R 5 H . #
SEIRBEE N O RN T 2 A, 0 3RoN T,
7 KA

| TR THERISECL &4 ||
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. debug

cdp JE FH RS R A I I IS AT G R R A

* all - Ji I PTAT SR A DL pp i3 B T g 1
K EHBE D 0 R 7 Z IR I, 0 FoR™
o, 7 LRI

* config- Jii I BURF A I s e 5 ) i
FEEEHBECE N 0 F 7 ZMIMECT, 0 Ko™
H, 7T RRITH

* infra - J& JHSERE AL B0 iSCFR L it s it 1 ot
o FFEFEGORE N 0 FT 7 ZMMETE, 0K
IRPEE, T RRITA

config Jet FIRUEURE ISE e & AH S B DR AT

all - AT I E R . BB N
0 F 7 Z M MEE, 0FR™E, 7R T
.

* backup - i F A0 L B PR B H o RSk
EOAOM T 2R HET, 0FRHE, 7HRR
RER

* clock - Ji FH P e B R ol o A i
0 F 7 Z AT, 0 &R, 7R
.

* infra - 3 MG & LA TR IRTH . SR
BEE N ORI T Z A, 0 RN, 7.
NI .

* kron - J& a2 VR SRR 0 B s H o B
SERRE O T Z T, 0K,
7 KT

* network - Ji FH I ZEIC B ARG H « S5k
OO T Z R, 0K, THRR
iE.

* repository - i At FERC B W o K55
HE N 0N T Z A, 0 R PE, 7
KNI .

* service - i RS HC & G . Bk
OO T Z R, 0K, THRR

VIR
copy JA R il iy & o KESFGRE 0 M1 T ZH) (K

ey, 0KV E, T RN

B TR THER ISECU 4%



| TR TRERISECU 4%

debug .

icmp

St F AR E B P 472 3 B i (ICMP) 1326 1 [
B B AH O I A R e R

all - & ] ICMP [R5 i 3 B & 10 BT A ok i o
BV E N 0 F1 7 Z T, 0 RN,
E TN

locks

JA PR B PSR AT OG (R R B A

* all - Jo T R TR K . B ik
OO 7 ZRIEC, 0K E, TR R
it o

* file - o F SO E AR HY o B E N
0 F 7 ZIMMEE, 0FR™E, 7R T
1.

logging

Je R H g sk B AR SR R R R s AT

all - Jo3 HIPT A H Al sk ie B Ml th o R a5k
BN O M7 ZMECy, 0 RV, 7 RN
e

snmp

JA I SNMP S B AH G F R R B A

all - JAHI T SNMP Fe B kA it . K Sl
A OFT ZIMIHCT, 0FR M E, T RRIT

system

JA RS R ISE RGA KM H R A AT

all - T RGN . KSRk
BHNOR 7 Z M, 0RRE, TRR
it o

*id - JAH RS 1D Wil . BEHEEN O
72T, 0RRT™E, 7TERRITH.

* info- 7 I ARG SR . RSO EY
0 Fl 7 Z M IHT-, 0 LR, 7 %R
.

s init- J3 FH RGIEAG RS . B E
HORT Z AR, 0 KR, TR
.

transfer

JE RS A i R SRR 0 A1 7 Z IR
By, 0KV HE, T RN

TR THERISECL &4 ||
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. debug

user JA R e B

e all - FHTA R il . Sk
BHNOR 7 Z M, 0RRZE, TRR
it o

* password-policy - i F % 5 S (1 FH 7 4 3
WA BEEGAE N 0 AT 2T,
0 LR HE, 7 RRITH.

utils Jet P 8 S5 H T R A SR R A A

all - |3 BT A 92 F T A R . Bk
OO R T Z AT, 0 KoM, T RN

H.
Command Default TeERINAT N BAE
Command Modes EXEC
Command History ER A &%
2.0.0.306 SIANT 4.
1= e 185 debug iy 4T o BEF ISE M4 1 45 B0 SR o, {9140 0 S S

Gt

ise/admin# debug all

ise/admin$ mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh root stubs.c([2742] [admin]: mkdir operation success
ise/admin$ rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#

B TR THER ISECU 4%
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delete .
delete
FLNEEL ISE MRS A MR ScfF, i AERATELS M delete i 4.
delete [filename disk:/path]
Syntax Description filename Sl B2 S 80 AN TR S
disk:/path SCAFAEAT A B4 o
Command Default ToERINAT N B
Command Modes EXEC
Command History ERAS e
2.0.0.306 SIANT 4.
(EFEE SRR B OB S, R SPRETIAMIR . B, R RGN

RGWHR, RGP,

ot

ise/admin# delete disk:/hs_err pidl19962.log
ise/admin#

| TR THERISECL &4 ||



B i

HITRATHER ISECU &4 |

LY L ISE MRS5S I SCAF, W AERAT BT dir 4.

dir

dir disk:/logs

dir recursive

Syntax Description

Command Default

Command Modes

directory-name

HoR AR 12 SCHF 80 NP RHUT 747 . W%
£ H SR A4 RRHT T A _E disk:/o

)

recursive

CAIIED o FIHAHSCAE RGP I H SRRSO

TEBRANAT N B

EXEC

Command History

MR

R

&

2.0.0.306

o

FIAT A

=
&

T

w51

ise/admin# dir

Directory of disk:/

2034113
4096
4096

16384

2996022
4096
4096

Aug
Jun
Aug
Jun
Aug
Aug
Aug

Usage for disk:

ise/admin#

w15 2

05
10
04
09
05
04
05

2010
2010
2010
2010
2010
2010
2010

19:
02:
23:
02:
19:
23:
12:

filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

ise/admin# dir disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log
Usage for disk:

ise/admin#

filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

B TR THER ISECU 4%

58:
34:
14:
:34
11:
:20
25:

59

15

39
03
53
16

55

ADElogs.tar.gz
activemg-data/

logs/

lost+found/
mybackup-100805-1910.tar.gz
target/

temp/



| TR TRERISECU 4%

w53

ise/admin# dir recursive

Directory of disk:/

2034113

4096

4096

16384

2996022

4096

4096
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Usage for di

ise/admin#

Aug
Jun
Aug
Jun
Aug
Aug
Aug

05
10
04
09
05
04
05

disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:
disk:

sk:

2010
2010
2010
2010
2010
2010
2010
/logs
/temp

19:
02:
23:
02:
19:
23:
:25:

12

58:
34:
14:

59

15

39
03
53

:34
11:
:20

16

55

/activemg-data
/activemg-data/localhost
/activemg-data/localhost/journal
/activemg-data/localhost/kr-store
/activemg-data/localhost/kr-store/data
/activemg-data/localhost/kr-store/state
/activemg-data/localhost/tmp storage
/target

/target/logs
/lost+found
filesystem

ADElogs.tar.gz
activemg-data/

logs/

lost+found/
mybackup-100805-1910.tar.gz
target/

temp/

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
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B o

esr

HITRATHER ISECU &4 |

FEENRA SRS B sl & AEPATH N A esr dir s
esr

Syntax Description

B 2 BH K TS HL

Command Default ~ JCERIAAT EAA .
Command Modes EXEC
Command History ERAS 1B%
2.2.0.470 FIANT 2.

MR

C5921 ESR #AF5 AR ISE JRA 2.2 S B SRR AE—ie . #8752 ESR VFrliE A GEK LG H . A
K ESR VFAl{E R, 1S CGERF 5921 B ARSI HASEE 3B -

B TR THER ISECU 4%


http://www.cisco.com/c/dam/en/us/td/docs/solutions/GGSG-Engineering/Cisco_5921/Cisco_5921_ESR_Integration.pdf

| TR TRERISECU 4%

exit .

exit
T A ﬂISE R 555 2K O P 80 2 g 2 1 BB AR B A )RS B — B2 IR, W EPAT
B exit 4o
Lim WA KB P RS H

exit

Command Default ToBONT N BAE

Command Modes EXEC

Command History AR A (L4
2.0.0.306 SINT A4
Gt

ise/admin# config t

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # exit

ise/admin#
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. forceout

forceout
BLE R P A R ISE B4 # kil PR s sh & o i, I AERAT RS R i forceout iy
%
for ceout username

Syntax Description  username FUP TR e S0 31 A5 RS 745 o

Command Default TCERAT R BAE

Command Modes EXEC

Command History R A (54

2.0.0.306 SINT A4
(G FEPATHE T 8 for ceout iy A ] s il H FIB G 8l 2 15

51

ise/admin# forceout userl
ise/admin#

B T THERISECU &4



| TR TRERISECU 4%
generate-password .

generate-password

BE R FR 4 IR ISE B0 5EmS IR F P %0, 15 4E EXEC #52:0 FH generate-password 4. -

Syntax Description  <word> IR IR RS P 42 (KK 3D &

Command Default TCERIAT M BAH

Command Modes EXEC

Command History [N (55
3.1 FINT M.
ERIEE SRR T I ﬂi%?ﬁ @ﬁTuLLUHBEmHEﬁ%F . fESBHISE GUI, MR

$EF' P B> R > EEAE > EEA>EEARA > FMHAAR. /£ BB X, il
& RER LA ) R d»\j]ﬂﬂ’] RO P A O R B .

7EFUBE ISE CLI 1, 47T LU JT] generate-password fir &/ e 4 BT ISE B I5MS (1745 78 54 1] /2o
fil.

Gt

ise/admin# generate-password <username>

1pNn

ise/adminfconfigure terminal
Entering configuration mode terminal

ise/admin (config) #username <username> ?

Possible completions:

password Password and user role

ise/admin (config) #username <username> password plain ?

Description: Password. Use of % character must be escaped with (Max Size - 127)
Possible Completions:

<AES encrypted string, min: 1 units, max: 200 units>

ise/admin (config) #username <username> password plain 1pNn ?

Possible completions:

role

ise/admin (config) #username <username> password plain 1lpNn role admin ?
Possible completions:

disabled User is diabled

email User email address

<cr>
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B ran

halt

PATEX T HER ISECL &%

TR RGN ARG, EERITEECMER] halt 4
RS EEPS = IE

halt
Command Default ~ FCERIAAT  BAH
Command Modes EXEC
Command History AR A &
2.0.0.306 FINT I 2.

EmERE

ER M halt fr 22 1, IEH SR ISE RPATIEMT &0 W 2286, THREmprlE. woat, 18
1T application stop ise fiy 4 LA 1E S8R} ISE #ifE. S5, 1847 halt fn 4.

WARAE DR ISE $AT BT AR R halt fr4, Bl DU R Hrp— 4085

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

WP IECE] PT84, TERIN Yes K415 1E44E, A No B 51k

FEAEH halt i &, WERRGERA AT AT HERE, s R R A Yes K IPIN B &S IHE, Wi
DRI LA i)

Do you want to save the current configuration?

RN Yes (RAEMA DR ISE Bl E, REBERLLFHE:

Saved the running configuration to startup successfully

Gt

ise/admin# halt
ise/admin#
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help

Command Default

Command Modes

help .

SR R ISE MRk 5 a1 A B R 48, WEAERATREA M EH] help 4.

i WA KRB ML
help

TEERNAT B
PATRIFTERCE (config) #ix,

Command History

EMERE

R AR (5
2.0.0.306 BINT A

5
S

o

help fir& ATk b SO I By ARSI Je 1 ] o
o A AT AR E fr S BRI a8, T AE R GHRR AT AL A 5 (7).

o TS E TATHIT R M 20, TEMAG S IaT 4 H, JRIRERAE 2. SR Bk
PR SCTH B, PN E A H US4 5 T Sk (K 5 B 7 sl S 4

© EHIH SRR P RISHL WAE AT AT A 7 RAUE G Pl S 5. B )
YRR N AT B, DUV EFNI AT ERm ANy & SCH T S AITia 1 1 o0 8 7 S K.

Gt

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr2'.)

ise/admin#
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PUTHER TRYER ISECL 4%
. licence esr

licence esr
BT est VERTUFBRAR, 7EATEER F AL licence esr v

license esr { classic |[smart }

Syntax Description  classic J3 H ESR & LvFm]

smart Ji3 FH ESR % HEVFT .

Command Default ToERINAT N B

Command Modes EXEC

Command History [N (55
2.2.0.470 BINT 4.
ERIEE (5921 ESR #f5 AR} ISE WA 2.2 M i iRASHHER A4 —ifd . #5752 ESR YFnliEA fe . A

X BSRVFATE B, W20 (R 5921 NSRS e i e s
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http://www.cisco.com/c/dam/en/us/td/docs/solutions/GGSG-Engineering/Cisco_5921/Cisco_5921_ESR_Integration.pdf

| TR TRERISECU 4%

mkdir

mkdir [}

LAE SR ISE g5 & b QIR A =%, WEESIT B EH] mkdir 14

mkdir directory-name

Syntax Description

directory-name

LRI HR AR B2 SR 80 DRI

¥ o WA disk:/directory-name.
Command Default TCERVAT A EE
Command Modes ~ EXEC
Command History ER A &%
2.0.0.306 SINT AL

MR

i H disk:/directory-name; {70, KL MR, FRAS A4 disk:/directory-name.

A5l

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096
4096
16384
4096
4096

May
May
Mar
May
May

Usage for disk:

ise/admin#

06
06
01
06
07

2010
2010
2010
2010
2010

13

12

filesystem

134
13:
16:
13:
126

40
07
42

:49
:59
127
:53

04

activemg-data/
logs/
lost+found/
target/

test/

181067776 bytes total used

19084521472 bytes free
20314165248 bytes available
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. nslookup

nslookup

HITRATHER ISECU &4 |

LRI ISE M d5 5 h A HRE R R SN EMLA, TEAERITHI M ] nslookup T4

nslookup {ip-address |hostname}
nslookup [ {ip-address |hostname} name-server {ip-address }]

nslookup [ {ip-address |hostname} querytype {query-type} ]

Syntax Description

Command Default

Command Modes

ip-address TCFE RS IPv4 5L 1Pv6 Mtk . 5 % S0 F 64
B2 FF o

hostname TR EHA . 2 64 NP

name-server FRE & IR RS 2% . 1% S0 FF 64 N7 REET
FAF o

querytype EETE RS IPv4 B, 1Pve Hitih sk Tl 4&. &
fFEA M, #7 PTR. A. AAAA Fl SRV,

B AR 16 N FEHCE T

Command History

TEBRNAT hy B

EXEC

R (58

2.0.0.306 SINT A4
1

ise/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms

Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found: 3 (NXDOMAIN)

Received 127 bytes from 171.70.168.183#53 in 1 ms
ise/admin#

w12

ise/admin# nslookup ipv6.google.com querytype AAAA

Server: 10.106.230.244

Address: 10.106.230.244#53

Non-authoritative answer:

ipv6.google.com canonical name = ipvé6.l.google.com.
ipv6.l.google.com has AAAA address 2404:6800:4007:803::1001
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Authoritative answers can be

google.com
google.com
google.com
google.com
nsl.google
ns2.google
ns3.google
ns4.google
ise/admin#

.com
.com
.com
.com

nameserver = ns4.
nameserver = ns3.
nameserver = ns2.
nameserver = nsl.

internet
internet
internet
internet

address
address
address

address =

found from:

.com.
google.
.com.
.com
= 216.239.3
= 216.239.34.
= 216.239.36.
216.239.38.

google

google
google

com.

.10

10
10
10

nslookup .
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. password

password

PATEX T HER ISECL &%

LEHURT CLIMK %0, T AEHATRLN ] password i

N

IR

¢ CLI AT 2RI B oe s B, A BB S QR BN, W20 S 40 Rl i3t
VEN B BT — A7) o WERAEE AT K P A L7475, REUERSERZEN, H
SE TR NI B Y 6 5 B CLIL.

LR IE SR, S A G I CLI fird, B3R ISE CD 8 1SO Ao A7 Kty fi H]
ISO & ZM I3, AIZELL R XA #:30:  https://www.cisco.com/c/en/us/support/docs/security/
identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

Syntax Description Enter old password

i N4TT CLI %514,

Enter new password B N CLI %50,
Confirm new password fIAHTIY) CLI %50
Command Modes EXEC
Command History TN (58
2.0.0.306 SINT A4
w1l

ise/admin# password
Enter old password:
Enter new password:

Confirm new password:

ise/admin#
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

| TR TRERISECU 4%

patch install .

patch install

FARME I patch install fiy & 22 fb T2/, 620 B BB M T4 T A RAT BRI BOAh T 2228008 . K
AT UL S R P U], SR L]

BHWE CLI AERE e 19 i Bz e A A T, BT T ] patch install #ir 4o
patch install patch-bundle repository

)

AR ZEIRHISE A UEE I, A LT ke TR, DUERN T8 A Bl e £ B A i B 1

b
Syntax Description  ingtall Sz IV EINE ek | NI
patch-bundle AT ASCM4 . e % RF 255 DN PRV AT
repository BN T AR B AR R . B Sy 255

TR AT

AR SR A CAE S R T 32248 BT R (PAN) H Sl HiC B, TSR e b T AR AR L. 0 i
A e 1238, A i PAN Sl b D) 2

TERCAS 2.0 T2 kb T, b T 2B BEA SR I A IO IME . ANRRAS 2.0 TF4R, b T 2225
Bt BRI TR e e . A7 5% patch install dr& (it ], TS5 R
RAEHIZR B

Command Default TCERIAT M BAH
Command Modes EXEC
Command History ERAS 1E%
2.0.0.306 BINT S
Ed:EE ] WAL FH R 24N T

AR AR AN T2 BT A T S ICAS UK Wi 3 DA B R

% Patch to be installed is an older version than currently installed version.
SN CLI EF A T 222 RPRAS, B2tk 25 )R ISE SCRHMZR AL i ade.log SCF.
R AR T G H PAN F 8B DI E, R Wl TR

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

XHHRE I BTAT Y RS 125, 25 PAN H BRI ECE, R
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PITHEXTHER ISECL &%
. patch install

Gt

ise/admin# patch install ise-patchbundle-2.0.0.306-Patch2-164765.SPA.x86 64.tar.gz disk
%Warning: Patch will be installed only on this node. Install using Primary Administration
node GUI to install on all nodes in deployment. Continue? (yes/no) [yes] ?

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-0S running configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Patch successfully installed
ise/admin#
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patch remove
XM H] patch remove fir & [BRAN T2 A1, 620 B BEBEF T-4h T HAAT UL A4S T IR BT . K

AT UL S R P U], SR L]

SR N (K045 52 4 T RRRAS, W AE AT ] patch remove i 4

patch [ remove {application_name| version}]

)

patch remove .

AR ZEIRHISE A A B IR b, WA B R T IR AN T 6 E gl AN BT R RN T

Syntax Description

remove TR LT O 54 T ELRA

application_name AU AN TIOR3 255 4
TR

version SRR T RR S . B3R 255 AR
S

AP RIS AR S R ] 224 BT R (PAN) H Bl ReUI B &, SRR AN T PR AR AT . S 1

BRAN TG, #EATLUR FH PAN B 8llbs b e ie & .

Command Default ~ JCERIAAT 4 ElA .
Command Modes EXEC
Command History ERAS 1E%
2.0.0.306 FINT 2.

MR

AR R R 2R A T, R B DL R SR R -

% Patch is not installed

AR CAERE R PAN AU E, R0k Bl M HA:

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

w5

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#
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. HITRATHER ISECU &4 |
patch remove

2

ise/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y

% Patch is not installed
ise/admin#
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permit rootaccess .

permit rootaccess

BLU5 ) R ISE CLI R, 5 7EHATA N H permit rootaccess 4.

permit rootaccess

)

AR WMER TAC S8 /S ATH0H 4 Wi KA e SR DUTTHIMI Y o 1% TAC S 15 734
AT WRIEARAE 15 73 Bl A BN, A2 R AT o IR HHAR GOV B, it
L/ S AR B E A TAC IR IR AR U iRl BB o

Syntax Description WAy AV ek TR B

Command Default TCERINAT B

Command Modes EXEC

Command History RE A (5
2.7.0.349 SINT 4.
w151
PUR 7RG i 7s T el g i) S8R} ISE CLI [PIAR :
ise/admin##

ise/admin# permit rootaccess
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

1

Generating Challenge. ...ttt it i ttn it tieeieeeneenenns

Challenge String (Please copy everything between the asterisk lines exclusively):
R R R R I I h I I b E b b b dh b b h I h b b E I b b b b b b b b b b b b b b b b b b h b b b b b b b b b b b h b b b b b b b b b b b b b b b b b b b b b b b 3

R R R R I I I E I b dh b b b b b b b dE I b b b b I b b b b b b b b b b b b b b b b b b dh b b h b b b b b E h b b b b b b b b b b b b b b b b b b b b b b b b b b b

Starting background timer of 15mins
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

2

Please input the response when you are ready

Response Signature Verified successfully !
Granting shell access

sh-4.2# 1s
2.4backup config CT_Deme_ Test Rpm
ct_rolling.txt lost+found threadHeapDumpGntr.sh
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. permit rootaccess

PATEX T HER ISECL &%

backup_anc-2.7.0-115.jar corefiles CT_engine-2.7.0-1.0.x86_64.rpm
err.out prrt-server.log tomcat-process-log.txt

backup guestaccess-upgrade-2.7.0-115.jar corestacks.txt ct persistent.txt

Heap dump20190705 libciscosafec.so0.4.0.1 Thread dump 2019-07-05-19:07:30

sh-4.2# exit

exit

Root shell exited

1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History
4. Exit
Enter CLI Option:
3
R R Rk I I I h b b b b b b b b b I b h IE b b b ki
SN No : 1

R R R Ik I I h b b b b b b b b I b b h E b b b h bk i

Challenge

generated at 2019 06-12 15:40:01.000

R R IR I I I h b b b b b b b b 3 b E h 2h b b b b bk i

SN No : 2

R R IRk e h b b b b b b b b b b b h E b b b E ki

Challenge

generated at 2019 06-12 l5 43:31.000
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

4

Exiting..............

ise/admin#
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ping

ping .

LIS Wm e RGN IEA IPv4 WEGERE, WAEPUTE U] ping dr 4.
ping {ip-address| hostname} [ df df] [ packetsize packetsize] [ pingcount pingcount]

Syntax Description  ip-address % ping ARG 1P Mtk &2 308 32 TR
TR
hostname 2 ping ARG ENLA - B2 30FF 32 7R
T
df (i) o Batu oy BU e .
df Rizfidae o 1 g b ds wor B, sl e b 2
AR AT E A W B BdRE N 3 AN
df,
packetsize (Wi&) o ping IR,
packetsize RAE ping AR WK/ ZERTAT 0 5 65507
Z ],
pingcount (A3E) o ping [FINiE R AL
pingcount RAE ping FINIEREG ZEAT 15 10 210,
Command Default ~ JCERAT A BlfH.
Command Modes ~ EXEC
Command History ERAS &
2.0.0.306 GINT A%

MR

ping iy AR (] MR SR A G AR BISEA ik, SRS AEAFIRISR . Ping fi th vl 3 Bh RS PP A4 A2 21 32 4L

FIATFENE . BRARRIIEIR , LRSS AT A5 i) 4L,

Gt

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms
18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms,
ise/admin#

1001ms
pipe 2
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. ping6

ping6

PATEX T HER ISECL &%

BB WIE A RGN IEA IPv6 45184, IHEPATAL N EH ping6 v 4o 1XZR{LT IPv4 ping i 4.
ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount} ]

Syntax Description  ip-address % ping RGN IP Hidik. 552 SCHF 64 N REEL
T
GigabitEthernet (A3E) o LAKMFZH
0-3 bV NLIE AR
packetsize (W) o ping R/
packetsize fi75E ping B ELHI KA AT T 0 5 65507
Z 1],
pingcount (A3%E) o ping [9] M i K H.
pingcount i€ ping [MINE KA ZENT 15 10 ZH.
Command Default ~ JCERIAAT Bl
Command Modes EXEC
Command History AR A (L5
2.0.0.306 FINT I 2.

MR

ping6 iy A [ Wi SR A A IR BIE A, RS AR InI . Ping fa i wT B PPAG R A2 2
PFURIATEEPE . BRARIIAEIE, DAL AT 1) E L.

ping6 fir >R T-BLA ) ping fir % . ping6 @y & ANSCHF IPv4 Hidls 7 Be (df, i ping fir & Jrid) ik
T, ARE AV AT IR RE . B eI 3 T 8 T R s ik R B A M M b A T E
packetsize I pingcount LI ¥ EH] 5 ping iy 2 AH A .

w51

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal5

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=3 ttl=64 time=0.065 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3118ms

rat min./aft/max/endive = 0.065/0.221/0.599/0.220 ms, pipe 2

ise/admin#
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ping6 .

2

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.073 ms

--- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rat min./aft/max/endive = 0.073/0.073/0.073/0.000 ms, pipe 2

ise/admin#
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. reload

reload

PATEX T HER ISECL &%

L WA R P S H. EEFS | S ERISE #E RS, A HITHR A ] reload 4.
reload

Command Default ~ JGERIAAT sl .
Command Modes EXEC
Command History ERZS &%
2.0.0.306 FINT B2

EmERE

reload M2 W EH G F ARG AP MARERS R, @i CLIKETH AR IK AL sl E
BIAf ] reload fir4. fRAEER} ISE B3 /2l b (AT % B .

TERH reload iy &2 1, iEHHLR EE} ISE ﬂi%ﬂfﬁ%fﬁ\ VE wHe TP . ok,
1217 application stop ise fiy 4 L5 1 J8E ISE #fE. 2R )5, 1817 reload 14

ISR SR ISE ST LT — 4 AF HLA S reload fird, Wi LR Herp— 403 s B

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

IR AECR PR, THHIN Yes ZRSEE NGRS No BUH E PN ff.

FEALH] reload fir &, WUER RGERABATAENTIERE, B W RGN Yes IR 75 (R 35 1 5L
) s i 23 [ 25 LA i

Do you want to save the current configuration?

nREHAN Yes TRAFIIAT IR ISE BLE, REGH Bom LU E:

Saved the running configuration to startup successfully

WIERAE RS T R Ay, oy DU S

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

AR GRS, WEHEN “y”, WREERGH, TEEA “n” .

w51

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):
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reload .

The system is going down for reboot NOW!

ise/admin#

2

ise/iseadminfreload cli

SWARNING: : The Cisco ISE CLI will restart now and will be unavailable for a few minutes.

Do you want to continue (yes/no) [no] ?yes
Connection to ise closed.
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PITRATHERISECL & |
. reset-config

reset-config

BHE ADE-OS W&HECE (0 1P b/ /M 5e. LA 4. DNS RS 2 H1 NTP il%5)
TEAEPITEL N AEH reset-config iy 4. IXEESHUILA b5 2288 FEh SR I 240 ] . ZE4E FH it
CLI &}, RENSHOREHMNE I R E, thir S AL EE 207 ISE I & s 8150,
Sk iX LU AT 4% 2 i JT] application reset-config T4 SEHLH .

reset-config

Command Default TCERIAT R BAE

Command Modes EXEC

Command History [N (5
2.2.0.470 FIAT B4
(EFER PATTERT, P IR HOR T .

\)

AR P BN S RERIH BN IE-P R RS AT H LA R A R4S, T
T HTTPS/EAP. W R IHT R CAZZUET, WS AMIES LA RKIBET . 554, ik
PR RS AD BRAGRCDY, TEAEGRSEZ AR T AD B R AR .
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restore

restore .

BWHERR AT, WAEPATEE M restorefir 4. kSRS 5 M RHISE FLJE R ADE

OS ARG EE -

I BUF A A v W2 5 SR ISE N AR ADE OS AH G dls «
restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name} ]

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}

include-adeos]

Syntax Description

filename B P AEAAAE PR I 25 0 ST A4 FR o 450 22 37 120
MR AT
iR WAAHE S 44 JE TRV N tar.gpg 97 44
(l4n, myfile.tar.gpg) o
repository A2 .

repository-name

145 K B2 25 03 AR JE I A4 FR . B S HF
120 54

encryption-key

CRIIED o FRE HI IR At 1O P e SO s
.

hash

PR 5 IR e . $5 o BREER I Gk
H) INEE Y. e SR 40 DT

plain

P06 46 G100 SO B 1 s B A
BEICMERY). W2 15 T

encryption-key-name

TR | BISORs s s s 4] o

include-adeos

R &0 TP 177 ADE-OS Bo & 4t , Wk &2 &4
WA 50 AR ISE

0 SRS T P 2 P SR S A (PAN) 1 SRR, WA DST 46 O AR ELAE . (AR

SERUG, BEATLLA FH PAN A 2l Bk U] 3 fid & .

Command Default ~ JCERIAT A E{E.

Command Modes EXEC

Command History ERAS 1E%
2.0.0.306
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B rsvmesnsemanE

EmiERE

44 BB ISE i ] restore iy, SRl ISE k45284 Hah & B B o).

VERC AR ﬁﬂ.[;%rffﬂfvﬁﬁfi BRI RN S HE R, SRR R0 & 0y, nr LAl
H restore fir%, Joia s s4A
WA CAERRE A H PAN BRI HACE, RIS BRI FHEE:

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

\)

ER B ISE A 1.2 A MUERL ISE A 1.0 F1EE} ISE A 1.0 MR 4315 .

\)

AR UL ISE FRA 1.4 STREMIRAR 1.2 S S BRASSRE K #6435

BN A AR ISE WC B A, 1 LA N 4
restor e mybackup-CFG-121025-2348.tar.gpg repository myrepository encryption-key plain lablab12

ot

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

Leaving the currently connected AD domain
Please rejoin the AD domain from the administrative GUI

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed
% restore in progress: Adjusting host data for upgrade...65% completed

UPGRADE STEP 1: Running ISE configuration DB schema upgrade...
- Running db sanity check to fix index corruption, if any...

UPGRADE STEP 2: Running ISE configuration data upgrade...

- Data upgrade step 1/67, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/67, NetworkAccessUpgrade(l.2.1.127)... Done in 0 seconds.
- Data upgrade step 3/67, GuestUpgradeService(1.2.1.146)... Done in 43 seconds.
- Data upgrade step 4/67, NetworkAccessUpgrade(l.2.1.148)... Done in 2 seconds.
- Data upgrade step 5/67, NetworkAccessUpgrade(l1.2.1.150)... Done in 2 seconds.
- Data upgrade step 6/67, NSFUpgradeService(l.2.1.181)... Done in 0 seconds.

- Data upgrade step 7/67, NSFUpgradeService(1.3.0.100)... Done in 0 seconds.

- Data upgrade step 8/67, RegisterPostureTypes(1.3.0.170)... Done in 0 seconds.
- Data upgrade step 9/67, ProfilerUpgradeService(1.3.0.187)... Done in 5 seconds.
- Data upgrade step 10/67, GuestUpgradeService(1.3.0.194)... Done in 2 seconds.
- Data upgrade step 11/67, NetworkAccessUpgrade(1.3.0.200)... Done in 0 seconds.
- Data upgrade step 12/67, GuestUpgradeService(1.3.0.208)... Done in 2 seconds.
- Data upgrade step 13/67, GuestUpgradeService(1.3.0.220)... Done in 0 seconds.
- Data upgrade step 14/67, RBACUpgradeService(1.3.0.228)... Done in 15 seconds.
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- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade

15/67,
16/67,
17/67,
18/67,
19/67,
20/67,
21/67,
22/67,
23/67,
24/67,
25/67,
26/67,
27/67,
28/67,
29/67,
30/67,
31/67,
32/67,
33/67,
34/67,
35/67,
36/67,
37/67,
38/67,
39/67,
40/67,
41/67,
42/67,
43/67,
44/67,
45/67,
46/67,
47/67,
48/67,
49/67,
50/67,
51/67,
52/67,
53/67,
54/67,
55/67,
56/67,
57/67,
58/67,
59/67,

nepmzsrisErRssE [

NetworkAccessUpgrade (1.3.0.230) ... Done in 3 seconds.
GuestUpgradeService(1.3.0.250) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.250) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.334) ... Done in 9 seconds.
RBACUpgradeService (1.3.0.335)... Done in 9 seconds.
ProfilerUpgradeService (1.3.0.360)... ...Done in 236 seconds.
ProfilerUpgradeService (1.3.0.380)... Done in 4 seconds.
NSFUpgradeService(1.3.0.401)... Done in 0 seconds.
NSFUpgradeService(1.3.0.406) ... Done in 0 seconds.
NSFUpgradeService (1.3.0.410) ... Done in 2 seconds.
RBACUpgradeService (1.3.0.423) ... Done in 0O seconds.
NetworkAccessUpgrade (1.3.0.424) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.433)... Done in 1 seconds.
EgressUpgradeService(1.3.0.437) ... Done in 1 seconds.
NSFUpgradeService(1.3.0.438) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.439)... Done in 0 seconds.
CdaRegistration(1.3.0.446) ... Done in 2 seconds.
RBACUpgradeService(1.3.0.452) ... Done in 16 seconds.
NetworkAccessUpgrade (1.3.0.458) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.461)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.462) ... Done in 2 seconds.
NetworkAccessUpgrade (1.3.0.476) ... Done in 0 seconds.
TokenUpgradeService (1.3.0.500) ... Done in 1 seconds.
NSFUpgradeService (1.3.0.508) ... Done in 0 seconds.
RBACUpgradeService(1.3.0.509) ... Done in 17 seconds.
NSFUpgradeService(1.3.0.526) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.531)... Done in 0 seconds.
MDMUpgradeService (1.3.0.536) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.554) ... Done in 0 seconds.
NetworkAccessUpgrade (1.3.0.561) ... Done in 3 seconds.
RBACUpgradeService (1.3.0.563) ... Done in 19 seconds.
CertMgmtUpgradeService (1.3.0.615) ... Done in 0O seconds.
CertMgmtUpgradeService (1.3.0.616) ... Done in 15 seconds.
CertMgmtUpgradeService (1.3.0.617) ... Done in 2 seconds.
OcspServiceUpgradeRegistration(1.3.0.617)... Done in O seconds.
NSFUpgradeService(1.3.0.630) ... Done in 0 seconds.
NSFUpgradeService(1.3.0.631)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.634) ... Done in 0 seconds.
RBACUpgradeService (1.3.0.650) ... Done in 8 seconds.
CertMgmtUpgradeService (1.3.0.653) ... Done in 0 seconds.
NodeGroupUpgradeService (1.3.0.655) ... Done in 1 seconds.
RBACUpgradeService (1.3.0.670) ... Done in 4 seconds.
ProfilerUpgradeService (1.3.0.670) ... Done in O seconds.
ProfilerUpgradeService (1.3.0.671)... Done in 0O seconds.

ProfilerUpgradeService (1.3.0.675) ...

................................... Done in 2118 seconds.

- Data upgrade
- Data upgrade
- Data upgrade
seconds.
- Data upgrade
- Data upgrade
- Data upgrade
- Data upgrade
Data upgrade

UPGRADE STEP 3:

step

NSFUpgradeService(1.3.0.676) ... Done in 1 seconds.
AuthzUpgradeService (1.3.0.676) ... Done in 20 seconds.
GuestAccessUpgradeService (1.3.0.676) ... ....... Done in 454
NSFUpgradeService(1.3.0.694) ... Done in 0 seconds.
ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
RegisterPostureTypes (1.3.0.705)... Done in 0 seconds.
CertMgmtUpgradeService (1.3.0.727) ... Done in 0O seconds.
ProvisioningUpgradeService (1.3.105.181)... .Done in 103 seconds.

Running ISE configuration data upgrade for node specific data...

% restore in progress: Restoring logs...75% completed
% restore in progress: Restarting ISE Services...90% completed

Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...
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Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress: Completing Restore...100% completed

ise/admin#

K . S— 4=k
MERRERBE ISEZITEE
BN L R ISE 34T 8, A LA
restor e mybackup-OPS-130103-0019.tar.gpg repository myrepository encryption-key plain lablab12

Gt

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2
% Warning: Do not use Ctrl-C or close this terminal window until the restore completes.

Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...40% completed

% restore in progress: Extracting backup data...50% completed

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

% restore in progress: starting dbrestore....... 55% completed
% restore in progress: ending dbrestore....... 75% completed

checking for upgrade
Starting M&T DB upgrade
ISE Database processes already running, PID: 30124
ISE M&T Session Database is already running, PID: 484
Starting ISE Profiler DB...
Starting ISE Application Server...
ISE M&T Log Processor is already running, PID: 837
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.
% restore in progress: Completing Restore...100% completed
ise/admin#

ME ik E BEl ISE Bt E£#EFE Rl ADE 08 £4E
TS 604 R ISE ADE OS 050 AR ISE FEBHCE, IEEFIBLF 6

restor e mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key plain Mykey123
include-adeos
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Gt

W&t Ba s RELuEmEs AvE0s K7

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos
Do not use Ctrl-C or close this terminal window until the restore completes.

oo

Warning:

Initiating restore.

restore
restore
restore
restore
restore
restore
restore
restore
restore
restore
Broadcast

A0 A0 d° OO d° o O OO O oP

ise/admin#

in
in
in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Please wait...

Starting Restore...10% completed

Retrieving backup file from Repository...20% completed
Decrypting backup data...25% completed

Extracting backup data...30% completed

Stopping ISE processes required for restore...35% completed
Restoring ISE configuration database...40% completed
Updating Database metadata...70% completed

Restoring logs...75% completed

Performing ISE Database synchup...80% completed

Completing Restore...100% completed

message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!
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. rmdir

rmdir
TR B3, EERATR S NEH rmdir 54

rmdir directory-name

Syntax Description  directory-name Hk R 52 S8 80 MR 1.

Command Default TCERIAT M BAH

Command Modes EXEC

Command History KR A &
2.0.0.306 SINT A,
w151

ise/admin# mkdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
4096 May 07 2010 12:26:04 test/
Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ise/admin#
ise/admin# rmdir disk:/test
ise/admin# dir
Directory of disk:/
4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/
16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/
Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available
ise/admin#
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ssh .

ssh
A SRR, EERATER U EH ssh i ds
Y
AR E O R] DU i 2
ssh [{ip-address | hostname} ] [username] [ port {port number | version {1 | 2}]
ssh delete host {ip-address | hosthame}
Syntax Description  ip-address R RGN IPVA/IPVG Sk, 555 HF 64
BT
hostname LRGN . ZSCHF 64 DR
5o
username Wi SSH Gk A 44
port CAIIE) o 7R R AL 5
port number ity 1 AT 0 B b 0 %8 65,535, BRI 1k 22,
version (AIIE) o FRIRPRA .

version number

SSH AT 1 f12. B\ SSH MRAN 2.

delete R 52 “E LAY SSHHREL.
host H IR WU AL FE R G M4
ip-address TEFE RGN IPvA/IPV6 Mtk 5r % S0 FF 64 A7 h)
B FIE
hostname Eﬁ%éﬁﬁ@ﬂn% o IMEIFF 64 NFRH T T
o
Command Default CLAEH]
Command Modes ~ EXEC
Command History R A &2
2.0.0.306 FINT M.
(S ssh & AT L3RG 15 7 — M R B sl IR 4 S8 AT 22 4 ELINBR (K03 B . SO0 B IOUE R3S, SSH %

J i SEVFAEAN 22 A I W 45 L3 AT 22 42

| TR THERISECL &4 ||



PATEX T HER ISECL &%

. ssh

\)

ER QMERALE ISE L A FIPS #55, LRl ISE 27 FIPS #1055 i3l SSH 5 SFTP & #z.
{5 ISE ilf7 1 f SSH 8 SFTP JIk 5545 /T FIPS 140-2 FLE i 0 53k
JER}ISE f# F ik A28 FIPS 140-2 B AF s ik, 42 FIPS S M E K KTPEAN{5E S, 5S4 FIPS
EMIEH .

w51

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

2

ise/admin$# ssh delete host ise
ise/admin#
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tech

tech .

THRARPTIE M 4% 4% 1 BRI T B R tech i 4.

Syntax Description

dumptcp $ TCP Hifl e il 2456 5

interface-number TICLLK M A 45 (0-3).

count f}%ﬂ‘?ﬁj@w&@ﬁiﬁ, RNBCE R B
il DI

package-count T HF 1-10000 [RIET

interface fREE D2,

console TEdE G EFTEI NS AT B TCP Hidi £

filter R 2N TCP Hedf tu b L v i

time-limit AR I 1) B i 2 A RAT . BRI N 5 73

filename 5 M TA# R K TCP Bl A i S0 44

localdisk SCAFREA R Ai DR AF 275 K5 disk:/dumptep/

file-size FaE AR SRR (BEMB A7) o BRIA
6% 10 MB, Kl 100 MB (4 FRAF 3 i
HATRE D .

no-of-files T g EA R SO BOAE N 1.

repository i 58 B ORAT A R S

iostat Fe 8 A1 23 DR T A BELER (CPU) ZE vt R
N GETHE B RIEH G, B 3 P Ak —
Ko 2 Linux iostat 74 o

iotop Té? ISE 7 i i IR E SR SERG A (1) 1/O A D045

killgdb H 4% ProcessID #¢ 1F GDB #EFR

mpstat R RIL AL BEEAR AR BAAR R G . WS
Linux mpstat 74>

netstat R RIEII R RAR SR BRI &, B 3 7

fii—¥X. 1524 Linux netstat iy % o

HITHEA THIERISECL &<
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top etz T R ALNE, A5 B UHE Ty
KT REeA# . 1521 Linux top 74 .

vmstat Fettt A7 BEREA GRS S R, B 3 MPELAH

—W. 2 Linux vmstat 7% o

Command Default C2EH.
Command Modes EXEC
Command History ERZAS &%
2.0.0.306 FINT B 2.

MR

I HLAE tech dumptep %t A & B bad UDP cksum 45, i JF R 04y e4H.0y . tech dumptcep iy 4> 1 Xt
BN CUK M ab BRAS IR HE A Bl B A TR A . K2 BOMAR UK S i & TSR B B IR
R, Bk, BAERERIHERASTTIAT U . Hik, FHREM N bad UDP cksum [F14% H £ £
IR .
MIEE}ISE FiiA 3.0 FF4h, tech dumptep v & HAA DU R & IE o a1

* br-<.>

* docker0

* GigabitEthernet0 (At GigabitEthernet 211, WAl H)

*lo

* veth<...>

i1

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on ethO, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6), length:
40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xelO5 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6), length:
200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096

ise/admin#

w52

ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise) 02/25/13
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avg-cpu:

Device:
sda

sdal

sda?2

sda3

sda4d

sdab

sda6

sda’7
ise/admin#

w153

ise/admin#
Linux 2.6.
02:41:25
02:41:25
ise/admin#

Suser %nice %system %$iowait S%steal
7.26 0.73 4.27 0.77 0.00
tps Blk read/s Blk wrtn/s

16.05 415.47 1802.16
0.01 0.23 0.00
0.02 0.22 0.04
0.01 0.29 0.02
0.00 0.00 0.00
0.00 0.16 0.00
0.49 0.24 7.45

15.51 414.27 1794.66

tech mpstat
18-348.el5 (ise) 02/25/13
CPU Suser Snice $sys $iowait

all 7.07 0.70 3.98 0.74

%idle
86.97
Blk_read
3761049
2053
1982
2626
14
1479
2189
3750186

$irg
0.02

%soft
0.14

Blk_wrtn
16314264
22

354

152

0

0

67400
16246336

%steal
0.00

tech .

intr/s

1015.49
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PITIRER THBRISECL &%
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terminal length
BEVCE T A e LA E ATEL W ESUTEIC I terminal length A4

terminal length %%k

Syntax Description  |ength VO 2 T A e e L 2 T s AT E
integer biFE BATH A 0-511 4T O RMAMERS

FERND o B (0) mTZE T4 H D 2 1] (8 452 o

Command Default AT A E R B SRS TR BT ECY 24,

Command Modes EXEC

Command History ERAS &

2.0.0.306 SIANT a4
(B F 48 Al A EAEL A o B AE 22 B e ) 390 (R 3 e PR ek 1] o

w15

ise/admin$# terminal length 24
ise/admin#

PITHER TRER ISECL 4%
sa
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terminal session-timeout .

terminal session-timeout
B T 2GRS s, 5 PUATE S N terminal session-timeout 774 .

terminal session-timeout 44

Syntax Description  session-timeout B BT S A s
minutes AT SR 1 5 B AR 0 21 525600,
% (0) AT

Command Default RIS THER S 30 4047,

Command Modes EXEC

Command History ERAS &
2.0.0.306 SIANT 4.
(G +# terminal session-timeout & 1% & A2 (0) BIR R AR B
w11

ise/admin# terminal session-timeout 40
ise/admin#
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. terminal session-welcome

terminal session-welcome

TAERG LT Sk RG R 7 B E X R, AT N terminal session-welcome iy

%,

terminal session-welcome 43 5

Syntax Description  sesson-welcome TERGE LT 8 R G0 v By & .
string XY L. %S0 HE 2023 N R, A
AV XML 1 8 745

Command Default TCERIAT J BAE

Command Modes EXEC

Command History ERAS &
2.0.0.306 SIANT A4
(EFIER FREAERS G 5% CLI IR 7E B 42 10 i 2 $E /s TG S s 1Ay v L o
w15

ise/admin# terminal session-welcome Welcome
ise/admin#
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terminal terminal-type

terminal terminal-type .

PR R IR R AT S TR M AT T I A R, I AESAT AL terminal terminal-type i 4>

terminal terminal-type

Syntax Description  terminal-type TR IER I 2 2R Y, BRIA LR Sl
VT100,
type TE XA A FRANEY, 3 eV P 2R A iR 45
() LML T K Y i e % SCRE 80 N FRES T
FAF o
Command Default VT100
Command Modes EXEC
Command History AR A &
2.0.0.306 SIANT M4

EmERE

PR, s vT100 A .
LT DU Rk

ot

ise/admin# terminal terminal-type vt220

ise/admin#

DA RE I EMIE B
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traceroute

PATEX T HER ISECL &%

SRR AR ATAESE H Bk I S R B s S AT M I traceroute i 4.

traceroute [ip-address | hostname]

Syntax Description  ip-address WRERGN 1Pv4 ikl B2 4 64 MR
FAF o
hostname LRGN ENA . I IR 64 DMF R

¥

Command Default TCBNT N B

Command Modes EXEC

Command History AR A &
2.0.0.306 SINT M4
w5

ise/admin# traceroute 172.16.0.11
traceroute to 172.16.0.11 (172.16.0.11),
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#
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undebug

undebug .

BT RE, WA PAT B ] undebug A4
undebug [ all | application | backup-restore| cdp | config | copy | icmp | locks| logging | snmp | system |

transfer | user | utils]

Syntax Description all

ZPTATI

application

I SCA
* all - 25 A7 N H Rk e
* install - Z5 1] B ] 223 1 1
* operation - & H W iz 4710 )
* uninstall - 2% T b S0 2803 i 1

backup-restore

#A AR SO
* all - ZEH A0 W R 1K P A U il £
* backup - 8] %40 W 1K 2 4 U 1 £

* backup-logs - 24 H #5473 Pk 521 24 H & 1k
AR

* history - 25 % 0VK 5100 7 s SRk He
* restore - 2% F #5470 Wk & 10 Pk B2 R 3 HH

cdp

JERFR I ISR S A
* all - 25T FrA7 JEREA I 0 i3 B R i s
* config - A& H BURF R I s e 5 o i o

* infra - Z5 R RF AL B IS AR Ak vt o X
to
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PATEX T HER ISECL &%

config

i & SC 1
* all - ZE ] pr Ay e B R et
* backup - 4% FH £ 3 o B R
* clock - 4% H I ic & i
* infra - 25 G B SE AR E VRS Y
* kron - 25 4 1 BERE G L A ki
* network - 24 ] 9 26 ic & A5 H
* repository - A5 AFff ZEIC B A H -

* service - 28 e 25 IC B A i i o

copy

Sl

icmp

ICMP [F] 32 Wi 1 i 2

all - Z5H] ICMP [R]325 i SV L& 7 BT B R H
FEERBEE N 0 7 2T, 0 R,
7 RKAWHTE

locks

BRANE o
* all - BT A B S0E i .
* file - A% SO e RS

logging

AR E AT
all - ZEH] H Sl s i B 1 B Pk 1

snmp

SNMP fic & 3.
all - 25 SNMP B & 1 BT ik .

system

Rt
* all - ZEH Ay & g0 SOl i o
* id - 25 R 40 ID Wik
* info - 28 R 405 B4
* init - ZEH RGEAIIEA TS

transfer

SCPEAR

B TR THER ISECU 4%



| TR TRERISECU 4%

undebug .

user P&,
* all - Z5H BT Ay L 8 B o
* password-policy - 4% F %5 5 S g 1) FH P 48 i
PR H
utils SEH T H AL E S
all - 25 F By sz C 5L e & il e .
Command Default TCERAT R BAH
Command Modes EXEC
Command History R (L5
2.0.0.306 SINT 4.
w151

ise/admin# undebug all
ise/admin#

TR THERISECL &4 ||



Bl which

which

LR B CLL ] dr & N A, TEESAT B ] which i 4.

which

HITRATHER ISECU &4 |

Syntax Description

VLA WAT KRB T 25

o

Command Default ~ JCERIAAT EAA .
Command Modes EXEC
Command History ERAS 1B%
2.0.0.306 FIANT 2.

MR

which &R AT 4. AR which 7E8A ISE el H, Hin B8 2Rl Ear 1T i 5k & G 1k
4, CLIRZHAHMAL EoRais.

Gt

PUR7RE 7R T which % Hi

ise/admin# which

[ 1]. application
[ 2]. application
[ 3]. application
[ 4]. application
[ 5]. application
[ 6]. application
[ 71. application
[ 8]. application
[ 9]. application
[ 10]. application

B TR THER ISECU 4%

configure<STRING>
install<STRING><STRING>
remove<STRING>
reset-config<STRING>
reset-passwd<STRING><STRING>
start<STRING>

start<STRING> safe
stop<STRING>

upgrade
upgrade

cleanup
prepare<STRING><STRING>



| TR TRERISECU 4%

write .

write
A H . BonEiiE R BB ISE RSS2 E, i F PATHL S N R AH N S 801 write fiv 4o

write[ erase| memory | terminal ]

Syntax Description  erase THERE AL E . R R ISE Ak T-2E HPIR
memory BICATHCE Z B R A E

terminal Rs T B E RS G .

Command Default TCERIAT R BAE

Command Modes EXEC

Command History FR A (54
2.0.0.306 SINT A4
[ERER 76 SR} ISE W% 1K write iy 455 erase I H

IR AR write iS5 erase LI —&AFH, EARIISE 2 B/ FHHRE R

)

% Warning: 'write erase' functionality has been disabled by application: ise

w51

ise/admin# write memory
Generating configuration...
ise/admin#

w15 2

ise/admin# write terminal

Generating configuration...
|

hostname ise

| TR THERISECL &4 ||
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. write
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