B 1% #& (BYOD)

* NEME EAS N (BYOD) , 108
s MANWRTTT, 20

© SCRME R AHE R 5NN, BT
s WHRTTPREALS , Ho W

o FELR TARMOAN NG, 21 1T

o BEIRAV AT PR ZmiE s, 522 W

= ML
AR M & L8941 A& (BYOD)
SCRFA TS BN NI, ARG AR 7 (L AR A ) Rdliess, Ry M4
g5 AL Ky o JERE ISE SR TR, favF i TAE A w2 b Al A Nk

AR, Uik aey HaE M. Uil DOEM B 2 e,  ELRIE BB i 2R e
SCH R KR o X2 YA S MR AR 1) C B 2 28 3 B 21+

Yy LUILHEAT AMOT I (R4 BRI T SO OB INE] “FM0 % (My Devices)
VLR B AN AR B 2 . 15T DU R A R QU A M R P B S 31 s 1%
6 O 24 A K 7 VL

DU AN BT AT B 26 AR RENS A YA i SR IE B0 AF, B DART P AT DUE BRI 45117 T-3his iz £
W BT ARG E BYOD MU, XL 4

SHRNIMEPRIRERPIREITH
FLRF ISE BT Web 11 RUERVIL. SRR AR A (0, RO A KA e
- HBREIRT & (PAN): AT, B AU 1 R BB 5 A\ PAN,

© REEARSS T (PSN): S HI /17746 PSN _LigAT, & by o il i, G5 U5 1n) |
A ViSSP AT W PSN T ALy, JEH AN RR
AR, AR R I B, R ECEAT AT R A 2 1

| B#%ig% (8YoD) i



A% % (BYoD) |
B s=zrwesis

cBETR (MNTHR) - MoT W RfERIBA T OB RVR T ESEE . Ra AR
T R E PRI A TN R . R MnT 5 0bs,  AER) MnT 5 20 A 3058k 3 MnT

\\\\\
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wEINPHEFHEE
YEFE T4 (Work Centers)> BYOD > & E (Settings) > 5 T ;891 & (Employee Registered
Devices) Bi &I (Administration) > & &1 &2 (Device Portal Management) > i& & (Settings).
AT LG BYOD [/ fil My Devices |1/ e B BA ML E -
« R TiEARRYI% % (EmployeeRegistered Devices): 7E4% R TIR# A (Restrict employeesto) i A
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* BYOD [1F (BYOD Portals): i 61 T GEfS A FH AL K 77 R Sh e A Nk % .

* ZAiHiABLIT A (Client Provisioning Portals): sl i1 T 7L e 4 b F 8o 2 vl AR, H
SRA A A B o

* MDM |1/ (MDM Portals): il 51 TREUSAESNEL Bt %45 B (MDM) R4 Sl B g4 .
* JEYIREITP (My Devices Portals): i 51 THEWS TS INAENN AN B, B8 ASCREA G K7
RSN A B, SR)e A B L % .

i R ISE, ] LA7E R ISE IRSS 4% EARE 2wk 1), AR — e BT . BRIA
1P R AT PRAE SRR, AT DB ] (B (Administration) > % #1171 P &1 (Device
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2, I ALE T p A TR G B M B redirected URL BR TS #i8HE, ARG 1M A Enter .
W, L TERERR > AR R T HAI3CH Microsoft Edge 93 3¢ Microsoft Edge 94 i1 5T
g L8 > REXH (Keepfile) .

W& H Google Chrome 93 X Google Chrome 95 124 Web i #52K 2% Network Setup Assistant
(NSA) F1 AnyConnect [n]F, 1 siihi NG AT R E (Keep) ik, DMELERS FORE I3 NSA
F1 AnyConnect X144,

)

R o YU BN R 25 V) ) S HLEE (NAM) 18I, ANSCRF BYOD it .

o G RAE ) Android E44HTH BYOD ke, 16 FH2E] Android 11 B{#E WLAN FCEH A “T 1%
SSID” (Broadcast SSID) #£1i .
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TR LU AN 44 16 MAC HiibAs InFI 7 BB 5 6% . 9 0 A IR B & T T P s i s 1, S8
B} ISE ¥ & #1E A RegisteredDevices i & 473 41 1) %G1 INE] “ 437 (Endpoints) & 1 (1
(Administration) > {5 A #L1% (Context Visibility) > £&if (Endpoints)) , BRAFEA] Lt/ i s
S e G2 o B [F) SR} ISE A AT oA 28 sty — FEREAT 047, I H 58 e il A A NI
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M BB (My Devices Portal) |17 I — G B LIPS MAC HBhERF, 0B e
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BYOD #RE A AR ZS IR

M R B A 45 15, DeviceRegistr ationStatus A1 BY ODRegistr ation J& 1443 43 7l 58 50 K SE A
(Not Registered) f175 (No). 1H/2&, Ui CAER T A HFERMEIERTIZ T E) “UiEk
HEM” (Guest Device Registration) & VM &, IXECEPELRFFAA, [KhIX4E BYOD J& 11X
1653 T A E M R A A
Joie i TAEHI BYOD |1 i 2 JR I B4 TP e L%, AATT mT DA By 60 4% 11 P 8 B 26 3
o
FEXERR

BRI AT, 518 1L

BYOD 3 & X FAR TSI
AN NI BYOD B iR LR DR 25 mms AT AN
o B I XL SSID: ¥ #. SSID I, AUFE L TRECAT RN 2% U Il R4 FH [R]— Jo 2 A< b X 4 o9 2%
(WLAN). 7EXUSSID #BEH, HMASSID. —AMHBRBICHIARL, 59— Mgt Mg .
* Windows. MacOS. i0S 8% Android ¥ £: oW &R UNA], AHhiE K 77 FURE T U i AR ALL .
B SRR AN NG B3 T E 7 2 BYOD [/ DUfA He v 4505 Bl o IR R DR 4 45 28 2 1y
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RITEEZE W%
1. JURLISE M A W] Active Directory BH A28 ] B A7 fif OGS 53 T I FEUEIEAT 5 B UE I S 16 4%
B

2. BHRWEEMEBYOD 1), BAKIMAC 7B IR S, H 2wl LGN & & FR A .
3. DEEAHIERTT (MacOS. Windows. i0S. Android) , {H & A T BRI 15 4% 170 S«

* MacOS 1 Windows 1% #%: 2 L€ BYOD ']/ H i 4 (Register) DL #0231 5Kk 7
fici) e (MR EBED , Mo S aSieE R HRAHET (s , 13T EAP-TLS
WE S I0AE . MUK PR A 13 4% 11 MAC HuhbR B T H P 44 .

M MacOS 10.15 FF-4fi, H P a2 soir Rk k7 AR 5 (SPW). HH 7 s Lo R —N
H, BESRABAT fe i eldb 46 R ISE RS 2% R .

ER O WRCEBICIE T8 Windows WAy, BRAFIZE & 1A HAL
PR o RIGIESE T 5 8 P A BB, WU 2 SR X 52 (GPO) RHIE A5 HE
ERH s, AR BYOD Ji.

* i0S B : SR} ISE SKIE RSS2 1 Apple 1) 10S 25 NI HE M 10S e A IR B B 3
P, i

s MURHIIES CUnCRECED HAT 10S B4 1) MAC Ml 3 TR H - 44 .
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« ol ] EAP-TLS #E17 802.1X B 56U A Wi-Fi ik e & S0t e L & L
BERANITC B SO, DURPT R (OTA) A5 .

AXAEREGH SR b Wi-Fi 26 I, 16 B #R M 45 2 5801 /3 F (Enableif Target Network isHidden)
HIEME. BN, ANHER L i0S B4 N Wi-Fi PIZSHCE, JUHEAEH SSID it (FEiXFf
LT, BOHAERAE A R —A Wi-Fi 45k SSID)

~Androidix% SR ISE 2 #7851 5 531 T Google Play 7 )i T %% M 45 ¥ & Bh# (NSA). %
SN G, AR LT IF NSA JEEEN IR E M S, 1% S48 i sk O Bl R 10 B s A
() AR AT

4. TEH P e B S, JUERHSE S R EFRAE M (CoA). X433 MacOS. Windows 1 Android
Wt FPTERL R 22 4 802.1X M4, Xf T-#1 SSID, i0S B4 Bahi4%; Hi2x X SSID,
S5 4E7R 10S H T3l H8 i 4% .

o IS EAE AR J7 10 BYOD ¥it. A1 XTFEAIE ., WS R ISE #:[X S0k .

Y
IR AR H MAC BENLE

B QR I E RS SCHFIY,  Android 10 #8434 BBEAL MAC Hidik, BRI 508 BRI, A
LA & S R BYOD is_Registered 1 MAC in_SAN 441, BYOD ¥%ifiA At Android %)™ Ui
BeAAEH -

BYOD SiE4&imE 14
2 i J& 'k BYODRegistration [{RZS7E BYOD it [H] 52 Bk U ARAS
* K% (Unknown): %&£ ARIE LT BYOD i
« g2 (Yes): W&t BYOD i, JfCid M.
* 77 (No): W Clilfiid BYOD i, {HARVM . IXERA B Ok .

REEMRSL B
#uii J& P DeviceRegistrationStatus 120k A5 7E ¥ & 33 I 1] 58 250k DLURIR A .

o O (Registered): %4 il BYOD i, JF H O M. @ N FRRALHLIR S 3E 0h S RS
2 84 20 ST IEiR o

o FRALFE (Pending): W4 Ol BYOD i, Jf HOEM. HiE, ERHSE MAREMS FERIE

« Ky (Not Registered): ¥ #% A BYOD it A3/ (Not Registered) #&
DeviceRegistrationStatus J& P (1 2R IR A

* Weits (Stolen): A G IRARAETT, IPRA AT SRS I BERARIC A “HiHs” (Stolen). X 2xAE
LAUR 5L R A

B &%%% (BYOD) |
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| &#ig%& (BYOD)
mal R TEmer e [

o IR VA T Y RO UE P ANAC B SCAEBOE K, WJSRE ISE - I Re 2 e (E15,  IFR
BRI MAC ko fids 40 28 im S 2l o %80 3% AN EAT P 285 AR

o WS el RO B OO R B, WUER} ISE 23 15 £ 70 e 1) B4 44 o 28 iy
S0 AR EAT MU AR, BRARE I IIE SLE ARG . #illr, |F Endpoint
Identity Group isBlacklist AND BYOD _is Registered THEN DenyAccess.

B R BAT REE AR 2 AN A% 1 4507 ) IR, AR BN E 15 .
R PR g, WPARAS SR RN (Not Registered) . FH -~ b ZiiH BR iz e 2%, 2R
JE BRI XA BhiEuE IR

o K (Lost): H P sk “IRIMVR” T/, IR 40T CBOE & brid b 22k (Lost), M3
DL R 54

* WAL R S 2 .

o PRTC 2B A IOAE AN Y

* WSR2k (Lost)

* BYODRegistration]R 25 #1475 (No).

R ARG AR ISP 1 A&, A5 W) 25 R IR e & 15 LA I 286 17 i) AR o 85 m] LA R D v
1 FH 22 42 % 5 473 41 5% endpoint: BYODRegistration J& . 11, 1F Endpoint Identity Group is
Blacklist AND EndPoints:BYODRegistrationsEqualsNo THEN BYOD. &1 SRS 4 ()7 i), i

1] LK Networ kAccess: EAPAuthenticationMethod Equals PEAP or EAP-TLSor EAP-FAST”
Internal User: | dentityGroup Equals <<group>> 73 i #FL U 11 IF #545

BR& 53 TIEMBI T N IRERIE =

AILASRVE 5 VRN 1 22 100 64N N8B . ol 01 CH TR KB T e, b & 4 nl e 3
FEFTA T _EVE R s R B K .

HIE1 P BB (Administration) > & & 7FR &2 (Device Portal Management) > & & (Settings) > R T;ERIIR &
(Employee Registered Devices).

FIE2 IR TRHIA (Restrict employeesto) F A G Tl VEM ) K i Hoit . BRIATE DL, BEIE AN 5 5B
PR3 miili Save. WURAAGRAENS BEEBEAT LT TEHr, 5 aiili Reset AWK N LR ERAF I -

A Y < > A : A \n
SFHERARMIE KT MRS
AT LAG AR I 33 SR 7 0 B SO SRR R ISE 48 RO AN BEs% o IR 55 T IR SRAR G
WRPHCESCAE,  JURE ISE SO a EE103E SR 5 1) ok e B (K9S AN BE#8 AT ) 4%
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T E RN AN BT R SR, ARGt AEh 51 IS aE M A R IC B . AR R 3%
Ja s TR BB 11 B B

ARHIE KT IFRRIER SR

DL AR RGeS A iR 5K 7
* Android (Amazon Kindle 1 B&N Nook Fg4H)
* Mac OS G&EH T Apple Mac 11541
* Apple i0S %% (Apple iPod. iPhone F/1 iPad)

* Microsoft Windows 7 F11 8 (RT &4l . Vista £l 10

AFRIEAFEREES IR EMRITANEE

A F 75 BRI AR IE AU 22T 1) 1Y B En) LA AN A 4. A Ll BYOD [ =450 B AT B IR
FERT DI A HiE Sk 7 (Al T Windows. MacOS. i0S Fl Android ¥ 45) ik 5 HRER M4,

FHiaZ |l
TR B AN 1 335 K 7 C B S

$£I1 %t HEIFG (Guest Access) > HEITF (Guest Portals).
PR 2 GEPRIEAY B ACVE 5L T T A M SR i A N e Ol SR AR Ui % 11 ), ARJ5 Al Edits
$IE3 N RIT AR E (Portal Behavior and Flow Settings) £+ .

$1% 4 (£ BYOD®E (BYOD Settings) I, % f£iF R TAEMLE E{ER N AI&E (Allow employeesto use per sonal devices
on the network) 5 IEHE.

]S pRTE (Save).

IR FE %3 BYOD ;4172289 URL

AT DR PSR, LA BYOD 17 AN 0 #5388 31l 7L 5% 1 S FrE i B b

$IE1 EF BB (Administration) > & &7 EIE (Device Portal Management) > % & (Settings) > Eif URL (Retry
URL).

B2 /EEIRHE URL (Retry URL for onboarding) 7B, g A TR 4 B ) 52 R ISE ) URL.

MBS AETE LR P IS B ) RN, e S B FHE B TN . BRI, SRR AR H N T URL 20K 15 4% 755 In)
P EEHSE CEHHEsEGEER) o BOAMEN 1.1.1.1.

$IE3 i Save.
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gareEes

U SREANAELRAE RS B EREAT AT B8, 75 Al Reset DAYKE N B IRORAF 1R

\rl_ A} 3 [ =
BEITPREEFRS
T LI RN DT B BN, B &8 S . ST, 1 AR

ISE &AL HABTEANE o ARG AAREATEOA B, W GIEEHT 1) sl AT T 1 R a2 7 22
MR Z A BAMFEBCERTTT, WATELE R,

FERVERT 1) G BRI T e, L AERBUE AT o SBUERITT e, S B AT BT )i 452
P B B S 2 S B A

AN BRI T I BT
AR E PR T, TLRA 005G N Bk 5 JLSCIBR AT AR S5 AS M A0 I AN P ASUE B S, e A

A SEAR T

A LT 68 S B A R BE#6 11 AH SR 55 G (K1

F% BERZATRA BYOD [ ] ERimiAE] [MDM ] A FANREIIRA
]

JA H R RS | L IE DI DI DI DI

, 510 T

FUE A mE | A WA WA WA WA

wWEITF, 3

10 10

AN G | AN A IR AN I NI AN I NI AN I NI WA

P, LI

B GG | A IR AN S AT AN S AT AN S AT WA

5, 11T

B A | AN IR IR AT LA WA WA

M, FH127

G AR | LHE ANEH ANEH ANEH ANEH

J1

7 BYOD [] | ANi&EH] IR AiEH AN AN

o, 814 10

B | AN AiEH WA ANiEH ANiEH

BCr1p, 5516

Py
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A% % (BYoD) |
B =rsmns

F% BEZHBERA BYOD [ ] ZFigiAE] |MDM A FAERFEIIA
=

fgd MDM [] | A& ANiEH ANiEH DA A&

P, 17 L

Gl & | AEH ANIEH ANIEH ANEH DA

17, 5518

I

G PR E | AN DA DA DA AN I NI

X, #19

Py

e L] | ik Al ik Al ik Al ik Al ik

Fr, 21

& R R B Bl 55

N T SRR IREISE s 217 Web 17, 2048 B4 117 79 BB T -SRI 55 o

FHIE1 RKIGEFEIR (Administration) > &4t (System) > #Z (Deployment).

P2 w1 RUF R Edit.

$1R3 EEMIZE (General Settings) I+ ~, &1 5REEARS (Policy Service) HikHE.
$E 4 b BASIERS (Enable Session Services) B EHE.

LIS ATHRTF (Save).

BB R INENL & ITH

RS AT FHBRVGIE TS, T LA In— M 80E D, IR A REEREBAS . T R4
J1 Web 17 (R IATE P 414555 0 BRIATT PHEF 4R (Default Portal Certificate Group).

HIE1 P BIB (Administration) > &4t (System) > iEH (Certificates) > REEIEF (System Certificates).

B2 NIN— N RGAE T IR L AR S A S TP E A ARZE .
FEO SRR ) A, R A bR A ]

$IR3 P BB (Administration) > % & TP &R (Device Portal Management) > ({EZ=(7F) > 6lli#E(4548 (Createor
Edit) > I'TFI& & (Portal Settings).

HIE 4 N IE 155 Certificate Group Tag 47412 H ik 845 52 HOE P ALARZS
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msmanE i

\)

iR * BYOD ASCHpld =AM UE-B e k.
* /£ BYOD Bl RG0S BE& MUK PIKIE S o

B SNER B0 iIR

JUARLISE Aets 54N S5 (140 Active Directory. LDAP. RADIUS 4 AT RSA SecurlD JIk 2% #%)
B, DRI TS0 B e R B 7 5 R e AN S 0I5 A 5P 7 358 T3 15 14 B 3 B0 F T 75 11
UE D 5 473 B0 AF P S A

HIE1 Lk ZIB (Administration) > B4 (Identity Management) > 5MEB&44i& (External | dentity Sources).
W2 ERLL MR —:
« EPEEP B4 I8 IERC B X4 (Certificate Authentication Profile) AT TE 15 ()5 4 56 3iF .
* % Active Directory 1F #5435 1%EF2: 3] Active Directory. 4 R Z1EAI{E K, 5S4 Active Directory
FHAESN S 43 )5
* ¢ LDAP LIS N LDAP S0, HXEZHEAMER, S HLDAP,
* k£ RADIUS £ 1% (RADIUS Token) LA I RADIUS &Ik 45 4% . A SHE 214115 B, 152 HRADIUS 44
S5
* 14% RSA SecurID LLZS N RSA SecurlD JIR454% . A1 REZIFAMEE, HZMRSA S 3k

tIEF 0 IRFT

FHIGZ Al
TR AT BB ISE HPRCE T 4N S Ui«
BHATLL MESS, USSP D AR S PO

LRV H P I A WebAuth BEAT S O350, 00250 [m) N Vs 25 1717 540y B0 ik Y5R35
A, AEEATEE AR B A7k D

HIE1 % B (Administration) > B &2 (Identity Management) > H#iE% (Identity Source Sequences) > 7/
(Add).

F2 BANS TSI FR. I n] LU 0] 3 15 B

wIE3 ik Select Certificate Authentication Profile 521G HE I 4 & Tk 5 11 5 47 30 UE B BEUE 15 5 47 30 UF I & S0 AF
PR 4 (EIRETF (Selected List) 7Bt Mk B8 A5 B AL HEAE B 4005 41 v 1 508 /e o

PIBS EIREFIFR (Selected List) B HH IR B E FE MUY, W3k %575 22 SR ISE 4 2 £l FE i it
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A% % (BYoD) |
B oezssna

SIB6 41 ICVEVS 0 Tk G4 EVEAT B IGAIE, S SRIERERTIR X RN .
BB RIES R EMBEFRE “AuthenticationStatus” EBIHIEEH “ProcessError”
s BRARPMAKRKE, ARSERFIHHT—NE

LEALPEIE SRS, BRSE S MR 5 RiX I G . fifr “2E 43R (Selected list) F- BT 41 H A & 4335 )
G 2 4 75 B2 R} ISE 48 5 AU (IR o

PR xiih Submit G5 LURY A8 S A A B U 4

B E & in 5 4H

JORHISE H He B A LI 28 Skl o3 A AH N 1R 240 S 2o B RHISEHIAT 35 T4 SR G0 SN 23 5 3 41
1530 22 B 47348 (Endpoint I dentity Groups) & 6 gt 57 2 2 B 4. 1881 LAg 48 o o 15 26
SR LI S 2 . REGn R R Z0E SN2 v B O 4L KB W] o oy 4 SO BROX LR 20 1) 44 7K o

FIE1 %+ B (Administration) > 54 &E (Identity Management) > 4B (Groups) > #5448 (Endpoint | dentity
Groups).

P2 pdiim.

HIE3 QI 2 G AN BIR G220 G AN 2P a5 258D

IR 4 TG ) 2 S A A N AR

HIS il Parent Group FHIFIER, BRI E 5 H O 1 i B 473 2 DI 1) 28 ity S 4y 4.

PE6 SRR (Submit).

‘REEZER
HBRFSE 2t — AL, BRI NEERL ISE BHIEF 2R )3 S mli il 175 1 23 B V5 ) 88 1 2
G TN =
AR EG AT I E LA B E XTI B BEAE S ARSI B4 8], AR
SIS R ERAT T

FiaZ |l
B ORI B A & el 7 A i e e

I P BB (Administration) > % & 1F &3 (Device Portal Management) > £ 87 A (Blacklist Portal) > 4%%8
(Edit).

FI2 {EITR AR (Portal Name) Hr2ftmE—{1] ) 445K, JF{EIERA (Description) FRER AL ]/ il .
TR IS ML AL AT I IR 11 A FR AR T HAb S P T
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miazzzin

P$IB3 B S H (Language File) FHralzerh, SEFRFTHT IHAE LME S H e SN E S 1] — A H 05 5 S0tk
HIE 4 ST AR URL 8582 LAFTIT BoRIET T 7 URL 00 SO B bR o DAZ0FT T AT SREm AR S5 1 S IR 25749 25 (PSN).
T L AE SRS AR SS, ) PSN AN SR B R B[]

FR R AT HEE RADIUS 21, RGOk iR E 2 FTa 1T ST P iife . BYOD R 7 b i e 2 B vk
T RADIUS 25151011 (7l o lhn,  H5E [ 344 URL IS ANEE ] . WA 2> PSN, R} ISE £ ik$%
H—AMEE) PSN.

FERS EITTTRRE (Portal Settings). S8 . UEBAbREE . 2 SRS MIERINL, AR5 € SOE M 884K 14T

Ao

* HTTPS %O (HTTPSPort): %A\ 8000 & 8999 2 [l f¥j%i IME ;s XTI BN, BRIMEY 8443 (AR
FTPBRA, oo FHE R 8444) o WS O F by BRI A 1o FHESEAT T4, WIHE B U B 11 2 i 25 1A i £
BCE . WA 1, R R DAy B PR

WER Vi T R ARY R (Bl B O T IR I, ARG BRI S

AERR 22 A PP RN, 20 SR C 1 3B A8 8905 A1 8909 i o 1IN, el HIZM L4 V7 %% 1717 FAH 7] ity
Ho

SYBCS Al — HTTPS i 11417 Al DU [R]— Ik DIOK e Ve R 1o SR AT P A T 1) g 1R 141 41
B WA I R —UE B bR . .

AT SRS LRI D -
* RAENITF: Hill 8443, #1100, UFHFs% A TR BT ol 8443, #2110, UFH4 A.
s RN B 8443, 42110, L4 A IR BT il 8445, #1110, kB4 B.
« KA digll 8444, H:111, UE-P04L A FUBLZHT7: bl 8444, 110, E141B.

o A G F:
o R NI/ ¥ 8443, #:0 0, WAL A FFR T 8443, #1100, iF1541 B.
o RANTTF: U0 8444, 110, WEPFRZE A FIEALZA A, W0 8444, %1710, B4 A,

AR BRAMIEBCAUIRRS BN 0, LR RAENERE. EnTLIZETTPIgE (Portal Settings) A L & 2 11
0, WATLMHEH CLI fiv4 ip host #4144 5k FQDN LS 8211 0 (19 1P sl

« RSO (Allowed interfaces): %+ PAN n] HISRIZAT1 1 #) PSN #: 1. 24 PAN KZEHF A 117 B R,
PAN x4k PSN i H sevfrun 1. S8A 20 FHASIA] 70 _Eff TP Mk fic ' LUK 2 1

IXLCH: VA ZAE T PSN _E#nT A48 E R SRS I 45 95T VM [ PSN. - BT JL A ] PSN #f5n] B T-7E
Vi ETFL e ), Rk gt .

o DK R 258 FIAS [R5 W9 L) TP ik

o TRULAE R TR 1 I ZAE T AT PSN BRI AT, B0 45 S R 55 4T JT I3 T ESUBLA PSN. - |1 AP AR AT PSN
AT TAET R SRR EE [, I ESR L.

o TV R 3 2 R4 HAE I35 A4 Rl b 2 11 TP Stk

| B#%ig% (8YoD) i
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B oszevonie

« 76 B ISE CLI L & ip host x.x.x. X yyy.domain.com LU¥ i Bh 2 0 TP Hudil syt 3] FQDN, T UCiciE
AL 2 42 Bk /2% HAE FH 38

« IEBLAFRE (Certificate Group tag): JEI—MIEP4IFR%E, FEEZH 11710 HTTPS & FHE .
* BNIEE
s FEANEIEXIEIRE (Use Browser Locale): i FH 7% 7 i Xl W 2% 1 X 3 v B b b s s 5 VE 0 11 1R 42
NS o W SR ISE AN SCREN M gs X g B 0iES, WAATHEIRIES (Fallback Language) 1E kG5 1]
Fo
*+ ERIEE (Fallback Language): &5 Joi2: A B 25 DX 3 5 B SR IGE 75 BUDRE ISE AN SCHRe) W28 DX 3 1
HIEEAEHRES.
« SRERER (AlwaysUse): AT B RIES . ka8 3 A PN 5528 X8 (User Browser Locale)
I

I8 6 7t Portal Page Customization T KH1, H & XAEARBZALII 124 BRI 254 15 1) AR I 2 2R AE 117 w16 0T T A
B B SCAR
$£ 7 AHRTE (Save), K5 il EH] (Close).

£)Z BYOD [ ]
AR H AT % (BYOD) 177, Al 53 TREME M A N &, DUE AT LE 47 i) X 4% 2 /T 58 B
WA SR Ty i
A LLAESH BYOD 1]/, Al UZmEa ZHIELA BYOD 117 . &a] LLERAFEfT BYOD 1]/,
F5 I8 ISE $R4E BRI .

AT PATAFRIEE (Portal Behavior and Flow Settings) #35 & N TP FATIEIEE (Portal &
Page Settings) T EAT ] 30 58 25 I WeAE v 25 11 AR B b ) BB iR o G 24808 AN

(1t 32 4%15 B (Support Information) % H) , WRZE L4 BonERfE T, 3 H A THAETT bk
K% UM o 28 A Ak SN R

FHIaZ Al
PR BA BB T 011 B B A e 15 AN 28 B 4 4L

FIE1 %P BB (Administration) > & JA & (Device Portal Management) > BYOD > €| (Create).
P2 fE 1P AFR (Portal Name) H & 4LHE— 1117 445K, JFAELRR (Description) HE2 4L/ 5]
T ORISR SR AT T ) 1T P A8 RR A TATRAT HAb s T P T TP
FI3 (LS X (Language File) FHragery, e M AE LLE G sl N 1] — Al T I 5 50T
HIE 4 LT PITAF0IRE (Portal Behavior and Flow Settings) 37

Il =#i%#% (BYOD)
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eizevoni1a [

LS EIFITFIRE (Portal Settings). S8 1 UEAIARSE . Zoum SO 415 BRI, AR5 e SUE T 84K 11 7 19AT

$IE6 JE )T X5 B TUEIE S (Support I nformation PageSettings). 5 5T A2 (1) 45 )6 L FHS B 53 T34 m] g IR 2% oo
T8 9 28415 v e A T AR B A

BT TR EEEX (Portal Page Customization) M. [ iR s) 2|5 HE B E X (Page Customizations) X4, LA
HoE LA TP o o 3l s 2S5 5rh SUE (Pages) T 41 HE (A VR 30, 8% H e ST & H .

* BYOD #*ill (BYOD Welcome):

* FERFAE (Device Configuration Required): il A\ 4 ¥4 15 {XHE 1) 2 BYOD [/ 55 Sk - i i i
IVETN IR

« IEBEZEF# (Certificate Needs Renewal): iy A\ 24 7 B2 537 20 B UE1S I B o i A 2%
* BYOD & %152 (BYOD Device Information):
BB K EE (Maximum Devices Reached): #ir A\ 241k £1) 51 TR M 1R 8 46 1) S R B Sl IS BV b 7R 7 Y

?

E/IR&1EE (Required Device Information): %A\ 2415 K 7 B 1 W &5 B LME G2 T BEBE 1L 158 4 I
NI

Sl

* BYOD %% (BYOD Installation):
* RER% (Desktop Installation): 4t A\ 45 {1k 5L 1H T A 1) 2225 N Y. R i P 25
« iIOS %% (i0S|Installation): Hi A\ 43t i0S £ 50 B 45 1K 2 25 UL W I I R (1 N 25

* Android %% (Android Installation): i\ 4#EHE Android 7% 50 2% 1 225 Uk BH B R 57 1) Y

o

* BYOD A{If1 (BYOD Success):
* BTN (Success): T\ Yo AL E I B 52 21 I 4 1 I 27 il 2%
* B FENEEA (Success: Manual Instructions): i A\ 45 £ Fe & D I H. 53 106 200 T By 452 21 1 245 1

SR
s B A2 XHEEYIEE (Success: Unsupported Device): it A\ 24 O 1FAN 52 S 4 IR 15 4% 3242 3] W 2% I I B /s
IR EA

$IE8 1l RTE (Save), ARJh i <M (Close).

T—% Mt 4
RIS T T A BT 1) o FERS T R AT B, T OO T 3547 A 5 o

| B#%ig% (8YoD) i
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Bl E FimiElc] A

FTUASRAE AN P S EC T D, A 5% ) UR 28R AnyConnect 3 22 4 VAl 21 1F BUEFE NAC AR
B, A BB AE SOV A5 IR W0 48 2 6 UE e 6 1) 28 0 22 A VP A 5 R

f& AT LLEIE BT Client Provisioning [ 177, W] LAZwal & IAT Client Provisioning 117 . 7] LUMAT:
& Client Provisioning 1/, 4R ISE $2 4L BIA T

X REE VT IR 1P o8 A A BGE B HARH 7, IEECE “UEIEECT T (Certificate Provisioning
Portal) %' . ML&E O SHEKA . BI2 (Adminigtration) > i& &R &2 (Device Portal
Management) > % F1if AR (Client Provisioning) > 4348 (Edit) > I 7 h it #21% & (Portal Behavior
and Flow Settings) > [T & (Portal Settings). i (RIS IIETT A (Authentication Method)
TR 2 1 S IR S 81, JF HAEEC B R A4 (ConfigureAuthorized Groups) ~iE#EH] /7 41,
J& T P B P AL BT R R LA I T, 9F Boar BUAR R CREFS .

AEITPATAFRIZE (Portal Behavior and Flow Settings) ¥ 3+ Fxf 1A FITIEIZE (Portal &
Page Settings) I ¢ A i 55 5 A 25 e WA a5 11 iR B rp i IR B A A o G R A8 FH 21 o

(BN 32355 B (Support Information) % 1) , WHZE 4 Bonfedifet, 3F FLA TRtk
K Z I . A T Ak S R o

FHIEZ Al
BAOR 00 ET ] I P i RO 5 A0 ) i e P SRS

HIE1 P IR (Administration) > & & TP &3 (Device Portal Management) > & P A EL (Client Provisioning) > ¢l

(Create).

IR 2 EITPZFR (Portal Name) HH$EfEmE—1)1 1 48K, JETERRR (Description) HH4E AL ] i o

LRI 445K

PR3 HIBE XM (Language File) FHiaZer, GE£ET 75 M EAFE LUME S H Bl NZE S 1T P — & A s 5 S0
$E 4 ST PITAF0IRE (Portal Behavior and Flow Settings) 263 .
HIBS IR E (Portal Settings). HHm . FEB4IARE . & SRS BRNE, ARG & SGE T 4K AT

Mo

FER6 RITHFER

TUHE & & (Support | nformation Page Settings). g7 ALK (145 5 CAFS B 53 T HE Ak n] (1 i 28 vh 0

TS R % U e i R AT R AR 4 IR
ST SR TE B E X (Portal Page Customization) &3+ . 1) Ni&zh 2|5 H B E X (Page Customizations) [X 1k, LA
HE SCPA R T 6 e i s 2 S b TUE (Pages) B 41 H IOAT A B0, %8 A5 LI T T & 11

« ZRiRABLIT A (Client Provisioning Portals):
* REKIE (Agent Unknown): T A AR HEA KNI B 2 7R 1R P 2%

- HE. FFHFNE M (Checking, Scanningand Compliant): % A\ 24 25 22 PP A CHL & e s h IF HAG 2
FAR IR B £ 2 A5 28 0 22 A VP Ak SRS B W 7 1) P 25

* & # (Non-compliant): i A 4 23y 22 4 VPAL AR 52 B AT 28 22 A PP BRI N Z 7 ) A 2

- ZPimiAE (KiLENKIE ) (Client Provisioning [Agent Not Found]):

Il =#i%#% (BYOD)
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aizmom e

* RIKEKER (Agent Not Found): i A\ 75 B A ARSI 3] £ 3 22 4 DAl A QLIRS Y. S 735 1) A 266 o

* FEIREAA (Manual Installation Instructions): it A\ i A 2¢ %% Java 8L Active X FA: I Y {2 7 1)
P, Ui RT3 ORI %2 25 2 0 22 4 A AR

« 245, Jt JavalActiveX (Install, No Java/ActiveX): #i N\ ik 7% LA 2244 Java 5 Active X BRI MY i /s 1)
WA, BTN N 2% Java HiifF

* ERENIE (Agent Installed): i A AL B w EAGIN B i 2 4 VP A A QBRI WY S B0 N 7%, Bl W Q] g B 2%
i 2 A VPAS A QR AR 25 e A2 15 19 15 B0 22 A DPA 285K

LB 8 HiiRTF (Save), AR5 H.idixH (Close).

T—5 Mt 4
TSI T ) P RACA BT o AEX T P R BT S, ST AXHT T BT B e Lo
HxEH

R

g SCR&TTR, 21 3L

£1)3Z MDM [

T LR SR 5 45 B (MDM) 1), DU O3 T REAS 7 B R T AR FE 24 W) M & EATE T (K 30 ¥
o

WAEITPITAFRIEE (Portal Behavior and Flow Settings) ¥ 35 K F % TP FITIEIEE (Portal &
Page Settings) I 64 ] 50 e A 25 e WeAr e e 11 P i A B b g DB AR o S 2R A8 8 2

(3415 B (Support Information) % H) , WL L4 BonERfeT, 3 H A THAETT ik
K% U o A E Ak AR IR

FHIaZ Al
B DR SE FAT G B T 361 B B UE S A0 3 5 2L

H£IE1 %P B (Administration) > & &1 &I (Device Portal Management) > #5711 &2 32 (Mobile Device
Management) > | i . #wiEsK &l (Create, Edit or Duplicate).

PIR2 (TP &R (Portal Name) HrfibmE—¢ 1 48K, JF{Ei AR (Description) HE& 4L T/ Hil] .
TR IS AE LA I R 1) 2 AR AR AT A P T T
PR3 EIBSE XM (Language File) Nz, LRI HHAE DUE S B NZES 1) — &4 1015 5 50
HE4 T PIT A E (Portal Behavior and Flow Settings) ¥ 55F .
S JEIFITFIEE (Portal Settings). HH L. UEIAIPRSE . i S LS MIBIAME, AR5 @ SGER TR T 1)
174
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A% % (BYoD) |

B oennssnes

EIFMDM A # R T#HINgEEIEIRE (Employee Mobile Device Management Settings). i ] #2441 FH - ic & 26
—7J7 MDM 4R Bz, SRS MDM 17 52 X5 T2 SREAT A o
JEIT A3 E B TUEIR E (Support Information Page Settings). 5781 b Ab Bk (145 B LS B 51 T4 ALl (AR 25 o0
FH T8 9 288 5 i) ) g AT e B 1 4 IS o
mdiTATIE B E X (Portal Page Customization) £ o
H € SO & R R 7E MDM [ H &R X8 (Content Area) .5

« JC3%&$Ei® (Unreachable): A 4701k 17 irik MDM R ZE o i P9 2%

* "E# (Non-compliant): I A M IELEEM R & AT G MDM R ERI IR 7.

* BREE (Continue): 4t A\ A1 R AR I ) [ IR0 T S5 1 I 286 1) Yl 7 1 P9 265 o

« JEAR (Enroll): Hi N 24355 2 MDM AR JE 75 Z4E MDM &40 Fh e I S 7R iR P 2%

i RTF (Save), AJn ik (Close).

T—F 4

TR IR T 1 HRA BEAL T o AEXT T BT S, SEHT LU T 34T HE e RS
B LA 2

© BRIEPAS IR BE AT, 510 5T
o QU Gl 512 0T

o QUSRS E SO, 3519 1T

« AT, 21 T

BIERRIREITF

T DRI e 11, DMIE S CRES IS IR LA N s, 1K e AN SCRpA b Sk 7 LG
AT Axfi e (BYOD) [T/ BEATER . ARJ5, ] DU TR A 11 48 B A FIE— 11 n
HIBTAT Ve o

fsn] CLBEH BB A& T 1, ] DAgm el B LA BT S8 nT LU BRAT AT B 8 45 1)

. AR EESE SR BN

AETTPITAFIRIRE (Portal Behavior and Flow Settings) 1 N1 AFITTEIZE (Portal &

Page Settings) T FIAT i 58 50 23 S AT v 25 11 R B P ) BB AR e o G S48 FH 3N 1 1
(BN 32355 B (Support Information) % 1), WHZ A 1 2s Bonedifed, JF B TRBAE ]/ dhik

AT AE % 20 SEA G R o

FHia Z |l
ORI A RCE M TR TR IE S . SNBSS OAEAE X S 1A i B 4 4

Il =#i%#% (BYOD)
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1 P &8 (Administration) > % &[] P &2 (Device Portal Management) > 3 B9i& & (My Devices) > Il (Create).

B2 {Ei TP AFR (Portal Name) H4EfiaE—1 11 2 #%, FFE1% AR (Description) W42 4T/~ 3607

PRI AE LA T P B R AR AT A e T 1P

PI®E3  {EIBS XM (Language File) FHzaZerd, SR MHR1E LUE 5 MBS N 1) P — i A6 FH 78 & S0

$®A TR ITATRIEE (Portal Behavior and Flow Settings) #£7i+ «

$E®S  JEIFITRIEE (Portal Settings) LU Hri 11. UEPAbREE . Lim G 0y 425 BRI, AR5 SGE T3 4K 117 (1)
1Tk

$IB6 JEIBRTEIESE (Login Page Settings) LL$5 & bt TAEIFEHIE kN o

$IB7  EIFAESERERY (AUP) TIHEIRE (Acceptable Use Policy [AUP] Page Settings) LAV Il & lif¥) AUP Gijii, JIf
e L B2 A BUORAT h .

$IE8 JEIBREHEIETEIZE (Post-Login Banner Page Settings) DAH£E 5 T8 s 2117 i 1) JL 38 40 HAb A5 8 .

$E9 BITRIEXNEHBIEE (Employee Change Password Settings) B A F 51 T8 e [ TS5 65 . ANAE 51 142 B H]
PR3 I, A4 P e I

$IE10 7F Portal Page Customization JEI R, H @ EMAIEHIFE P BoRERM BT P ILUFE R

< bR UEWT. AR FBCRIRHRR A

* SEIRHBANREHE R

$EN AR ET (Save), ARG ik (Close).

T—5Htta
S T PO, S R BT 15 X
X EH

Fs SR AT 8521 7

RIORA T, 54T

SR BT B 521 7

B BRI E &

BRI RS 0 R 2% U7 1] (14 9 2% F S IE SO AR AR

FHIEZ Al
LIS RIETT P, ARG A BEXT AT AL o

TR N1 BEE R R B A
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PER2 R E ST A ARSI o

B Z B E X

B 1 BRI O SR B IR (B B S A

FF6 Z A
WERATEAL BT, GBI 17 LUK 1717 4 P55 S B0NE B S F R

T—F 4
TR AT BRI R, 8 Bt A B ASUE B A

Bl E F2 AL SR AR L

FERCEAE PN (Ui R A B 15 I SR A 1 L E ) URL, 36 %158
SR R o

url-redirect AR ] RASRILL M B, Hr:
ip:port: TP Huhik Al 5
PortallD: ME— i I 44 FK

X FRRUIE T
https:/ip: port/guestportal/gateway?session]D=Sessionld Value&portal=Portal I D&action=cwa&type=drw

X TR BB (MDM) [1)7:
https:/ip: port/mdmportal/gateway?sessionID=Sessionld Value&portal=Portal ID&action=mdm

HIE1 RIRIEFSERE (Policy) > ##4Y (Authorization) DAZERRME (Standard) 5Eig N 61 2305 H AN o

LUESYERE KR

AR T Oer ) IS B, RIT SRR, TR P o

FIB 2 XT&4 (Conditions), THEREE T 1 BAEM L S A, Fln, SHF#UiUiR 17, EPERIAR GuetEndpoints
iy B 4l; X MDM (1), EPEERIAY RegisteredDevices 23 £ 474 .

AR MGUIRT T SRR S R AEFI L CoA B, A0y “HUS iR ks “HEBIRAL CoA AL
i, %% Network Access:UseCase EQUALS Guest Flow FH A5 #4k U5 2 AU ) — AN IE 4 1F o

FIE3 X1 Permissions, THEFEEIEEIT] T BRBECE S

)

P

TEAE A T MAC 33 )~ U PR B AL & (441 RADIUS. Calling-Station-ID) Bf,  2AZ54§ H
Mac IE57F (40 Mac_equals) FFA[F MAC #2X.

B &%%% (BYOD) |
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arviggiln

BEXZ&EITF

ATLLE I FE SO A S O UT 63 BAR S 1) T Stz RO B R S T Ak A
SCHIPAMBA P (Ui%e s RO, ARG o0 BRI DU 61 T AR5 . A9 FE LT I vEan
&, THSH A XA Web [/,

%‘-EEE IIJ\\j]n E,J/\A %

0 TAE A A A5 £ (BYOD) BRI % 1 1 M e 45 1, ey i i £ 6 soh /s 75 %% (Endpoints) 471
e BUAR DA AT LI i I Ak 12 % T 1 e A 5 L P 2 TR DG BEG, 1511%4K@\%EE$HSE AET
P B, 450 TATH B SR, nlRe s 22 i Bh b AT 1Ak vl 21 (1 f i

TR LRI &

AT LU I %3 (Endpoints) 5126 % 1SR i0ITA A A (Portal User) BT H i 03 TV
o WRFTBEMEREEH P AMERE, XS FMEN. BAEL T, WFEBEAER, FitE
R AT IR H .

Iéﬂ]

$£IB1 %k B (Administration) > S48 (Identity Management) > 544 (Identities) > £ (Endpoints).
FIR2 1 Dashlet T, siiiZums| &4 LA HIIRE (Settings) Kb,
FE3 EPITR AR (Portal User)SZIEHEH TR AP (Portal User ) Ul el LLAE 2 3 41 26 Hh 2 7R IX 4645 R
$E4 1l Go (RIfE) .
PR SNddiEsF (Filter) THd%R, JFEFRIETIERS (Quick Filter).

WX 6 1i Portal User FBt A A RR, DU 7= 73 BU 45 1240 i€ F P 1 £ 3iig

[ F IR & ] iR AN & B 38

IR O HA 5 AN, JF e s U0 A 2 am Al A b ) B3 TR A R A
U AR 53 TSR IR ISE Bl e vh CAAE M 1

o IR A SCREAHTE R AT, WIRATEBGER BYOD [T AN #r . PEi AR dh iz i
TS 00 251 0 2 1)t ) A AT PR A A R

s INRZE AL MAC S IRUESEAT (MAB) Be%, WIFTEINL,  JUJ0AZ0 56 Al PR s £ IR AT AL .
&Y, R nr DT A B ST N e A i B s g, MBI A T DA “ 3R
W (My Devices ) |1/ IS I B4 o
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A% % (BYoD) |
B i asgsinsrmpmgsREELBSRE

MR &P RBRENEENIRBEX mEIEEH
LR T “IRIBEE” (My Devices) |1/ HIBR AT, FRG04 MG T R MR 441 2 Bk 4 45
{2 B A PR B AE DR} ISE o idis b 9 H2 7~ T-#%3% (Endpoints) 4113 L.

EATLAMN “ 28357 (Endpoints) & K AMMBR B % . % L S AN: B2 (Administration) >
BEIE (Identity Management) > 514 (Identities) > £&i% (Endpoints).

BR&I 53 TEMRIN NRERIEE

AP BLAVR TN 1 2 100 6 ARk Joie o THI TS ABC& T iy, s E A m] e
FEFTA TP EE M e KB Ko

S kP B2 (Adminigtration) > & &I TP &I (Device Portal Management) > & & (Settings) > R TiEAIIE &
(Employee Registered Devices).

T2 4G 5 TIRFIA (Restrict employeesto) Hf A 53 T MK K B 8okt . BRIVIEOL T, BLERE N 5 Gk .
PIR3 s Save. WERAAGRAEGS BEEBEAT AR B, 8 i Reset DMK EIRORAF K

Il 4 T B A0 A2 1] B F ST

MR IR BN & 1) P F0Z&im TE BN
SR ISE 2 8P aE T H L, Bl xR M HESEXm S EHERU AR S K
AN .
fsn] DA Fs i3 RIs AT IX SR

$IB1 kP #21E (Operations) > i & (Reports) > Rt (Reports).

HIB2 EHIFE (Guest) Bi&ixFI A A (Endpointsand Users) LA &%, Aole A& i AR S
HI 3 AL S ESE (Filters) Nup R RKEIR.

$IE 4 {F Time Range "k P AR ELAE 1 £ (1) i [l el

PIR5 AdIETT (Run).

HBREEFRINHELRE
HHIE B ZFFER (My Devices Login and Audit) #1 77 & EREE LU R A5 B — Fh s ik i
* B4 TfE My Devices [ 1/ FIE %65
* BTAE “IRMIBE” (My Devices) 1) FF AT (19 5 B AR K341

Il =#i%#% (BYOD)
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simwenis [

RS SN R 3R1E (Operations) > 3k & (Reports) > R &5 (Reports) > 5% (Guest) > FAYIZ
FEFFEH (My DevicesLogin and Audit).

EM R In R &

JE M £%un (Registered Endpoints) i A 3@ 4 5¢ HH O3 T R IT A Zm 15 B IS 07T #R4E
(Operations) > 3k & (Reports) > k& (Reports) > & imF1 A P (Endpoints and Users) > ;¥ A& s
(Registered Endpoints). ] LAt i€ &4 (Identity). #&im ID (Endpoint ID). £144H (Identity Group)-
255 B X4 (Endpoint Profile) 25 )& P IF 2L i 5

A A ) o4 i MR & (Registered Devices) 283 B 43 41 1) ¢ i (1 2 i B4l o o 3wl LIS 1T P R
P (Portal User) J& L3¢ E AR 28 10y 5 F 7 A R a5

JE AR (Registered Endpoints) 1 & $i A7 9 5 I 5] By iRy e P G o e A v T 1P e A 25
U EINI RIS
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HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



