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e |
. B & Cisco Secure Firewall Management Center LUE{E A % 4t A F 45 H14E FEFE 44 H 5 &% Z Cisco Secure Network Analytics

fic & Cisco Secure Firewall Management Center LU{E{F A & %% H 515 503E
THE=E4HE%1EZE Cisco Secure Network Analytics

NI A QT A BT 5 BB SRS ) UL rh s B by, DM AR 48 H R Bt 1 1
K% % Cisco Secure Network Analytics.
N

% Security Analytics and Logging (OnPrem) Data Store #1335 3 #5411 F 44

FiaZ |l

PR B B0 ) 7E Cisco Secure Firewall Management Center F1C & [n] 55K Ji R £ 771 =
1 H &1 3% &% 31 Cisco Secure Network Analytics.

PR HHHE DR,
a) PR HE (Sydog) > HEIZFIEE (Logging Setup) > £ HEIZRIZE (Basic Logging Settings).
b) % EnableLogging 5 ikHE.
P2 flE H &K EYE.
a) ¥F|ZRGEHE (Sydog) > HEIEFE B#r (Logging Destinations).
b) A + & BEICFEB#R (+ Add Logging Destination).
c) X T H&EIZF B (Logging Destionation), iiik## %4t HERSS 2 (Sysog Servers).
d) X THEHZE (Event Class), LR EMILIE (Filter on Severity).
e) JEFEARAT I HEE,
T3 EHEICRRE.

a) TR HE (Sydog) > 24t HEI%E (Sydog Settings) > & & (Facility).
b) X Ti&%& (Facility), iHILEHFEIAE = LOCAL4(20) (default = LOCAL4[20]).

FibE BP0 EFRIRMAREZSH

YR ZHOERFAITE OOE MBI I SR LUEFEAE & B0 A7 A WO 1

RAAEE EHEH L ERFEAAS TN EEHL R4 BRI, W3 Fhttps://www.cisco.com/c/
en/us/products/collateral/security/%20firesight-management-center/datasheet-c78-736775.html H fT ik

PUNIER R i e g, IFRAAFARAE A B L b, B AE T MR S R A7 R 2
e S
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asaigsis [

© BRI RIRKER AT
o LSOOI N R A
o BRSO E B R

WERANE B PO AR RSSO R A, AT DG H A 2RI Bl S 2 A7 oS 8], T
T U N T BT 1. BB A ST THE Bk .

UEBEE G Tt A LSBT e R T

FHIa Z Al

A

b= 2 S 95 2 VA1 7N 17 S8 e S W e i 1) T Ep 7 X

LEPAT IR Z 00, WA Cisco Secure Network Analytics W #% UL A7 AE B4R B 10 BTG (AL e 4404
Pl M, BATEBUEAAERN B RO SRR SR IL 2 Cisco Secure Network Analytics G
R A IR ) J FH L A2 50

UK

FTE AR EUE IR B L BRI e SO R S
PR VR IR AR ] o

* SEHIn) Security Analytics and Logging (OnPrem) & IX H 441 T 5, % 2 R4 (System) > H&12 3% (Logging)
> Security Analyticsand Logging, /i FH#E FMC L7 %E V=4 (Store Fewer Eventson FMC) 3£ 1.

- ¥ 3| R %5 (System) > BL & (Configuration) > #{#&FE (Database), k2% #E1#E & (Connection Database) ¥4
R G K B KIEESEHE (Maximum Connection Events) 1% & 5% (0).

R AT B A 0 DAMRALATAEL, AR T RIS SOE R F AT A BRI . IS E A SRR 2

SIB2 {RA7H ML

T—5#tta

7E &4 (System) > B & (Configuration) > #{#& & (Database) T -2 &= fr 3 oAl F1F 288 1 174if R
il

ASA X &L E

ASA ARG H I I ASA BEAA AT I AR HERR (015 L. A1k ASA PRI, 12
A ASA RIIARGH SR -
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e |
B yasagesxrgasstncuss

\)

7% Security Analytics and Logging (OnPrem) Data Store 7% . #F ASA ZFE 171 .

Tl ASA ¥ R H & g4 k3% 5 Security Analytics and Logging (OnPrem), #SAZ0¢F ASA B4 ERC
HH&E I

* JHH H &%
o Bfar FARBCE A Cisco Secure Network Analytics Vit &= 1 2%

\)

7% Security Analytics and Logging (OnPrem) A 524> H &id 3¢

MASAERAXERFEHESEHRCL 55

i F DA R RG22 8 2 A S R 48 H & BN ASA %45 k1% 2] Security Analytics and Logging
(OnPrem).
FrIaZ |

o BA SRR AAF 5 o

o WHINTEIK ASA B8 T AV [ Ji S s 4%

o MCEERES R AR ELY SRR SRS TP A 1T

FE1 FHH S
logging enable
Al

ciscoasa(config)# logging enable

NI
g
N

Fi s WA IR EE R 4 H T B AR B R G HE IS5 s (REWURESS) -

logging trap {severity level | message list}

Al

T nl DU e R IE B E S M R G H B B EH IS (1 2 7) A FRR:

ciscoasa(config)# logging trap errors
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MmasA g kiERga et ol s ]

T
BEAN, ST AR E AR IR R B R S A4 1R 2R 48 H A K A 5 SGH B 913K

ciscoasa(config)# logging list specific event list message 106100
ciscoasa(config)# logging list specific event list message 302013-302018
ciscoasa(config)# logging trap specific event list

H ASA PCE A ] PR CAR 4 IR KL -
logging host interface_name syslog_ip [protocol/port]

T

ciscoasa(config)# logging host management 209.165.201.3 17/8514

1 XTRGHGEIP M, 35 E RS P AN KR S H s S (RUHT, SRR Z i) .

2. {8 17 LiZE7R UDP #hill.
CAT3k) e 2240 H i B e ) B Te) A X

logging timestamp {rfc5424}

TP

ciscoasa(config)# logging timestamp
ciscoasa(config)# logging timestamp rfc5424

RFC5424 #5E (it a8k X0 yyyy-MM-THH:mm:ssZ , Hh 9 8F Z %78 UTC X,

R
L ASA 9.10(1) % #f RFC5424.

(AIIE) ACHE ASA DLEIRH A % ID 1 &R 48 H &M B
logging device-id {cluster-id | context-name | hostname | ipaddressinterface name [system] | string text}

T

ciscoasa(config) # logging device-id context-name

ARG H SRS 2 e ID ARIRAR G H A . R R H SR E MR B % 1D,
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B A7yasa gzt Ry BEst ASDM BE

T M ASA R & &= %% HEEHE) ASDM EC &

{FFH LR R 7K ASDM IC B AR 224 S 1K ASA F4¢0 H A&7 B K I% 22 Security Analytics and Logging
(OnPrem).

Fra Z A
o AR BRI A5
* WA ASA s T LAYS ) e AR 2
o MCEHRLES LI AP SRR RS 1P HuRE R  .

$IE1 ¥ ASDM.
PIR2 HHHEER.
a) B E (Configuration) > % & &2 (Device Management) > H&FIZFR (Logging) > HEIEFIZE (Logging
Setup).
b) ¥ Enablelogging & 3EAHE LT A H &l % .
¢) (k) %P LLEMBLEM %% %% HE (Send syslogsin EMBLEM) & #4E LLJE ] EMBLEM H &id sk 2.
PR3 BE RS HERSS RERER PG ERE .
a) MIKLEFELE (Configuration) > & & EIE (Device Management) > HiEIEHE (Logging) > HEIEFHESS
(Logging Filters).
b) MFETIEFRG HEBRS S (Syslog Servers), SR ibilidwEg (Edit).
c) frémiE HERIZFIIESE (Edit Logging Filters) X[ ifHEr, #%H N4 H & id i s k&g —:
B E YOS I R G HAEAME, W AR E SIS (Filter on severity), SR 5 ER™ B0
paib
ASA R R 48 H EAE B TR  f e nT IR AR E S
5%
SRS E ID IE RS H W R, 1Al EREH5ISR (Useevent list). %nT LUk #48 F DTl 48 H G H &
ID G212, o #TE (New) {4 =40 H &M S ID 5 1D Ju Gl — M1
d) TRAFIE.
IR A I R S B R R B B AN R 4 H B IS 4%
a) MR PBCE (Configuration) > & &I (DeviceManagement) > HEIEF (Logging) > %% HEBRSS 28 (Syslog
Server).
b) siiiERAn (Add) DL INET R 45 H GBS
¢) ARMMEAL HERSE (Add Syslog Server) fHEHEH, f&5E LN A%
B0 - AT 5 R HE RS S EGE WD,

. FAT Cisco Secure Network Analytics 7.5.1 89 Cisco Security Analytics and Logging (ZAH#ERE) . BiANIEEHERIERE



masaiggEkrgAsEs s

o IPHbhE - A ERESS B AR SRR IR RS TP
o WYL - %P UDP.
im0 - AN R ECEE RS R G H &m0 CBRIA K 8514)

o (k) Eh BRI EMBLEM R AIHEEE (Log messagesin Cisco EMBLEM format) &2 3 HE LA H
EMBLEM Hi&idsgag .

PIRS N RTF (Save) F N H TRCE .

M ASA IR B KX % HESEHE) CSM BCE
EH LA R AR5 SER 22 447 BELES (CSM) U B N K 22 A1) ASA R 45 H G R I% F) Security
Analytics and Logging (OnPrem).
FriEZ Bl
© BG EORAIHTHR &MY
* TIAREI) ASA Bl LAV ) S oS ds o
o ARG B AR R SRIPUR RIS TP bR 1T
o BB SR 224 H G i

UK

B G IR A AR EL & B 1228 (Configuration Manager) % .
B2 GHAGHEH LR,
a) Eyin “GGHEHEICHKKE” (Syslog Logging Setup) T, iHEHATLL FEfEZ —:
o (B PED MORISIEFEAR P GEFEF & (Platform) > HARIER (Logging) > &4 H7E (Syslog) > HE
18RI E (Logging Setup).

o CRESHLED MORBS SRR TR AR BE 88 F & (Router Platform) > H&RIZR (Logging) > &%t H
7= (Syslog) > BEIEFIEE (Logging Setup). e F AT S g ol i 2 5 S g .

b) 7 “KRAGHEHEICFKEE” (Syslog Logging Setup) Ui+, %+ /ZH BEIZR (Enable Logging) KiEHELIFT
TR HEH &I,

¢) (k) kP LEMBLEM %% %% HE (Send syslogsin EMBLEM) & #4E LLJE H EMBLEM H &id st 2.

d) ritifRTE (Save).

P33 WERGHERS S GREREESR) M HELIERE.
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a) M IFMEEFERS PR IE BT & (Platform) > HEIE R (Logging) > &% H & (Sydog) > H&RIEF i3 2% (L ogging
Filters).

b) MFEHik#E BE123R B#F (Logging Destination) %1 T 1) & 4t H A5 AR 55 28 (Syslog Servers), #XJi riitiéwig (Edit).
WERR KBRS HEMR SN S, 1 AT RINIT (Add Row).

¢) fERIn/4REE BEIE RIS (Add/Edit Logging Filters) AHGHER, #EF N4 HE iR iERs kgL —:
o PR EESLIE R HEN R, Wl ATREEMNTE (Filter on severity), AR JEIEPH ] .
IE**
ASA ERI RS H EAS B S B nT 1A TR E 2
PR S ID ARG HEWE, E S ERENYIR (Useevent list), A5 T gl b b £ 7 (1) 3
ﬁﬁ&lﬁ%
pasy 2
WA g TS EHR, W N R e, BEbe L—ADFiFsR ((E& (Platform) > BERIER
(Logging) > &4t H = (Syslog) > E4%IZ (Event Lists)) .

d) REFIE.
TE4 (k) EEHEERSG
a) CREMED Kt HF & (Platform) > HE12% (Logging) > £ %4t A& (Syslog) > AR 585 1% & (Server Setup).

b) EAE RS HEME S P EE N ER S, R ESNRFE A EES L BAREZ (Enable Timestamp on Each
Syslog Message) R IEME, #R 5% B AT B 84830 (rfc5424) (Enable Timestamp Format[rfc5424]) 5 IEHE.

1 ASA 9.10(1) S Ff RFC5424,
c) (H[ik) MBUE ASA DLW s A k& ID MRS H & A
o 3O - s R O L ASA WA RN .
* AREXH 1D - sl eI M NI R I FR, AR INE] ASA WA E RS H &M AT,
© EME - s, DLER T A R LA I R G HER R
RYHERE 2 B4 ID IR R G H &l . e KRG H &R —MRAN K% ID.
d) SR TE (Save).

LIS BUE RS H BN B E AL B WANT H Bl R RS2 o
a) ZEUim “/%?ﬁ[];mxﬁﬁk%%” (Syslog Servers) UL, IHHATLL FHEAEZ —:

o CERAMED MHNE LR PR LTS (Platform) > BH&IEF (Logging) > Z 4% HE5BRS 88 (Syslog
Servers) .

o CRBEALED RIS R E 88 P K OE PR BE 88 F & (Router Platform) > HFIE R (Logging) > &4t H
HRR 5528 (Sydog Servers) o IEFRILAT TR Bl A HE T S
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b) sidiAAn (Add) LA IHT R 48 H SRS 4 -
c) {EARM/RIERS HERRSS SR (Add/Edit Syslog Server) MHGHES, Fi5 e L F A4

«#O - A TS RGH SRS SEE 1D
 IPHidE - ARG ERY AR R SRR R A 1P,
* thi¥ - i+ UDP.
* 3w 0 - AR AR RS R g GG 11 (CBRIACK 8514)
o (k) b BRI EMBLEM 4838 Bl A (Log messagesin Cisco EMBLEM format) & 3 4E DL
EMBLEM H & id s s
d) SEHAE (OK) LURAFRC B IR DI HE . b2 o fie U &R 48 H S S5 &% .«
PE6 ST E N E .
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R

s REOPIR, 250
o {E BB FEHI /Al AE Cisco Secure Network Analytics a5 DRIIEFEF M4 L TA/E, 250
s AR XA B A AT, 5 26 1L

T 1E IHX
RETE
LERE 5 KBS B 24 T AW S 2355 4 Security Analytics and Logging (OnPrem) B —#43 & 1% % Cisco
Secure Network Analytics ¥ 755, &0 AT BN AP BR:
s BF HHTO L.

o B F HELE AELTEBY, TS T Cisco Secure Network Analytics [ 215 B, ¥ 3)FE
(Investigate) > Security Analytics and Logging (OnPrem).

£ B F0{EF 1FE7E Cisco Secure Network Analytics
wELERESHETE

L LA 1 B 4% IEAE 1§ Security Analytics and Logging (OnPrem)ii] Cisco Secure Network Analytics ¥
P ROETEFE AT, 0T LAAE B B rpoO 1) S A G s AT 50 B b A Al I 8 A A i 1)
fF, FEAEAE AR S RIS . BB T DU BBy RIS XA B, LAAE Cisco Secure
Network Analytics 15 % b FIAH I E s -

FRNTE DL, ARG IR (3R 0 (VI T) Vi [ Sk 360 2 (R At o I SR i B, At
FEF o

|

BERT IO, 1 RO T IR0 T AR TR (AR T OREE RS,
FBEO ST R CDREAE ORI . AR AEIT T30 e T
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P B IR U TARIL S SO R P Hef 288 (MR, SUPFALE A S, ke
PERRIER A, DU geHT) e ion, iR,

FHIa Z |l

I EHH 17 5 7] Security Analytics and Logging (OnPrem) & 2 & B2 44
UK

PR A E AL Web FHin T, AR B BRSO, Gl 24 >EE > FH.
PER2 AL RS AR YO e — AL

Connection EVents iz swis

AR
DR RE ARHE, ARG SR A B0 B R R, ROAEA s B R Pk i AN I T Ve AN T T . A2l
B A LU AE S -

PE|3 (k) BIHFEAE Cisco Secure Network Analytics W5t &G AHOCE, WA ST (Eg— S aEHE T, &
i) TP Mk B A, SRS IR PEAC XS 3L 0

ERXXEIHMRAESH
fE L R EE SN, T DU R R R (B, TP Mk L SRJAAE RS P
B AR HE -

i

L1 S E R o SRS LU b AN L
o PR (BEiR > IHIERD) 5L
« FEAAFMN I C“OM” (Analysis) SHL NG SHAER AT AIEID .
WIE2 ik '5?&’52 LRI SRR 7B, AR5 PR Security Analytics and Logging (OnPrem) A8 X3 2l % Y. 5 #1248 K5 A8 Sl

BB BT Th T IF. IR B, R R AR AR AR AR SR, I
POTE R RO R RS IRk
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M % A
BB

o WOBEARRR . 2 29 0

Security Analytics and Logging (OnPrem) — A% & FZ HE R
£ L, PUFHESCHEE Y Security Analytics and Logging (OnPrem) AH ¢ i S HEFR (5 &«
* /lancope/var/logs/sal preinstall.log - $if 58 T 20 FR 115 B
fEmEREERS b, DU HE S 55 Security Analytics and Logging (OnPrem) Data Store %5 AH %
e HES NS
* /lancope/var/sw/today/logs/sw.log - Xl H did SR 2 5 B

®* /lancope/var/logs/containers/svc-db-ingest.log - ’ﬁ%?%{#{f}\%ﬂiﬂ}ﬁ}?ﬁ E‘]{)ﬁ“%‘\

FHREWRESRTRIEEH) Security Analytics and Logging (OnPrem) EC & ({X Data Store)

D R B N A U e BRI B AN A Kt LS, AT DM Ui i e e o i R e L
DR EHEA R E . LLYs ] i O

1 B FREBCERS (IR & &8 CGFRID FUiD
2. piThi ¥ (Support) > SR IZE (Advanced Settings).

3. ff enable sal FEH, A 1 LS BT KR H & EN
4, SR e ok s H &R, 15 (E sal_syslog_port BTGB E (BRI 1k 8514) .
5. MiiRZF (Apply), #RJE HdiE (OK).
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