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(1 )
Cisco \! / Obtain
Commerce licenses
Workspace

!

CLI (2) (optional) (8 ) Perform initial
~ Check the ~ configuration
software and
install a new
version
CDO \ 2 /Log into CDO \Z _/Onboard the \9 /Configure a
device using basic security
the onboard- policy
ing wizard
Physical Tasks '/E\: Install the é /Cable the ' é /Power on the
vy =l oy
firewall firewall firewall
—> —>
(1) |Cisco Commerce RECFATIE , 55 4 0.
| Workspace
5 |CLI CAIe) KB A IR RSB CA , 5 6 1L,
(g\j CDO 3k CDO, 557 .
(4 | EATSS LA Ko WS BT 2R
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7/ CDO A5 R0 ) O A, BB 13 0L
g |CL ] CLI PATHIGARCE 45 15 5,
(9)|P° WO A e A e, 55 20 T

AT AT RIS KBS (R D BEVE AT UE s AR £ 28 2 2B (R SR FOAS 5

3R B Al E
B VTR CDO $RAELS SR, 448 ) LLIE RIS LR ThAEVF il 3iE «
o BAERR- () FERBAR VAL,
* IPS- 22~ 4R IPS
« EEIH BRE-EE AR i
* URL - URL i &

PL S 4l %5 5% CDO .

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2 Secure Client VPN Only
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Search by Product Family | Search for Solutions
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https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html 91 Frik (1) &
ATSEms s B, SRR S (RS ERHIIRE) KRGS CBURIN ] i 4Ed i A
AENTD BB WIRAS G 5 Cle KRR I AE 37 FRAR AN T, I FBURAIE) o

UK

FITFGs KR, ARG IERRERI G 0. HRENGE R, ES0 FTIFH KRB, 25 12 TR U5

6] Jg B A ATFXOS CLI, 46 32 Wi

1 7 4 admin FIERIA TS Adminl23 &%,

IRIEFER] FXOS CLI. F— N RN, RASH BN, W+ SSH g Bh

TR WA O, (R RIE, WLZHAT ) EE DU A E B DB AR )
EERETRER, ES0 FX0S MbEHERTErE o

w5l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: ****xkxkxx*

Your password was updated successfully.

[...]
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%% CDO

zxzc00
firepower#
£ FXOS CLI ', o IEAEIBAT RIRAS .
SCope ssa
show app-instance
aUE
Firepower# scope ssa
Firepower /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State
ftd 1 Enabled Online 7.4.0.65 7.4.0.65

Not Applicable
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HI21 SEAETRY Cisco Secure Sign-On B A .
a) Y5 F https://sign-on.security.cisco.com.
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3: Cisco SSO i i}
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Sign In

Username

Password

Remember me
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d) sidiEMG, Cisco 2RI E 7 BSPF AR IR E M A AL FTIF T IB0E, SRS rlBuE R A .
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d) IE R E B 5 UE S 5k Cisco Secure Sign-On.

(") 1% Google Authenticator 1% & 4 NS 16 E8E .

a) EFFELY Google Authenticator FUXT RS BN £, ARG miidi ™ —

b) g SRR E Google Authenticator.

fii & Cisco Secure Sign-On ik P A Ak £ 1£I0 .

a) IEFEA CEDET

b) EFVKE RIS S LT SMS EE K.

o) LEFLEIK.
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FIAZ 8l
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o HWESE CDO, WAISEHE Cisco Secure Sign-On FHGIEHIK ', 4R 5 -4 ] Duo it MFA; 55
B1#HT ) Cisco Secure Sign-On K f* , 55 7 1L,
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r ‘Boours Firewal
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Q000000000000 f 2 TR,
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FiaZ /i
o ¥4 SFP 2238 BB 32 i 1 - P& 2 7522 SFP B K] 1/10/25-Gb SFEP i 1 o

o RIS & ST - ERINE LU, B KBS 2 & H 8, DI S0 5558 =7 USB #% RJ-45
AT R

UK

T RN ES I kedim .
TER2 RO (B, DOKK 1/1) RIS has .
W3 KA (i, LUK 1/2) JER S AR A H LK i3S .
SR A R AL M SOE R R RS .
SRS K H U SO L B P G 5w 1
Tl BAE ] CLI PATAIAR BEE . B RER H 1, thm] BE i 208 I 0 & v 1

FIFF B K iR

ARG AL T By KRR BT BT OGRS DG LB SR T G TE USSR Ao
P 2R 48 AR AR GE A S 5l A [ U o

\}

AR [ sh BB, WG KL R 15 3] 30 5.

FFi6 Z A

AR K GGG BERT SRR T (I, ARSI Y (UPS)) AR 2, RSHEIC M T e & &
BOPEMSAFRGESIA . n B GEAVFZRAETT, PG A R G I K

iz
pz- A R CLINES e pi i D e R R pu e SN L

SR 2 AL TP T I IR S5 IR ERE AT R LT AT TR
PR3 AR KB I B LED: Wik LED R4rAie o, Ronpi kbl CHam s
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[E 8: R FIRIR LED

System LED ——
Power LED ——

T4 Kb KBTI RS LED; L REGORCREZ G, R CldmHizi,

pE 2 R IFRMIT VIR BISCHS, REUA RETT 2 LR PIA S i 2 OC H o AERCIIE,  HUAR AT 1 v
J5 LED H5 NSk (5. 5 IR LED 584 R M2 1T, 5204k H Hdi o

(R MERSHERE
ML CDO ST % (1 CLI VRN MBI 08 .

i

$E1 £ CDO FHiE kT, sitdh &Fr= (Inventory) , R sl i N5 4% 4 () DU & % o
$IB2 Gk FTD @,
TEI A EEERA T, MWIREREFTD .
YEFE FTD VE N HRE G, 48 m] DABE R s i B3R & RE14 ATOE V3 0t el A8 o 46 mT F i AT & e vl
e WEWSRIRBF L, 28 4 TLAAE o] F IV o]k
L4 EPER CLI SEME4A (Use CLI Registration Key) 1F 30 5 1%
9: 1/ CLI;EZEHA
Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device

) manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
i more (I

Firewall Threat Defense

p—— = = =
(@ Frooff O rome
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPrem: 7.44)

$IBS IR EBFR (DeviceName), AR5 riii T—4 (Next).
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& 10: 1% & &R

Device Name

[ far ]
=

FB6 X T3REESEC (Policy Assignment), 15 {3 I iz 55 1k BE A 145605 Tl 2 TR0 SRONS o SRR G 2 5KEMEs
I PRERIA 7T [B)42 I SE % (Default Access Control Policy).

[ 17: 37 B SR B

@ Policy Assignment Access Control Policy

l Default Access Control Policy « ]

FIRT X TITAIFAE (Subscription License), 15 il #1328 FTD i # (Physical FTD Device) $ik4Z4, A
JEIE A FI AN DI REVFANIE. sl T —2.

& 12:AT BiFAIIE

Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

P8 X T CLIEMER, CDOAIENE PIRHALZHOR A i dir & . B AU B iy A2 B 5 )
FIRIAAR T & P E .
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[& 13: CLI;E B2 4R

@ CLI Registration Key

~
|

'\l/ Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (£

':;) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ewlJTpCoP2w3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name
SERMURSNAA S, A5 BB CLI th A fiib i & AT CLI VT HIZARCE , 26 15 1.
Tl

CLI & & 1 27~ :

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5SRE8pKEXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

PR ARG AT =5 (Next), LMETFAE MBI
P10 (L) mRARINbREE, AR BN EEP= (Inventory) TURIEHATHE P RS B8 MIAARSE, SRJGEEE

s () o MBELTER AT CDO VI 5 N B 4

& 14: 52X
e I
%y Done Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @

T—5#ita

FEZTFE (Inventory) TUIHIH, LR NIRIBEE % &, REEFEN AN EE (Management) &%
A AT AR T

£/ CLI U ITHREC &

R BUBTE CLT AT W46 B
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Procedure

PRI G 1 0 A CLL

P & v &4 3] FXOS CLI.

i FH P 4 admin f1# 55 Admin123 5%,

W UCEFFXOSIY, RS Hn B iS . Sb% i T SSH IR W B 16 55 .

Note USRS LS, ARSI, ) 25 T AR B 2% LR B T B BRI A7 R
WUEFEFIAE E, 120 FXOS Mba kbR o

Example:

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: **kkkkkx

Confirm new password: ****xkxkxx%

Your password was updated successfully.

[...]

firepower#

R P CLL
connect ftd

Example:

firepower# connect ftd
>

HUCESRBBIEIN, REAPR S “CRA VRPN (BULA). AR5, B0R A 20 B 1
W) CLI BEE A

R e £ 0 ER H T AR U i), A R R LR

Note FRAEVEPRIECE, AWDCIEESE CLL wedem S (B, i Fgradrmeg) o A2, nb
T Ja 1t CLI Hfi H configurenetwork iz 4 5 4 i A iX L1 & . 1522 [ Cisco Secure Firewall
Threat Defense 42 % .

BOMEEL A AT A 2 WonEdG b B2 2 i AN II{E, 154% Enter .

TEZ [ LA AEN:

c RRERE IPv4? A/ ZEELE IPv6? - N R0 Flbhk KAy . BREATTHAE
PR, HAAZRGCE TP Mok, 90 A ik

Il =FCDOERE Bimn BT


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
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Ea cupirmens [

+ {&id DHCP A2 F#EE IPv4? FI/5X 1833 DHCP. BBHEIFE2FhEE IPv6? - LHt F3h.
WIS B W E O DHCP,  WJCVARC & B O H T4 2, RUABRA T (b4
data-interfaces, i&EZ [ N2 ) Al feayilic B DHCP ARSS 25 1) 4% 78 5

o T NEIRIECIAY | Pv4 BRIA R 55 FI/EE M N B TRIE O RY | Pv6 P 55— 1% W 5% 14 ' data-inter faces.
W B AR 2 R A PR, DRI T p o A P s e e

- BEERGAIERER? (Configurefirewall mode?) — #i A\ routed. H AT 1B K5 #E 0 S Fr iy
FRL VT

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services

management capabilities.

When registering the sensor to a Firepower Management Center, a unique

alphanumeric registration key is always required. In most cases, to register

VST |
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a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.
'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W B A BRAS U 0] 1R AR 1
configure networ k management-data-inter face
WRIG, RPN INRIE D EFEAR MR BCE . 152 0 LT A i b i B PR4I{E B
o QRSB i VAT B, DU B TR A DHCP. Wl AR IR R R B T3
W IP Huhl, WJaT LL# A configure network {ipv4 | ipv6} manual #r4 LRI E . R v
KB R WS E Ol data-interfaces, s B LRI E S .

o SRR BB BIEV INE] CDO I, CDO 2 AKBUFYE H I BCE, AIFLUNBEE: AR 1P
Huhik, MOCHHAER 1. DNS k55 &5 H1 DDNS Jludsds. Ak DNS R4S B MG R, 1§
i R 3C. fECDO M, R LARY 50t B B 38 U7 o) 45 G S EA T S0 O, A2 DR S SO 23 BEL L
B 181 58 CDO FHT il 245 B R . an R R K, U 48 #4437 configurepolicy rollback
i & LUK LA (R0

* WISHKCE DDNS JIx 45 #% 50357 URL, W @Wpiifl 25 H s sk B Cisco S5 B CA #HER LRI BT
HEECAUETS, LUE gt vy LA UEH T HTTPS 4%/ DDNS R4 25 UE 1. BB =2
F{# ] DynDNS JZF2 API #{3E (https://help.dyn.com/remote-access-api/) FJTA DDNS JiR 4525 .

o i A v E 4L 1 DNS Ikgs 4. T E A (84 H configurenetwork dnsserversiir %)
WOE NP DNS B4 45 T8 . 203 DNS 4545 T DDNS (i B ic'E) s T
PR 1 (1) 2 A SRS

fECDO L, H#fi 4 11 DNS IR 452 AL B4 It BB 48 (-1 6 BB SR TP RCE . 40K oy
BifEs inE] CDO W, A BXGOR T, I H DNS RS2SR INEE & 1 B g . (HE,
AR 65 B SR MO 4 6L 5 DNS BCE A JgUBh B, T Re B A i A B . JRAT Tt
W ZNRCE S I BB VLA DNS PGB, LUE CDO A Bl [0 .

AR, ACYLERIEAT: IS 0 DNS JRZ5 4%, CDO A 25 B A DNS R4S %, filtn, hn S Aaf
FH A B TR T ¥ 4%, 1B 5 48] configure networ k management-data-inter face fir 4 it & %1
Pide 1, WLZETE CDO HHFAIR & T X S8 . (46 DNS JIkgs4%) , LUELS gopr s i fic &
[N

o K B B A 2 CDO J5, 80T DLRE A B 110 O B R VB — Bl O .

o AR S E ) FQDN K Tk

o 0T LG Ay A TE BRI R AT E s A Srh o kT, R TAERSUE AL R
BOEFERET A .

Il =FCDOERE B AT


https://help.dyn.com/remote-access-api/
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o BARIHORA PR, %I\ configure networ k management-data-inter face disable fir 4.
Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

i/} CDO £ 11 configure manager add iy 2 iff i 5 BRI B B A1 1) CDO. 1 2 el A 0 1] 5
PG B 4%, on page 13U E T4 .

Example:

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.
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=N e
TS AN P DL A4

o WERFNS R 1 - D R LA RS TP Mk SRR RS Uy 0 B TG T AR 1 A
BEE, B EER I oy 24 D

* DHCP fl45#% - 7E 3B 11 12 % 7 348 DHCP IR 4545«
* NAT - 7EAMNTHE 1 FAE 2 1 PAT,

o Vil gEhl - A VERT P E AL 2SR

* SSH - {EA5 B 8877 17 4% 11 LA ) SSH.

Ja BT T, A 2 A X B E TP bk BRSO, W, A A DR
Wi O A Rk R G AL = R . %, ORI T v L3 ¢ b s ml EL I M R AN R 1T, A
SR () — AR AN I . i — S Al A “RRBIX” (DMZ), 8 n] LAZEH A s nf
WNIFUT R IR =, 5140 Web RS 2%

LR PR 0 25 %t A D 2 T DHCP M ISP SRREAMNER 3z 1 ik, [ E Py 3 1 b e SR st .
PLR /s ] DHCP #2482 TN FRECE T — /N A (BriStbtl) , JRER DM E T — /N %
FH R

UK
HIE1 %P E (Devices) > % Z & (Device Management), SR siilily kEs4meE ( 4 .

F;2 fiiiED (Interfaces).
15: 30

Device Routing Interfaces  Inline Set: DHCP  VTEP
—
Q Search by name Sync Device Add Interfaces v
Interface Logical Name Type Security Zones MAG Address (Active/Standby) IP Address Path Mor Virtual Ry
@ Management0/0 management Physical Disabled Global Qg
GigabitEthernet0/0 Physical Disabled rd
GigabitEthernet0/1 Physical Disabled rd
G\gab\(EthsvnelD/? Physical Disabled rd
GigabitEthernet0/3 Physical Disabled ya
GigabitEthemnet0/4 Physical Disabled yd
GigabitEthemnet0/s Physical Disabled Vi
GigabitEthernet0/6 Physical Disabled Vi
GigabitEthernet0/7 Physical Disabled rd

Il =FCDOERE Bimn BT
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$IB3 B 40-Gb B (G
WA LA E P AE T T 40-Gb 510, W20 7E 4k 200 23 S 2 BT I s 1% e

S

maz0 ||

ERTAD U 4 x 10-Gb 70 3CH 1, 1 sl i 7 SIS

SEA sHEH T AMIEONSRE (4 .

Edit Physical Interface

General IPv4 IPv6

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None

Security Zone:

inside_zone

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

BB K 2 7R — % (General) L1

16: “EH” EB+

Path Monitoring F

a) AR 48 AT EFR (Name).

Biltn, FHE O 4404 insides

IS IR 22 A X

b) &AM (Enabled) HIEHE.
¢) HiER (Mode) £ 4Tt (None).
d) MZRERX1H (Security Zone) T H AL Pk —ANIUA W AR Ik, 80 fii#TiE (New) ¥

i, #in—A~4 2 inside_zone X 18, A UREREAME 1 70 HU 45 22 A IR/ B i L4 . BFAM %
MR BEE T A2, (AR AR & T2 AN 4 fmT DUAR S DSl I 1] 2 4 5 o 9]
i, AT LICRE P REE 11 3 BO R P9 AR, TR A B 1 20 BC B AN AR AT LUSC 7 (k) 2
S, SCVFUR RN I RSN, HA SRVF AN AR . K2 BRI DO R 2 4 X ST
LATE NAT 5felits T JE4% SRS AT QoS Sl Al DX Iz I 24
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e) i IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ R4 & TP kB E FER7S |P (Use Static I P), AR )5 ARMT En k4 1P bk A1~ k4
HEr

Bltm, % 192.168.1.1/24

17: IPv4 i1+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

 IPV6 - AR A Bhlic ik B EhBLE (Autoconfiguration) & EHE.
& 18: IPv6 £ TR

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) M E (OK).
FBE S E AN O i ()
BRI R —#8 (General) 21,

Il =FCDOERE B AT
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19: “EM” ERF

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

>

ez Wi s VT E SR, Pz cfad . BTk, SN B BRI et
SEARBLE, U IX RS rh b 7 B b0 B B R . SO0 AR 0T e B e b A LA U i W I 2 4
XK

a) MBRZRXIE (Security Zone) Tz & HEEFE—AIAT AMB 24 X B, 00 5 i #3E (New) i
AN B 2 A X

BN, an—4~4 A outside_zone [#[X k..
b) RE (OK).
FIR6 ridRTF (Save).

fic & DHCP AR 5538
U R A AE ] DHCP M BB A A3k 1P Hihik, 175 )53 F DHCP IRk452% .

| VST |
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UK
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FIE1 %P & (Devices) > % Z &I (Device Management), SR siili & (K4REE ( #) .
$I® 2 % DHCP > DHCP BR %28 (DHCP Server).

20: DHCP FR 5525

Device  Routing Interfaces

DHCP Server

DHCP Relay

DDNS

Inline Sets DHCP VTEP
—

Ping Timeout
50
Lease Length

3600

Auto-Configuration
Interface

Override Auto Configured Settings:

Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v| + v+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

HIB3 (EARZS S (Server) UM b A RAN (Add), ARJSREE LR I
21: AR S5 2%

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

* #0 (Interface) - W Fhz g Rk FHE M.

* bkt (Address Pool) - DHCP AR 4528 F i 1P ik iva Bl (AR S i) o TP Hiuhik v [l
Gk R AL TR E, HASBEM R 0 E 5 1) 1P Hulilk.

* J3F DHCP BR %528 (Enable DHCP Server) - {£ 142 11 I 3 il DHCP IR 45 2%

T4 NHHBE (OK).

Il =FCDOERE B AT
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PS5 L RTE (Save).

fic & NAT

HIR R NAT FU 2208 N 8 Hb b 46 S AR08 11 TP bl B 3 113X 28 NAT AR A4 11355 11 bl
A (PAT).

UK
1 EPE & (Devices) > NAT, K5 i #TEZ 5RES (New Policy) > BUABA T NAT (Threat Defense NAT).

B2 JRmsan 4, EPEEAE RIS %, AR5 il Save.
& 22: IR BE

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

SR B SR I A B o YIRS SRS AN N R o
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[&] 23: NAT 5k B%

interface_PAT

Enter Description

NAT Exemptions Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule |
Original Packet Translated Packet
Source Destination = 4 )
P Dicaction Type  Interface isacs Original Original Original Translated Translated Translated Options
Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

HIE3 RN (Add Rule).
Add NAT Rule SHFHEE: 87w

IR 4 PCE FEACH I 5 i -
24: AR FL IR

Add NAT Rule

NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

* NAT #0| (NAT Rule) - £ Bz NAT # (Auto NAT Rule).
« A (Type) - EFFNZ (Dynamic).

$IB5 7t Interface Objects T, ¥ Available I nterface Objects [X 5 H [ b5 [X 155 i 3] Destination
Interface Objects [X 4.

Il =FCDOERE B AT
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& 25: #OM &
Add NAT Rule 7]
NAT Rule:

[ Auto NAT Rule

Type:
| Dynamic

Enable

"]

Interface Objects  Translation  PAT Pool  Advanced
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name any o outside_zone ]
ingite_zone Add to Source
wfxAutomationZone
$IE6 {riEdh (Trandation) F{f FACH LL NI
& 26: 3%
Add NAT Rule (2]
NAT Rule:

| Auto NAT Rule

Type:
I Dynamic v|
Enable
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

R

17N

* RIGIR-

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

i () WFHT IPv4 G NN %4 (0.0.0.0/0).

EmcoozE it
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27: FRHY PR 4B 3T R

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range ® Network FQDN

I 0.0.0.0/0

Allow Overrides

pE AR AR GUE L any-ipvd X5, K20 A3 NAT BUUAER 5o SGERE PR
NAT, I HIETiEm i R 508 XX 5.

* ¥53B9IR (Translated Source) - L+ B#r#% 0 | P (Destination Interface I P).

PIRT mRTF (Save) LA Ik
FE BN LR A7 2 Rules K.

FIR8 rlidi NAT i _EiRTF (Save) LLORAF BT

Yy — | = b
AFREMNAERIEEIMER
U SRS AE Y el 7 A0 B 5 T A T R A TR U I A S, U ) SRS ) DA SV
i Te IRV o) W N S ) RN 1P 1Y S o N R P D PS8 = == O A SRS (L e oA
NI SO VIR AR R3S 2 48 TR R
UK
HIE1 ELPEERS (Policy) > i 18] 35 B& (Access Policy) > i 8] 56 B& (Access Policy), #RJa i 0y B9 4

7 I PRSI 4R (4D
S22 AR (Add Rule) J % & LT 25

Il =FCDOERE B AT
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wemsragEznrREssH

28: F A

_ Create Rule (]
Name | inside-to-outside Action Allow B Logging Iy Time Range | None Rule Enabled @)
Insert | into Mandatory @ Intrusion Policy | None Ey File Policy | None

Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <& inside_zone Collapse All Remove Al Collapse Al Remove Al
=] <& outside_zone ZONE | v 1 object ZONE | v 1 object
it wixAutomationZone

« ZFR (Name) - KUty 44, 5140 inside-to-outside.

* PR RYIE (Selected Sources) - M X33 (Zones) ik A HEIX 4k, 4R i FRANZIIR (Add to
Source).

* Bk B#R[X 18 (Selected Destination Zones) - M X33 (Zones) F ik FEAMBX ik, SR )5 i w0
#| B#R (Add to Destination).

FOAt v LR B IR

$123 SN A (Apply)s

BR8N % Rules &,

PR 4 TR TF (Save).

paran

eRify el &R O LECE SSH

WRAER R RE L (BN ANED R T A R Vi), DU A R SRR A 1% 4% 10 SSH. AT
ARl s BB A AN A s B2 1 SSH iz .

\}

ER O OEBED FERAC KT SSH, {HILFFEAS S B SSH Vi lh) o

B OG0B BT REE RS IPR HE BVE B L Bk ) SSH 5
B LR SSH ALHT A BAIAR BT P 43 o JLfb e B AR EAT R B 0 T8 0, Aok be%en
SSH AIYj I 5112 et 1 ) SSH i A8 I H ML G L, IR A BT AT i A it i 22 72 B0 B IN B CLI
TG .

X R, ERCE SSH Vi 41138, 1524 Cisco Secure Firewall Threat Defense iy 227 H1 [
configure ssh-access-list fiT 4. ZELEFAMH, 162 M configure network static-routes iy 4. BRIA
TEOUT,  LERI U R ) T Jo 5 B 1 R B e

B SSH, Mt A T53E A iF LML TP Mkl (s (el B0 0, 445 A 3 A 33 40 it B SSHo
1 LR SSH 2 M U ) #2115 an s SSH MU 4B 3 1 b, W I8 B Fe m Az 1 R FLE
SSH 3 HF LL N 25 i R AL e«

VST |
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* Encryption—aes128-cbc, aes192-cbc, aes256-cbe, aes128-ctr, acs192-ctr, aes256-ctr
* Integrity—hmac-sha2-256

* Key exchange—dh-group14-sha256

N

AR EROELE R SSH Bk CLIRMUG, el SSH .

BLANBGE ThEER LiEF
* 7.4 - SSH FJIR [ 10 37 K.

FFaZ B
A LMFH configureuser add fiv4 . BRIATEIL T, 3 —NMELERI UGBS W10y HE & 269 1) admin
e v LB & W E P I E MRS PIEIE, 7 LDAP 5 RADIUS L& SMTH 7 .

o RO O VR S B T SSH SR (1 EHLEUM 48 2830 5. 8 n] IAE L RE P IRt %, {H
R DS G AR IR 4L 1P ik, TR TR AL LA . IR > M REEL
AR aE

\)

AR ORI RGHRAEN any M. T any-ipv4 B any-ipv6.

UK

T R RE > FERE, SFOIEGRE B Y SR
HI® 2 BEPESSH ifia] (SSH Access).
PR3 PRI ARVF SSH 4 LA TP Huhik,
A4 FH 26 T LA PR SIS e 1 45452 SSH 4, DA Ao VP X SeiE #1025 7 v 1) 1P btk o ST LA
A5 FH D9 28 Ml 17 AN & RS TP bk
a) sirdRAn (Add) DLz IR, BE i dmEE (Edit) DAgwE LA KU
b) e e 1 -
* 1P bt T AR IR AR VF@E L HTTPS 45 (10 LB 5 1 I 200 G 504l o R hr gk rhiz %
—AWIG, B R+ DO IR 20 4
AT A X18i/4E O (Available Zones/Interfaces) - 78 I &K SLVFBEST SSH O RE 1 8E 1 10 X 4k
AR P 1, AT AR BT X I8/4% 0 (Selected Zones/Inter faces) 5114 7 (1) B
AT 2R, ARG RN (Add).  S8IE FT LR IR IR 1 AN 1 A A 1 B 422 111
DXIRINT, 74 2 s S ) 7 FH 1% 4 4%
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k-

fEZBCE

werz ]

c) MiHARE (OK).
MiHRTF (Save).
BERS, AT LI R ERE > ERE IR RIS B BT A MLk . (RSB O Ja, oA B,

R L B A B S B AR T, S TAT S AN AR B B AR
iz

miiti EJ7I0ERE (Deploy).
& 29: tp 2

Q @ # @ adminv Ul SeCURE
M £ERERE (Deploy All) LA E BT ¥4, ST ERERE (Advanced Deploy) DL E RIEFERY
B

30: £FRERE

‘ Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)

1010-3 I Ready for Deployment =)

1120-4 I Ready for Deployment [=2)

nodel I Ready for Deployment £

node2 I Ready for Deployment £
5 devices are available for deployment iz

VST |
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[ 31: SRERE
1 device selected
E [ Q_  Search using device name, user name, type, group or status | Deploy time: Estimate
Device Modified by Inspect Interruption  Type Group Last Deploy Time Preview Status

> nodel System FTD May 23, 2022 6:49 PM & I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B ' Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

T3 WRACE ). AR A ERE (Deploy) S HIAT UK Bl by il LLE A -8R A

32 WME R

es Objects Integration Deploy Q @ adminv  ludh sEcuR

‘ Deployments Upgrades @ Health O Tasks (/‘. Show Notifications

C corm————————

]I m 0 running 5 success 0 warnings 0 failures Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

AR HEBRFALE SR

7 18] B B B 151 #0FX0S CLI
iy 47 A4 (CLI) v ¥ B R G LA RGBT A b fE B . Tl CLI 2R Te B S0
] DLEFE #1458 6 i 1 LV ) CLI
AT LLYT M FXOS CLIVAEAT i HE RS

\)

AR nT LUERE SSH RS B BRI R L. SEH A SEAN, SSH A URERIE T
748 CLI, fHt ] {d FH connect fxos #ir 4243 FXOS CLI. 5%k SSH B H:4T FF 5N a8 1,
FHJE T LU RZE O bk, BRIATSOCT, 25 SSH AR #: Ui 0. BERRPA- 2845 & il 1)
Vil CERIME R FXOS CLD) .
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sriasiampsErorxos cu [l

UK

PGSk CLL, Wk s s LSRR H G0 1 . BRINEIU N, 22405 khb 4200 ASBE 275 4
25, DRSS 55 =7 USB #% RI-45 HRATHLLS . R N BRAE R G LT LK) USB H4T5K
R . ¥4 0 T BRIAH FXOS CLL. f# [ LL T AT

* 9600 HRFH
* 8 M AL
* 1AM AL
1843 FXOS CLI. A§H] admin F 7 44 FI4J4AR VBN BB %S CERIAE o Admind23) %3k CLI.

T

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

Ui 1] JE 9 A8 CLL
connect ftd

P

firepower# connect ftd
>

B a, W T CLIM a2 1A B, M hdp k2. A ATHE R, 152 Cisco Secure
Firewall Threat Defense iy 227 .

SR U EIFTD CLI, 3% exit i logout 4.

WA A2 S E B S 10 42 FXOS CLI 7. 4 % FXOS CLI Ha] Fl i A (A a5 1, isHA 2.

i

> exit
firepower#
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HERRERIZ O L E IR MR

A Bt A T B AR U ) 1T AN R A e AR B N, AR AR CDO FR S S BB A (1
MM 3R, LU WnER. WERAERs U B 5 N2 CDO Ja 3o BERE 2R CONEGE 21
B, SNEBEIEGED AR O BLECOR IEMECE, AT RES R BLERL .

AT AT S B IR I P A R 2 R )
EREEEERRS
7£ CDO ', 7rig# (Devices) > & & &2 (Device Management) > 1% # (Device) > &12

(Management) > ERE - BREiEMES (Manager Access- Configuration Details) > iE 11K
75 (Connection Status) T _F 46 & & HEBRR A .

76 BB CLL, %\ sftunnel-status-brief 774 LIS & & BN A . e n] LUE
sftunnel-status & 5 52 215 L.

S LN R LR R BT s R AR, BB OB

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

S LR R T C@ALER IR sG], A B T TEA LB B

2

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB MEER
75 BB CLI b, A58 BN BAS Uy ) B0 4 11 I 2

show network

> show network
===============| System Information ]===============

Hostname : ftd-1
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6 Default route

Gateway : data-interfaces

[ managementO ]
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State Enabled

Link Up

Channels : Management & Events

Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU 1500

MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— IPvd J—-—————————————————————
Configuration : Manual

Address 10.99.10.4

Netmask 255.255.255.0

Gateway 10.99.10.1
—————————————————————— IPve ]-——————————————————————
Configuration Disabled
===============[ Proxy Information ]

State Disabled

Authentication Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces Ethernetl/1
———————————————[ Ethernetl/l ]=—==——==———————

State : Enabled

Link Up

Name outside

MTU 1500

MAC Address : 28:06F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-———m—mmm e
Configuration : Manual

Address 10.89.5.29

Netmask : 255.255.255.192

Gateway : 10.89.5.1
—————————————————————— IpPve ]-——————————————————————
Configuration : Disabled

W2 [ CDO ST/ BLABHTE

75 B BE CLI Y, £ CDO VENHZ T 8. THER, thr A B BER M i IR

/N o

show managers

> show managers
Type

Host

Display name
Identifier
Registration
Management type

*F CDO 1T ping #&1E

: Manager
accountl.app.us.cdo.cisco.com
accountl.app.us.cdo.cisco.com
f7ffad78-bfl6-1lec-a737-baa2f76e£602
Completed
Configuration

75 BB CLI b, AEFILAR dr& M B %) CDO $0AT ping #2475«

ping cdo_hostname

75 BB CLI b, A HIBLF dir 4 W LR LI CDO $0AT ping #4235 1 A 1 B

ERlfe iz ANE
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ping system cdo_hostname

IR BRI MARE O LRYEE &

fERACDOERAMBE |

75 BB CLL b, i3k AT A% 1 (nlp_int_tap) LAEMAL, DAATA &5 R T3 P40

£

capture % ¥x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

BEABEORT, FiIHESNEEEITE

6 MBI CLI L, #5747 C A% 1 nlp_int_tap (K45 5

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp_int tap",
Hardware is en vtun rev00, BW Unknown Speed-Capability,

(Full-duplex), (1000 Mbps)
Input flow control is unsupported,
MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1,
37 packets input, 2822 bytes,
Received 0 broadcasts, 0 runts,

is up, line protocol is up

DLY 1000 usec

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

5 packets output, 370 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped
1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

(GO I e

WEREF NAT

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

1E BB CLI b, & 2 s BB B (S *), DL FRELIT (nlp_int tap) J& S AFAE N

NAT Fi.,

show route

> show route
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Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305

translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh

translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 intf3 interface
ipvée service tcp 8305 8305

translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>
MEHAMEE

WHS ML a2 I B R AL T HAb ¥ B . 3B 1T LLZE CDO 1) %% (Devices) > R & &18
(DeviceM anagement) > i& #& (Device) > & 32 (M anagement) > & 382517 (8] - L B i¥ 4015 2 (Manager
Access - Configuration Details) > CL 1 #i (CLI Output) Tf FF& FiF 2 X a4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect
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TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

%2 DDNS E#H 2 &I

75 BYMITAE CLL 1, A% 7 DDNS BB 5 e L
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

R EOFT R, 54 H] debug http A1 debugssl fiy4. X TAEPBIGIERM, TR A2 & OB S
g ARAE A

show crypto ca certificates trustpoint_name

LA DDNS #24F, THHAAT UT #45:

show ddns update interface fmc_1jjin)_ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

4 CDO BE i

15215 https://cisco.com/go/fme-reg-error.

gn2R CDO B FF =N BRI E

U SRR S S A K Bt O T BRAR U ) O A CDO #8850 W) 28634 B (Y PC B S 5, Dl LA
JEY A _E PR C L PR B _E G B I, DM B R . SRR, AT LR CDO H (0 B
B, DMEORRF M SOERI T HO 8 . BT 2R3, Bl ME PR ThAE s B AR Ttk
HERRAE DL o
TS LT .

o S LAHT B2 w] DALE Pl il AR At S TCVE IR BT A A0 1) 2

o [FRR A S AT LI CDO st B ECE . B, [MVRAN S L A B SR AT o A
HORCE, G HAEAE BB CLI AT RCE . TR, WAREAE EIK CDO #1355 {# 1] configure
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| fEFCDOEBE AR
me coo wimEnEwnE [

network management-data-inter face iy 4 5 0 T Hdin 4 s, ARJEAH T R 4, jix s
WERASRE; CATERENR S FJGRE T CDO W .

o JCVAIR b URHRE IR BB ) 47 2 SCEP I35 -
 FERERWIE, ERR RS, DU i B R B

UK

P A BB CLLh, [VR R F A E

configure policy rollback

[P, BB 223l % CDO CL ) 5EIRlR . /£ CDO Y, {8 b s — 2 MR, U WG 5

CllR.

TR WRMRR H CDO FHH KR, 12 [ https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T fi#
DL PRI B ), AEREEEE LR, WK CDO B BT AL RS PR TT RE 23 MG AR IX R
BUR, #EAT LUk CDO BLE M, M CDO FHH# % .

il

XA P Bt 1 AT BEAS VT 1) £ M 917 480 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

P2 KA R O HE L.

£ CDO ', {Fi&#% (Devices) > % & &I (DeviceManagement) > i% & (Device) > &I (M anagement) >
B 700 - BEEIFEHEE (Manager Access- Configuration Details) > E# 1K 7S (Connection Status)
J\ﬁi*ﬂé,—QIE T%’Ij(ll_; o

76 BB CLI, 4\ sftunnel-status-brief iy 4 UL B 45 BLEBRR S

ﬁnﬁﬂi%‘ﬁi_4 EREATE 10 20ph DAL, WIS HERRERR AT . 52 I AERR A 12 1 ey P R i
, 34 0L,

| VST |
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£ CDO < A Bh A 1

B W

S

S

o o1 B W N =

GG NS Y
;@ =l

S

IEROC AR GEAR T 2 A I g2 L IOT R AT e S BOCHF R g™ IR . iFictE, AT
ZHERE— HAE G BI8AT, R s P IR BE LR DR AT K e o
TarT LU ] A B oDy IR ST R S

oLES
HIRE > AT,

TEEEF R &30, il RE (4 .

Fidi& & (Device) &Ik .

1R % (System) Tt sk 2 migs (@) .

BLERTRIN, AR 75 S R

WA 5197 KSR T G g, WEI K I B 2 R GRS, R R L R R

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
IR BAT R G IR, WAL 3 e LU IR R G .
TEIRAT R LS AT FRLIE O T 5 06 BN 4A PR A S LAA) B 7 =X A LA ) PR

FAEH CDO ZRZEHC & B, 1S5 URE S 0.
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