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ROERLF] FXOS CLI. 3 — KNG RN, RESPREE SR, MW AT SSH g
?@E%O

AR WAUEEC TN, BEAREE, WALAT ) E DR A B RO BOAME .. AR ) A
PP HE R, 1S FXOS Mk iR .

T

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...]

firepower#

1E FXOS CLI ", WIoRIEAEBATHIIRA
scope ssa

show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

WRFZEGRA, THRATIZEP IR,
a) WEREONE BRI RCERRS 1P bk, WS CLI S sl i I A i &, 5% 10 5. BRIA
fHOLT, B R LR ] DHCP.

145 T B MR T A B 7 ) PR RS 2% R A0H I A
b) HUT (FXOS MbmHEFRFRRT) i S WG R 7
By kB EoB R s Ja, AT LA RGEREE] FXOS CLI,
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Procedure

A 5 i FOERE S g PP CLI, sl A BERE L& #E 52 SSH, BOATG UL 1~ oM DHCP FRHK 1P
Mok RBITH SN BE, RATEBUE RS S L, DR WITER .

G 33 3] FXOS CLI. SSH 25 if &%) @Bt CLI.

1 FH 1 44 admin #1355 Adminl23 & 5% .

EEd G 0, el LUER 2] FXOS CLI. F— G XFXOSH, RGSInBHESeEt. il

FH-T- SSH 5 Wk 77 A8 6 =%

Note  fy st Lol o, (HESANAINIE, A 200 F BT G 1 45 LUK 2600 T 8 g BRI . A SR T BT g
PP IME R, EZ0 FXOS HbEHER R .

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **k*kxkix

Your password was updated successfully.

[...]

firepower#

WRAER G 1 FiERE R FXOS, 538 JrsifH CLI.
connect ftd

Example:

firepower# connect ftd
>

OGS UM N, RESPOREESZ (R P VYRR (EULA)H, Qi H] SSH i+,
W2 PR Y admin B 5. SRJ5, RG0K s CLI BUE A
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Note [RRiGERICE, MMIJCVEES CLI whem T (filhn, it S mig) o A, nfLMG
1F CLI EP{EH% configure network iy 4 B I T IX L4152 . 152 [ Cisco Secure Firewall Threat
Defense 12 2% .

BRANEE LA AN E 2 WoREfS 5. B2 2 ardm NMIME, 1i54% Enter 4.
WS LT HEN) .
s BEEERE IPv4? A/l BEEERE IPV6? - £/ —Fiihk SNy .

s BNEIRIEOAY | Pv4 BOAR SH/EEM N BB O R IPv6 WK - N BRI 48 Fr)E B 1/1 W
YOG TP kil o 5 19X 45 3508 2830 0 o O R G B s o, N L RE A B G o A P oo
N, KGO TP kil ¥ A R ) A R TP Mkl S U2 R AR B Y TP Mkl .
data-interfaces 1 & (& H T i 4 B0 B

c MREBHMBESECEYN, FEEMERE - WRKCE SSHIER, HAVIRBEN LN T IP
Hodik, EEHKEWIIT . AE BT IP HOhEAVE I B U T . R BB A .

s BRERAOERR? - USRI UATE BN BB KR AEAIAR BB S s KBS B R 2
BRIEAEIZAT AL E -

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **x*xkix

Confirm new password: ***x*x*x

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

| ERgEhomERmyE [


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

EREEROBERMBE |

B &5 cussspmennEs

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

i 7 A A B U 7 AR T A B R
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - 45:& & .0 () FQDN 1§ IP
bko RO ANEE R F0E, 1% DONTRESOLVE J45 € nat_id. WS /DH A
w5 GOy S D HAT W U5 i (6 TP Mk, A BEZE AN 1 4% 2 TR - XA SSL i (1)
WAFEE . IR AE M A2 i 2 DONTRESOLVE, U g g 22545 vl 5 il () 1P it Bg
WA .

* reg_key - FRERIEFE)— RVEENFE BT, MBI 8 IR AR A B b0 AR E . MR
AFE 37 NPT AT T RECY (A-Zy a-z. 0-9) FEETH ().

* nat_id-J5 @ IR ME— 1) — RV RF o, T DR N — T B R s v U IR 1) TP ik sk
T4, WA FEpe Bigee. Wik B0 &E % DONTRESOLVE, W%
JE'E . NAT ID AL 37 NMERF . ARCA A AR (A-Zy a-z. 0-9) FIETAF
(-)o Ut ID ANREH TRATAAT AR B 2 I 21 B 3t

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

QG B AU T NAT W2 )5, 1S AME— NAT ID PLAGH % 4H, JF45 % DONTRESOLVE
mAEENL4, Bt
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Example:

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

AR PSR A7 T NAT Weas 2 Jm, i AME—K) NAT ID BLK B rbo 1P sihik s 0144, it

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
A B K a2 B E A

Varlas \
EEEEA
A8 A B epO O B T S B BT A

i

PR AL SRR A4 A LU URL.
https.//fmc_ip_address

FE2 FABHH T A E,
T3 ER.

3R BVE TR FP D BV RTE
FITA VL UE# Eh A O SRS P B A . AT LA SR HUVE AT E
o BERERE- (AR5 SEAbhR VFRTiE.
* IPS- ZAfGHRAT AL IPS
« BERY BHE-HE R i
* URL i3 iE—URL id i
« Cisco Secure % Fifi-Secure Client Advantage. Secure Client Premier o, Secure Client VPN Only

* Iz Z W - Diameter. GTP/GPRS. M3UA. SCTP

AR BRHF AT B S PN, 1515 7] cisco.com/go/licensingguide
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T Z Al
< P RBER AR BRI

RGO RATIK S, UE Ry R AR BRI o Tl JERHE RE P BEES, T LUN A 236
K

o BRI BEREE TR P SR AT Ao NS (3DES/AES) VR UE A BESK, A fefl R st ThAg (oAE
HSmamrtrERaD .

UK

SRR EHORE REVE IR B BT KA IV RTIE.

AP IR 4 R L SRR I, SV PTHIE Y 12 CAE 2 2 8 O R e PP T ek . (HU,
DA T F QI AT, R A SR R 2% T AR R ) _E IR R £ A8 (Search All) 7Bt
7R RHE R

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

Mgl R kP P SR AN AR S5 (Products & Services).

8 R
e All Results
T Orders 6
[E® Invoices 2
ﬁ}_, Software Subsc... 1
KLU R VFATHIE PID:

ER WER AR PID, &R LLFSE PID BN ET
* L-FPR4215-BSE=
* L-FPR4225-BSE=

* L-FPR4245-BSE=

« IPS. SHEKAT BifEAT URL AT IEZL A
* L-FPR4215T-TMC=
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* L-FPR4225T-TMC=
* L-FPR4245T-TMC=
S0 Lk PID 2 W MFISA T 00, AL 5 LT PID 2 —XHRE 0 AT
* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y
 SEERVFTIE:

* L-FPR4200K-FTD-CAR=
* Cisco Secure & /7 Uig-1 2 4 B2 A% i TR Fe

B2 WUR AT IR A, 15 ) B BEVF IR S5 S M B

M AR e A PR P AR O 2 . A OGRS U], 152 (Cisco Secure Firewall
Management Center FHFER ) o

Pariax L : sy
[a) B 32 HR L S AR B 9 D
AU IR 2% TP b1k 58 B A% K 977 40 T 30y 0 380 B
FrIa Z |
gz
FE1EFHPL L, EFIRE (Devices) > & & EE (Device Management).

TER2 R MR, EFRILE .
BN OL T b % SE MR Trik.
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Select the Provisioning Method:

®) Registration Key ) Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None ¥ |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.
Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the Firewall Threat Defense performance-tiered licensing.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

BEE LI 2L

Add Device &

Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

* EHL (Host) - SAZZAS I OB 1) 1P Mudik sl EALAL o A RAE BUUMST A AR TC & [ s

BT B TP HibE R NAT ID, 0] Db BB 25

AR EHA T, CYPANE B LA T NAT Z G i, AT RAAE 4 B e v g g
T JE T L IP SR (HE, ZEAEREBY A BErh TPy B, A Z A

B4 (K] TP Hbdik ek EAHL4 .

B EREEOEE M
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mgzhL e [

* RIRAFR (Display Name) - 4 A\ 275 B0 v o 10 b B A1) 44 7R

* JEME A (Registration Key) - i A S 7L BT B A4 4R C L H 45 52 FVE I 91 o
* 13 (Domain) - 41 FA Z I EE, KBS IS 0

* 48 (Group) - WIHRAEAM AL, WP LA At s ¥ & 4H o

* i iB)#E 5 R B (Access Control Policy) - i #5HI4A 5% . BRIAE CAA R aiE B S/ 2 H I A
i)‘( I, 73k P S R (Createnew policy), #AJGit#BEIEFTE R E (Block all traffic).
ZJE AT DO St v L AR VR R s TES B SUVFR R AR RSN . 5 30 T,

10: 3 R A%
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

o BT R —AEIB NITRE A TCAT TR REF L. & ERMESE, BN BRE>iF
AJE > B REVFRTIE TN Secure Client ZEFE V5 i) VPN ¥4 0] IE,

* ME— NAT ID (Unique NAT ID) - ¥5 & #8175 BB 4 WI4A M0 B h 5 € (] NAT ID.
* HREEE S (Transfer Packets) - 7] ik 2K Sl AL 2 A B0y o SRAE T e 2k Ui fiph A
TIPS X Snort 25, B 2K S GBS SRS A s R B A E PO TR . G
WRAE T, R FHME RS RIET) &0, BehtuBis A Ri%,
$IE3 i EM (Register), JERfATENNRI).

WREEM S, PR IMBIFR A WRE MR, S B RS GRE  nR g Bl A
R, Ak A LR I

* Ping - V5 W] @B DA CLL, 2R )5 A H LA T 4 ping B B0 1P Hbbik:
ping system ip_address

ERgEhomERmyE [
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B esssrzesw

gt ping AR, i show network iy 26 75 W0 25 4 B SR T 8 B 50 b o5 i A B TP 3
bk, 1 configure network {ipv4 | ipv6} manual #iy4 .

 VENFESEH . NAT ID R B0 TP Ml - B {78 99N & A8 R A [R] 3 2% B NAT ID - (i
HAED o Al LA FE R ] configure manager add i 4 ¥E T 41 NAT 1D,

A Z ARG S, TE 21 https://cisco.com/go/fimc-reg-error.

LB ZE AL EREE

ASHR G LA A FH DL 18 T AR 2 4 S
© NEBFISNIEE - N DA IO A TP ik, JF¥% DHCP FESMHE E
* DHCP %54 - 7638 1 F 24 % 7 i ] DHCP JIR%5-4% -
* BRINE H - i A S IR DA E
* NAT - ZEAMHEZ 11 B Af 4211 PAT.
o Vi) - VR B AN

TG A AL ARG, F7 e A P AR5
(1) |RE#EH, 518 3

(o)) |FLE DHCP Jli554s , 55 23 UL

::'/3\) {}ﬁj]ﬂgj(U\E%EE ’ ;ﬁ 25 ﬁo

(4) |FCHE NAT, 5527 50,

(5) |SRVFLE AR BISMIE , 55 30 1L,

‘6\ —ELB%@EEE{ ’ % 31 ﬁo

=g
T SR 1, BSR4 OB TP AL 36 SRR SR

LR /R ] DHCP 48 1 A IRCEE T BB (i), JFAER: ANIRCE T8
R -

B EREEOEE M


https://cisco.com/go/fmc-reg-error

| EREERLEHE R

SR LR & (Devices) > R & EIE (Device Management), SR siili b kit 4EE (4 .

FE2 fiiiED (Interfaces).

11:3%0

Device Routing Interfaces Inline Sets DHCP VTEP
——

Q Search by name

Interface Logical Name Type Security Zones MAG Address (Active/Standby) IP Address
@ Management0/0 management Physical
GigabitEthernet0/0 Physical
GigabitEthernet0/1 Physical
GigabitEthernet0/2 Physical
GigabitEthemet0/3 Physical
GigabitEthemet0/4 Physical
GigabitEthemet0/S Physical
GigabitEthemet0/6 Physical
GigabitEthernet0/7 Physical

HIE 3 T\ 40-Gb B KM FE: BN o 3 11, 15 s % 1 AR BT B
WS e E TP T a8, WAZIAE 4R el G i 5 < 2 BB IZ L B
HE4 S ENTAMKEONSEE (£ .
BRI 7R —#8 (General) T+ .

maz0 ||

Sync Device Add Interfaces v

Path Monitorir

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

n¢ Virtual Router

Global Q<

| ERgEhomERmyE [
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b)
<)
d)

e)

12 B ERE

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

AL RN 48 NPT & FR (Name)o

Biltn, F#E O 4404 insides

¥ B A (Enabled) & IEHE.
HHER (Mode) {474 A T (None).

F

EREEROBERMBE |

MZ £ X3 (Security Zone) F IR AFIESE DTN I, B8 R (New) ¥

IS IR 22 A X

B, IIn—A~4 4 inside_zone ¥ [X 35, S0 REANHE 1143 R g 22 4 DR/ sz 1 4. A2
FUREE T— Nk, (HrTLARIRE T2 04l 8T LIRS DX Sk dl v H e 4> 5kms . 491
i, A AT LUK P EE 1A BC 2 YK, K A 43 B 2 AME X 3. 4R 5 AT LA 7 ) 428 i)
Fe, SV AP AR BIAMT, AHAS RV AN AN . K2 EORIE A S R X sl fm

LAYE NAT 5t T JE4% SRS AT QoS Sl Al FH D Il I 24

wili 1Pv4 /8 I Pv6 3ETR

* |Pv4 - ) NRIAIR IEPE(E FIESZS | P (Use Static IP), 44 i LLRMT AR 724 A TP Huhik A7 k9

g,
Bltn, %N 192.168.1.1/24

B EREEOEE M
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13: IPv4 £ 1+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

 IPV6 - HOIRA H 3L E %k B 3B E (Autoconfiguration) &G HE .
& 14: IPv6 £ T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPVE:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) Mdi#E (OK).
SBS sHEATAMEE O &g () .
UK 2 7R — A% (General) JEIT R o

)

| ERgmtoBEEmyE i
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15: “EM” ®B+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) HIANKER N 48 N EFFIN TR (Name).
B, KB4k outside.

b) AR (Enabled) & IEHE.

c) KHER (Mode) {*F Tt (None).

d) MZRERXiH (Security Zone) FHFIR P EFE—ANIA MAMB A Xk, 8 it #iiE (New) i
TN—ANBr ) 22 A Xk

Blhn, n—44 A outside_zone [¥[X k..
e) Mty IPv4 /8l |Pv6 LI,
* |Pv4 - #%#%{EFH DHCP (Use DHCP), #RJEICHE LL Nk 4.

« {# ) DHCP 3REXEXIAZ B (Obtain default route using DHCP) - )\ DHCP Ji 45 %% 3k B 2R
N

* DHCP & Hi15%r (DHCP route metric) - 73 le 21 sk & % | AT BERE B, /1 1 Fi1 255
Z I8 SR BRI BRI N 1,

B EREEOEE M
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16: IPv4 £ 10+

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« IPv6 - IR H ahic Bk B BELE (Autoconfiguration) & IEHE .,
& 17: IPv6 £ TR+

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) MdifE (OK).
PIR6 rdRTF (Save).

BcE DHCP AR 558

L A S i ] DHCP M Jg i B AR AL SR TP Huhl, i 53 1] DHCP R4S 25 .
312

HIB1 %78 % (Devices) > iR & &1 (Device Management), RJ5 sk & H%eE () .
$I%2 %% DHCP > DHCP BR %28 (DHCP Server).

ERgEhomERmyE [
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[%] 18: DHCP AR % 25

Device  Routing Interfaces  Inline Sets ~ DHCP  VTEP
—

DHCP Server Ping Timeout

50

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server
v+ .|+
Secondary DNS Server Secondary WINS Server
v | + v |+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

ST3 EARSE (Server) T L AR (Add), WAJEALE DL F LI
19: iR AR %5 8%

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

—
Cancel m

* 0 (Interface) - W\ oL Pk HHE L.

« ikt (Address Pool) - DHCP I 45 8% 45 FH f IP sl (9 vE ] ONRAR B i) o TP ki [ 4
S B AR TR, BAREEREREI A 51 1P M.

* ]2 DHCP BR %28 (Enable DHCP Server) - 7E T4 11 L 3 Jif DHCP JIR45 %% .

T4 fEE (OK).
TS LR TF (Save).

B EREEOEE M
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A INERIABE

BRI EH I 45 1) ] AN U5 ) () B3 B 8 . WK DHCP FAEAN 3T, WIS IR 5 2% )
RECLAWCE T BOIARE o W SR THEF-I Nk b, WL FE P 3T an R0 2k 11 DHCP IR %545
MIERIA M B, oK B R 7018 & (Devices) > % & & 18 (Device Management) > 2 (Routing) > 8% 75 8%
i (Static Route) 1 L1 1Pv4 #&H (1Pv4 Routes) 5k |Pv6 #&H (IPv6 Routes) % 1.

UK

HIE1 %P & (Devices) > & ZEIE (Device Management), RJ5 ik & 4ReE () .
WIE2 P BEH > BSIRE.
20: 537588 M

Device Routing Interfaces Inline Sets DHCP VTEP

Manage Virtual Routers -+ Add Route

Global v Network a Interface Leaked from! Gateway Tunneled Metric Tracked
Virtual Router

Virtual Router Properties ¥ IPv4 Routes
ECMP

BFD

¥ IPvB Routes
OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP
1Pva
IPv6
Static Route

~ Multicast Routing

PR3 flili WMESEH, R RCE LTS

| ERgEhomERmyE [
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B 21: i nEs S B E

Add Static Route Configuration (7]
|
| Type: ® IPv4 IPv6
Interface*
outside v

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4

IPv4-Benchmark-Tests

o)

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway v | 4+
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:
v |+

[ cancel |
| —

* A (Intrusion) - M ZHAR A IO, wili 1PvA 201 Pv6 44l .
* 0 (Interface) - KEFEH L W ZAMTHE .

* AT IR 4% (AvailableNetwork) - 24 IPv4 2RIA 2% fHIEFE any-ipv4, & IPv6 BRIA I H1i%+¢ any-ipv6,
SRJE RN (Add) K A2 2R E M 2% (Selected Network) 4114 .

* WX (Gateway) 2{ |Pv6 M3 (1Pv6 Gateway) - %l A BGEEFEAT A LIS FR KR —ANER 1K) 005G %
o TR DAL TP ik BRI 2%/ NN S

* $8HR (Metric) - A FI H AR 2 1 ER i A A REVEFDY 12 255; BUAMEDY 1.

T4 SERE (0OK).
B B S I AR K .

PSR TF (Save).

B EREEOEE M
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Bc & NAT

HIR [ NAT FU 20 N S Hb b4 40 S AR 308 11 TP bkl B (3 110 33X 28 NAT FUNFR K42 1135 11 kil
4 (PAT).

g
FIE1 EFIRE (Devices) > NAT, SRJ5 i FTIE KBS (New Policy) > BB 1E NAT (Threat Defense NAT).

T2 kA, REATT RN B, A5 s Save.

22: BRI

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel | Save

SR B R 0 A B o AT AR 2 SRS I o

| ERgEhomERmyE [
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[&] 23: NAT 5k B%

interface_PAT

Enter Description

NAT Exemptions Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule |
Original Packet Translated Packet
Source Destination = 4 )
P Dicaction Type  Interface isacs Original Original Original Translated Translated Translated Options
Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

HIE3 RN (Add Rule).
Add NAT Rule SHFHEE: 87w

IR 4 PCE FEACH I 5 i -
24: AR FL IR

Add NAT Rule

NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

* NAT #0| (NAT Rule) - £ Bz NAT # (Auto NAT Rule).
« A (Type) - EFFNZ (Dynamic).

$IB5 7t Interface Objects T, ¥ Available I nterface Objects [X 5 H [ b5 [X 155 i 3] Destination
Interface Objects [X 4.

B EREEOEE M
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CEIN |
& 25: #OM &
Add NAT Rule 7]
NAT Rule:

[ Auto NAT Rule

Type:
| Dynamic

Enable

"]

Interface Objects  Translation  PAT Pool  Advanced
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q, Search by name any o outside_zone ]
ingite_zone Add to Source
wfxAutomationZone
$IE6 {riEdh (Trandation) F{f FACH LL NI
& 26: 3%
Add NAT Rule (2]
NAT Rule:

| Auto NAT Rule

Type:
I Dynamic v|
Enable
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

« B Em ) ki v gt

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

VS Ik 25 % %2 (0.0.0.0/0).

ERgmtoBEEmyE i
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27: FRHY PR 4B 3T R

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range ® Network FQDN

I 0.0.0.0/0

Allow Overrides

AR AR ARG E N any-ipvAXT 5, D4 E 3 NAT U X 5 0E SO RE I NAT,
I BB TCTE R R G0 E I 5o

* ¥53B9IR (Translated Source) - L+ B#r#% 0 | P (Destination Interface I P).

PIRT mRTF (Save) LA Ik
FE BN LR A7 2 Rules K.

FIR8 rlidi NAT i _EiRTF (Save) LLORAF BT

Yy — | = b
AFREMNAERIEEIMER
U SRS AE Y el 7 A0 B 5 T A T R A TR U I A S, U ) SRS ) DA SV
i Te IRV o) W N S ) RN 1P 1Y S o N R P D PS8 = == O A SRS (L e oA
NI SO VIR AR R3S 2 48 TR R
UK
HIE1 ELPEERS (Policy) > i 18] 35 B& (Access Policy) > i 8] 56 B& (Access Policy), #RJa i 0y B9 4

(K07 I P ke s 1) 2mdE (4
$®2 SR (Add Rule) I E LU NS4

B EREEOEE M
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werz ]

28: F A

. Create Rule (]
Name | inside-to-outside Action Allow Bl Logging B Time Range | None Rule Enabled C
Insert | into Mandatory @ Intrusion Policy | None Ev File Policy | None

Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
h Security Zone Objects | showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) <& inside_zone Collapse All Remove Al Collapse Al Remove Al
=] <& outside_zone ZONE | v 1 object ZONE | v 1 object
it wixAutomationZone

« ZFR (Name) - KUty 44, 5140 inside-to-outside.

* BT RYIR (Selected Sources) - A X33 (Zones) L FE A FHBIX 4, SX)5 siidi R ANEVIR (Add to
Source).

* Bk B#R[X 18 (Selected Destination Zones) - M X33 (Zones) F ik FEAMBX ik, SR )5 i w0
#| B#R (Add to Destination).

FOAt v LR B IR

I3 AU A (Apply).
FRI 28 I 2 Rules .

PR 4 TR TF (Save).

okl

fEZBE

R C L B A B RIS AR B B AR

UK

P11 midiss EJ71EBZE (Deploy).
29: FE

—
IDep"“’ lq ¢ & @ adminv Ul

TIR2 BPUHE, W B, RS liERE (Deploy), i ki £ ERERE (Deploy All) LLE 2 BT
Ao I, X HARARELT, i A SR ERE (Advanced Deploy).

| ERgEhomERmyE [
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B s=m=

& 30: £ ERERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
B 31: 5 REBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (]  1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIE . sl T ERE (Deploy) HEHLA K E T LA R RS

B 32 EHEB RS
es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications

0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

B EREEOEE M
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7 18] B B BA i1 F0FXO0S CLI
i FH iy 24T LTH (CLI) W% B R G LA RGATIEA W MO HE bR . JoikiE i CLI 2 TR B SRS .
AJ LR B 5 i 1 LAYT ) CLL
9, 7] LAY 8] FXOS CLIVAHEAT #ibEFE R

\}

AR ftny LB SSH RS B R AR BRI . S SIEANE, SSH A TRER I
748 CLI, £ AT FH connect fxos fir 444 81 FXOS CLI. H S48k SSH B H4T T 5N Sl 8 1,
FHJa ol LG 28 1 B bl . BOAREOUT, A5 SSH Bz i) . BEFEFP A 434 65 i 1)
i CERIAMEH FXOS CLD

i

PR LUEK CLL s B S UE R R M G i . BOAOL T, 2247 KA 4200 A6 6
85, DR S SIE =7 USB % RJ-45 AT HIZE. WOV 1RAT RS 2BAT AT 6 2L USB HATIK
LT . PG BRI FXOS CLL. f#HILL R 847 3 :

* 9600 P HFHE
o 8 NELRAT
« ALK

o 1AM IRAT

TEER B FXOS CLI. ] admin FI /™ 4% RA) 46 v BN BEE 8 CERIMIE ) Admind23) &3¢ CLI.

IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

W2 Uil Bt CLIL.
connect ftd
w15l

firepower# connect ftd
>

| ERgEhomERmyE [
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EREEROBERMBE |

B a, WE T CLIF ] a2 I R B, 1A hdp k2. A ATH{E R, 152 Cisco Secure

Firewall Threat Defense iy 2 %%,

$1E3 TR BB FTD CLL, %A exit 5% logout 4.

iy 22K B FH 5 17 42 FXOS CLI #278. A 5% FXOS CLI Ha] iy & HIAH A5 B, 5 2.

T

> exit
firepower#

X A1BA N IS IR

IEFRHRGAR R E R AR RS T T R e SEOUE R EHIR . Wictl, AV
LR BARE G187, RO RSN BE LEH DG HIBE K g R

ST LU A7 B A B 4 A B DU TR G P B4 iU, il BLEHIFXOS CLI

{2 F & 38 i D KA B K3 IR

SkoSk Sk SF SRS

B

S

g

ol

g

ol

g

ol

g

o=l

g

D 1T AW N -

IEROC IR GEAR T 2 AP B alds TR AT e S ECCIE R g™ B, THietE, fA7F
DR HAR G BialT, PRI s IR AN BE IEH ORI K his o

Ry DU A B Ry TERROC A R S

ok

R E > REEE.

FEEFR A S #5530, i dREE ()

&% (Device) I

fER 5 (System) H4H idi ZAkE (@

ARSI, SIS R BEOC #

WA S 7 KR Sr T a1, WEEN KRN B R R AR . A BILL MR

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

WERBA R G, WKL 3 B A IR RS LR

PR T TEIAETT LSS AT HL ST 50 AL 00 ZE I 35T WS Sk AP BE 7 5T LA PR HL

B EREEOEE M


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| EREERLEHE R

£ CLI XA B At B IR

A LUE ] FXOS CLI 24k P R GEIF ORI & o 8m] DL I 45 2216 & 3w 11 K5 17) CLI; 3

N
g
N

$IE3

ZI V5 18] BB I AIFXOS CLI, %8 33 T,

UK

7t FXOS CLI 1, %E#:% local-mgmt:

firepower # connect local-mgmt

& shutdown fir %
firepower(local-mgmt) # shutdown

-

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

B RB KB R I MR SR . R B LU TR s

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

wouxmpiosnE |

REBUAE T LG AT HLJET SR A e I 4 5t Sk A B 7 W AL 1) L

BRSSP A, TS B IE TS R R BRI SRS . 30 5T Cisco Secure Firewall Threat Defense

e

HRHEH FHAPOMER, 1520 (Cisco Secure Firewall Management Center W £ it B FE 7 ) o

ERgEhomERmyE [


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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