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B AN LUK T
o RIEWFE (REFFTE [Initiator Bytes])
* PR (IR 75 5158 [Responder Bytes]) .
o RIEFFW T4 CRFT% [Total Bytes)) .

113 &@7‘5‘ IP ”» . 1 n@&jj
IP” . “RGETy AN 5 TP
o “ROETT 1P BN T 1P

i€ A TP Huhik sRb ik He o

CRETTEE L (Initiator
Packets). Wi R 7 #4
" (Responder Packets) &,

“HHa BB HL” (Total Packets)

BN CLR Hoh— it
s RILMHEHRE O E (REAEIESE [Initiator Packets]) .
o M EE B AcE (R iz 75 #3E B2 40 [Responder Packets]) .
o ROEFNN R AR (SR 612 28 [Total Packets])

“ LT N 1 /ICMP 2
14” (Initiator Port/ICMP Type)
B [ 77 i F1/ICMP AX
5” (Responder Port/ICMP
Code)

i N RS T YA R [ 11 5 8 TCMIP A B i it e 1) 3 15 B ICMIP 84

I0C #5id

TR HERIACR (i) B ZRE (isnot) K iR il E .

NetBIOS ##%

i N T T % L) NetBIOS 447K

NetFlow % %%

VEFEE T A S ) NetFlow S HI 2810 1P bk, WSR3 #4417 NetFlow 5 H 2%
IS INE W9 4% A 0 e, ) NetFlow &% (NetFlow Device) FHi7513 475,

POtk Y€ 2% S (Prefilter Policy)

TEPE > B 22 R P A T D 45 SRS

Js A

A A FERFE IR A

| EES S



| =Bz

wasrms stz ]

WMRIEEE oo EREEM, AR
AR A A FERFAF RN 2RI .

BRGNS R A R AR A0, VARV ) 128 T SRS T 1228 ) v ' 30 M
(Monitor) 19 LE (Block) .

SSL SEFrgfE

FROETE7R R G AR B ERL 1Y) SSL A AT

SSL 1l 1548 4L Bty N JH SR Y FRIE 15 R iR Sk £ SRR SR SR A T B A HT 44
SSL EF5IRAS P A5 H TN A 218 BUE S MR PIRAS o

SSL UEA3 8 FH# 2 144 (CN) | fan AN T 00 2 ik RO E 45 £0 4 S sl s o0 I 28 A HI 44

SSL kA5 HI 2 [ 5K A IX (C) | 45— AN s 2N T I 2 Ul (R 54580 22 [ 2 At X AR
SSL iEFff #4121 (0) B0 N FH T 08 2 v TR~ PR 4 S S A A HH 2 A4 R
(Sgle)iEﬂPEﬁ% EE AL A B N T 00 2 U R UE P 1 4 0 s oA o A LR 24 R
SSL i EfT WP A T INE il s sk

SSL fn# 251 £+ B BTN fR% (Successfully Decrypted).

SSL i iRA&S BT RGeS A R 4 e M el 2 MRS

SSL e WA AN E RN ERL I SSL Sl .

SSL HIJ 44 Bk N AL SN B B2 1Y) SSL R ¥ AR Bl 4 44 K

SSL fIk 55 % 44 i N2 7 i SRS SN B TR PR IR 55 o 1) 4 B 4 A4 K
SSL URL il HEFE N ANE N #1432 Ui ¥ URL (5 URL 2R531.
SSL fiiA P DA I 251 K SSL ul TLS JiAs .

TCP Fri&

TEFEN TR ORI, A AT 1K) TCP briko FAT NetFlow iC sk E il (13 12

B TCP Fridio

kX

W IERAT LML TCP B UDP,

% T/ Tt Dk s L)
(Tunnel/Prefilter Rule)

B N A A 1) B UL 0 s R DA ) 2 0 S 0 A4 R

URL i NAEZERE D SZ Y7 14 4> URL,

URL 2 FE— I ANEER T 2 Vi) URL ¥ URL 2651
URL {552 HePE— MR AN P2 Vi) URL 1 URL 5 2ME.
H 4 NS SR P AT — ENL R P R P 44

xp%i I



B reszussmnss

sz |

WMRIEEE oo EREEM, AR
Web W I FE P A A EE A SERIRIK I Web WY .
Web [ JT] 285 EFE P B Web NHIZEH .

AR ERM

R 22 SR P B
Firepower R 4¢ IP Huht2 ¢

e = T B AR L
S AR R A IR, S P R A e 24 2840 DL e
SR R ROBEART, R A,

] DAL T U Bcdta M TSt A 1 (R e o R A U o B, T A S SRS 4 2% [
Pt CRLLL: ) SEARIE B ey W It i A RO RRINY 2% e 0 e T B0 g At 22 4 SRS 28 U 3

.

U RIS RP G DR, R AR A
SUBUNEEANIDIS S 6=k €1 P G URRIEE {6 D Sl
SGIBUNIIEE: S 87 €1 S CE6U 1 = oo (€l N 1 RGO A TR

THER, EOUERAEE N M2 T RO e BOR RO R 22 Gy TR T Il iR,
wAERE LR, W E s,

Select the type of event for this rule

If | atraffic profile changes v |and the profile is| Sample Traffic Profile # and it meets the following conditions:

Add complex condition

-l 3

Responder Bytes are greater than - standard deviation(s) v use velocity data
OR

L1

Responder Bytes are greater than v standard deviation(s) use velocity data

SO A I 109 45 10 OB L B 0 v TP B RO YRR (i 22 I A A RO REIN) 37 (A 1
RIS AN A

SO A 1L 100 44 107 OB L B (R T B RO v O 22 I i PR 375 00U ASE P 28
AN AT

16 P s P S 203 (use velocity data) SZIEHE,  DAJE T K mi 2 8] AR A A fid A SCIBRRRIN o T 2R A
F L S R K, )R LA S 78 H DL A A AT — o I f B«

el

| EES S

o P )T R AR AR O, T U T B e T AR R AR v O 2=

S T A O, 7T AR A

o3

PR Uit A2 AR A S 5 Dy it S I o A S S IR ) 1) 2% A1
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II

resnmsEsnEs

RO FEETHEELNIEE
R EIE oo EITERH, AEBA. REELTZ ...
B g o B 3 Febk
% B G2
BT ST T R 2 00, A IR B B 04
A Ly LA 2 1
R AT | BRI -
NP CRREMR TR (R B %
« ROEMFE (REFFTE [Initiator Bytes])
B (e 75 15 81 [Responder Bytes])
4
BT R T TR RO R, AR Ui
1 FE P L 2 12 0
ML, AT HCR R | LR AE— T R
B R T Bt LA - RIEEOR O R IR RED Bl G2
CRRIRIR A (BT EUR B [Initiator
Packets] )
« PACIRR SR (TR SR B3 [Responder
Packets])
“
B TS T R R RO, LA — DA
1 FE P L 2 12 9
Mo Kty ek 2 WA L R R
=% i G 2
TR T T AR R 0B, RIS Ry
RO T AR
LI W2 WA L K Wi i
% B G2

T U TP E AR v O 22 1
AR A 20A 1P B DAl 12 )

LI 1) 1 I — 0 5
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sz |

B sssnmscsresenEs

KEXENBCE XU IREFMHREE

SR S 0 Pl A K R ML IR AU SO OR BRI IR, 35 LI E SRR GE A 1F . ANRE
R EHUNC B SO BRE 2 S N BIE S A Ui A st 2 S oo 1) TP =ML AR I ik 52

ORI
2 MG B S RE 25 PRI, SEdRE BT BRI N TR0 LR R0
St SR

o BT - P 75 EH (Responder Host) sk & #2757 £ 41 (Initiator Host).
o MR - B BHREM (Destination Host) 53 E 4 (Source Host).
o R FEHERA B P ES) - EEEEM (Host).

RS TR S I ) 1 AU SR R E 2

= 10: TN EEXHIREFHIEE

MRIEIEE. . IFEEST, AE..

I 133 (Application TR FH s

Protocol) > W 1Y

(Application Protocol)

N3 (Application BN P B 5 .

Protocol) > [ i [

(Application Port)

MY (Application AL

Protocol) > 1/} (Protocol)

Application Protocol Category | #3255 .

> 7 g MEFERE 7 b o

B S > 25 ) A i N B RO

| PRI o

57 WA FEZEFE T, A S R A 5 128 5 AT R T e A DL
Ml A EARE RO ISEILZ N, e B AR

fififF WA S AR S . B, Z5 P Apple iPhone #FULHC, %A iPhone.

T R TEALE LN,

TR WP AN E A THIA . AT LIAE — AR LR s Fh R 46 e g b i — P2 TRl .

10C #rid A EFERIR .

Jailbroken R (Yes) Ron B B ENLE AR B e as, R (No) Ron AR IS 845

| EES S
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spEnmExarEssns: ]

MRIEEE..... EERIEET, AR...
MAC Hihi: > MAC Huhik BN FEHL AR5 MAC Hudik
MAC il > MAC 26 P MAC KR “ 4% ARP/DHCP £l ” (ARP/DHCP detected):
* RGE T B MAC Btk 8 JE T+ 8L (3% ARP/DHCP #4301 [ARP/DHCP
Detected])
s FIANTT, BURBRRM BN AT A, UL RGE BVF 2 BN A 1% MAC Hidik
(A#% ARP/DHCP #&ll [is not ARP/DHCP Detected])
* MAC BHUAHK (HEE [isany])
MAC PN 0N WU (B 1) A s 4 MAC B
%3 LR (Yes) KonF b BN R a4, L8R (No) Kn HAZE) B

NetBIOS ##%

NN NetBIOS 4o

I 24 ML

i\ http://www.iana.org/assignments/ethernet-numbers T 71l {f) X 25 00 8 4 5

V2 SN AV (2 R IVA T

B RG> ARG AR

R AN RIE R

BAERG > BAERGRCA

MR DB RGRA

e X B\ http://www.iana.org/assignments/protocol-numbers 5 FT 51| AL 5 b SR 4% FR kg 5
VLAN ID BN VLANID 5.

Web 1 HIF2 7 P Web N

Web [ JH 285 PRSI o

AT I ENUE M, A
RN SN allow & B WS
Pk

AR T P ST i A\ Bl 638 B R

MRS SRR R P inRAE EHEE X HREFMH

WA R G A R0 2 P s B0 N A FR G R client (#lW1, HTTPS client) , WX
B R Bl T e AEIXEENE DU, ARGUARAIN B 2 5 7 I, AEURR R 55 45 i 1t A

7% A 2
S50 O T 7 5 0 e LSO P, SRR PR 5 Y2 L L A R 7 3 L
SEATIR B

xp%i I
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spgm |
| R

EREHEIERGZENEE X HRE S
FERG I T WUBC B SO R E 2 PF Iy, T3 T LUASE P SQIBR KAL) 1ty Rt =1 b A 0

B, RGN RN 2 AR T A TR W AR, AR B A ORI . BE PR, Ak
DAL IS, A R0 ST SRR ANE B As , WA 2 e A

ST TR E SO FRE 2 ARSI B BE I, LM A7 7% P i (Client) 2% FPim (Event
Client), {HE& FimhRZA (Client Version) AN BB AR 1T~ A4 25 il R B .

ENBE IR E F B

AN FEAUBCE SRR E 22 BRI OCIERN,  DIMEZ A AESS R A Ry SR 1 A I A1)
FHIE4T— Microsoft Windows AR AS B A i /%

Host Profile Qualification

- S Very Microsoft
= 0S Name | is Wind
0S Versi any
EPSE S
LN T B

R E&BIEE

WA e S . AR RIS BCEN U A SRRl A ORI, AT LA J A
(R IR TR BR A2 o S BREIRR S I A% o o, Ay ASRRISCIBR RN, DA 435 ) Bl
FUb3 P U5 B T DI A2 Ak A SRIBC L o

ANRERE L RS S0 80 0 o A o 4 2 B G 81 P 3 s i A R ORI e ek, &R
SR A AE B A3 A0 3T ) T PR O R 55 SRR U P RN R 1A RN RE S g Bt
MIpTAT

R ] BRI, SedR BT RSG5 3 o RIS A IR T R () B 2 Y
o JERUE - R RS SRS S5 .
* MU - BRS0BS54
o K - EEEENHH (Identity on Host).
o AT - EFEENH (1dentity on Host) .

RS U A IR PR B

| EES S
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MRIEIETE. o EEEE, AR
L ATIRTINN R TR (0 S A ek ol (] P 2R .
Il LN
824 WA AN 2 IRE R, SEASG IR R 0 2 S 238 e AT R R B A UL .
RS IS RO LLSTILZ LU, I B AT .
L IS o N\ IS AR ML o
e PN
PRI AR,
HL CIPANGERTIRER TR
P4 AN 44
AXEM
R Bt 7 B
EEIR IR BR AR

HERR IR RS BRI OIPRN,  DMELER S I a6 bn e fe (LR BEALRCESCIERT T 584%) R4
TTUREREAE LR o U SRR IR ) I P AL AR R PRI [ B AL WSR2 1, IR e S I 7
JERIFAF -

Je

R W, ERRSES M E AR BRI, H AN, SOSATRE BN ). R R
LU AR I B TR LG, RS AR M R Y 2% i eV T LR A O HLARF s AT

PRI A T DU L R kA A

i B SRS, SIBDRA A Y E IR IR BR AR

A UABC EDERLERIER S, DUASHAE 9 2% 0 AL BR3P, S B A ORIERANIN ot SR HH B Aol
Oty BRI BAT B RD I Y], R GE A I R R R A5 S5 L BRIEAERE o A R i A ORI )
AR TR SIS 20 0 SR 1 IR R 2, IR 8 T B R R B R 25

(HE, U RAE Y 28 U0 R T AL JE R IEA S P I A P 2 T TR 20, WU RSN B oI, JF Hik
oA R ERZ I S (R

B, AT AR E SRR R (M O L — 5 I TR JL 3T N R AR, M BRI A4 RT LA
AR RO R B, RAERIRERR L Jq, Rl 21 2 B e, 4
A LA JSORIR A o

| xp%i I



B anzemes

NN IR ER 2%

T
IR 2
$IE3

pZ

PETE IR B 2% HO1E

F 12 ERREREREEE

sz |

FE BT R 25 R B ik & RO AR IR BR AR

A UABC EDERL IR S, DATIE R ERIEA 35 AT M AL 4SBT R 00 A PR B M, DAL AE B I 31 45 AR
B AN AL IE L IR ER A5 o

0, ORI R R A PO 0 AR S I 1) B ARSI 1 7 5 D TR A a1 o Ak ke, )
ARGAEI BN [ 1k f AL TS APIRAS AR A -5 P 48 U0 R A i A I A e A

FHia Z |l
© RAEIER. AR KB R S s NV A AU OGRS . AN RERFE R ER ER S NIn 213
TR AT A R A e S R

UK

TERBESE N g as b, AU R INEIZIREREE (Add Connection Tracker).

FaoE EERER DGR TE S I IERBIRER RS IS . 2R 24 T

MR SRR S, 48 B AR ORISR I R] s 15 2 DB ER A AL, 56 27 L.
F7 0 A A I ) 0 200006 A2 R i TR AR AR (RIS TR TR) B Rz BB 3Bl

73
RS G WA R BRI E R PSRN R R R AR A 1 F

MRIEIETE. o

EFIZER, AFa.

Y T 42 ) S

EPE N T 22 b P PR IR 0 AR o o B

Vi i 4 AL A

eI A 5 S B R PR A U I 2 RO IR 4 D17 1 42 A R U454

AR Ak FERE AN SER A BRATE U], 15 IE P HEAE (Monitor) DLFRER 5 AT 4200
O 0 2 AP DG P %

PAREGHH P EAR S

iy N A SR BRI (R AR T PRI ) 0 4 P S 44

PRI P U e, T B MU TR SR I A L% S B SR R A
RN, RGN T B

I X A AN
ISR ES| A B N PR -
EIN PN b

| EES S
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rrrpsnss

WMRIEEE oo EREEM, AR

LR B S eI S I E 2 RN ENT

B RRA BN S (R RRCAS

R RR LI (8] BN ST, DURD O B4

B SR A AR SRIPOZE #24 JB 10 7 2 A A SR IR

* O3 NetFlow id 3% 2B IS B LR Z (i) A Netflow.
* }j Firepower Z 4052 15 o5 For il 1) 1115 H SF LA =2 (isnot) F1 Netflow.

I e R 0/ 4 X i R 5/ X

WA EE A X

B

WD A E IR AR et . R R ER NetFlow ¥E4%, THELEAL Pk
H 043 NetFlow s FE R 1%

AN B O Ao

S I E 2 QR

CNH2 A X7 (Ingress
Security Zone) 5 “ Hi 42 4x[X
1”7 (Egress Security Zone)

EFE R A 2 A DO R I X

“REJT IP” (Initiator IP). 1
75 IP” (Responder IP). K

“OR AL TT /0 N T

IP” (Initiator/Responder IP)

L TIZANGE S O 0 o112 L 1821

CRETTFATEL” (Initiator
Bytes). “Mipy -7

(" (Responder Bytes) B¢ “ 117
140" (Total Bytes)

NN o — It
o RIEMTFE (REFFTE [Initiator Bytes))
* BT (MR F 1548 [Responder Bytes))
o RIEFER AT GRFT5E [Total Bytes])

CRGE TR AL (Initiator
Packets). “ Wi i /7 £ 4 44

#” (Responder Packets) B “ %44
Pl 2L (Total Packets)

BN AR oIt
s ROEM AR O E (REFEIEEL [Initiator Packets])
o B EoE e R (R 75 43R B 31 [Responder Packets])
 ROERIER AR AR (BB B R [Total Packets])

“RATT v 1/ICMP 2
#1” (Initiator Port/ICMP Type)
ol i B % 1/ICMP AR,
fih” (Responder Port/ICMP Code)

B N T YR g 11 B ICMIP 2RI s i it 1) 3 115 B0 ICMIP 282

xp%i I



xmge |
B censewEs

MRIEIEE. ... IRFEER, AR

10C Frid ERfEFERIMCLEBIRE (19 LEFKIZE (isnot).

NETBIOS # fk iy NI FE T 52 Wi 7 ALY NetBIOS 44 FK.

NetFlow % % WP ER R NetFlow A5 TP fudik. AR RHAE AT NetFlow 3 H #3821 kg 4%
RINFEME, W) “NetFlow 4%~ (NetFlow Device) N7 41| k48

TIRLIE A S (Prefilter Policy) | 1E#HE A mi 20> b B SRR (134 422 10 TOUI i 25 SRS

J A AN B A Ly SRR (1 ORI I i A

LA AR WA A BRI IE R IR 1) 2 A TR -

TCP Fri& RN T IRESE AR P A 5 (Y TCP bik . AT '3 1Y NetFlow i 5% 2E B f)3%E
B E TCP bk Bl .

& B M PEEARAE T B AR S 3L o

URL i N LB (Ve H P 2 U IR A R 4 URL.

URL 2 PRI ER & B 32 Ui 1) URL [ —AN 82 A~ URL 2851

URL {52 PR EE IR R AR TP 2 VT ) URL () — el A URL {5 1A

RS iy N SRR BB AT — N R P I P 4

Web [ JHFE HFE—EZ A Web N HT

Web M FH 2531 TR AN EZ S Web N 2851

& BRI E IR IR 2R
FERGEE LR ERAS I T3 7T LAAE A SCIBC RN (1 S ik =1 o 2l

i, BB AR G BB % 7 i N e i A IR o K P BR R ARSI B R AL RSG5
Giox H Bl i FRER SR 1) FE A S0 (K PR )

« R#=H/MEL A P (Initiator/Responder |P) ¥ & hZE 4 |P #iiit (Event |P Address).
* X Fim (Client) & N E 4% Fim (Event Client).

Je

R ERERRE A 1P HhhEER [P Mk s, 105 ah VI EF shis N (switch to manual entry) LLTF-3)45
5E IP. i switch to event fields iz [0 LA F =5 0F oh i 1P $hudik.

AR ER
HEREAN A IE R F T B

| EES S |
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Firepower 54t IP Hihi-£ ¢

EIRIREFEE S REL
TR R T T T L SRR 43 K S BB 3 4 1

=13 ERRIRBRBHINEE

wamnastns:

MRIEIETE oo EREHET, ARBA....

HER A0 ) 3 S A

SSL & 2 i £k 2 () SSL 5% TLS s 45 1 1 5 44
BT RO R | BN AR

Wil 17 75

« RIEPR T (FTHRED
o RIEM T (RERFFTE [Initiator Bytes])
« BRI E (MR 75 1548 [Responder Bytes])

At B SOk Ednt
A E L LINVWIE € RO

LA AT — T
o RIEIEH A (BIREEED
o REMHHE O E (ZEFEIE S [Initiator Packets])
s Bl S B R (IR 75 #539E B 4 [Responder Packets])

bl 9 sy AL N

U\‘F’E‘—:*I')Tl
o RS B AR 2l T ML EL R (Unique Initiator s)
o W SRS U 281 PRI B2 R A 7. E ALK 2B (Unique Responder s)

ShERE M EREE B BB E R 1)

HRERFE 5t

B R SO ARG 2 M 2% 10.1.0.0/16 ., 177 FLiZ 48 AN ) A LIE 3 A 1) 4 2% 1

M EHUSGRERE . IZR AR MUK ARIES:, (BRSO W SR AE M 20 B Py it DU T s B 22 R K
HRE, WBEHIAT S A K 1A .
BT R BUALE 24 10.1.0.0/16 28 AN AL R 25 N 1) ENUSOIIERERY, ARGV THBEREAT 7 1%

PRUERTERR . K5, WIRRGUAE P 3B AR 2 UL B2 A8 4 DY (RS IRIRIERD » RAR
R RIR A o
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B isenzzssanss

Rule Information

Rule Name | Archive Connections - Outside ‘

Rule Description | Trigger on 4 ouside connections tc ‘

Rule Group | Ungrouped v‘

Select the type of event for this rule

If ‘ a connection event occurs

v H at either the beginning or the en v | and it meets the following conditions:

l Add condition I l Add complex condition l

Add User Quz:

\ Initiator IP

v| | is not in v| \ 10.1.0.0/16 \

‘:OR v|

L 1]

‘. Responder IP v| | isin

v| \ 10.1.0.0/16 \

Connection Tracker

... start tracking connections that meet the following conditions:

l Add condition I l Add complex condition l
_ W | Initiator IP v| | isnotin v | | 10.1.00/16 \
\ AND v| : ' ;
k| \ Responder IP v| | is in v| \ 10.1.0.0/16 \
... and generate an event If:
| Add condition ] | Add complex condition |
‘i tota|| Number of Connections v ‘ ‘ are greater than or equal to v| ‘ 4

N B P R e fid A bR IR o

Time Network
10.1.0.0/16

0%2¢ | conn. 1 [ Host A [ Host 1 |
Conn. 2 | Host B |—tae] Host 2 |
Conn. 3 | Host C ! Host 1 |
90 sec \ Conn. 4 | Host A [~ Host3 |

initiating connection

conditions met,
event generated,
conn. tracker terminated

37875

FEATRBIA S R GRS I 230 AL OB BEA S PR 10384, RIVARZERLI I 10.1.0.0/16 FIZ8 A EAL

B2 L N EHURE R XA EE R RS
Ak R PR R A5 IR B BT -

| e
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BitTorrent 2Bt thiz s m ERH |

B, MAGKIMBINRLE AN TN A ) I A ENL 1 B THERR, RS TTIRIRESER .
o RGN BN FT A LR BR S R AR ) WS YR %E % Host B 5 Host 2 Il Host C 42 Host 1.

o ULEPI S BRI R BRI P9 Host A #4523 Host 3 I8, GR35 DU X AT SRAIE IS B . W 2 1L
P SO

s Wi, RGUEBOMEHE, HARGUE ILIRESER .

BitTorrent £{#& {5461 13 % ROBLC & 7~ 451

FHIGIXFE st B BAENIAGE IR Z I M AR EAUS, R AR SER I £ BitTorrent Hds
fefmiid %, AR RIS .

B SR 2 RGN 3 32 45 R 2% LK) BitTorrent WY BSOS A 42 PR SCIR RN o 2600 0 HLAT BT
WFPERRERS, DMEOCH 24 (FEABI 2 10.1.0.0/16) _E R LN HBLIAA SIS E S
(#0150 Bh A T BitTorrent £ i) & Bt i8id 7 MB (7340032 “7747) I A i M o

Select the type of event for this rule

If a discovery event occurs there Is new information about 2 ~ | and it meets the following conditions:
ndit
W | IP Address isin v | | 10.4.0.016
AND
u Application Protocol v is v BitTorrent

Connection Tracker

... start tracking connections that meet the following conditions:

i Responder IP " is v Event IP Address
AND ; Application Protocol v is v BitTorrent
W | Transport Protocol is TCcP

... and generate an event if:

W total Responder Bytes v are greater than 7340032

inthe next| 5 minutes

B s R 2% R R A fig e bR SRIRE

xp%i I
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sz |

Metwork
10.1.0.0M6
Bsec |Trigoering event: BitT orent Host 1 Cornection Tracker crested
application protoca deteded Application Signature: Host 1 IR, BitTorrent, TCR
Protocal: BitTorrent
1s=c  Connedion 110 Heost 1 Connedion Tracker total: 108
Host 1 Host & Heel  Zpplication
1MB Protocol: BitTorrent
Ssec  Connedcion 2 to Host 1 cConnection Tracker total: SWB
Host 1 HostB e  Application
2MB Praotacal: BitTorrent
T 2ec  |Triggering evert: BitT orrent Hrst 2 Host 2 addedto Connedion Tracker
application protocol detected Application Signature: Host 2 1P, BitTorrent, TCP
Protocal: BitTorrent
10 z==c  Connedtion 1 to Huost 2 Connection Tracker total: 4MB
Hos 2 Host & - Application
TME Praotocol: BitTorrent
15sec  Connedion 3 ta Hiost 1 Connedion Tracker total: GMB
Host 1 Host © H-ae  2pplication
2B Protocal: BitTorrent
20 ==c Connedion 2 to Host 2 Connedtion Tracker tatal: 7B
Hosg 2 Host B e Application
1B Protocol: BitTorrent
J0s=c  Connedion 4 to Hizest 4 Connection Tracker total: 9B
Host 1 Host O H—e Application Conneciion Tracker fires, tenmindes
2B Praotocal: BitTorrent
300 sec timeout) Connedion Tracker would hawve

——— expired andterminated without finng
ifit had not already fired st 30 s=c.

371874

EARRYIN, RELEPNASE K EHLEA 2] BitTorrent TCP N H MY : Host 1 M1 Host2. X &+
HliE i BitTorrent ¥ 44 A4 5 2 JeAth P & 3= 4HL: Host A. Host B, Host C Fl Host Do

Wb FRAZE R IR & FO B B T

* HL, MAGKIME] Host 1 L) BitTorrent N VM, REIFTFURERE: 0 Fobrid AL E . 1H
VER, WRAGAERE T RE S 28 (]300 #hric) PANZ] 7 MB H BitTorrent TCP 1£ 44
Bm, DR A o 3 .

« 5FPERIS, Host I CAAEMTTARAEN 3 MB $(# :

o JE 1 FoARICALR), M Host 1 #5515 Host A 1) 1 MB IR = (1MB £7 &1 E B R bR 28 4441
i BitTorrent S )

* 1F 5 FhFRiC AR, M Host 1 /6515 Host B [f) 2MB (A %iE = (Rl 3MB)

o 1E 7 FOAPIN, REGAE Host 2 _EXKIN A BitTorrent MM,  [FBHHIF 4R ER 54 1% 0L BitTorrent
.

o 76 20 BRI, RGO ZR I EI M Host 1 F1 Host 2 &5 (19452 4iE (19 H A 204 -
* 76 10 FhAric AL, M\ Host 2 /64514 Host A [ IMB ¥ & (3t 4MB)
o 7E 15 FMAnic At is, M Host 1 /6514 Host C ) 2 MB IR & (E3: 6 MB)

 7£ 20 FhARiCALIT, M\ Host 2 /%44 Host B [f) 1IMB )%k & (EJL 7MB)
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« 1% Host 1 Al Host 2 H i ©.4 4% 4% 7 MB [ BitTorrent Z¢-5 5, B IR AL 415 BB A8
i 7MB, PR Silk (E Rz 75 7 F5 808813 7340032 [Responder Bytesare greater than
7340032]) o BB, AR ARGEAE RS EER I R4 R K 280 B8 Py AT R DI 2 H Al BitTorrent %4
iy, WIERERZS 0 H RGEA S LSO ).

o (HJE, 7630 FPERINT, RGKIN ) HoAD BitTorrent A&%5,  Hii 2 U454

 7F 30 FhARic AL, 2 MB 45 M Host 1 #£%i % Host D (izi3t 9 MB)
s Boh, RASEROHECEA. HAN, RS BRI R, (HAE R IR R s,
RY A5  FEREEE R a0 BN R GRS 248 ] BitTorrent TCP N FH WM BTERE, W RSi4s

BUEEE RIS . IV ER, 78 Host 1 i) Host D /&4 it 2 MB RS, RS Relis
1, BN AR SRR Ja A S SR .

ZFFNAEA TN EHA
ST DAAE SR IPORE U v G B 45 o 30T o = SRIBCRE U g A P, RIMBEAE 5 11 6 300 ) 38 B e RO, 2 45 S
Wt 2 FRoR RGUAE I RGP A LAl a2 AR s R R R AT ARk OF AR EE A B
s D .
B, ERZE BRI BN REAN R . B RGN R S AL RN A kA — A
(R B OCIBREIN , - SR R BEAE A N TH) P B RE 22 S ORIBE AT, LRI T A AR AR A% R M 2% 3
o SEPR  SEE  OC I F E,  wT RAAS IR e A, DU R ST 2 0 Sz L
MR —ERE (FEFRE IR T A ) AR ORIER A
UEAh, AT USRI s B AR IS S A . AEARIE SR, SRS AN S il o T LURE IR
S IIBCE R R s A B, SRR AT RESGT A B 4% AT B[] Nmap #1948, LLEE
HENRAERGMIAACTT Do AEXBIRGOL R, AT LIRS0 I 1) A1) 52 000 21 (K SRR v Ak
RARIEZ A, AL AN 2 Bl i bl 5

RER R A 2 AL

ST I A R it A A AR R DQIB R 5 mT LAAE 25 R AP R TR S MR S LEAE B I e 3T 42
e, HZPLTIARE .

REBGAA =005 F). I8HATRME.

o TIEFE SN BT RO AR ORI ik Ae 2%« N LRGBS BROE A0 ER IR BRI 2 H]
SR o ARSI A A s, SR (03 7332 O T PR Bk A 2 . LS 2l g
WHZ A, BEAFONE AT REA A DRI E AT AME.

o ZFAEI AT S BT IGR T30

o AT TR S HE R T ME AT A, BT ESCR T BN . A X,
BATLLN R ik £ AME (B AMED S

i, G R EAE AR EH AU AR A SOCIBREAE, RT AR ETE A IR g SR
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Select the type of event for this rule

If a discovery event occurs v a new |P host is detected v | and it meets the following conditions:
Add condition ] [ Add complex condition
v .

R EAEL 10.4.x.x PIZ% AN RZ08T I EHUN 220 BRAGUIENIF R e fF, PRI BLEsin— A4
(R

Select the type of event for this rule

If a discovery event occurs v a new IP host is detected v+ | and it meets the following conditions:
Add condition l [ Add complex condition
W | IP Address v isin v 10.4.0.0/16

MK GRS 1 E— AN S, A28 F AND B OR i 5L AP EHIX B 4 R 4 Gkl o HH IR Z800 11 4 At
SR VP4 :

* AND & 575 2R 05 25385 2 FL 2 B 1 2 b i B 4 A

* OR IS R R 20t i L4 o) b im 2 b —AN 41k
R 10.4.x.x PIZEFT 192.168.x.x W4 I AEFR#E S 1 (1) SSH G301 LA N U AT PUAS S, ST
[RMINE ZUREGEPAR

Select the type of event for this rule

If a discovery event occurs v there is new information about @ v | and it meets the following conditions:
Add condition \ l Add complex condition ‘
v Application Protocol v is v SSH v
v Application Port v is not v 22
Add condition l I Add complex condition
AND ~
W | IP Address v || is v | | 10.4.0.0016
OR

W | IP Address v is v 192.168.0.0/16

M EYF, PRl R
(A and B and (C or D))

R 14: NG

KT AR LT R F oo

A MMk SSH
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KT ABRER L TER A &5,
B S FH 3 1A A2 22

% IP Mkt >4 10.0.0.0/8

D IP kil 196.168.0.0/16

A\

AR PP R WA R S 2RI AT BRI R G P RE . BT, RS AR RS CAC R E RV
¥ 2 25 A R AT fE 2 T BT IR

el

REXHL I o B AN & d S 1

UK

PR AERIMAN G A b, SN S 2R A6

* i - JdTAR I 4 (Add condition).
« Bk - HiiRmE &4 (Add complex condition).

B2 SN 8k £ AND 5 OR Ja SEAT ISR 5.

. EBRIEREY
B B A ] OR I 54T 45 5 IO PANRT B 45 (K S IBRE ) o

Select the type of event for this rule

If a discovery event occurs a new IP host is detected and it meets the following conditions:
Add condition Add complex condition
v
OR
|

NS BAT ] ORGB AT A 3 KM LA AR N RIS AF IR . R 2% 41
FEAEH] AND 38 54T 45 (K A ] 5 25 1
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Select the type of event for this rule

If a discovery event occurs a new [P host is detected and it meets the following conditions:
Add condition ‘ { Add complex condition
]
Add condition Add complex condition
OR —
u
AND
u

EXRBEAMFHRERZ ME
FERIEE I AR P FLA PRVEE SUVFIE AN T30 h R eI, S ol AR 8 A

UK

B ERBA AT, M4, EHE isin B isnot in 1E iz H AT .
PR 2 i OR B SREE (Edit) BEREATE A E .

$IE3 /R A (Available) T, EFEZAME. HATLL AT IS LLE R Z AN HHAME .
PB4 STk (>) Bk 4 H ) 2HEE T (Selected) e

YIRS MHE (OK).

B 18 B A )

FEZIRE T, RS BoRdE M irigh B I B NIAAL, 87T DO X PSRRI AN 4L 14T 2o
L B LS BT RPN, B TE R IX e SR IB N A A AT S . A MG 4 AR
R QU SRR, T D) 2 i

\)

AR WURACE R EAT KA RENER (BRFAK. 2ERESE) , WRGAS BRI E .

X Bl S IBC SR HH KA LA T 1) B e ST B2

FHia Z |l

o WREIMMERHN, 35 AT SRS ok LIRS, e BEOCIECERE S, 55 4 TP A
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UK

SR EFE SRRE > KK, RJn sl NEE
HER2 AN
* B - RUHERBEMN (Create Rule): USRI E I , 2 5 UL,
* QU - AU eIE4E (Create Group), HAALIIAFR, G midiRTF (Save). 24 hidsinil
JUPRRTR/ Tt e s I

© Gkl - i AREE () 5 TESI ICEOCBM 55 S . W ERE (O, NIRIR
B R TS, B B B DORE B R

o MBS - Aicl MR W) o IHBR A2 2Rt B S0 e ot S S AR 7%
YU Y I B e LG, o AT B O R

e & < B Mo iz 28
fn] DL R AR R i e e M N 4H, SR G B AL I 40 TEE B Bh o B SRS v R DS IRE R ) . 24
B S R AR IC R I, RGe < )8 sh T 40 4L i) i R
LENG B R S A T IR, ok v s 20 AT AT 43 2 e . 1) 5 2 S R AR 38

B2

P AP > KBK, )5 .
;2 45l Create Group.
I3 i\ Name.
T4 WIRAER SR, THIETTES (Active) FIEHE.
T FH AN 23 3 Bl R
PIRS LFR AL R ANEEL (AvailableResponses), #8Ja siili [ A7 3k (>) LUK AL 22 2B B9 R (Responses
in Group). 5 —ARBNWIN, WEEH 1 AEF K (<).
P 6 LR TF (Save).

T—¥ it a
* WA 5 AR AL F E AT LR RS, 3 R .

X E@M
Cisco Secure Firewall Management Center 23 1 3
AR A

xp%i I


management-center-admin-73_chapter20.pdf#nameddest=unique_457
management-center-admin-73_chapter41.pdf#nameddest=unique_42

xreseng |
B ==xnmma

B IR K BA M [ 28

USROG SR rh AT A FH M N 2H ] AR 22 o O o 2 ZEL R BB X Wi S 7320 o st vl LLAEAS
MR SRS DU BN N o XA T AR R e b R B W N2, (AR T S SRS I AN R Bl
Wi W4

EZWEE T, Rt Won e Sarsrh QU A, n DUN Hg AT . RGIE 2 WoR et el
QU A, AT DO A T i . B A Mg AE BRI H QU 4L, S DI %38

SEBIA S TEAEAE T BAR I 20 BEAT (0 5 e ST R AE 2L

UK

W EPRRES > KB, AR5 AU,

PB4 -
o Wk - A . W RR O RN, WERIIECE B T, s SR s
(FIALBR -
o Qg - s )32 4E (Create Group); 1HZ e & OB A , 55 35 T,
o Gt - il AR () IESI ECEOCHE N A, 85 35 Tl WUREORIE (©) , K
Wi B TSI, R U 1 SO (KA R
o BB - A ER (W) L WURE R TR, RPN R T, S e s e
(IR o
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