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* Jh Firepower F 40528 WA Rl B IE B AT IEBEA =2 (isnot) F1 Netflow.

EEZNESE RN R ESE G A

BB A S ERR AP YR B H AR TP bk ARSI FE 5/ X
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Packets).  “ Wi i /5 # 4k 4

* ROEMEAR B E (REFEIEEH [Initiator Packets]) .
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o RAEFHMEHE O (BUR 8 5% [Total Packets])

“ 53 F1/ICMP 26
M4” (Initiator Port/ICMP Type)
By R Y. 5 g 1 /ICMP AR,
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BN A 5 A B i 15 B ICMP 28288 sl oy it B i 58 ICMP 2R %8,

I0C Arid

e faFERIFCE (i9) IERET=Z (isnot) KA ERER M ik E .

NetBIOS #Fk

g NI 52 W ¥ E AL NetBIOS 44 FK .

NetFlow % %%

IEFEE Tl A G NetFlow T H 451 IP Hukik o 40 RBATIGAT /T NetFlow FH 4%
ISR Y 2 A LSS, ) NetFlow 1% 2 (NetFlow Device) 7413 4 =%

Tk 8 4 S (Prefilter Policy)

PR B R PR A T 8 45 SRS o

Js A

A GERFF IR A

ERCE S

A FER IR LRI .

SO 2 NGRS VR G AR 1) 4, VAR U7 Il 28 11 SR T a8 1
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SSL SEBrAE

FRE TR7R RGN e AL BRI JE R 1) SSL A A%

SSL i 54t B N IR N R LR TS 4R Uk £ R SUMSC A & A 44 .
SSL il 3R WA 5 H T 218 BUETS SRR .

SSL UEFAH I # A U4 (CN) | i AN 3008 2 05 FRE 5 1) 4 sl s oA I 28 8 I 44

SSLAUE AR H & FE /M X (C) | e —ASEE AN T 2 1% FRE P 5 [ 5K/ X AR

SSL i3 HIH 4R (0) i N0 2 U PR U A5 1 A 0 s A A 2 A AR
(SOSt;EjPJﬁﬂ% FAGUANL N TN 23 (RE - 1 A s oA 2 A SR A4 B

SSL # 4= f4: A AT I E i £

SSL fn# 231k %% B BUINf#% (Successfully Decrypted).

SSL ik BT RGP E R SRR — PPl 2 MRS .
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TCP #p i

TREEN T il R RBREN,  ZERe L5 1 TCP Ak
HAm A & TCP bpik.
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Select the type of event for this rule

a traffic profile changes » |and the profile is| Sample Traffic Profile

Add conditio

are greater than

OR

are greater than

# and it meets the following conditions:

standard deviation(s)

standard deviation(s)

neesnssamizs

use velocity data

use velocity data

FLA AL T W 28 1) 5 ROB L ORI v P SR AR v O 22 IR Ak A RO, 35 A
RS AN
FLA AR L W 28 ) 5 ROR L o MO AR TP SR A R v O 22 IR Ak A AR RO, 335 S A FH 2
AN

i rh s F R S 203 (use velocity data) SZIEHE, DAL Kii sl 2 IR AR A A< fd A SCIBRIN o T SR A
F A5 v e S Kt AT AR S A L A AT Fofrs 0 A Ak 2 R U

o SIS )T B AR R AR O, T R T B R TP AR AR AR v O 22
o LR TR, TR R T

R ARG U A 2 A B 3 5 D S T I S e RS S I U R

R 10 REBET & E R RYIEE

R IR, AEHA.... ARHEELTZ— ..
e A R b 25,51 b
% i G %
BT ST A R R WO, RO B
SR S A DA 5 2
R Bl I | B R AR —
NP BRI (EHBED B G2

© ROEMFE (REFFTE [Initiator Bytes])
o B TR (MR 75 1548 [Responder Bytes])
o

[0 4 A R oK TR (TP -t s R weiw S Pl /P
SRV ] P Bk A 12 )
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AR DA 20T A 2 - B DA figh e 12 U

RIS ... SEIEEE, AREA RERELTZ .
T y—— )
Sy B C RRERE A (BREBED bl f 2
C RRERER AN (%A EIEE K [Initiator
Packets])
o B EE B ECE (e R 75 #5048 ©1 3% [Responder
Packets])
ﬁ
TR T TR R O, by e
g i 2
PR o 2 T AT B AR Rt
o bRt 2
T BT TR A 2 R, RS s e
B 6 0N 2644 L L fh e 2 90
TR U 7 2 T A7 3 L M Wi iy
% bRt 2

KEXENBE IR EFMHREE

SRR S b Pl AR RN AU B SO OR BRI IR, 58I LI E S BRGE S F . ANRE
R EHUNC B SO BROE Z S N BIE S A Ui A st 2 S SemlopT 1) TP =ML AR S 00 ik 52 4

ORI
2 L HUC B S RE 25 PR, SEdRE B T BRI =ML TR LR TR0
SLAth SR

o BT - PN 75 EH (Responder Host) sk & #2757 £ 41 (Initiator Host).
o Nz - B BHREM (Destination Host) 53 E 4 (Source Host).
o RIVEFAE FHUER AT G 8 - EEEENL (Host).
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R 11 ENEEXHIRE FHIIEE

spEnmExarEssns: ]

Protocol) > /3 (Protocol)

BN RIGIE T SEIRTH, R
N FH PR (Application BN TN
Protocol) > W H /3%

(Application Protocol)

J% HI B (Application NP L 1
Protocol) > 3 H i H

(Application Port)

NS (Application EFE— AL

Application Protocol Category | 14245,
P > 2 i S IR
&5 > 7% P RRA BN S LA o
IR E Sl prioti & = 7| 8
09 AR AR SR, S A S SR P S S 2 ) S AR IR R e AR DL
Mlo A GRS FR L LS Z I, B AR
fifi W NF B B RIS o B, EEE T Apple iPhone #FULAL, %A iPhone.
T LN P AL E 2.
THLER WA EHIEA. BnT A — AN SR 2 ) 45 e 6 P i — P 2 TRl 4
10C #rid WP EREAEFER IR -
Jailbroken HEHER (Yes) Fom P M BHUS BB sh R, LFEE (No) Ron A Z MR sl it .
MAC Hihl: > MAC Hihl: i N LR A i > MAC ik,
MAC ikl > MAC 267 YEFE MAC KRBTSO “ 4% ARP/DHCP il ” (ARP/DHCP detected):
* RYLE W MAC Ml 000 h B T 8L (32 ARP/IDHCP #&:3ll [ARP/DHCP
Detected])
s ATANEETT, BB BN AT B s, TUARGE 2VFZ THLAA 1% MAC ik
(F4% ARP/DHCP #&3l] [is not ARP/DHCP Detected])

* MAC KA (CHIEE [isany])
MAC HR7 7 B N LA P AR 1 4 30350 5 MAC (161 7
¥ EFER (Yes) o i BN BN B, 1EFEE (No) Fon AR B B
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N THLT NetBIOS 4.

W 25 i S

i N http://www.iana.org/assignments/ethernet-numbers T 41 (1) ¥ 45t i3 5

BAERG > R RGPNR

AN RIE RSN AR

BAERG > BAERGATK

T AN ERAERT LR

BAERG > RAERGA

P AR RGRA

5 i i1\ http://www.iana.org/assignments/protocol-numbers " BT 51 (K AL 5 B 42 R 840 5
VLAN ID N EHL VLANID 5.

Web 27 % Web N

Web J3FH 285 WP

R R ENUR P, dh
ERINA BUYE allow 44 5 E A
P

WA AL PSR o A B FE S KM

ERRISuBRAE PRREENEEXHREFHE

R R G A R R 2 P s AT B N b R G B client (#l1, HTTPS client) , M
e S B BOE I A e AEIKEEAR LT, R GEARA I BIR B s (EURR AR R 55 5 Wi DO A

Wr 35 i R A7 A
S RS il % i Qe AL B SO BRE 2, 2 PR A A i 5 SE AL i AN R 25 ) o
IBAT RN N

E AEHEIRERIGE EN B E X HIREFHE
FERA A T UBC SO B A PRI, 3 AT A SCIBC A U ) S ik =4 v 10 i

BN, RGN Z N EL AR TR e BRI, R A ORI . BB, ke

DAL IS, A 0 ST SRR AN S P hiAS , WA 2 e =
ST MU E S R 2 ARSI B BE IO, LM A7 75 % P i (Client) 24 % Pim (Event

Client),

H% PumhR A (Client Version) AN HT A I B0 T A 2l & F) o

ENEE IR EF R B

A A UBCE SCAFBR E 2 A2 BRI OCIERIIN, DM Z A AEDS JAE Ry I IER i A I SR (1)
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Host Profile Qualification

Initiator Host v Operating System has the following properties
OS Vendor  is v Microsoft
L ]
0OS Name is Windows
08 W v
.
=
X EM
Ay N 2 L
ENLEH B

F R &8 E0IEE
USRI B, AREAEOE . RS B AR R A, DA DU T 2 i

(L (ROAR DR B2 o b R AIAR D9 Y BEAs o i, Sl EARRARISCIBOMIN - LAEA 43501 7~ ek
L P 350 B B 8 1 I 4 2 ik A SRR U

ANBERE ™ GEAR VS0 I 0 AR i 2 A 2 S e B B P sl A A K SRIBRE B4, R
GEIE T AE S 3 U P I ST I B AR G5 SRR RN P VRS R A5 A RER S B
PREPRE AR

S apca i abAY N ey s S H PR S WU E= 2 B Pri S U = e a7 S W ER S i e AL it
s B - RRRET SO R 54 .
* NMREA - L BB RS 4
o R - EFENF 4 (Identity on Host).
o EHUEA SR - B ENFH (1dentity on Host)

A AT AL S IR (4 FH P BE A

12 P ERIIEE

MRIEIETE. . EEEE, AR

L ATRTIN R TR T P (0 S A B Uk Pl CEOH P A0 .

i PN TP

824 WA 2R, SEAHG IR R 0 A S 238 e AT R R B A UL A .
NG I E RO LA ST L, I B A .

HLF- R B N\ HISA ML o
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CiNA CIPANGERTIRER TR
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* b &3 NetFlow o3& A4E U IFE R FAILEFEZ (i) A1 Netflow.
* k) Firepower F 40525 ¥4 Kl B E B FAFIEFEAZ (isnot) F1 Netflow.
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o RIERBE R B R (3R R 22 [Total Packets]))

“ IR 1 /ICMP 2
7 (Initiator Port/ICMP Type)
B0 Y 5 5 11/ICMP AR
ih” (Responder Port/ICMP Code)

AN RS i v i 1 5 B ICMIP 2878 sl 2 e e i ) ity 115 8 ICMIP 2878,

I0C Arid

EREERIA L ERE (Is) BRLRIZE (isnot).

NETBIOS #

i NIEFE T 32 M 4% AL NetBIOS 447K

NetFlow % #%

IEPREENER 1Y) NetFlow 3 HHAS 1) IP ubik. QB ATREAFAT NetFlow 3 H 25 75 0 3] 109 £
KIS, M) “NetFlow %% ” (NetFlow Device) 7513 42,

TIUL JE4% S (Prefilter Policy)

EPE > E A A PR (1 (K T PR S

J A HEPE—N A b BEERIEA IR SRR S A
L AR P EREA I ER IR 2 4 R R -

TCP bri

VEFEA T IR B E B LA ) TCP A . AT 5 H 1Y NetFlow 10 58 42 1% 3%
Bt & TCP b ¥ .

e biiX

EFEE AL A 3L
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URL N LB R (VD 2 P 2 U IR A R 4> URL.

URL 2 PR EERER 134 h 2 Vi ¥ URL [—AN 82 A~ URL K1,
URL 15 7% EPEELEREE G Beh Z2 V5 11 URL f— k24~ URL (5 2%1H.
M4 NG SRR I R AT — ENLI T R 44

Web W HIFE P e Z A Web N

Web I FH 2531 TR AN EZ S Web N 281

& BRI SRR IR 2R
FEREEFRFRERAS I, T3 7T LAAE ] SCIBC RN 10 Sk =01 o O 28l

i, ABCRAR GEAR TN BIHT 20 7 i I 2 g A ORI o g 4 BR R 2SI B LSRR ) IR I, 2%
Geox F 3l ) B ER A TR 3 1) SE A 1) B -

« RALA/MIN A IP (Initiator/Responder |P) % 4 | P #itlk (Event IP Address).
* X Pim (Client) &E N EHX Fim (Event Client).

Je

R EERERREE 1P HuhEER 1P b Ee ks, W AR EF S (switch to manual entry) LT3R
5 IP. #iili switch to event fields 3% [7] LA S o i) TP Hishil:.

X EM
TR 22 A R A B
Firepower R4 IP Huht2 &

EIRIRER AR B FREE
R TR S I A B I A X (O R BB 1

R 14 EERIFBRBHEL

MRIBIEE. ... RIFIEEA, REEA...
ERERL O30 1) 1) 3 42 M B
SSL Jina 2> il % KB SSL 8% TLS 823476 1 s 3
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EESES

© RIERLR T (FTHERED
o RIEM T (RRFFTE [Initiator Bytes])
BRI E (MR 751548 [Responder Bytes])

At S SOl Ednt
Koy N7 e A4

DA AR — T
o RIEIE AR (BIREEED
o REMHHEBEE (ZEFEIE S [Initiator Packets))
* FU R aBcE (ME Rz 75 #4E B4 [Responder Packets])

AN Ty B AT N Ty

U“F,Er:#;@j
o RN 2 () A AL 25 1 B AR E AL (Unique Initiators)
o W SRS 281 PRI B2 R A 7. E AL B (Unique Responder s)

SMEREMERT B R EC B R
IR A B OO SCPEAERY SIS 10.1.0.0/16 1, 1T FLIZEISI4% 5 12 HLIE 3 A 94
HOEHURARE R, P4 S0 TR AR S AR B, (PLAES A i 1 SR 9 40 Ay B DY R 2

EE,

YO58 AT 4 N AH o R i 7

sz |

T ML RE 24 10.1.0.0/16 IIZ8 A1 AL R 25 3 B ERUAORIERERY, RS THIRIREAAT & 1%
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Rule Information Add Usel

Rule Name | Archive Connections - Outside

Rule Description | Trigger on 4 ouside connections tc ‘

Rule Group | Ungrouped v‘

Select the type of event for this rule

If ‘ a connection event occurs v H at either the beginning or the en + | and it meets the following conditions:
l Add condition I l Add complex condition l

_ W | Initiator IP v| | isnotin v | | 10.1.00/16 \

\ OR v| : ' ;

k| \ Responder IP v| | is in v| \ 10.1.0.0/16 \

Connection Tracker

... start tracking connections that meet the following conditions:

l Add condition I l Add complex condition l
_ . \ Initiator IP v| | is not in v| \ 10.1.0.0/16 ‘
\ AND v| : ' :
I \ Responder IP v| | is in v| \ 10.1.0.0/16 ‘

... and generate an event if:

| Add condition ] | Add complex condition |

‘i tota|| Number of Connections v ‘ ‘ are greater than or equal to v| ‘ 4

T P S P R e fid A bR IR o

Time Network
10.1.0.0/16

0 sec Conn. 1 | Host A I—-pl Host 1 J initiating connection

Comn. 2 |H|:|stB |—->| Host 2 ]
Caonn. 3 | Host C |—->| Host 1 ]

Host A Host conditions met,
90 sec W Conn. 4 | oS |—"| os 3] bt oectna

conn. tracker terminated

37875

FEATRBIA S AR GRS I 20 AL OB BEA S PR 10384, RIVARZERLI A 10.1.0.0/16 MZ8 A EAL
FNZ L% N EHURE R XA EE R RS

Ak R PR R A IR BT -

eI |
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B sittorent s i £ R BRI

B, MAGKIMBINRL AN TN A ) BN ENL 1 B THEERR, RS TTIRIRESER .
o RGN AN BN FT A R BE A R AL ) WS YR %E$%: Host B 5 Host 2 Il Host C 42 Host 1.

o ULEPI S BRI R BRI P9 Host A #4523 Host 3 I8, RGN 2 55 DU X AT SRAIE I8 B . W 2 1L
JUP SO

s Wi, RGUEBOCEHE, HARGUE ILIRESE R .

BitTorrent £{#& {5461 13 % ROBC & 7~ 51

FHIGIXFE st B BAENIARIE IR Z I M AR EAUS, R AR SER I £ BitTorrent Hd
fefmiid %, AR RIcEAT .

B SR 2 RGN 3 32 45 R 2% LK) BitTorrent N BRSO A 42 PR SCIR RN o 2600 0 HLAT BT
WFPERRERRS, DMEOCH 24 (FEABI 2 10.1.0.0/16) _E LN HBLAI AR SIS E S
(1 1.5 Bh A T BitTorrent £% i) & Bt 3L 7 MB - (7340032 “7747) I A i M o

Select the type of event for this rule

If a discovery event occurs there Is new information about 2 ~ | and it meets the following conditions:
ndit
W | IP Address isin v | | 10.4.0.016
AND
u Application Protocol v is v BitTorrent

Connection Tracker

... Start tracking connections that meet the following conditions:

i Responder IP " is v Event IP Address
AND ; Application Protocol v is v BitTorrent
W | Transport Protocol is TCcP

... and generate an event if:

W total Responder Bytes v are greater than 7340032

inthe next| 5 minutes

B s R 2% R e figh e bR SRIRE
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BitTorrent 2Bt thiz s m ERH |

Metwork
10.1.0.0M6
Bsec |Trigoering event: BitT orent Host 1 Cornection Tracker crested
application protoca detected Application Signature: Host 1 1P, BitTarrent, TCP
Protocal: BitTorrent
1s=c  Connedion 110 Heost 1 Connedion Tracker total: 108
Host 1 Host A Heel  Zpplication
1MB Protocol: BitTorrent
Ssec  Connedcion 2 to Host 1 cConnection Tracker total: SWB
Host 1 HostB e  Application
2MB Praotacal: BitTorrent
T 2ec  |Triggering evert: BitT orrent Hrst 2 Host 2 addedto Connedion Tracker
application protocol detected Application Signature: Host 2 1P, BitTorrent, TCP
Protocal: BitTorrent
10 z==c  Connedtion 1 to Huost 2 Connection Tracker total: 4MB
Hogt 2 Host & - Application
TME Praotocol: BitTorrent
15sec  Connedion 3 ta Hiost 1 Connedion Tracker total: GMB
Host 1 Host © H-ae  2pplication
2B Protocal: BitTorrent
20 ==c  Connedion 2 to Host 2 Connedtion Tracker tatal: 7B
Host 2 Host B H—e Application
1B Protocol: BitTorrent
J0s=c  Connedion 4 to Hizest 4 Connection Tracker total: 9B
Host 1 Host O H—e Application Conneciion Tracker fires, tenmindes
2B Praotocal: BitTorrent
300 sec timeout) Connedion Tracker would have

——— expired andterminated without finng
ifit had not already fired st 30 s=c.

371874

EARYIN, RELEPINASE K EHLEA 2] BitTorrent TCP N A : Host 1 A1 Host2. X &+
HliE i BitTorrent ¥ 44 A4 5 2 JeAth P & 3= 4HL: Host A, Host B, Host C Fl Host Do

Wb FRAZE R R & HO B B T

* HL, MAGKIME] Host 1 ) BitTorrent N VM, REITFURERES 0 Fobrid AL E S . 1F
VER, WRAGAERE FRES 28 (]300 #Fric) PANZ] 7 MB H BitTorrent TCP 1£ 444
BE, DR A o 3 .

 5FPERIS, Host I CAAEMTTARAEN 3 MB $(#i :

o JE 1 FoARICALR), M Host 1 #5414 Host A 1) 1 MB IR = (1MB £7 &1 E B R B 28 4441
i BitTorrent S i)

* 1F 5 FhFRiC AR, M Host 1 /£%i % Host B [f) 2MB (A %iE = (Rdk 3MB)

o TR, ARG Host 2 AN F| BitTorrent N AWM, Rl P46 ER 152 1% 1111 BitTorrent
LN
o 7 20 FPRRINE, ZRGE KNI EI M Host 1 A1 Host 2 154 145 A 45 A (1 JE A $ 45 «
* 76 10 Bhhric kS, M Host 2 f£4i1 42 Host A [f) IMB FJ%di & (EIL 4MB)
« £ 15 FPbRid b, M Host 1 6% %8 Host C 1) 2 MB [%di & (&1L 6 MB)

 7£ 20 FhARiCALIT, M\ Host 2 /%44 Host B [f) IMB K%k & (EJL 7MB)

xp%i I



spgm |
B zernrzaEn

« L% Host 1 FIl Host 2 H i ©.4 4% 4% 7 MB [ BitTorrent Z55 5, B IR AL 15 BB i #8
i 7MB, PR Silk (ME Rz 77 7 T3 808813 7340032 [Responder Bytesare greater than
7340032]) o UL, AR AR GELEER SRR I )R] A% R K 280 B8 Py AT R DI 2 Ho Al BitTorrent %4
iy, WIERERZS 0 H RGEA S LSO ).

o (HJE, 7630 FPERIN, RGKIN ) HAD BitTorrent A&%5,  Hii 2 U451

 7F 30 FoARic AL, 2 MB 45 M Host 1 #£%i % Host D (i3t 9 MB)
s Bh, RASEROEEA. HAN, RS BRI R, (HAE SRR IR R R,
RGBS FEREEE R . a0 BN R GRS 248 ] BitTorrent TCP N FH WM A BERE, W RSi4s

BUEEE RIS . 15V ER, 78 Host 1 i) Host D /&4 S it 2 MB RS, RS Relis
1, BN AR SRR G A S SR .

ZFFNAER TN EHA
T T DAAE SRIPORE U v G B8 45 R 30T o = SRIBCR U i A P, RIMBEAE 5 2 11 5 300 38 B e BRI, 2 45 S
Wt 2 FE7R RGUAE I RGP A Al A2 AR s R R, R AT LRk OF IR RE A B
s D .
B, ERZE BRI BN BEAN R . B ARG I B L% AL RN A e kA — A
(R B OCIBREIN , - SR R BEAE A N TH) N B AE 22 S ORIBE AT, LRI T A AR AR A% B M 2% 3
o SEPR  SEE R OR I F E,  wT DAAS IR e A, DU R ST 2 0 Sz L
MR —AERE FEFRE IR T A ) AR ORIER A
UEAh, 3T USRI o i B AR S S . AEARIE S AIY], SRIBMUS AN Sl o T LURE IR
S IIBCE R R B A B, SRR AT RESGE A B 4% AT () Nmap #1948, LAEE
LN RGMIAACNT Do AEXBIRGOL R, AT LIRS0 I 1) A1) 52 000 21 (K SRR v Ak
RARTEZ A, ARSI AN 2 Bl i il 5

RER R A 2 AL

ST I A R At A A AR R SQIB R 5 mT LAAE 25 R A R TR S MR S IEAE B I e 3T 42
e, HZPLEIARE .

REBGAA =005 ). I8HATAME.

o TIEFE SN BT RO AR ORI i A 2%« LRGBS RO A0 ER IR BRI 2 ]
JUGERE o ARSI A A s, SR (3 73 32D O T R B ik A2 . e T g
WHZ A, BEAFONE AT REA A DRI E AT

o ZAEI AT S BT IGR T30

o AT TR S HE R T ME AT . AW, BT ESCR T BN . A K,
EATELN R ik £ —AME (B MED S

i, G R EAE ARSI E B TR A SOCIBREAE, RT AR TE A IR g SR

| EES S
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Select the type of event for this rule

If a discovery event occurs v a new |P host is detected v | and it meets the following conditions:

Add condition ] [ Add complex condition

R EAEC 10.4.x.x PIZ% AN RZ08T I ERURE 20 BRAGUIENIF R e, WmTBLEsin— A4
(R

Select the type of event for this rule

If a discovery event occurs v a new IP host is detected v+ | and it meets the following conditions:
Add condition l [ Add complex condition
W | IP Address v isin v 10.4.0.0/16

MK G AS 1 E— AN S, A2 F AND B OR i 5L AP EHIX B 4R 4 Gkl . AH IR0 1) 45 At
SRV :

* AND & 575 2R 05 250385 2 F 2 B 10 2 b ¥ B 4 A

* OR IE5 R R 20t i LA I o) b im 2 b — AN 41k
K 10.4.x.x PIZEFT 192.168.x.x W4 I AEFR#E S (1) SSH G301 LA N U AT PUAS S A, ST
[RMINE ZUREGEPAR

Select the type of event for this rule

If a discovery event occurs v there is new information about @ v | and it meets the following conditions:
Add condition \ l Add complex condition ‘
v Application Protocol v is v SSH v
v Application Port v is not v 22
Add condition l I Add complex condition
AND ~
W | IP Address v || is v | | 10.4.0.0016
OR

W | IP Address v is v 192.168.0.0/16

M EYF, RN AL R
(A and B and (C or D))

& 15: M

KT AR LT BB F oo

A MMk SSH

xp%i I
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KT ABRER LT ER A & ...,
B S FH 3 1A A2 22

% IP Mtk >4 10.0.0.0/8

D IP ikl 196.168.0.0/16

A\

AR PP R WA R S 2RI AT BRI R S P RE . BT, R G AR RS DA R E RV
¥ 2 25 A R AT fE 2 T BT IR

el

REXHL I A BRI & d S 1

UK

TR ARSI G P GRBE > SKBK > MNEER), AN fa] o el 2 4 A

* 5 - AR (Add condition).
« Bk - HiiRmE &4 (Add complex condition).

B2 SN 8k £ AND 5 OR Ja SR RIS 5.

Tl EERMEREH
N R HATEH] OR 38 ST 456 (PN 1) B4 1 B SR IBC R o
Select the type of event for this rule

If a discovery event occurs a new IP host is detected and it meets the following conditions:

Add condition Add complex condition

v
OR

-

LB BAT ] ORB AT A 3 KM B A AR N2 A AF IR . R 2% 41
FEAEH] AND 38 54T 45 (K P AN ] 525 1

| EES S |
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Select the type of event for this rule

If a discovery event occurs a new [P host is detected and it meets the following conditions:
Add condition ‘ { Add complex condition
]
Add condition Add complex condition
OR —
u
AND
u

EXRBEAMFHRERZ ME
FERIEE I AR P FLA PRVEE SUVFIE AN T30 b R eI, S0 ol AR 8 A

UK

B R as T, M4, EHE isin B isnot in 1E iz AT .
PR 2 i OR B SREE (Edit) BERLAT A E .

$IE3 /R A (Available) T, EFEZAME. B ATLL AT IEHES) LLE R Z M HHAME .
PB4 STk (>) Bk 4 H ) 2HEE T (Selected) e

YIRS mHE (OK).

B 18 B A

FEZIRE T, RS BoRdE M urigh B I B NIAAL, 87T DO X PSR AN 4L AT 2o
L B LI BT RPN, B TE R IX e S IB I N A A HEAT S A MG 4 AR
R QU SRR AL, T D) 2 i

\)

AR WURACE B EAT KA RERE R (BRAKR. 2EREE) , WRGAS BRI E .

X Bl SR ISR HH A UL EA T 1) B e ST B2

FHiaZ |l

o WEREIMMERHN, 35 AT SCHASREmS ok LIRS, e BEOCICSE S, 55 4 TP A

xp%i I
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UK

WX ILHE REE > KB, A5 AU SN ETE.
P2 G
o A - S EIEMN (Create Rule); iSRS RN , 45 5 1l
« gl - ST 8132 4R (Create Group), HIANZLMIAFK, ARG STHRTE (Save). B[ 41 igs i
VUL,V o R
Gtk - N AR () 5 TES EE DI, s T, R ERTIE (©) , NIFRE
BRI, B A5 SO B A PR

o MBS AL - Aicl MR W) o IHBRALIIZE 2Rt B S0 e Gt S S AR 5%
YU Y I B e LG, o AT B O AR

e & < B Mo iz 28
s n] DL R AR R i e e M N 4H, SR G B AL I 40 TEE B Bh o B SRS v R S IRE R ) . 24
B S R AR IC R I, RGe < )8 sh T 40 4L i) i R
LENG B R S mE A T IR, ok v s 20 s AT ] 43 2 e 2 1) B 2 S R AR 38

i

P LSRRG > KBK, A5 .
;2 45l Create Group.
I 3 i\ Name.
T4 WIRAERI SR, THIETTES (Active) SIEHE.
O FH A AN 23 3 Bl R
FIRS LFX AL R ANEEL (AvailableResponses), #8Jm il [ A7 3k (>) LUK AL 22 4B BRI RZ (Responses
in Group). 5 ARSI, WEEH 1 AEF K (<).
P 6 LliRTF (Save).

T—¥ it a
o WA 5 AR AL F E AT LR RS, 3 R .

X E@M
Cisco Secure Firewall Management Center 23 1 3
AR A

| EES S


management-center-admin-74_chapter20.pdf#nameddest=unique_472
management-center-admin-74_chapter41.pdf#nameddest=unique_43

| =Bz
grxpnmng [

B IR K BA M [ 28

USROG SR rh AT A FH M N 2H ] AR 22 o O o 2 ZE R BB X Wi S R 7320 o st v LLAEAS
IR SRS DU BN N o XA T AR R e rh R B W N2, (AR T S SRS I AN R Bl
Wi W4

EZWEE T, RO Won e Sarisrh QU A, n] DUN Hg T . RGIE 2 WoRreH e
QU AL, AT DO A T i . B A Mg AE BB H QU 4L, S DI %38

SEBIA S TEAEAE T BAR I 20 BEAT (0 5 e ST R AE 2L

UK

W EPRRES > KB, AR5 A4,

P2 P Y 4 -
o Wk - A . W RK O RN, WIERIIECE B T, s SR L
(FIALBR o
o Qg - s )32 4R (Create Group); 1EZ [ IC & OB A , 55 36 T,
o Gt - il AR () IESI ECEOCHER N A, 95 36 Tl WURBORIRE (©) , K
Wi B TSI, El R U 1 SO (KA R
o R - A ER (W) L WU R TR, RPN E R AL, S e s e
(IR o
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