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OpenConfig {f FHE 1T AR, iR Sl oS48 25 A 1 gl Pon B 10 1 %, DABE SR IO I 5 s 5 78 4
B EE IR RS o BB IEE B A EE N U B A V% B R B R R AR I, e ) JE B
gNMI Ji 45 2% & 1% subscribeRequest RPC {1 5o 11 F T RALFG HR AL 28 2T ) — N a2 AN AR 1K)
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-
mkdir keys
FR2 AN A 284 CAIET.
il
LA 7n i i 23 "B 0BT RSA B8], JHEH] & G BAT 3R B T8UE B A 254 X.509 1E+:
openssl req -x509 -newkey rsa:4096 -days 365 -nodes -keyout keys/ca-key.pem -out

keys/ca-cert.pem -subj "/C=XX
/ST=YY/L=727/0=Example/OU=EN/CN=gnmi-ca/emailAddress=abc@@example.com"
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T BRI ZAGIX (O). A/HIRIX (ST). HX (L), 4141(0). 414141 (0U). HH 4
FR (CN) FHE bk .

ﬂx%ﬂ{%ﬁﬁ ca-key.pem Iﬁ:, lﬂ_%{%ﬁﬁ keys Iﬁ:y‘éqjﬁ/] ca-cert.pem Iﬁ:o
R 2 138 H A4 7% (CN) A 5 & HT A4 K (SAN) Al 1 25 44 IR 25 A UE 15«

T

PLUR 7 i &2 A2 0 1) RSA FARH, A& G0 B 3400 585 B B 2544 X509 iE 5. fEA
W, 192.168.0.200 2 BT 445 1% TP Hudik, 192.168.0.202 &% F i ) 1P Hbtil.

AR R IR AN SRR SIEE, AN 2% g 1P

CN="192.168.0.200"

SAN="IP:192.168.0.200,IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/server-key.pem -out keys/server-req.pem

-subj "/C=XX/ST=YY/L=27%/0=Example/OU=EN/CN=${CN}/emailAddress=abclexample.com}"

openssl x509 -req -extfile <(printf "subjectAltName=${SAN}") -in keys/server-req.pem -days
60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out keys/server-cert.pem

cat keys/server-key.pem keys/server-cert.pem keys/ca-cert.pem > keys/server-combined.pem

openssl req AT & EHTIN RSA REHFIE T2 411 3K (CSR). FAPIRIEN server—key.pem SUIF,
CSR {%ﬁﬂg keys I#F%EP EKJ server-req.pem Iﬁ:c

openssl x509ﬁﬁé%&tﬂﬁan(j?fEﬁiH&9§%§ﬁquo H&9§%§ﬁE4S%Ekeysjtﬁ#§€q3531?jbserver—cert.pem
A

cat ﬁ*ﬁé\ﬁﬂ&%%%%%ﬂ\ H&%%%iﬂf%ﬂl CA lﬁ%ﬁ#ﬂ*/l\%ﬁ server-combined.pem E’JIﬁ:EP ’ 3'JF
BZ SR ATAE keys SO

M B RO AL E OpenConfig Streaming ZEMIN, @420 F 4% server-combined.pem o £ BHMSHTEN I
BEIE R S5 ds (BRHEEEAD  FIBATK gNMI k45 248 F b UE A5 64T TLS T A5 o A0 H 5 0 o 85 A
B, EIRERAIE T B AR 2 B UL R e .

A F R € I8 H A FR (CN) R 25 FH A K (SAN) A% ) it

ENGE

PL R 78l iy 222 A2 BORT I RSA FARH, A8 e A R 450 385 B B 254 X509 UE 5. fEA
B, 192.168.0.202 /&% F 5 ¥ TP Mkl

CN="192.168.0.202"

SAN="IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/client-key.pem -out keys/client-req.pem

-subj "/C=XX/ST=YY/L=%27Z%/O=example/OU=EN/CN=${CN}/emailAddress=abcl@example.com"

openssl x509 -req -extfile <(printf "subjectAltName=${SAN}") -in keys/client-reqg.pem -days
60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out keys/client-cert.pem

gNMI %F’ ﬁﬁﬁﬁim%):'ﬁﬁﬁlﬁﬁ client-cert.pem %D}A%ﬂlﬁ’/ﬁ* TLS ﬁ’f%‘o

CAl3e) TR A, 5 6 45 2 HE H 2 FR (CN) R 5 4 H 2 Bk (SAN) il 2 B 1 iR 45 2 iE
e
il

DL /- iy & 45 2R OB RSA AAEH, 1 FH e )t LA 42015 1 2 LA B H 2844 X509 IE 1. 7EAR
i, 192.168.0.202 4% i (K] 1P Mok o
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CN="192.168.0.202"

SAN="IP:192.168.0.202"

openssl req -newkey rsa:4096 -nodes -keyout keys/tunnel-server-key.pem -out
keys/tunnel-server-req.pem -subj "
/C=XX/ST=YY/L=272%/0=Example/OU=EN/CN=${CN}/emailAddress=abc@example.com}"

openssl x509 -req -extfile <(printf "subjectAltName=${SAN}") -in keys/tunnel-server-req.pem
-days 60 -CA keys/ca-cert.pem -CAkey keys/ca-key.pem -CAcreateserial -out
keys/tunnel-server-cert.pem

fic & OpenConfig 57t & 61 )

FHIEZ Al
o TOR EEHE I AR DU SR O K S B4 BE 2% FevF 223 SSL AR

o PRI B SZRF OpenConfig It 7% M St (1) gNMI % 7 i, 4458 0] LA AR 1) g B 4801 (1) gNMI IR 5%
SR gRPC K,

T Pk 1A FICE OpenConfig WiXEN, T PRAEH BRSNS gRPC FEIE R g5 a5 A% 1
Uit BEFEIENCE S H gNMI 25 S A g B A 152 2 1) (R A

BPATUTAES, AU EH A

UK

TR L R > KR

P2 BB U B B A A AR DU 5514 (1) 4msEE I TR SR B KA.

PR3 R RE kIR,

IR 4 35 OpenConfig M P LUR IR E . BN OL T B2 BEE .

PES AL SSLAEH . gNMI RS G UEE 154 TLS #4525 IR 5545 5 G J0AiE, I e 3 e T3 r) i A
A -

OpenConfig i3I AC B AL SZHRF PEM AR URIES o A B0 AT DU IEB S0 IE, LA DR B #6 A1 gNMI
WA Z R (R TE A5 e, T AN 2 H IO St o -

* YUiE ASCIT SCARE 5 4 47 28 E 15301
« Forfs LAl HOUE1B 50391 H 39

* BiE EA% (1 PEM SO O PUBHIE-BANRA I I B . SO a2 28 047 — NS, JF HAEF P A
PIRCR DL AIGE N 1,

o IOGIF 357 5 4HH 2K PRIVATE KEY. RSA PRIVATE KEY. ENCRYPTED PRIVATE KEY B}
RSA ENCRYPTED PRIVATE KEY »

o XTI PEM SCE, B84IE Proc-Type: 4, ENCRYPTED? 174F e 7

o BOUEE RG0S N 1) PEM SCAF & 152
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gNMI IR 5545 41 T3 A4k H R &3 1 gRPC 15K
2. FREiEE R WU B ¥ gNMI CEEZS Y TPv4/IPv6 Hitik .
3. miili ARANULEERE LARINTE 2 oNMI RS . S8 v] IR I AN -
X # B
1. 457 gNMI RS I E N4 R 5, ICEERS T AN S By 48 626 11 B X At i il
2. il ARANUREERS LURINE 2 oNMI UERS . M2 v] R I AN SS .

WIS i FH T U0AE gNMI CAERS I 2 RV,

L&@J SubscribeRequest RPC /ﬁ E HT )jZEjJ Bﬁfﬂ] H&%%ﬁﬁiﬂqjﬂﬁ lEXJ gNMI q&%%ﬁlﬁ’/ﬁ‘%ﬁ}%lE
g5 X8 U RABAS A HI 2 2 B AT B 3 B0l . R G H 56 AT 48l B 43 90 E A 0 8 i A i
TE AL i 3 00 JEL

TR HlHRTF.

T—F 4
R AT ARDL KNS B 5 21 BB A e %, DG RCE S SRR

OpenConfig it f& 4112 M & FE HERR

RN E 2 IER
o AR AAS CUOKG IE R AOAIE 15 AR 2] AP B
o WFUEBAEHAEBCP . MR IEMTRE T 1P T % H A FK (SAN),

e TR
AR PG WoRETER C OISR (IP), (HUETXS (IP) TEAL” WS IE RS A b B P A b 3R
* TORAENR S5 ARAE 15 IE AR 52 TP SAN. WURFCEIEH] T 24> Uit vest, WAZIAE IP SAN
TBUPHRE AT B
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IR BEAE BRI I X ¢

WA R “ORBEA NN S, ARWCEMET RS 4k, WIZR gNMU S IE IEAE SR abn T
DA 2 FL A T RS Bl I A8 7 (R 79 g«

root@cronserver:/home/secanup/openconfig-test# gnmic -a $ADDRESS:$PORT --tls-cert $CLIENTCERT
--tls-ca $CACERT --tls-key SCLIENTKEY -u $SUSER -p $PASS sub --mode once --path
"openconfig-system/system/memory"

rpc error: code = Aborted desc = Error in gnmi server: failed to generate response object.did
not receive any data

Error: one or more requests failed

SEAF gNMI S AT OB R 2, AR A B TR .

ERRER
HARBCA WA, AR EUPR O CLI 2] & AT LLT & 508 8 sh b i :

pmtool restartbyid hmdaemon

F<EY gNMI AR 55 88 B0 YRR 7S
Ja F OpenConfig Vi 5, ZETfif gNMI IRESEHPIRAS, A BorBifE CLI #5247 A Ny

curl localhost:9275/OpenConfig/status

LA 20 12 i 4 (1 0 7 491«

root@firepower:/home/admin# curl localhost:9275/openconfig/status
Mode (Dialin/Dialout): Dialln
Subscription Details:
Active Subscription Details:
Stream Mode Subscription Details:
Total Stream Subscription Request Count: 1

'"Ip of Collector- Subscribe paths:’
172.16.0.101:45826:
- /openconfig-system/system/state/hostname
Sample Subscription Count: 1
On Change Subscription Count: 0
Once Mode Subscription Details:
Total Subscription Request Count: 0O
Total Subscription Count: 0
'"Ip of Collector- Subscribe paths:’ : {}
Total Subscription Details:
Stream Mode Subscription Details:
Total Stream Subscription Request Count: 1

'Ip of Collector- Subscribe paths:’

172.16.0.101:45826:
- /openconfig-system/system/state/hostname

Sample Subscription Count: 1

On Change Subscription Count: 0

Once Mode Subscription Details:

Total Subscription Request Count: 0O

Total Subscription Count: 0

'ITp of Collector- Subscribe paths:': {}
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BITIRR

dlinl

%
45 R FES ot B Health Monitor 31 Uf FEAPIRUL I PFIN 165 LUK 741 52 5 A6 IO AT AT
R

(BB, T LUATTT A ARV 5 AR H . A I\ 8 2030 o 5 75 00
Je

Rn BT DONIZAL B InA528, A mT LR (9] 203 o 455 SR K AT IR DL R I AR DA T AR
FEVTIT o A ASZE AR G 28 6 24 AT LE A A TR IS () VTRl P PR 2, (HDR IR 28, T AR R 12 2
I )i Bl LAASE P 0T R 47 S S i

i

wHERGE 3D > BTHRR > B4

'’ WEREATHR B E X LAERBEA ORISR R LA, Al (IR I/ERE) ([switch
workflow]). 7 “HEFETAERFE” (Select Workflow) T I, i@ fiTIRREH (Health
Events).
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HW1 BFERANE PRIV, HEHERRASIPRIUER % 32 7.

W2 (EAEHURZSIIE (Module Status Summary) FTEH, ek B2 7 10 PR A 2 0 S e
S PE A S DB I % P D e

S 3 (e A LA LI Alert Detail 17, % 417 Events.

RYAG R I ROLTAFE” (Health Events) DU, b4 8 AR 2 BRI E I8 A IR OUE AR R 4
FROW BRI A AR . WERAR W girh, T B 25 B I [V .

LB 4 WIREAETR WA IITA B TR FAE, 15 R ZERE] (Search Congtraints), 2R )5 mi iR &
#R (Module Name) FRHilks FEMBR -

BEEREEITIRREHR
CEEIRRE T, TTLAPER BRI OBRITEC . /R M8 0 1 B e A

UK

S EFRGE & > ETRRE > B4,
P2 A7 DL Pk ik $E
o PR - BOKE YT RN AAE,  DME T DAPRIEUR R BRZ 0, 3 A STE AN % (Bookmark
ThisPage), #ALBARZFR, ARG AT RTF (Save).
o PRCTAEGRE - BLEF A ISAT IR AR AR, Wil (UITIERFR) ([switch
wor kflows]).
o MERFHAF - ZEMBRISATROLEAE, T e b IR i AE 55 1L S0 HE, AR5 R MHBR (Delete).
TR 252 BRI T F 0, 1 i Delete All, SRS B NVEEIN R I A7 < AT
 AERAR R - AR A I B AR R - i RS RS (Report Designer).
MBS - BAE “CIBATIRGL” (Health) ZERE I 41 L (0 SFA0 R I TRDA LIS Lo 1R, W R
() B SR, T R A T R B T 2 1 A A e i iR 2 4 R il e ) vl Re i
INAE AL . RIS s B T W B R 1, AT R AR XA L.
o SR - D) AN P
o FHBA - MRS O, 1§ A TR E T EERE.
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o FHUHAD - SRR IAR SRR DA R R HT .

© Y - PR FEREA T, SRR P BRI, s R s IR A

s A - REGFUWE T FFNEFEAELR, HRLEEZER (View All).

© BAE WA S - BEERH PANSIPIROCFE BRI TEANE R, 3 S A M T SRR

c MEEZA - HEEZNSAPRWSEF R FEMFTEANE R, T 5 EEE TR R IS Y
A7 5510 I IEHE, )5 R EE (View).

s AR - HEEREIRESH PSR, sl ORE” ZIP R CIRE” BRI 2R

FfF.

BITIRLSEHR

ARSI IR LRI PRI RE R I “IsATIROUIR " B s T B AL, DU E Beais iRt 24
IBATIRDLI L TR E MARERS . RGO A — M IR BLF .
RN AAEIBIPRIL R A LA A AR K7 B

6 TITIRRBHFE

FH

152 AR

FRHLAL TR

T R E AR B PRSI R 28K fltn, EEEH R CPU M
REMIEAE, TN cru. FRRNATZIEH 1) CPU A A CPU iR At

A4 B
(PR ZO

PEIREAF RIS ATAR DUBEER (K 44 5 o

I (7]
PR RO

IBATIRDLAE R I T3

]

A A IS A TR DU R (A o 0, e AT HERE I AR s A IR L
$’f¢%}§i*ﬁiﬂj\] Unable to Executeo

fH

PE R RS TIRBUINR I AT 4 R CRAL D o

B, W SRLESL AR I (0 v AT 1 CPU BRI S 80% oA 1, & #
bt A GBI IR LA, WHZAE AT LU AT 80 21 100 Z [ K — N7

A

SR AR AT . BT DML S () QIR AT R

B, S A WA BB A B CPU %k 31 80% mk L Iy, B
DRI TR S, WAL RER TN E 95 (%).

NV E FPRES OGP, 2. e B D .

PR WAE ISATRBLFE, ARSI PRI 1. 0+
B I TROL SR, AR, I BUUAE T 2 0 E .
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7.4.1

(=S

L P L DA A 5 R R A (Y BR DA B BT ILAE 23S0 B BE B A 88% A1
90%.

BB B 3B > IEITHRR (Health) > 58 (Policy) > i
HERA KGR TR OB TR SR B (Firewall Management Center Health
Policy) > iZ1TIR IR &R (Health Modules) > R#FE A& R (Memory
Usage) .

SO T AL N
AR

7.4.1

13

i

RO WA RS ERAE T SN A AT T I, 2% B8 AT AT e A7 Rl iy
WMt I, DAERAA E AT B 0T R A AR
BE bR B 3 >BTIRR (Health) > ¥4 88 (Monitor) >
B5 kBB il (Firewall Management Center) > iR IN#T5HIE4R (Add
New Dashboard).

NTP J 554 20 [ i 1)
IBATIROUE -

7.4.1

1E Cisco Secure Firewall Management Center iz 47 R 1% S 5|\ T B (8]
PR EARSEI . BHJE, MBS P NTP IR IIELE, IF/ENTP
RS54 AN AT HEL NTP iR 454 0 B CRLN & H R

BB bR R BB > BITIRR (Health) > 58% (Policy) > B
NIEEIR BT THRIR SR (Firewall Management Center Health Policy) >
IEITIRIRAER (Health Modules) > Bt 8] [E]£5 (Time Synchronization).

{§i ] OpenConfig ¥ i&
DECHE AL fan 2 ST
554

7.4

7.4

TAS AE T DA B 975 8 8 45 Fi OpenConfig K5 3R AR RS IR I M4
SRIERIMNBIRS 78 (gNMI WEERS) o S8 n] LURE & 8 b by A ol e £ 2%
kARER: GED TLS &)

BB bR B (35 > BTN (Health) > %8 (Policy) > B
K IE BB B EI SR B (Firewall Threat Defense Policies) > i & (Settings) >
OpenConfig ;& 4#iiE N (OpenConfig Streaming Telemetry).
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Sl T AR R AR I HE, A7 B TR AR AU A e SRR .
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il AR -
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© WA BTN ER O, CR R B AR ) A JROIR S - A
WA TR BB, EH AR RS B il
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c R (3D > EBITIRR > HE

« R b > IEITRR > Hik

c R BB >IEITRIR > BIFER

KRG AT o 7.1 T3 IEATIROUE A 5 LU B8 D fig
© EEGVHE ARSI S
P24k = ANTRAPRPNIHE S TR A
JEL Firepower 2100 RIIASRFG AN D 6E -

C 5 HEEF L RE AL A | 7-0.6 (E=N “REALAT IO (Disk Usage) 18 TR GUBHAS B 0] HEFE A BAA A8 H]

i (high FiH (high unmanaged disk usage) KM, F4)5, fn

unmanaged disk RESS R LR BIX BT, HBPR IS ATIRIU S S & B R (ki

usage) i, INESRD BT (IR RIREARD .

AR AR 7.0-7.05. 7.0.xy 7.2.0 - 7.2.3 Bl 7.3.x 4RSS RRIX AL
A AR I EE AT RS P (T, it T B
UGB B EAR .
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* AMP Threat Grid tRZ&: M B EL 1815 #5 AMP Threat Grid = 1% #: .

ASP Z 5t W etV 10 0 3d 22 4 i A% I U (4

* w2 Snort ZEihE R WAL B IERE . WUH B AT R

ff) Snort L5 o

o FARRUIRAS: MEPR A T SO e e 1RO B =07 8 ) i 2 Y R B4
* FMC Vil o S ek 9% BB A B O AT (R0 i i B
* FMC HA IRE: M EHTRI A Bty DR BE % 2 TR R 2R

& Brfemal AR SR

* FTD HA IRZS: M3 A A Jgub B 48 HA X LK s 4% 2 8] (19 7]
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s Vi srii: Wi¥E Firepower 9300 A1 4100 “F- & L OAE - 4 i Se vl
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Il
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H /&ho

o AT ER AT R A SRS R S R 11 i K

MySQL JRZAs: W45 MySQL %udi 2 (1IR A&

* NTP RA: MFEFLE WS H NTP N4l R AR

* RabbitMQ IR#&: Mif5 RabbitMQ i EME A CHE (KPR o

s BHZETHE R HEER A BB TPv4 AT IPV6 % 5 KL
GRS AIERRAS . WK 1 BB (12 A IR S5 A 2 i

.

* Sybase JR#&: Wi4% Sybase Hils EHPIRE

ARMFHTALMEFERS WA U7 10 2 TR S o A P PR R AT 4L

* VPN G835 8 Wadasal AR RIS R U7 9] VPN BB S B .
o XTLS 1H32%: Wi xTLS/SSL Wi~ WNAEFNGEAE A Stk
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