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RGicE

AFEAHUUAALE Cisco Secure Firewall Management Center it & RSB K H .
RGHCE M TERFIATEAE . B2 W

Y Cisco Secure Firewall Management Center RANCE , 5 2 UL
Vi) 43R (Access List) , 55 2 T

Uy ) 245 15 3% 00 (Access Control Preferences) , 5 3 7L
HiZHE&E, S50

R H & IDUEF , 58 8 1T

© RSO, 513 0T

o WHIEH, 140

* DNS £, 215 T

PRI, 28 16 1T

< Ml W16 1T

RSP A, 28 19 0T

o AR 215 1) (External Database Access) , % 20 TU

* HTTPS iE15 , 2 22 1t

s L, 29 0T

« NIR M P I% I (Intrusion Policy Preferences) , 5 30 7T
CiEE . 30T

o GFFARIR, EH 3100

s EEHZI, 3100

s BRI, BB 41 0T

IR 28 3 BT S B I (Network Analysis Policy Preferences) , £ 41 1T
« HEFE, B 42 0T

* REST API i3 , 5 43 5T

s WREEHIG VTR, 2 43 0T

© WP RS, 2B 49 L

* SNMP, 53 it

© SSUEN 5 54 0T

o IFIE), 2 55 0T
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B mamznscmmess

o IFfEIED . 2R 56 il

* UCAPL/CC &#iME , 25 60 1L

s TFRPLE , 55 60 UL

s HPECE , 2661 1t

* VMware " H , &% 64 71

o P, 2R 64 UL

* Web 7341, &5 65 UL

s RAEME T 03, 5 66 L

R B RV EOKFOATIR 5514
S
L

SEFRYIE
425

RRft

BB

=12 Cisco Secure Firewall Management Center R4t HC &

ARGHCE AR B (AR E .
UK

$E1 kERGE B >EE.
S 2 il A TR S B I T

7 18]1%51|3R (Access List)

T my LU 1P kAT 1 BRI FMC U5 ) o BRIESL T, A A ATAe] TP kb f Y LR g 1
* 443 (HTTPS) HT Web # H19j in] o
* 22 (SSH) H ¥ CLI VilAl
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WA LAFE G 1 161 LR nFe il SNMP 15 S V5 M BUR « BT BRI 228 H SNMP, Al 4 20 5%
JAH SNMP, #RJ5 7 HEAS N SNMP Uj [n] KR A OCTHELNE B, 1§ S HALE SNMP 5], 25 53 T,

A

AR BUAEOLN, ViR SR IS AR, 55BN E 1P LA I R, AR
T ERER N any LI

BcE iR 5%
B AR A AN R . 95250 AR P RO ), 5 21 0.
A\

AR TR H AT SRIERE] FMC ) 1P Huhl,  WREIER T E MV AR, MHIE “1e-any port-443”
X H, BORRE VTR .

FHia Z |l

ERINTEULR, ViR R3S HTTPS A1 SSH MU . o SNMP U 2005 R A2, 20568
SNMP. HxRVELIME R, ESHINE SNMP 818 , 5 53 Ti.

UK

SE1 LHRgE G >ERE.

T2 (alk) W ZLKE SNMP BUNAS IO B V7 ] 513, 135 ki SNMP DABCE SNMP. BRGS0 F, SNMP
AFEERPIRZES: S0 Bl E SNMP $61 , 58 53 1L,

P®3 AliifaglFk (AccessList).

P A ZLRI A AN TP MR U7 AR, 3 SRR (Add Rules).

WIES TE P ik (IP Address) 7B, fiA 1P Hihik s ya 5 any .

WIE6 EFE SSH. HTTPS., SNMP S 414, DU oI 28 1P Huhit 5 FH iR £ 1

W1 AR (Add).

YR8 LR TF (Save).

HXER
Firepower 4t 1P Hihit 2 5¢

I [a)3z ] 2110 (Access Control Preferences)

fE B4t (3 >EE (Configuration) > iy jal42 %! & 1%L (Access Control Preferences) |-t & i i) 1%
I E I
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zgns |
. J7lal4E 5] B £ (Access Control Preferences)

EERANERFMER

AT DOl fe v CBRESRD P AE DR AF IS A I R KBRS U7 170 42 Fh BRI F) BE 6o 3 A 8 T LA PR
P A AB BT B2 P OGRS . BRSO T, sbohfigdb TAE RS .

R

R R SRS 5 Bl K BB A I, AT DUBC B B G APPAS AN EAAE B o B B SRR 0 48 X G 4L
FERRI R AE T R R 2/ USRI B o AL 5 IR AR AR I IIER DU R 4 2 H o X el D I8 4T I
1) 51 KR A F R B R/, X BE28 y £7 52 BRI 5 K B B8 AT A o

B, TE2%5 AL LR 4% H AR i) B A P 1R 9 8/ LR 52«

192.168.1.0/24
192.168.1.23
10.1.1.0
10.1.1.1
10.1.1.2/31

RIS, AL B SRS I, o A A B R 4

object-group network test

description (Optimized by management center)
network-object 10.1.1.0 255.255.255.252
network-object 192.168.1.0 255.255.255.0

ALy, HAlcEW R

object-group network test

network-object 192.168.1.0 255.255.255.0
network-object 192.168.1.23 255.255.255.255
network-object 10.1.1.0 255.255.255.255
network-object 10.1.1.1 255.255.255.255
network-object 10.1.1.2 255.255.255.254

BEARACAN S B 44/ RN S 05 S, AN BB IR 28/ USRI N S0 R0 S AL 855
ARG BN BB R, WAL G IR SR M, BRI RA AR, 1o,
FERRZESIE], AE LA RE 382y, AU SO 20 GLAL IR IR AEL .

|

ERSEN R RbO R Rhee (ERRTELTIGUR D Ja, R DGR E NI W LT A ik
A REMN, RERTRET 2L B2 A NIRRT R ISR IR AT 0 Al . AEReblln), ]
eI AL B B CPUMEHIR B m . ZEHIZIREIG, RS UORE N SR AR Ol 5 sk
ZEZIhRe e, BB AN R DRI, B & 1 st AR A I B

HEINRESZ UL R 3 HF:
o TERRAR 7.4.0 H, BRIIESL N O FHT UG T ) A7 i rbuc s L Dhag . E4EHE, 1EIR B
Bl TAC,

C TERA 740+ L, BTSRRI, BRI R, A TR B R, BT
YRV e A T

B 7am=E |
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>+
N-

VAR

It

G

#
R
m
ot
[

Bty DU AZ H B0 S B P RiG sh . S8nT DU R 2 Rl o7 s & 0 4% H S EE -
o fliFH Web 11 MRS HE,

B % H & SR EARHES AL o, G mT DU AL (AR 0T H A He e A g e %
G AT USRI B AN A A5 L, Rl LA L IO S PR R 7

s BHEHEWEREIRGHE: BHEZHERE@IRGHE, 85 0. .
B HERAAR D HTTP IS4 Bz H EA L2 HTTP RS-4% , &5 7 1l
B H S IR AL RN R 9 H A HTTP il S as, AILLAYA & #p0 ERasal. i,
B s R IE RSN URL Al fes semi R Sk fig

i, AT DU AR R R S e 4y, AT LM TLS UEP)E ] TLS FIAT B S5 56AF »
KEEAME R, WESW #ZHE IDIET , %8 .

MBI Z ARG H SRS

I 2] LI % S AR 2 A RS Ss A B2, WO sl HGwUR I T TLS,
J'U/\HE4ﬁ01L4#§HU§U$A%gﬁD SRS o

REEFSRERMIRFRE

T D 3 i T S AR M B, R P S S A o A s f — i AR i B R 4 B
@*@iﬁ%wﬂmﬁﬁﬁmﬁﬂﬁoE%ﬂmﬁ%%%T,Aﬁimgﬁ¢uAhMﬁE&%%
HERIEFISN ARG H SRS 8% . HSSCHHAE HA X2 (8] [F)20,  DMEAE s 18 sl bl B
T PO GRS AR L H A . R HA XRHERINA R AR, S A g i A48 B rp O R e
BB R g H S RIL RIS R S5 25 o

HEREWERFERE

WA B ThRE, W% H LR L A MR s fE R g H G

Date Time Host [Tag] Sender: User Name@RUser IP, Subsystem, Action

Forp, A I TRDRUAGES LA FRAL T35 5 W IR R IEAR L Z A, A0 e 4% 44 e H A% H G S
ZHifo

i, G SR ok B B R H G RRE eme-auptT-roc ARG, PR B BB [ R H S
ENS SN N

Mar 01 14:45:24 localhost [FMC-AUDIT-LOG] Dev-MC7000: admin@10.1.1.2, #4fF > W, WHEE

UERARARE T VRS, X EA S MBE RS HAEW AT Mk, el R g H &
THE R ARG e ATEEAT V2K

zgRE I
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1

GEZESREHIRERE

FHia Z |l

7oA |

R FE AL i LS ARG HERS ZHEG. RAABEN, REMH ICMP/ ARP A1 TCP SYN %t
QIAE RS HERS ATV R, BIAEN T, RGEMLE D 514/ UDP A& #% H &
mRGAYHEE (W3, ESW GZHEIDIER, B8 ) , WA TCP T3l & i H 1470,

UK

$E1 GRS &b >EE.

PR 2 fiEZAE (Audit Log).

$IE3 NIEEZAERER A% B E (Send Audit Log to Syslog) 473 bk $% 2 /A (Enabled).
PB4 DN FRAUEN TRESRGHENHFZHE:

£

15 AR

FOL M E T

LR HERT S E SR HE, A N h oI A0 SCIE .
* JSON - #&¢ H G AT & 5 oo el 22 5
* API- R4 HE AR TR R E L Seh R0 22571 APL
* o - BATRRIECE SO E B BN P HA A H A

FEHL

W% H G ROR B R 4 H B RS9 B IPH b Bl 58 4 B e 40K . e 2 T LS i
PMRGHETN, L5700k,

AR CUANE IR AL RAAHTLSH, A figfsE 2R HE L.

QB T RS
HePE ARG HS Rt A s, Flan, R,

THE ™ A,
P ARG H & VRS IR I

BASAEHZ HE RS H G R PR g hrid.

IRAESCEG: FEM T BT RIAE, DU D7 B S B HA SR B R S H S
HE, BIans P ROUER .

B, WS EAE RO B ARG H AT 8% H S0 % Z ATAR A rrovve,  THAE 7B

Hi# N\ FMC-AUDIT-10G o

(AT EINR RS H S RSS2 P bt A%, i At MR RZ A SRS .
ARG RIELL T R LAGAE R G H GRS 8% 2 5l i 1) «
1. ICMP |9k

2. 443 F1 80 %t 1 ) TCP SYN

B 7am=E
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| 7gEE
s lud e N |

3. ICMP I ()R ity
4. BN Eff) TCP SYN

AR AU B ARG H SRS AL T — M, WAER] ARP AN E ICMP.,

ARG R RIS AR
FER6 iR TF (Save).

1 E % B SR e HTTP AR 5528
SR ST B 2 DL RS 0 S ) TP W6 28
Date Time Host [Tag] Sender: User Name@RUser IP, Subsystem, Action
Seofn, AN TR R B B T4 5 B TR0 2 T, A St B L
Ziii.
L AR R proc, WGk B ] BT T

Mar 01 14:45:24 localhost [FROMMC] Dev-MC7000: admin@l10.1.1.2, Operations > Monitoring,

Page View

FHia Z |l
H PR B RENS S5 HTTP 558 ilifs . B, RMEIE; IS0 9% S IDIEFS . 28 8 Ut.

UK

$IB1 kB EGE 3D >EE.
PR 2 pidi¥#% A& (Audit Log).
PSE3 B, EFRIE (Tag) B, MIAZSHE A RERPbc 4Rk B, wREENAFZHE
SKZATAN N FrOMME, 1B AE T B HT N\ FrROMMC 6
HIE 4 NIGHERBEERZEE HTTP AR S 28 (Send Audit LogtoHTTP Server) #2413 %% /3 A (Enabled).
P$IB S fERIE®HZAI URL (URL to Post Audit) “FBtH, R ZEH T A H 5 B URL. BN 5K
Wr R %] HTTP POST 78 & 1 4 Wr 2 7 A 6T W 1) URL:
® subsystem

® actor

event_ type

® message

® action source ip

® action destination ip
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® result

® time
* tag (WIRCEX: WSR3 L)
EE EAUFmEMELR, WA HTTPSURL. K H % (5 BRE BIAMT URL v] GESs 50 R 401 e
PIR6 mlRTF (Save).

Bz H& IDIEH

T M AR 2 224 (TLS) R LR FMC M2 A5 AT H A% H G IR 45 4% Z AR A

ERmEH (FE

BERGEPZEAITR (CSR) R HITZGIEB MR (CA) #ATEA, REHELIE AL
FMC L. A R Gl & W%E*UME R SR S 59 T AR
H&SE P smiE e N Ly, 55 10 3T

j:v nnlIE:PJ (T

AT B A, AR BUEAE FMC Ad % H S RS54 2 M HEAT AR E 5 e k. itk i mgk— 4
W MEFMRWFIR (CRL) o BICV0R % H S A& 4 2 71X 48 CRL TP 81 ) O i A5 IE TS 1Ak 55
Ao

Firepower SZ£f LAAT X 5l 4a i HLU) (DER) A% 3% (1) CRL. EVER, XEEIE RS H T 5 1F FMC Web
BT HTTPS %57 5i3iE 15 A ] CRL.

ARSI E: AR H SRS AT . 2 11 0,

ZEMEMEZEE

TSR R TS AR B AT 5 () HTTP JRg5 s nd R g8 G a5 &%, fml DMEEHI A& 2 224 (TLS) iE+)
DR A8 B by IR 55 3 1) AOTELE o Sl 500 B0 R I REAS BE A A M K% P il S

Fia Z |l
HS W H S DU, 28 8 U0, THEPTH % ) s AN IR 25 4k H 15 .

iz
TR AL B AL ERPOF A N E ) Sk

a) BRIV EL L DA H SR e, 55 9
W R G BAEIRALAR R B A E O AR R 24435 5K (CSR).

B 7am=E
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wmgehonossneniszamis [

¥ CSR AT 2N A IS UE B AR LAY (CA) LUK R4 (K% 7 Sl 1o
SR A EL L FIHAZ H B IRSS #8 Z 0) T5 ZEAH LB B0 UE, 444 2 P i lE F ) CA b2 T
R 25 BUE T 2544 CA HIF]
b) WENE BN L RER G, HHSAR FEfLh . WSS HEE ) e SA
EHAPL, 510 T
PR 2 FCE RS IR A, DU AR 2 22 4 (TLS) WSt s AR B 5 4 B
TES B B % H SRS 2IE T, 5 11 L,
SIR3 FCE I HER, AR ARPAT IR
SR H SRR RS H &, 585 ki iz H AR ML 8 HTTP 4548 , 557 i,

FMEEPOHNEZENEZAEEPiniEH

| &

F S S SF SR S SR SR SR
SO N N N N N N O

Qe
3|

ERRI BB FIER SE sl RO & ] B B p AN e TEvE ] B O AT AT 55

244 K Base-64 4wt ft) PEM A% 20 H03F i sk %541

FHia Z |l
CAERUR LA
« Jfitrga, TEAEH AR A BTSRRI (CA) 2B 1S
o D RSECRE T EAE LA A% F S IR S5 A Z I BEA T AN B S Oy SR U, U [ S A A AT 20 [ P

BB S e A AR 5% AR AS o

UK

HRERgE 3 >BE.

MiiE#& B EIES (Audit Log Certificate).

riii Generate New CSR.

HERMEX B (FWFEERTD) (Country Name [two-letter code]) 7B i A 5 /1 X ACHS
/BB X/EET (Stateor Province) 7B AN/ B X/ EHEE T IR 46 S -

iy N\ XS (Locality or City).

7E4B4] (Organization) AL 4K .

M NERLR AL (ERITT) K.

TEA % (Common Name) B i N2 2 i SRR 3R IR 45 25 1) 56 4 BT 184

AR WA A DNS EVLAARVCES, % H &R R

PRY T IY — R Y Y ]
Y S S| S

QEl aEl o
Sml S S

o=
W 00 N O 1 A W -

zgRE I



FGRE |
B semazspmirasagEho

FIE10 SEHEK (Generate).

SN AT OGBSI 2 1 S0

SIE12 SHNEPBIER TR (355 BEGIN CERTIFICATE REQUEST Al END CERTIFICATE REQUEST T)
SRR FLRGIG 21— AN 1 SCAR S

B3 KL TN clientname.csr, HH1, ciientname SETHRIMEFHUE T BB A AR

$IE 14 riidli Close.

T—¥ it 4
o FREB R B WORITAZ R EATH ILRE P (0 “IT A2 07 #803 F (KI9R R £ I IE P AU LA -

s FERRNCAEBIED )G, EHEILSAREE;, ESHEFZHER ) miE BSANE R L, 5
10 Ui,

BHE#ZAEEPRIEESAEEH O
2 BRI BT AR, 2 A R

FHIEZ Al
o SRBUE E AL DA I H R H AR e, 26 9 It
IR IEAE SRR IR & B O DA AR TS

WA G A A USSR IG AT RN T (] CA, T HER LR AL ZE I RE (BUE ) .
BB ETS ) CA L 2 BUE B EE AR TP RIIE S ) CA 2T Al .

g2

S EEHPL L, BREE 3D >EE.

PR 2 pidiEiZ HRIES (Audit Log Certificate).

$E3 S NEZEFIRIER (Import Audit Client Certificate).

WA A SORG RSP ITIR%  IiE 45, AN SO, fUHE BEcIn cerTIFICATE Nl END CERTIFICATE
1To I SCAR NG 2] % FimiE$ (Client Certificate) -Et.

WIS B ERAH, WSSOI A SO, U4 BEcIn RSA PRIVATE KEY FHl END RSA PRIVATE
KEY 1T o R SCARE N 2 FASR (Private Key) 7Bt .

WIR6 FTTHATAT I ey, A SRS, R EH I I 2E 4% (Certificate Chain) “FB .

BT M RTE (Save).

B 7am=E
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szaunenasnssis ]

FEAVHIHZHERS S|/IED
YA HPEFI AT B (DER) H6 505 A CRL KR A7 bl 5 05 B 15,

\}

AR W CRL AEEP, RECKE AR CRL SKEGUEH 8% H & R4S 28E B A R &% &
1 Web 3 55 28 2 8] () HTTP 3EREUFEP .

|

ERRI EICVAAE s ] M & B L BT IR R .

FHia Z |l

o TR EA E SR B CAEHE T A SIER (CRL) X, B RUERR AR 1S
H& IDUET , 25 8 T,

MR S, 5 8 DU AR BR UL K% S B RO AR e
g2

SE1 EEHPOE, BHERGE 3D >ERE.
PE2 suliFEizBAIES (Audit Log Certificate).
SUE 3 B E e AN W% H R e A U B AN R Ss #s, THIESE B TLS.

JA I TLS I, REEH %) b (B B0 B UE MR 25 SR HUE 1 o 2RSS A UE B30 UE DI
B i AR 55 4 TR R A S o R T IRIE I AR, 2R AL DA S A

* BCE AR GE H SRS s LURRIE S A8 2% )7 b o
s RPN CEAD CA UE AR IE R 45 4k 15«
o RHE RN e A N CAET.

* WHRMUR CA EMNJE CA, WAL RINR CA, RIGFHMMNE CA (B CA) Fn%s#
CA, RILZSHE.

ST AT R RIS B £ S S E, (AEES ) CA WURIN B I 25 I
CAHERR)
a) UM AR E S E .

BEEE HORIRS A E N FEER S 0, AR UEE % Skt
I

b) sidHRFEFIFHE R R R )
PRSIk BOELHA% HAS MRS a8 & P e AR, kst B REESHIE.

I zgRE I
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B zsemsorowmassrmis

BEE CYR TLS i, BREESMEIE L4 & .

I

JEHIA E S AR5, R GE H ) i (G B L) o ) Bk 5 50 B R 40 H AL IR 55 a3t A T ik o
A S R G H S RS A RS A IE B2 44 1K CA TR CAEFS . A% 7 simiiE PRI % 2
I, ERA SR T IERAE R, A AL LT A

* BCE ARG H GRS A% LAKAIE 25 ) s 2 FRIIE S o
© NN RIEBNRG H EIRS A0 e T UE T2 28 RS0 H B RS 45 IR S5 28E 1

(] CA %%

ER S ISR e R SR R R S H SRS A, T AP PKCS#8 % 3L,

TIAZ PKCS#I1 #5530, A LU F ar 21T PKCS#1 %A% 304 PKCS#HS #% =

openssl pkcs8 -topk8 -inform PEM -outform PEM
-nocrypt -in PKCS1 key file name -out PKCS8 key filename

CATE) E A VUNA AR RS S, WHAT U D3R

a)

b)

c)

B A CRL 2B

EEF (U401 BRRESHRIE RN, A4 & RRIbest, (12, (1405 TLS
W, R CRL BREUESUAE . CRL T IR B BIGLE, AR T 1 T %
P58 I AR T 5 3 BIE

JA FI3REL CRL 2 & i A g — AN RIMESS, DMEE T (R4 CRL L CRL. CRL ATk
KA UEBuE, A, WSk H CA 1 CRL /@ EIGUE M RSS2 UE B B8 CA Iy, WEGIES
PN

W N CRL SCHEIA%% URL JIf 5 i in CRL (Add CRL).
HEE UL FPERLR N 25 4 CRL.
midiml# CRL (Refresh CRL) AAFRE ) URL N2 41 CRL.

IR RS A e Qs ) kA5 A [R]— AR T AUA LR A A 28R 45 A 1S
R

T—5HHita
(i) i CRL SBIIBIR. 2 b BRI T4

EFEEPF O LHHEZHER PimiE+H

SAREE R SR B A B A% H S il o AR PO sl P, HBEAERG SIx 4A
BHiETS,

B 7am=E
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| 7aEE
zxats

UK

SB1 EHRK 3D >EE.
PR 2 nidi¥Eiz AFRIES (Audit Log Certificate).

s H-
BT
S P AT B SO AR TR S B I A S S e rE, nf LUK RGEAL & o i K6 o0

1224 /NN IEAT (0 SE S PEARIR T o BT ORAF RS R ST G B S SO, b AR AR . o
CACR AR T R I S PR A5 R, DASR et 2R 40 S S Il 22

PAR 7 9 el 2 s BE SO R sty s 1 B ™7 808, JF BB RS IC B S O A ORI {E.
R 2 R RO, R 2 F I TR 51 3 A [R) BE SO 22, Sl ) S e SE H H

FTLIAEAR I 5 24 AN A L %
o B AT

FiaZ Hl

 BCE MBI AR S5 4, DMZRGE 2 24 /DI RGEEAT I SRR & M3 AF s AR EAIE R, W2
P S v 4% S LRGBS b, 56 20 T .

UK

FE1 EFRGE 3D >EE.

SIE2 S EBUAT.

SE3 kB RREEE.

HIE 4 NZ{TEFE (Timeto Run) #7413 ik B0 75 38 R G R R H 3 el 1 435 i AR s 1)
HIRE AR A (Email to) 7B A IS4G Hb il .

'’ SINEsAERALE, M E#AE E—RE (Resend Last Report) LA e N I 5 — ANl B
SO R R EAS

FIB6 WIR B S HEMSHE Y, Hikh e EIREE (Incude Policy Configuration) & 4.

BB WREAT 2 24 /N BHATRI T A B, T BN TEEE B iR 12 3% (Show Full ChangeHistory)
SLIEHE .

PR 8 mitiRTF (Save).
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B =xesinm

% Em
M4 ] Rt
B AR

BIERIEECE (IncludePolicy Configuration) 76 i FH 143 ill 28 48 2 117 78 50 50 1 4 2 Hh A0 4 SR B0
o e IXAUHERTUT A . AR SRMG . RGEHME IS AT IR0 SR W AN 19 248 o T SR s (1) B o5 a2
RIEPELIEIT, R WAL W AT AT SREmE IR B e, EIE TGS H T A B

RIRFTEEE X FIEFE (Show Full Change History) 335 H T4 ] 28 4t A& 15 8 58 oA 5 4R 75 A ek
2524 /NI N R ZE IR T AT SE U AE SR o TR AR TR B T, R A5 AL AR 200 ) B e g A A

N

AR O RS ANELAR S SRS e R i e B A B

K

Parlas
BFEHE
U SRS 29 58 A 5O SRR 00 8 S8 AT A BB AT E S i,
RIRTLUS ) S

JAH] “AF A5 ER” (Change Management) N, RAZiaof T8 (B Py RiEmeBsgars, HHe
FEEE T{ERIE (Change Management Workflow) 7S INE| B4 (35 S8, I/l LU X s 77k

KA R B
HRVEQME R, W& (Cisco Secure Firewall Management Center B4 it B FRFg ) K “ AR B g~
.,

£ RgE G >EWE L, BaLEE FEE. SR (Save) (A7 H K.
* BRAEMETE (Enable Change Management) - 1 FF i s R 8 BE AR RE . A A, 80
SOUREAE SRS T A R B A B G P B O B
BAARZIhRE, WEHOIEPEZE I, EAA AR AT, U HME B ST SR R . TEVR AR
AR, WAL AT TR . CRINEE” . 4B ol “RRE it k.
« EEWMAYEE-TRUER ST, W 2 /DS b . BRIAMECN 1, (AN
Wl Z DA S AR . FH AT DU B gt e AL i e S

\}

PR ORI RN, I SR, IR AT
AT CHET L CETRHEE . O SRR RS,
AT AR EC R, 6 2 5 T AT OB e

© WBE B IB PRI 8- Ok B CALHE AR LR K, YEFE 1-100 Ko BRIMEN 5 K.

B 7am=E
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DNS Z1F

ons 2% [

 BRHFIBEN CRJE) -H\ BEILE TSR B & M AALMECF bk SR04 D6 Z0C T IS N SR A
B, WRRAREIE R TAE.

#if

ARG 2 B8 A S e . R IR AE AT LU MR ERAE, W EE 8 A A 58
ABEHHORIS R E: HO/R; A/ WS JH4G Flexconfig ity BLa&yEM: mivl Tk
TN GBI, rPIE DI, ARREQIEE . VM. TP ZwR. ASINERMNBRTS AL EPM TP I .

SRR, oI Vs A I . WSk CBUE, WSt BUE BOR, AR5 4 B
IR e e -

AT LLRE R Gl B AR S G0 b B S EAT 1P Mkl o B T] LA B AT I DNS 247 C B A S
PE. FCE DNS A7 R0 DL BT I 16 1P Mk, i CFRHATAS S 4k . IXRE, 5 1P ik
b, AT LAy A 2% B R DN PR S I R s R

BcE DNS ZFRE 14

DNS fifMr A7 R A 0 A R B E, & SCVERT AR HTIL ) DNS 24k 31T 2247

UK

S GRS &b >EE.
WIE2 Aiili DNS 4 7F (DNS Cache).
$123 ) DNS #7477 (DNS Resolution Caching) N, LRI —:

- BB (Enabled) - 3247
- B2/ (Disabled) - 212217 .

$IB 4 7 DNSEFHBRT (Lo 48440 (DNS Cache Timeout [in minutes]) 7B, %A DNS 4% H7E K

TG ) 1 8 ) 3% A N A7 A1 ) o B A
BRIABEE H 300 4534 (5 /M)

IS MilHRTE (Save).

AXEHR
e B AL B
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B =aEn

%8 il TET AR

7oA |

P T RSO I A P AR P E R A BT R SORAS AL s R — ST R N LA, PRI R AR
AR R . RERCE TR T0E SRR 1T .

DG Ry, MBI R ]« A S #ft.
AXER
KPR

B Ri=HImiR e B E X 7 it

I “ A XM (Custom Analysis) 42l AR A £, AR S35 (10 1~ v Bl B vt B it e 1) B
E

UK

SE1 GRS G >BE.
P2 ST ER (Dashboard).
$B3 kT EAEEXS#HE (Enable Custom Analysis Widgets) RIEHELL R P “ H & Xy

Hr” (Custom Analysis) F4 145 I 2042 5l THIAR

P4 SUHRTE (Save).

R

AR ER
RTFEHI AR

N BB o R, O S ST B R R P TR I R L R TRk AR
Yo URL Ry 4. X FAERr SR, wr DR sE A B b0 12095 PR B AOC SR EG. WAV 25
(RIAT: T SR AL SR A 1% ST P 1) O B BR B R e . DA, NRe S i B
LA RO AL BRI AR . T DO R AR R A DY NS PRI S o O RS SRA, T DA
Ak D RE -

LTSRS, R EES.  GEER, WA 6.6.0+ 1, ARELLIZAIT TR
LR GA. D ROETT LTSGR TEZ 0 B RN k.

B 7am=E
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| 7gEE
masrEsRs [

fic & 2R B S PR

FHia Z |l

o T SRR BEAE AN B B P R M BRI R A R, DU R R A5 % TS I
LM 4K E UM En L, 5 20 UL,

UK

SE1 ERESE G >BE.
PR 2 L HEIEREE (Database).
T3 TR, IERAN AL R
A AR E e ] e SR AR, T S R R SRR, 5 17 L

$IB4 0, (FEIEIEEHEMI (Data Pruning Notification Address) 7B, i A\ S 5205015 B3 %01 ) s
Fduht .
PLIBS LR %E (Save).

SR B = PR 7
R B0 LA OB P AL N
R 1 IREEARE

E Sl R TR
UNGE 2 1000 J3 CEFHEEHLLERD 10,000
3000 Jj (B EEHLM000, 5 PR 1600)

6000 Jj (& HE 002500, 45 FEAR002600,
FMCyv 300)

342 (EH 04500, 8 FE FRL4600)

RILF A 1000 Jj (EFEAL FEP) 0 CZEHIALE66)

20007 (& HH022500, 5 FE 02600,
R ER04500, B EE 04600, FMCy
300)

I zgRE I
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7oA |

FeER

LBR

TR

R
g

5000 J5 (& HHL R
112 (B FE 01000, 5 PR 1600)

342 (& FEHL02500, B B HR2600,
FMCv 300)

10 12, (& F1H.054500, 45 2 H.004600)
AN NG AT I i R
il PO BB KB S RAS R PR
il

0 CZEHAE)

WK B KEEEH (Maximum
Connection Events) {i ¥ & A%, WA
Bz i, M2 SRR AR
PERIRIE B A A7 BB
7
3R K RXEEBEGRENTLT
BT B 22 AR - LAA 1)
A B

A RIEBEE X AT, W25
e
IXLEBLE AT E AN L

B GLRE

)

5000 Jj (i BT
112 (B HE 01000, 5 FE R 1600)

347, (EFFLHRL2500, B EE L2600,
FMCv 300)

10 {2 (&L H004500, 55 FE H04600)

0 CZEIAE)

RIEFAER A
allow %1 F1F

100 J7 (% B0 Virtual)

200 Jj (B BEA2500, 5 HH02600,
I 04500, 7 04600, FMCy
300)

o

TR

G

1000 J7 (G&#EH.0» Virtual)

2000 J3 (B HE 02500, 45 FE 4002600,
BH4500, PR F04600, FMCy
300)

10,000

SCAEFAE

1000 J5 (3L )

2000 J3 (& HE 02500, 45 FE 4002600,
IR 4500, 45 FEHL4600, FMCy
300)

0 (ZEHIAEE)

IBAPIRDLHAF

100 J7

0 CZEHIAE6)

H %D K

100,000

—4

ARCRE A

1000 J1

4

B 7am=E
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wripeian [

EHER LR TBR
FOUE BRI 5 | 30 KA il sk 1 RISl 5%
R
HPEs) CHFP 51000 17 —
4
g (HFP 1000 17 —
0D
MNAZ T A (100 7 —A
FrrTue e
VPN i HERRE A | 1000 77 0 (BRI
L
B KRR

B WS | KR E (Maximum flow rate) (BEFP¥iiE) {EAE https://www.cisco.com/c/en/
us/products/collateral/security/firesight-management-center/datasheet-c78-736775.html?cachemode=refresh

[ B A0y B 21K T & M4 (Platform Specifications) #7115 &

R B BT I B RERBHR MR ENET, WAL RN MR OISR E AR
PRI A TN B E R BRI R KU

B BOR RAR AT R A 2 T S0k A E S S A oK
R U B AR SRR AT N K

FEL~~ HaS 15 188 M

URERAT LUR A, IC B IR 3L
o MRS AIETE T AT R
o S IR A IEAT FRTUE AT 55 AR T
o LIS A B A AR
o T IS 3 K ) o i
© REMPEA T ABLEE . bR SRIRFFEIR, AR FFERAZITIRDUE R

We B WA AN, wTRUh R G WA 4k ML ) A s ik, FE el T BN R A IR 5%
PR SN IOIFEIE . OB S, LA R

EIERE MR L. B4k =N E N HA BN email-smtp.us-west-2.amazonaws.com o Xf -
AN, MR AR AN BCE N cdo-alert@cisco.com

zgRE I
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7oA |
B =sosresnnsmne

A & B 4 Fp 4 = A A0 0@ A Mttt

UK

S kB EGE 3D >EE.
$£18 2 fiili Email Notification.
$IR3 MRk EH (Mail Relay Host) 7B, 4 AN Z5 FH PRI IR 45 a1 =142 55 TP kb . S A PRI HR
1 TR LA AVE B A ATV 1)
$IZ 4 i 0S (Port Number) B, &5 A BEAEARSS 28 A% i 15
TR f g 114
25, i F st
* 465, fH SSLv3 i}

* 587, ffi{H] TLS i

$IE 5 {EhNZE /5% (Encryption Method) Fhak e —Fihnss vz,

* TLS- i AAam = 2 A i A
* SSLV3 - ffi ] 22 a7 )2 I i A5 .
* ¢ (None) - S VFA I 135 .
ER OB AN IR S5 & 2 18] (RN A A5 AN 2SR BEA T UEAS B

fERHE (From Address) 7B, S\ SR AR B2 i T JEL RO IS AT 1t ik Fr) A7 A5 S A b o

o, TAEIERL R MR IR S 2 R S A s, TR PE R B 38 E (Use Authentication). 7E
B P& (Username) 7Bt A 4. £ 58 (Password) 7B hii N0,
BAR R CUC AR IR 45 g A MR R A, 17 A K BB AR 55 28 1% & (Test Mail Server Settings).

ARG AL 50 om0, DRI & .

PRI mitRTF (Save).

. e
g X
~N o

Sk Sk
8

N
8
(- -]

HMNEREGIE EE 77 18] (External Database Access)

TERT LK 87 2R rb Lo G R FOVE SR =07 20 7 i LR PR AT B0 In) o 3XFE, AT DU DU AR
75 XA H SQL e vl 7 -

o AbARESR S T H (5141, Actuate BIRT. JasperSoft iReport &¥, Crystal Reports)

o HAMAE A S RF IDBC SSL B H AR5 M (R4 5 XN HID

B 7am=E



| 7gEE
mRxsEEsmrE |

o JERHEBE Ay 447 Java N, 444 RunQuery, ] LARZ H.J7 247k F 3R BCA— & (1 LUE 5
43 B P 5 S

& B0 B R G C B A A PRV i), TR0 ik e SE ML E s Uy ) AR . TR
ZVi B RAH & U
AT LU S LU LR A

* RunQuery CGXJ2 ARHAE M Hs A i T 2D

* InstallCert T, nJ FH-F NE5 n) 1) B EE A0 K R FNE3Z SSLUE TS

o BB HCGE B A 25048 ) JDBC IKBh LT

AR A T RRRCEE R PRV (5 R, W20 ( (Firepower REUEHREVT I TEHE) ) .

J& 3 &1z e S aR 7 18]

UK

SE1 EHRE 3D >EE.
FE2 L IMEREIREEE T8 (External Database Access).
HIE3 kb R IFINEREHREEE 1) (Allow External Database Access) & i HE .
PR 4 AR EEHZ (Server Hostname) 7Bt NAH N R . KRHE 28 = N BEK,  Bbfi o] DL 45728
UL 5E A PR 2 544 (FQDN). TPv4 Hihik ok 1Pve ik
AR RO m T HMERCE S, DA TE S RN . AT\ A5 R SRR I
ME R

;S5 riidi Client JDBC Driver 551 1) Download 4% UM WA H2 /8 T3k client. zip B,

L6 LN NI AN TP LA I B PRV M RUR, W AdRmnEN . Wi, EsRFBP S EoRIP
Htk 7 B

BT 16 IP ik (1P Address) FBeH, Hip A 1P Hiuhik stk fF 5% any o

P8 pithiAn (Add).

PRI MR TFE (Save).
B WREEWE S EARAEREAR R E, 1 S RIET (Refresh).

X EM
Firepower R 4¢ IP Huht2 &

I zgRE I
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FGRE |
B wresizs

HTTPS ifH

{8 & BT 2 (SSL) UETS, B REALy i DALE R GUR Web ) Y028 2 [0 N 251818 . i1 Firepower
B ARBE B BRUIE S, (B A& AT A 2 BREN A4 IR AR MR (CA) BT AT CA ARk, Rk, i
2 [ENG T 0k B A ER SN A4 BN RS AT CA 254410 H s SGIE S .

AR EHHELICER 4096 £7 HTTPS UE 1. w4 45 B rbuCal B AR 15 2 38 L KT 4096 47 1 28 SL iR 45 2 2%
AR, WK T B sk B0 Web . R BTG O, 1B R TR TAC,

\)

ER &P REST APLASSZE: HTTPS iF 4.

ZKIA HTTPS AR S5 28k H

U SRAR I Bt e 2 — SR A A BRA IR S5 2R IE 15, AN EDRE AR SEIC BN 7 2O AL HTTPS %5 S ik 5 LA
Vilal Web i, UM BRAIR 585 UE S 0T AR 25 5 P im0 CA 255 .

BRI S8 28 UE D (0 AF iy R B - UE P AR Bl 1) o AR BRI S A8 UE B2 H I, 15 IEF: B
(35 >E]E >HTTPSIES.

TEE R, HEEE Firepower AT T L HBETUEY . A OCIELI(E B, 15Z W Firepower #WEN T R AT

Yt

D b, L R B8 > BB > HTTPSIES WU BT3RS,

B E X HTTPS BR =5k

T LU AT A B R0 Web S IR B 2R Ge i B ESR AL P05 B AR IR 95 S UE 15T K . IR 2B
520 T A5 A (0 P ERAE S U LR (CA), - W] BUAE T ZAE SR IEAS BEAT 2638 o S8 vl LU A= R 1) 37
KGR FUEAS UL LU KRS AETS o SRAFUE WU (CA) A SZUET 5, B0 LU N AZIE
15

HTTPS AR 5528 &K
i [ HTTPS UEF {5 Web 3 B 25 F1 Firepower ¥ #% Web F [ [A] (FERENS, W20 IR & HLIC M

X.509 AR EAE B AREBREY 7% (CRL) BlE CfF (REC 5280) [HAET . 48 RS 2eiF
PSRNV, WHRIZIE PR A ZAAERIIRA 3 (X509 v3) , N RGESHLZiEP.

FEF N HTTPS 55 asiE 152 0, i iR A5 LU T 7 B

B 7am=E |
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| 7gEE

nrres s irsER

EBFER 15 AR

A G FE P RA . TR 3. 1524 RFC
5280, 5 4.1.2.1 7.

JFos IR CA 70 ECEAE I IE 35, ik & F P51
SME—FRUUHE T . 152 RFC 5280, # 4.1.2.2
o

B4, CA I T BB EILPR R . Ul
signatureAlgorithm “F Bt VL. %2 RFC 5280,
541237,

B8R SAR bR B 258 RN 28 R AR P I s4A . 152 REC 5280,
941247,

R CA PRAFIR 43 JE TR A T1E S 1A B
%% REC 5280, 5 4.1.2.5 7,

= PRV AAAG LA FH 3 0 - B R A B SRR Y 52
s AIIUEX.S000] 32 FK (DN) o 1551
RFC 5280, %4.1.2.6 7,

1 FH 35 T ik 4 UE ARG (3 44 A1 TP Mk o A 8 m) 3k 44 FRAE
RFC 5280, %5 4.2.1.6 TithiE X,
WIERAE BT 2 A8 1P Hotil,  FRATT i a 48
B

XGNP B W RS ARRET . 1§24 RFC 5280,

4.1.2.7 15,

B IR

PO 5 T2 5E T AR R A B
. iEZ % RFC 5280, %5 4.2.1.17,

N\

TR PIFRIRTT

PPN SR AHE BTk S
[%] RFC 5280, #f 4.2.1.2 7,

SRR & AE PSS & . 124 RFC
5280, #4.2.1.3 74,
FEA PR 1 TEIEP AR A CA, LU ARSI IE P A 5

KIGUFVIFBRATIRE o 1524 RFC 5280, 5
4.2.1.9 5. XFT Firepower B&8 - IR 45 #%
WEPS, TEMEH e ca: FaLsE.
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B vres zpuiEs

7oA |

ERFE 15t AR

¥ REHE Y Ronbr “BHMEH” P FRRIEARH &2 4b
AR S VAE A — Ak 2 .
15200 REC 5280, 54.2.1.12 5. EHESEAT]

FAE R 25 BAE TS (E 15
signatureAlgorithm CA HITRHIE P24 MR AR R . A5 %
LB, 15554 REFC 5280, 55 4.1.1.2 15,
signatureValue &4 . SR RFC 5280, 55 4.1.1.3 i,
HTTPS & FimiE+

S mT AR 2 ) ol W A A 15 A6 75 Zh RER FRAIXS Firepower 4% Web ARk 55 4 (K15 1) o J8 I I
I, P2 IR S5 A ook B TP R B8 4 2 i b 6 1A AL P A UE S 6 20 2 B
S UEAS I [A]— AN S UEF MU A R S8 JEIAE LU R AR F 500 T In#k Web S

 FPHAEN S A R P RUE B K
o P AR S HR R KIE AN A8 IR S5 R UE A5 (P A LR A il o
o FIPAE s R IE B ROUE B AL ks BRIE S EE P IE B U WU A2 R

BLIOUR S 7 i VAR UE 15, 1K R G E A A FHAE R 1RSI (OCSP) Bhnak— AN 8 2 AMIE il
%13 (CRL). ] OCSP, 4 Web &5 as i BIE ARG K, ©& 5 BAURHARHTIES, LA
TEERE TR BN i UE B A 8 . W AR IR 25 2R L A I — 24 CRL, I Web JIx 55
AZE S e CRL H T8 2 viiE b T b . an S 846 CRL 108 CURUaYE
FETS, W Y28 ek gk Web S

\}

AR MR CRL BAEUESS, MRS A A A9 CRL S0 UE 2 i 0 2 ik F Ao A% H S g5 4%

s,

&= E Y a7 HTTPS FRE 258

UK

$E1 kHERGE 3 >EE.
$£1®2 il HTTPS Certificate.
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| 7gmaE
4 55 HTTPS R e b5z im% ]

4 B HTTPS R 55 33 iE B & 2 1E K

R 2B AN R A BRI A BN T2 A5 AT CA B HIET, W) 244 AT ) 23808 2 Web FLIHII, o) B 28

2 WoRa ek

UEFZE 441 K (CSR) M T A2 iZ e 1 A e A M — 1o I ICTR M BN BEA N 2 N BEeS A2 CSR. B
RETE PSS ATk, EIRATE I A LL N E: CN. 2. AR, S/, &/ HRIX.

] 5% /4t X RN 5 ] e 44

A P51 SR A K % B0 K Base-64 Znfid [f) PEM #4528 .

UK

HREgE B >EE.
L HTTPS Certificate.
it Generate New CSR.

TMEERT AR

Qe

Qe

Sk SkSk
S S8 S8
W N =

Generate Certificate Signing Request

Subject

Country Name (two-letter
code)

us
State or Province X

Locality or City Austin

Organization Cisco
QOrganizational Unit Engineerin
(Department) 9 9

Common Name www.example.com
Subject Alternative Name

Domain Names www.example.com,www.exchange.e

IP Addresses 192.0.2.1,192.0.2.5,192.0.2.10

$E4 AERMXER (FWFEERED) (Country Name [two-letter code]) Bt i A\ FE 5 /M X AL 65 o
$IBES  {FA/BAX/EET (State or Province) T B i N4/ 1 VA X/ T EE T IR 94 5 o

6 i AMXS T (Locality or City).

$IBT  A4EL (Organization) AL 44K .

WIS NLHLEBAL (ERIT) K.

PR  {EAFZ (Common Name) T Bt i Ak Hg K UE 5 (1 Ik 45 4% 1) 584 B 344

AR {52 R & (Common Name) 7 Bt rh i A\ S ek B 7R 58 4 A1 ] E’JHE’(%%%E‘J%%KEE@% o
WHRAM %S DNS LA ARICEL, WIFE SRR 5% i o Bl B 1

I zgRE I
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B = wresmasics

PR EERM TR 2 A AL B TP ShE eSS, AR AT T AL RR” R AR A LR AR
a) 1FE: HA B A AR A AR IR K 58 A RO AN T CERAT) .
b) 1P bik: H A di A A AL FR IR K TP Huhik

PN SlER (Generate).

FB2 I SOKRG A

L3 RHNEFE R A A (4045 BEGIN CERTIFICATE REQUEST Al END CERTIFICATE REQUEST 11)
PA R I R RS Y NS

4 %M TIATE N servername.csr, 1, servername & TR I E 5 IR 55 28 I A FK

5 s Close.

T—%#ita
 BRIEAERITAC BB AU -
s WEIBAIER ), WS T, WS S A HTTPS [R5 aE1 . 5 26 1.

E )\ HTTPS AR5 &5 8

TR A RAF 5 2 AU BRI AT R TR CA, B AR A —ANIE e (RIIE P12 ©
WIERAE R 7% il W AR SUE AT G LU AT 4RI, Tl Web Ry i v oK 23 2k
W

o UEP IR 2 ) i lE T [ — CA 2544

* RS A AUE A BE P RS RIETS IR CA %44

AR EEIHL SCHF 4096 7 HTTPS UE15. 45 B HCy A RAIE 1 A& F KT 4096 437 11 A JL AR 45 2% %5 4H
AR, AR TE) 8 5k Cisco Secure Firewall Management Center Web %[ . 5 J<Kf HTTPS UE-5 8
FEIRA 6.0.0 MTEAEE, 1S ldFirepower REAERATUH, JRA 6.0 1) “H 4 .0 HTTPS UF
FHHRIRA 6.07 o WIRZEA KB T N HTTPS iIF -5 H G765 s B 0 Web S0,  WEIER SR
o

FrIaZ |
« AERRAE PR SR HTTPS R4 Sl B4R, 58 25 1.
o H5 CSR UM A F s AUEE 1) FR SRR B AOUE AR LK, B3 A CSR KA F 2815,
* FEB TS HTTPS IRS#HIEBEEK , 5 22 TUh ink i 2K .

B 7am=E |
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UK

$E RHERGE 3D >EE.
$182 55 HTTPS Certificate.
$E3 HLESEANHTTPSIER.

FRB OLES AR HTTPS i,

HIEg Eij—‘%iﬁ%ﬁﬂpﬂﬁﬁlﬁ%%ﬁﬁﬁﬁy HHHEACAYE (935 BEGIN CERTIFICATE fll END CERTIFICATE
1) o UL SCAKE N 21 AR %5 88 EF (Server Certificate) “FBtH .

PIRS S il ZHRPEFASA IR T8 A i B A i R (15 2

* 2R H Cisco Secure Firewall Management Center Web ﬁ@iﬁiiﬁﬁ%%%?ﬁ (4N B HTTPS
RS 2RUE AR, 525 TR ETIR) , WRSGCHRAEEH, BT AKA.

o St FAl y AR GIE A TE SR, A ZAE AR AR S . TT%*AﬁZ%HI#?FE%JW
AN AL, 45 BEGIN RSA PRIVATE KEY M END RSA PRIVATE KEY 1T . KfUHb SCACKE G 2 FASH (Private
Key) 7B

LB 6 FI AT FT s R RIUETS, RSO, SR 5K L2 I 21)5E $ 4% (CertificateChain) B H . U
RIEARE TS, R AL R bAL . an SR e, TER RIS AR IE S N 7. BRG]
HHRHEA A, FE BEGIN CERTIFICATE fll END CERTIFICATE 7.

TR LNHRTF (Save).

EEA A HTTPS 3 5D

AT FH R P ] SRR ) A B P Web ST P8R PR 1. RS OCSP i DR AL 1
S LT RRLE (PEM) #4385 ) CRL %4 HTTPS %) i i+

USRI FEAEA] CRL, ZEHGARIE 1900 R A BERTAY, 57T BLOIRE T4 K0 CRL. 348 B
CRL S i

)

AR B R HE P uIE G U Web S, DY AT AN R S uiiE T (T s R AN
] CAC) .

FHIa Z Al

« SN E T TERENE T e B R B MU B IR AUE T 15210 S AHTTPS
A4 a8l , 526 T,

o WEIN P AMRSSAEFEE ; 2P S HTTPS RS asiE1s . 2 26 Ui,

zgRE I
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B so=inTes s s

UK

SRR 3D >ERE.

F1E2 fidi HTTPS Certificate.

$IB3 kB AE P iHIES (Enable Client Certificates). UifT 47, i M T 7513 ik FH1 N IE
PR A EBSFE B AL

o TEH—ANEE A CRL BiiE % 7 ik 5, 15 1EF: B A CRL 3XEX (Enable Fetching of CRL) Jf-4k 4k
AT IR 5.

« ZHEF] OCSP HlE% il 15, W5 IEFE /B OCSP JHgkit 2 0% 7.

© BAEAR BRI OL N B il Bk 2R 8.

HIBS W AIA CRL CEAG %0 URL Jf &R0 CRL (Add CRL). #E&Z LA FLIELIZIN 25 /> CRL.
$£I86 5 MIET CRL (Refresh CRL) LAMFE%E ) URL #4717 CRL.
R J3H CRL SRECINGE TG4 2 WIHE BT CRL [T RIMTS . ST 45 LAV B o B %
FHIBT AR it UE S 75 e 20 & LR AR NI 22, DRI S5 28 1502 15 H 025 21030 W 28Ik
PAEAEX B RN, GXEEBREBm A AR D
EE AR R B E N, R A S K S AE AR X R A R S e, 4
XA ITH Web IS 2307 o TEEORAT W B 2 AT DR O 2228 308 7 il 15
FIE8 MtRTE (Save).

AXER
P B UE R 713 3K

ST 2RI HTTPS BR 55 25EH
Bt A P

UK

$E1 kHERGE 3 >EE.
$£1® 2 il HTTPS Certificate.

(024 YR A A IR HTTPS IR 25 BE 15, A2 Bl

T3 Rl EYHTTPSIER . (DCHARGHEE A ERIA HTTPS IR S5 85 U5,  BRIETHA 22 s AEAE 15
(ERSNVIR I ET 22T e

T4 (L) FEGET HTTPSIEF AR, ZEHEAE BUR % $A LLAE e (KB ]

B 7am=E
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3

(=R

T—5#tta

FIBS LT HTTPSIEB XA IGHES, s RTE.

FnT UGB K A HTTPS B4 G L RS RRIE 15 A RO 5 S8, SR E e /7 C8:iT .

Web Frifi (1) Ret > B E WS MRS IFEE . BRARSATUN], A WP 5 Bl o Kk

\)

AR JEZ R BB > K F s, P RAUER A A IE S

FH

15 AR

ZFR (Name)

16 B WAATR B R L FR . R LU B AR i
4 Hk, RTE 2 B i N HAB A AN 2 i ENLA -

WA FRH TR . B0, & BR7ES SecureX Fl SecureX Jai i i 45
R34 A A

WSRO AR, T SRR & AR AR ] I, JF HLAR R A
AERE BT 24 FRHEIE 25 4%

FE &SRS B

iR WEITA S .

BAFRRA W 2R 2 B A RROCAS

BIERS MR BB AT I RAE R S

BAE RS RA TR A LB AT R R AT RAS

IPv4 Hitdil: BN (etno) FEEEZI(1) IPv4 Huhk . iR 1Pv4 B BRAL T2R RS, B
2T LRI .

IPv6 Hidik BRIA (etno) EEEEZ 1) IPv6 Hutil. Wi 1Pv6 T ELAL TAEHPIRES, Bh B
2T LR .

BT T RGN o WSS [ UGS DOk CUSE R, T SR 1 4
FRUARMA R

A5 g APt AE NI AP IK sh s b s R e 5o e 5 ml et Tl b F B Ak

I,

zgRE I
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. NRHBEE LI (Intrusion Policy Preferences)

= Ak S2 oy - -
N{Z B B IR (Intrusion Policy Preferences)
YA FIESNAR SIS, 0] DA B R S8 DU AR D) BERR R 5 SR W AF O I S . 0 FH SRms B oy
FEMIIEOUT B H 53 ] DUPR T DAl A8 58 28 v 110 DB SR s 1) Ji 1AL

QRO SRS TSR T TR DI RE, AT DURS R BN AT A I 53 UCERAT S SRS J 1 1R 5
o, ARG AR TR R .

B, AT DRSS AR SN [ B U5 N B A% H S

LAE LSP SUPTIYI I FRAEAT 7 o (K] AR 48 SCIROREIN S S0 g, 5 Rk B2 E MIBR A9 Snort
MMM A REBE S, RGBT, RN IETRGS. ErPIbRIERER, RS2/ LSP
ST R A0 AR R SR U DR BT o o TN S AE RS 55U R AR KRR T AR SS IR

o (BE) L

LU ] Language U 4% 51l 62 AN ) (935 7 o

RE Web IZEOMES
T T T T T T o 165 DL 5
- i
ki
RIS
D
+ FIif

* G
UK
SE1 EHR% 3D >EE.
$I1®2 il Language.

SR I LGS .
TR A SR TF (Save).
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B RIRIR

zxmn ]

ATLME ] “ B SMEIR 7 (Login Banner) DU by 22 4 15 £ B S SRS FR 8 25 U6 . B ok Bl 1 e SV B

M o

T DA ASCIL A 47 R F] 200 5 1 e SOS SBIR . RGEAIR B IR T EE o QS8 it ik KBk
SadEiR, RS2 BRI Telnet B SSH 2315 7] g2 92 Mo

BEXE R

UK

SB1 EHFRFE 3D >ERE.

PR 2 PR FHENE (Login Banner).

$IE3 /FEHENXEFH#ENE (Custom Login Banner) ‘7B, B N ZEAE T I8 s
PR 4 R TF (Save).

EIEEC

AR, AU MG WS, OFEE BP0 BIRnEZ SO, FH4L. BRI, DNS
M55 22 F1 HTTP {CH .

XF B0 EEED

XFREETE

BN OUR B P Loll 1o P AN P LV PRI e o A W] DA A BB L AT DU e B, JFLL
B0 Sl 12 R DS S B B L o B R O T R REVE AT IR AR AR . R B LA
AT HAbAE BEL RE o

KT RAEEBEOEAER, WES0 (Cisco Secure Firewall Management Center ¥ #5 it B FR #9 )
1 & TR s .

L0 B FEh0 FFE VAN, e [ O A 2 IR BB XA . SSL NS B 5 (51 . B9 3 O il FH I
{518 1) A AT I G 43 BT A BRI ) 2 & R M I A B . W& PRI I, & 2E i
FEAL [R5 @ SL R A6 B B,

IR R BB A, ST ARAT B R B A
o WA B A A Ve 26 O B SR, AT BE AR A0 e B O

zgRE I
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ZuRE |
| G

o FEBCH 2R TSR R AT BT
o [ 52 B A HER IS A IR DL SR I P H e A IR A E

A\

AR WUREAT CDOFEE B, JF HACK A S B b0 BT T 20HT,  WUIAS o8 8 A5 B o AN SO SR
PO B BT AT T L B4 L B AN AR AN SRR IO DI REAT S IR 5 ARy AN 1 32 B  CDO
(KB

BB LI ORI SE . M R DU SR B s PE Rt , A ITT E 8 M 428 e a4t 35 R AR T O BBk
A5 R, BLSCPIAL I 2 1t B AT 2

] DA A B AL R A BB AR AT A K L RS D5 T

AR O FHL v UL http://www.cisco.com/c/en/us/support/security/defense-center/
products-device-support-tables-list.html &b R F 1) e 25 P50 B v 8 o 1R IS FF 87 BHUS AT 2 17 1) L8 RRCAR 1)
WA, AHT BT CAS BOM S A AT (BT D B AN ] T X 2E DUAT A AT ek o B8 A5 Ly Tl
A REE ] T FLIRRCAS .

i TS R A A B A INE AT LR, R AL T LR I B,
I

etk L AT BLR ).

C AT LR B).

© P B BB
FIRG AL B APLL 11) ethO skt R4S BURIAF SR 1 IR AL Vi, WUl St

BFRLEZ I o R 1R 2N B R ) 1 S R A BN . (R,
TSR R P e 1

Y

IR EMHEREEEAS HEAZIEE TLS-1.3 BN Z4efEEE. BT YeHE, BAREER
ANEI N E EIE (Nl S A VPND IB84T R . lan, s VPN KA M, B0of o 24 Bk s,
TRL e R A T s 1 A8 FH 7 50 R BE R AR

EEd FREIEED
BT A eth0 B DHATHIMR B E . PR HTTP Vil W& 3, DU HAREBIThAE (o
VFRFIEEH
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| 7gmaE
grmcrenzezngs

RRAe ] DARC S HAR A FEE o 4 RO AR AN [R] I 2 A5 BEOK R B A5 N, VA I B 22 38 B 1 ] LA
A RIS o 38 AT DOREX 88 1 T A7 LA S PR D . Sn] R Ay SR AR B DO ] TR E
DiRg; filan, Eolaed 22— AN O H T HTTP &8 i vsin, m s — MO H T & s,

P TR B, B AT DA AN IR PR T T B B B AR T TR A (R E
TEBBRAMBANRE) , FORERREABIT A SRR (W Web SHF) o AT LA FEAE & b
O ERCEMSTIACE D, TR, T DU E — g O R0 aun 2 A R
TR IE R R O SRR RS R, DRLHRE S R A B A R ) B
Ren] LB sy A AL RE . BN, BERTBASEC— A 10 TIRBUK M3 R p e Canlin]
D FIRPREZAS 1 TIRUR R O T 8. i, T Re e — A8 2 i s e
B MR, RIS AE AN LS HIR R U7 i) 0 5 LAl B 1 AR R AT RAAE R Y
25 LR A A B ORI 1, AEFRAT T SORE R AN A E A I 2% b, DLIGE S i 7 1R 2% i
i), AL HE A 45 31 Cisco Secure Firewall Management Center P95 H i) 8. 52787 % % &85 &7 LR
HOROEFE PO I L, IR R ORI B O AR . W R GRS
AR L, I IR B AR AR B PR 1 o HE, VRl A S 1 N P

URZTE SN eth0 SR B BE P RS BIIER:, ARG 2l ot s 3% il 3R AN T o B
R,

\)

AR PrUE R OISRl “UiR AR BUE (EV R SIZR , 5 3 5O HTTP & B 5y el . A1
B, BEABRR A BRI AL HTTP Vjiel; & B DR A SCRr R &8 B (IR R, R el
P

\}

ER (U eth0 2114 DHCP IP k. A4 BREE AN S s TP Hudik .

51 FMC 2 S EBEO S IF
[REMBEOME, ESREBTS K 225685 .
H{RENFMC B S P RRERED, 2R TE.

% 2 FMC 9B EEOXE
A2 EIRED
MC1000 eth0 (BRI
ethl
MC2500. MC4500 eth0 (ERIAD
ethl
eth2
eth3

I zgRE I



|
B =0 gm0 romsesn

= EEENO

MC1600. MC2600. MC4600 eth0 (EKIAD
ethl
eth2
eth3

CIMC (U SZFFE NESFE . )

Firepower & B 10 iz 40 eth0 (ERIA)

B D EIEEO ERY WSS

EEERD CRARHAE LR DD OO & th A IERE M4 . AEBcCE B0, BEEIER
R N R I TP U hE G — DB o ANREMBRUEES s L REE M SCH it

ARG F, W URE 2 AME B O BOAR ARG R0, IR DI TR E
(9 194 St ik DL R D G Jegs T AN R 4 o U SRBRIA M &% AT 2 AN, AR A T 2 S AR IR 2
Pt 1

WEREEYT R IR 2, BRSO RN B A 2 b AN i o FRATTIE UK R34 A Al
P2, DUBE G 78 (R v R, 04 I EA o 30 A B AR o ) B i 1)

\)

AR TR BRI DA B R YOE . IRE BT eth S BUIERE, RISHNF R840, B
BIBNEZE B

NAT IfiE

WA 22 M Ik B 4 (NAT) S — il o i 8 A A i M it i ik, Ll S B 20 e U H 4 TP
Mokt o NAT 5% W TS SRVEL TS IR BEAT IS . WS NAT ST 11 Beffe, 1Ak
EHL O B TR R R, (H L kS 3 (PAT) SERH . PAT SRS AE A 5 — ¥ A S TP Mkt
AR Sy 1 K5 ) A SC R 2965 X880 LR ARG 75 N A0 RCH, PRI TCIE IR 319 PAT B ihi s )
B HERE

WH, LA H H RS SR, Sl IPIE GER—/MEMEYD « BB PO S5
— AN, FRE R TP bk, AR BRI TP bk, FUR, QR L AnE b — A TP ik
O SEILES tH H IR EER) |, BB S AHEE R P i @ ME— TR NATID, LU WIinE s
MEAT, A FRIEAR M 2P 45 B L AT £ A8 TR % F1 R NAT ID (i A2 1P k) 4]
EVE AT B4 B E R AL o

BN, BRI B R, (HORKITE B4 TP shhl (B, B4 PAT B gsa) » b
FEAE R B3R NAT ID A M4, o IP Mk B 2s . fEdes b, 57 b0 TP Mkl
AH IR ) NAT ID AR R R 280 . e Ak i 21 A R b0 i TP kil o iR, AP 3Ol A NAT
ID A2 TP HuhkX i 2 34T 5 4 B0 AIE

B 7am=E |
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MNETH |

JUE NAT 1D 05 H T NAT M58, (B8] DLESAEH NAT ID K faifb ) & 3 Hhunis in 2 AN & ik
Fio 7E B b, 0K TP Mk B 250 [R] B A B N RN B 45 38 2 E— 1) NAT ID, AR5 fERE
W bdgE B0 IP HihE A NAT ID. VEE: SN EACH NAT ID 202 ME—

PLUR 7~ 8y PAT TP HubikJ5 ) =N ds . AERXPIEOL T, 76 B EirhL AR & Eoh A & FR e
—AMME—[F] NAT ID, Jf7ExXeei 4 FIee B H.0 IP ik,
1: PAT E 802 %8 %& NATID

Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2:
IP address: blank
NAT ID: griffontaxes2

Device 3 IP address: behind PAT
Register with

Management Center: 192.168.45.44
Add Device 3: NAT ID: griffontaxes3

IP address: blank

NAT ID: griffontaxes3

PLUR 7~ 8y PAT TP Mtk J5 ) B EE bt e FERXPPE LR, 76 B B0 FIXEei 4 FA RN & TR E
—/NIE—[) NAT ID, FF4E & H 0 big e wk 1P Mk,

zgRE I
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B =enzuneaar

[& 2: PAT f5 & FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

) ) Add Device 2:
De‘”ceﬂe’- 1_0-10-19;” IP address: 10.10.10.2
egister wit NAT ID: griffontaxes2
Management Center: blank ===
NAT ID: griffontaxes3 Add Device 3:
IP address: 10.10.10.3
NAT ID: griffontaxes3
EERMNEREBEETS
S

ER WIRAE BB A A P R e AT B, SRR B A A R A B AR

LA 7 18] St 7 ASASE P ROV B ) A B R 32 8 A

[& 3: Cisco Secure Firewall Management Center t i 554 & 18 1

Management
_ -_:. .. Events  mgmt Managed
1, mgmt1 Device
Management | E
S | : Management
Lo ST I I I T I T T mgmto
Events = Managed
mgmt1 Device

PR 7 57 Dy e A P SRS BB L 1) A B Py RS2 BRI 1 A B

B 7am=E
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smnsunEaEne [

[& 4: Cisco Secure Firewall Management Center t % A &8 1

Management
—————————— mgm
Events gmto Managed
mgmt1 Device
Management
Center
Management
T T  mamto
Events ] Managed

mgmt1 Device

LR 7 8] s A P S g g e 1 1) AP B PR RS2 A B4

[&] 5: Cisco Secure Firewall Management Centerfl 5 &% & L RS B E4E O

Management
-------------------- g3 Managed
Events mgmt1 Device
Management ©th’
Center
Management
_____________ ngrots Managed
Events mgmt1  Device

PUR7n ik A B rpots B2 MBI OV S BN SR L IR S, DS S g e s oA
BRI R S B R A

RARE
|
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B exemse gmen

B 6 REERAMEBEGEORZE

Management
_ {amio Managed
Events e Device
Management eth1
Center
Management
mgmt Managed
——_  Ewents  mgmtt Device

g 0 RO
R AP ERAPEEE R o 5T DR A A 1 M O

A

T ==

EE

41l

X IR (RS B VAT S SO BEAR PP T WOR e TR B AR M CVA EORERL, W 2071 A B
Hh P 65 3 1 A FORT L Linux Sh52H (P48 BEE . A2 R TAC KR, DLISRIA R T ik

S (RINEGEES

Gn e g A E L TP HilE, 1550 (Cisco Secure Firewall Management Center B4 iC & 45750 Y
s B B0 IP kR LA o W RS B RO TP MMk e LA, IE N AR R CLL
S, DMERCEVLEC. BARTERZHUGOLT, Jofs Hokisegs Bt s b0 TP thuhik sl = L AL R R]
B BER:, (AR /DRSO, DHAT AR5 A RE R R A N )
L JHFRE NAT ID. BEAE AR B0, FA T PR KR A5 B rbty TP btk 5R 3 A1 44 4 BOBDIRES
DSBS ) 194 28 4k 52 i

e T HPERCE P, MRS CLI B 8 BE A CME o E3 A £ 10 7 B TP bk i, BIEAE HA [R)2D
Ja . B B WS B M, B AR B By T, IE AR B B RL [RI )4 A
o, fEEHBY A BP0 O RS AE ST B A B AL R BRI BB S R R A T
TP Hhhl .

FiaZ /i

s HREANEHEOMELNGE, 120 (Cisco Secure Firewall Management Center 14 7% e B i
MY R ST R SR .

o hn AT HIACHE:
* f# [l NT LAN Manager (NTLM) 5 {3 5AF (A CHEAN 2 37 ¥
o G ST Bk A R REVER], IR FQDN NGB 64 D717,

B 7am=E
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| 7gEE
e wmao gz [

UK

ST % R G >BRE, REagEEEQ.
P2 RO, i B (K95 1 55K 4RAE -

A T IO ANERRAINZ A .
A LPEREANE B 11 B CE DR B 5
*BERH - RERZO. WAREZMBOAN eth0 & HE M. JLEHFE T2 eth0 21,

 EE-DAURL DA AR BEIRE IO TR E MR . e e
O ERCEANFR D EHATIERAE, DO E TP EEIRE RN, IR B4R E R ILE
Ak oRES . TR RO, WTLUERA ] BHIRE . RSO, B AR SR
FFAOE B R G L WAAZIE DM, WIS B O EAORirE, R A i iE .
JOVE R A A 1 b g S AN B 3

R - e BRI TERL B C BENPR R R I S O TR ORI R 1 2
* MDI/MDIX - #'# B &1 MDIX #&'#.
* MTU-% & B KAEHTAAL (MTU), 1280-1500. ERIAME A 1500,
* IPvABLE - W'E IPv4 IP Hhbk, JEHE:
« B7S - FN IPv4 B2 IP Mk AL | Pv4 4EHERD.
* DHCP - ¥4 M & 0 A1) DHCP (f eth0)

WAL DHCP, W24 254 1] DHCP Fitss, KUt arfe b hA 2 8. Witk DHCP Hbiik 5
M WA TEMPE A, R A E L IR RCE ANRE . B DHCP Muhk o bk 52, T IE
B3 ety R BN EDE IP sl JFSNE Bg 3D >EE > SHED RS
2%

« BEH - 22H 1Pv4. iE AN ZEH IPv4 F1 IPv6.

* IPv6 ECE - ¥ IPv6 IP M. k%
« B87S - TN |Pv6 EIE IP Mk Al 1Pv6 BISRHKE -
* DHCP - 42 FIBCE 4] DHCPv6 (AL eth0)
« BHEERSE - HHLREAIE.
« B2M - 25 IPv6. 1A AR IPv4 Rl IPv6.

* |Pv6 DAD - 41 )H H 1Pve6 I, JH H 2 H S kA I (DAD). &) feds 25 H DAD,
KA A DAD Al o SEUE LR 55 Boiti . Wi AR e s, W7 ZEF a0 A bz L R
A8 23 C (1 s o

SIR3 A Bee XL, W GRS () SRR, OB A R T s

zgRE I
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B exemse gmen

it St o ke FESmE.

RO O ) B A, A REUT RS FE R 2% . A ] N T B0 I PR S B, S

BEALL B AR O LRI L, 5 34 T,

ER O TR, RAEE MM ICIP Hihtk . Gl e MOCUCEC BB LT 2%, KR4G04 FBhikiE
OO,

TEAT LA A B OB DU
o BAR - BCE SO IR R 1K H bRk
* MEEMAGELBIERACE - W E IS 2% HERY (IPv4) BUHTZEACEE (IPV6).
O - RE IR,
o WK - BE MG TP Hidk

T4 AHZGEX S, WEITARILERNMNSSE
ER WIS eth0 #:0IEF T DHCP, NJCHEF3)F5 € ). DHCP R4S 28Ik A2 ) et 24 i,

o] PARCE DA R R E

s FHE - WE FHPLOINSL . EHALAREZEE 64 DNFR, HHWILL AR B 7 T Mg

B, HHRBEMUS PR BFBE 7. Hl NS )G, WERGEA A R g H &N B b s wes

KENA, EER &SR0, FEBZE, REHENBA S RMHI YL .

o g - O RO R E R, HE SR, WA Em A R e e ek 44, #illn ping

system, MXLEHRE N INE] EHLA o XA TR L, sl B O i .

* = DNSPR%K . 4B DNSARE 2. £ =2 DNSPRE S8 - ¥ B B3 1 k4% FH 1) DNS 4%

5o

 MAREIRIR O - W EE AT O H T 52 R ST . B RO RS2 B %Al SR

SSL In# (rl (51 CBRINE &0 N 7ES 1 8305 1) TR .

ER RSB ZUE AR R I R Bl L BRI, (E U R B 1 5 g8 e R AR A R o,
AT LI RE LA 11 o dn R R O B 1, U DA SR S v T A ELE A (M B A B B
HZ T

SIS £ ICMPv6 X184, K& ICMPv6 & .
o RIVFAIX BN R EEAE € - o F o2 RN N A 5L . 180T e A S A8 ] IX S i 0 DL 11 9%
PERIFE LIRSS ki o 2 FH R . I 25 000 6 R R 6 G2 H TPv6 ping 2 85 B OV B4 1, DAIE
AT
c RIFRIXB AR ALEAREEE - 0 H A B A TR B . T RE A S AR X e
AT 1 P85 A ) 4 440 R 25 it

$IE6 AREXIE Y, flE HTTP UK E .

B 7am=E
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B

\ —_—

grznine [

B PR PG B A S 1 TCP/443 (HTTPS) A1 TCP/80 (HTTP) B FEIEH 3 HIHEM . 48 n] LUs F A3
R4, LLERE HTTP 5 B0 CHE AR 55 #8801 T B A0 50 1E
T 2 AR FE 0 28 25 A AR B K
a) kT BB (Enabled) ZIEHE.
b) EHTTPRIEBYEY, HAQHERS A P Hhk ok se 4R e 4 .
WS AR B &5 R,
c) fEimA (Port) “FBH, ANl
d) I ERE A RIE SR IER IOt S IR UE R, ARGt P&,
HiRTE.
SRR O TP ik, S0 W R O TP Hilk, 120 (Cisco Secure Firewall
Management Center A5 ALE TR ) T S o L1 A& B0 1P ksl =014 o

GRS A R R TP s ERLA, B NAE R CLL P, DMERCE LA, SRR 2 A
DT, Joits S A b 10 B O TP Mtk s LA B AT OB R B R, (AR R ML
WIRPRAT IEAT 55 A REFURT IR S 4 R A VR N 21 A5 BP0 JF i€ (X NATID.  BEAE A O T
AT AR A B AR TP Ml B ERLA A e BrIRAS,  ASEBLAA 1 2% T 5= g

ILFE 17 (0]

WIS WA AIL TP Mok, W% N 58 45 A6 e 37 A BLE BT F (1) 7 #H00 ) FQDN 22 4t TP
Motk Btun, R RS B A B RO A BEEE 1 TP HhhEHAT NAT, 157E ARt A JE NAT
otk EE FQDN, K24 e ] AR 1k TP Hiuhik 5E 4.

WA P H S REARIRED) ke M s, Wk Bof A 30 T8 888 1P Hhbik/ ML 4 I 46 B
o WA Fah 77k, WAERAT A IPIAEE &I, w7 PAS 2% I hE 4 AR R A 3 45 B rp gy
IP Hhil/ A4 .

7 EIRBRITIZIG)

Provide Management Center FQDN or Public IP Address

I fmc1-tech-pubs.cisco.com| |

@ If managed devices do not have public IP addresses, then enter the management center's FQDN or public IP address that the device will use to establish the
management connection. For example, if the management center's management interface IP address is being NATted by an upstream router, provide the public
NAT address here. An FQDN is preferred because it guards against IP address changes

=3

W 2% 57 tr Sk B B 1E I (Network Analysis Policy Preferences)

BB BNAR SEGIN , T DARC AR 48 A PV R D) RE BRI SRS AR G IR S T8 7 i FH S0 S ey
RERITE O, 8 BE O3 AT LUDRHE DI04 A5 028 v (1 S SRS 1 Dt A

zgRE I
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7oA |

B i
LSRN S SR TR, W) DU R B E R nl I O I . RECORAE NS WS BT AR (18 5
BN, RGBSR N R
B, AT URERT 19 28 43 A7 Sl 1 S0 S N B AR H
\ O
JEit i
K Friaale BT LT LUT 4

{8 1] Web Fi R Pl 4 B b L b A RERE IR 5C TR BT /R 3))
© KM Jash e IER oS .

A\
EE I LA OC ] Firepower A KRR A S B E &
] Web 10 (BUCLD , AIERGEMUFAES, FEA T RBCE B 115 D
N AW AT DR R Bl
s FOFrG1S: RADFIER S
M AE AR R R AL

s EHASESIG . EHRSEME . BRI HTTP ik de b i

H 7€ X HJFEE VMware L

R’ X TR, S
H i —#85.

) 45 (R RV 65 B SRS o e 2 X1 VMware,

#H =3 FMC

UK

SE1 GRS G >BE.
PR 2 ILEHH#E (Process).
FE3 PATUL FEAIEZ

KM mi KA BB SSIAN BITHL
HOB A 2 s EFEISERAOFILN BITRS
AR IR RSl EIRE, RESPATARERT B /NN A RESE UL
L oA
mi EFAMER P LUK BITHS .

ER DEEEATS)
AE-F MR 19 LT R AE R 2

IR EHHIRES
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REST API & 3£ 15 .

REST APl &i%In

EHH.L REST APL AR 20z 10, DAEEE =07 N A REST % 7 i Mk #E HTTP J7 7k & & Fil
EHRANE. AKX 8t REST API N Z{5 R, 2[4 Secure Firewall Management Center
REST API P A 148F

\}

ER B REST APL ASSCE: HTTPS iF 4.

BOAFOLT, A ROEEH] REST APL fuVEok B M TR m UK 45 B e BN BHAE D7 1)

2 F3 Rest APl 15 |9]
A

AR AR AR O RT YRR A R, R RE S AT A B LR

UK

HB1 et L b DTRG0,

FIR 2 5ili REST APl Hi&I (REST API Preferences).

HIE3 B S EE I A 0 (1) REST API Vi), i3k b sREU % /3 Bl REST APl R4,
PR 4 1R TF (Save).

HIE5 {jjin) REST API Explorer, Mk :

https://<management center IP or name>:<https port>/api/api-explorer

\— T Jr*a PR L -l

I H |17 0 & 18
AT LU S 2% F R VGA 3 T CBRIASR 1) 8% E T3 1148 Linux 248G 02 Y H RS
TR . fEH “PHIEGRCE” T, PGS ERAZUY Firepower 355 4 B A 5 1 %
It
052 R IR T i R gerh, A LUl LAN bR 4T (SOL) 34245 B 1 A% 1 I8 A AR Sy 4 B
(LOM) K P s al i B R 45, LT SR BZ RGNS O . A ME BES: FA &y 4T
S AT ABAT A BR AT 55, B 25 8 WU 7> 51 5 B A 1 0 XU 3ok 58 RNl i 2 R R« S FF LOM
() HE 2 e TR A by TR T S

o XFF & H AL MC1600. MC2600 F1 MC4600 45, i CIMC i DB LA LOM. B Gl
258, S (1600. 2600 i1 4600 %! Cisco Firepower & HHUL N TH6FE) .

I zgRE I


https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/hw/getting-started/fmc-1600-2600-4600/fmc-1600-2600-4600.html

7oA |
B ==zsrnnesnags

o KT AT A A RO BRI AT BRIA (eth0) B B 11 FE K I RF LOM. 1726
i, 352 R Firepower 45 BRHRON T TH6 T o

TR RGEMEAE IR G P BRI LOM. R FIRGENH] A3 =5 3 Re 1 6 8 Bl

day

BEERFE LHZEEH e RE
DU PR BT A BT SR

FHia Z |l
o SRS TR A B OB RR I P A B = 5 AS e 2 2R B L (STP).

 WERTHRDE A, SR ER NIRRT SR Re - a8 B0
(IPMI) SR R HI1E B

i

FIB1 LR 3 >®E.
$I12 filiisH| AECE (Console Configuration).
IR 3 EPITARIEH G U) Ia) E I0 :

* EFE VGA A& 1 VGA i [,

o EF IR EBITIHO DM RSB T .

o WP TR AESTFEIE DI E A0 B SOL %R, (X ] BB F BRIA S HiL i 11 5, CIMC 35 1,

AR TS0 B RO S IR R, ESREMRS I NI .

$1B 4 Tl SOL fid'E LOM, iHHAT LA FHEEfE:

 EPRZNMNE BB (DHCP 8¢ F3h)

s MPIEFTFIINCE, EHRALER IPv4 WHE:

« iy NEF T LOM [ |P #biE (IP Address).
R LOM IP Huhib M ZRAN[R]) T 45 BP0y A5 R O TP Mk, FEZEAE R — AT M.

* HINR G LIRS (Netmask).
* IR LG ERIA 3K (Default Gateway).

YIS LN RTF (Save).
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47288

s arerfpsaEs [

FIR6 RGLRLLMES . QU RS RS AR E SRR 7 Rl BN SLRTEDE S s el
i BUH R R R 8.

T—5Hit+4
o WISACE T AT U, TSRO I AR AT R R AR R L. i AR S A Bl At ] S
Tt DA W AT e R B AT V5 I (&, WdE F I8 A B0 RS 10 N 1HEm ATk,
o WRIRE T IMNESER, WA CMMESFE R SN P U e, 8
45 T,

EANEFEERRPITREE

WK« TEMNEF R HL” BURWIEHE T A BEDh BRI . LOM I 3 A7 n 1 R il :
« AU R B BB A
* P& ATy 16 NP RECT P . ANSCRPREIE P AP 7 4 HI A LOM HI P 44
* HIJ7 () LOM B A 52 AR GEE A A . BRI 04 & T s i e ik i 2Kk . S0
WA BRI BRI . AR T PR 28, I B =D A3 oEM.
PR B S 2 AT LA 13 S LOM .

VER, WARAE—AHAT LOM BRI P O s UM BaE R 5 R a0, a1z )
] HE T E P R F Web S BEFBTIRATAS impitool iy IS FIBLIR .

\}

AR S THMIERZPAEHT LOM B, RILENIASTE sl HbE b BE . BniEinsh &8
o AN LOM AR BE B P
el FHPERCE P, 24 )R T LOM BUSE A AT F 6 g A b 7 ol 8 s i e, o e A
+ UCS W H B F D 2] A& H &3 A0 Ll Kactive B B L CIMC. i35k 5 CIMC
B AR AP . B A E O R, U IR A R LA S i CIMC

R

BRZANEFEERRFE

IR E R G A RESAT IL R
A FH AT 55 [ AT P #5277 LOM g I BUR . 21T 525 LOML U7 I AURR, 185 25 Bl 4% i /4 s A
S

UK

S EREGE GO >EA>AA,

zgRE I
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B v ramepns

$IE2
$IE3
g4

$IES

7oA |

LA BT LOM J U AR, i g2 p i P 44 57300 4w (4 .
e PBCE (User Configuration) &, Ji JHA B G (0

Wb i T AMESFE IR (Allow Lights-Out Management Access) & £ HE
MiHRTE (Save).

LAN t&1TEEACE

{ER VL E A =07 IPMI S RE Al LAN F B T 53 & @G . S s i spu At 2k
L Linux [AFFAEEEL Mac 735, 54 H IPMItool; X1 Windows ¥A3%, &4 H IPMlutil 8¢ IPMItool,
HY T %5 1] Windows FAS .

)

ER R UUE ] IPMItool V1.8.12 B{ T E A .

Linux

IPMItool J&VF 2 KAT IR IIFRAERC &, AT SZRIMEEH] o

Mac

WAJRAE Mac | 22%% TPMItool. 14%%, itk Mac 222 T Apple [#) XCode JFR# T B, Hfifa 2%
THT AT PR AR AALE (AERSHTARAS o UNIX JFR R RS T, SERIFMA T A 41T
TR o ARG LL2E%E macports Al IPMItool. i 4 F 485 H IHE R 5 W R L5 K, LUR M,
] REX By«

https://developer.apple.com/technologies/tools/
http://www.macports.org/
http://github.com/ipmitool/ipmitool/

Windows A ISE &2 &1L IE

R M T 3& T Linux ) Windows 1248 (WSL) [ Windows A 10 M B m A, DL s B
WA ] Windows Server, &0 LAl IPMItool. 75N, #0AZ07F Windows R4t 4% IPMIutil; &

AT L] IPMIutil A S 31740136 5 00 I R 5 MR E 2 5 R, DU PGt n] gEx 48 3%
B

http://ipmiutil.sourceforge.net/man.html#ipmiutil

THIPMIZHAEF®S
FHT IPMI SE R i A o T B G, T N Mac | ) IPMItool 74 :

ipmitool -I lanplus -H IP address -U user name command

.

B 7am=E
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ipmitool YA SEHRET .

{#£ A IPMItool B2 & LAN 51T

* -1 lanplus FRER S UH T MNE TR IPMI v2.0 RMCP+ LAN #1,

o U P 4k SR RPGEFE SR P 44K
o d RS ARE 1 A I AR

N

- 1P Hutk KR AL B B EVT 1) (1) B 4% () Lights-Out

P IP Hiuhk.

ER R UUE ] IPMItool V1.8.12 By =l As .

%7F Windows i) IPMIutil, L Efy AW R

ipmiutil command -V 4 -J 3 -N IP address -Uuser name

1 b &l IE B A W 24T, RIS AR NAE W 455510

{£ F3 IPMltool 2 E LAN £ 1T

AU E L AT LOM Vs R BUR A BE AT BEFR P

UK

] IPMItool, HIALL R4, JFESE7R I o A B0 -

k. RGN E L.

ipmitool -I lanplus -H IP address -U user name sol activate

&£ A IPMlutil B2 & LAN E&1T

A IUE S B BT BAT LOM 7 I BUR A BEPAT IE R o

i

i F IPMIutil, A LU R4, W IR s A 255 .

ipmiutil -J 3 -N IP address -U username sol -a

zgRE I



B =i Eremas

T NMEF EEHE

7oA |

T NG S HE (LOM), 8 AT LLZEERIA (etno) B HEZ 1 BRI SOL S RHATH BRI R FIEAE, 1M
TR W . T A& A% SOL #%Eh:, ARG ML —A LOM W4 . eid#urel)E, &
B2k,

AR DL ) SR T LS R B 1 G TR 0, R (4 DHCP,
SRUT ) LOM JURERT S0, W SR AR, T UARFRAR A R4 00 L LOM, ol

IS RGAL T 17— 7 BT ALK ping B (K8 BEE L. IXFERNZ At T LLE ] LOM.

BB T R R G & BB T (IPMI) bRl (CVE-2013-4786) [E4 IR .. 7R % R LAY
(LOM) &5k #5 iZIei . N 7 BARIE AR, R 0 RGeS 25T A T LLUG 1 (1 22 4
EHM LS b, IF HATH SR R SCRAC RS . AR TP I B A% 05 3 HAE =N B R& . ABi

1B IR, 15278 1l LOM.

2 £

STE

P
Haé\\

AT LRGSR I, AT U ) LOM R BT B 3RS, TR, WHAeE SOL ik
TSRS EH R RL, LOM i

A

W T R I

==

EE

HAIHRANARGE, BRAFEA R NATAT A T /5 23 IR BB R 2 KA B IE R O H 3 R
g8, i H AT Res £ R E .

RITANETERDS

IPMitool IPMlutil 1L AR
CARIEHD -V o4 JA F TPMIT 2 i )77 B BB
-I lanplus -J 3 Ja H IPMI £ ==

-H FHL4% /1P Huhik

-N VW% /1P Hulik

Foor B EFL K LOM IP Hihik i 144

-u -u FoR CIRBAL LOM K 7 I = 44
sol activate sol -a F4h SOL &1

sol deactivate sol -d 45K SOL 251

chassis power cycle power -c T A B &

chassis power on power -u FT I 15 45 HL Y

chassis power off power -d A A s HL s

sdr sensor SORVCAAT I, X T AR

B 7am=E
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W, WoRBESAE BRI IPMItool iy 4 Ji::

ipmitool -I lanplus -H IP address -U user name sdr

\}

2 PMiool REEABFEE

ER O URMEIUE ] IPMItool V1.8.12 8% 5 mi A .

T IPMIutil SR, DA by SR

ipmiutil sensor -V 4 -J 3 -N IP address -U user name

{£ F IPMltool EL & Tt AEFEIE
DA HE B P B LOM U [l AL PR A RE AT LR .

UK

3 IPMItool % A\ LA F fir4 PAACERY (Canii$e) -

ipmitool -I lanplus -H IP address -U user name command

{E A IPMlutil BL & X A BT EIE
BB G P B LOM U7 AR A B AT LR A .

UK

29 IPMIutil g N\ LR 4 PSS (i3 7)

ipmiutil -J 3 -N IP address -U username command

EIEFEIE

FE R b, AT DU A B R A A (K L ARG T4 A o -

o MZ AR S (NFS)
o JIRSS 28 BB (SMB)/AT T H.1K M S R 48 (CIES)
o 24405 (SSH)

zgRE I
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B = ommene - s

AR SOL B — MERE R MR SOE T —A>, H)E, ATRLUEREX 32— KIAFNEFE R
g8, IR — AR AL

Je

RN AEREIFIEFE R 2 e, RBEEREINEZEE A REIEEOUT, A aT LD R A A7 6

BB IR TFERE - STIFRI RO RR AR

EIR LA NFS FEA SSH AR A& SMB FE A
6.4 V3i/v4 openssh 7.3pl V2/V3

6.5 V3/V4 ciscossh 1.6.20 V2/V3
6.6 V3/v4 ciscossh 1.6.20 V2/V3
6.7 V3/V4 ciscossh 1.6.20 V2/V3
AT RAMhUMRAR S

LA root /" B 47 ia 4T AF i LR PR SURAS -

* NFS—/bin/mount -t nfs '10.10.4.225':'/home/manual-check' '/mnt/remote-storage' -o

'rw,vers=4.0"

* SMB—/usr/bin/mount.cifs //10.10.0.100/pyallapp-share/testing-smb /mnt/remote-storage

-0 username=administrator,password=****** yers=3.0

e & A Hth 77 i

i3t
SE1 ERRGE 3D >EE.
$IB 2 EIRIZEHILE (Remote Storage Device).

PR3 NIFEAE (Storage Type) sl & HikfEAMy (FiZi2FF#) (Local [No Remote Storage]).
PR 4 1R TF (Save).

A FHEECE NFS

FHIEZ Al
o W ORAMBIZFEA A R G0 ] IEH LAE HLREAE AN 45 B rpLy HEAT VS 1)

B 7am=E
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nizizrismEsve i

UK

SR EHRFE 3D >EE.

#1122 i Remote Storage Device.

$IE3 NIFMEER (Storage Type) FHudl2 ik NFS.
PBA RNINIERAE R

« LEEM (Host) FB I NAFfit REE1) 1Pv4 Hihk sl =414 .
* /£ B3% (Directory) 7Bt rh i A7l X I3 % 41
$IES 5, T ERSRIEI (Use Advanced Options) & EHE I 4 AR B s iy AT 00, 152 1 i
FERBE P POk T, 55 53 Ui,
$IE6 FRGER (System Usage) :
* EFER T &4 (Usefor Backups) LLRE &3 Al FE R E AL L.
* EFAT#RE (Usefor Reports) LURHR A AE T € EHL L.
* %RJ5, 1F Disk Space Threshold 4 A\ B4 2 B AT it AOMEASE 25 T B o BRI R 90%.

FBT ENRRNE, TN (Test).
PR 8 miiiRTF (Save).

NI TFHEECE SMB

FIaZ Al
TORS R I REAF it R G0 W] I LA HLBERE I A 21 b Lodb AT Vg I -

C TER, RGBT SMB It AREUUN eI AR . A0 ] Windows SKIL 5
S AR D) H =%

o BT F T MCFMC 35 i) SMB 2E5 1 Windows [ F B TR =47 B 19 T A BUFT 2 B/ o8 B5OR PR o
o RTflR e 4y, Nk SMB 2.0 55 RA .

i3z
SR EHFRFE 3D >EE.
#1122 it Remote Storage Device.

SR 3 IIFfELE (Storage Type) N5l ik SMB.
LI A TR INE A B

| zgRE I
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B ozreriems ssu

* FEEM (Host) F-Be i N A7 ik R IPv4 Hudik 4144
* fE4LE (Share) BRI AAE i XL
» 83, 7Ei (Domain) B i NI R A7 i R4 1344 o
. ﬁg P4 (Username) F-B A AL RG] 1 44, 1E%%8 (Password) = BUH i AN H - 1)
$BS 5, kP ERASRIET (Use Advanced Options) 5% HE JE 4 AT Fr i iy AT 1855 i i
FAAHE B G I, 55 53 T
$IE6 {LRGER (System Usage) :

s A TF &M (Usefor Backups) LUK & AEA 045 2 1ML L.
s A TIRE (Usefor Reports) LLEHR A AEAE TR & T L

SIS AHRTE (Save).

HIRIETFfEECE SSH

FHIa Z Al
o W ORAMBIZFEAT At 2R G0 ] IEH TAE HLRERE AN 45 B rpL BEAT VS 1)

UK

SB1 GRS G >BE.

$1® 2 i Remote Storage Device.

$IE3 NIFMEEE (Storage Type) FHuFi# ik SSH.
T4 BINERRE R

« fEEM (Host) “FB A RGP Huhksk EHL4 .
* 7E. B 3% (Directory) Bt rH iy N A7k X 3 1) 42

* f£ Username 7B PRI AAZiE RS 7 44, £ Password 5 Be PR Az (103 i o 20K 2%
YA R N IER P A4 (03, USR] A4 TN s BRIERHL (/).

« T SSH %4, 15 SSH Public Key F-BtH (1 A 78 2 il £ authorized_keys SCFFH,
$IES 5, ETERSRIEI (Use Advanced Options) & EHE I 4 A4 B s iy AT 260, 1521 1t i

A B ORI, 55 53 L.
W6 & “RGAEH” (System Usage) :

B 7am=E
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arewrrsgsn i

s AT &4 (Usefor Backups) LUK 5 AR AR TR € ML L.
 LFEAFIRE (Usefor Reports) LLRHR & A-if 74 € 4L L.
FBT WRENRAGE, ST (Test).
PR 8 miitiRTF (Save).

IEFEFIEE IR S RN
A S I S0P TR (NFS) DML, 5 4831 B BLLE (SMIB) e s AT SC P4 B (SFTP)

KA A A&y, ] LLUER ER S RIEI KEME, DAEH LA —A 222 gk, WINFS.
SMB B, SSH %% = T [ BT ic %

1 GLYEFE SMB % NFS £EA6270, AT LA DU R bl ee 4T IR 7 B P o i A A7 i A
2,

vers=version

Hor g 2 ZAE A ) SMB B8 NFS AR A M IRAS 5 . B, ZEEHFE NFSv4, IHHIAN vers=4.00

UKy SO SS #5 T T SMB g, WX fuvF SMB 3.0 R Sy inl SCHFIR S 2 o BEM B
ViR ) SMB SCAFIRSS a8, WEAE AR ATIRI T BUT A LU A

vers=3.0

TEFEINE () SMBV3, RE& A7 SOIE M 7 R Ly S B ORAF 2N 35 1K) SMB ST 554 -

SNMP

S AT LU FH 187 50 00 26 45 BRI S (SNMP) #6111 SE D RE SRR H SNMP HsUER 1 AR 28 2 FRCFI SR 3 hi
LT EE RV IR PRUER B B (MIB), BFEECR AN FHL. AE. RSHEE. TP FHERTES hiE S
PL R ARSI S FH S5 B S5 RIS B .

)

Rk SNMP BSIETE SNMP A, 357 2 SNMPv2 {3738 Higikk X, SNMPv3 Az R 2. it
A, SNMPvV3 &S HHER] AES128 % .

JaH SNMP 38 NS SE ARG K% SNMP B, IXFER S MIB /)45 Bl it M & # R 40 4e
.

fii & SNMP &£ if]

T2 B
TR T S0 £ VSRS b SNMP V7 WAL, TS 2B E A%, 83 0.

I zgRE I
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7oA |

\)

iR

%Y
‘g\a =y
N

=

RTEEBRT

TR MIB 42 0L FATIE s U Tx 199 £% A5 I r) AR A ] SNMIPV3 158 5 o

SNMP MIB 0 & W] H T B @ 8 e B o BT BUCKE SNIMP 5 il A5 FR 7 i 91 38 B 71 A 5 48

UK

HRREgE &3 >EE.
Fiidi SNMP.
M SNMP A FhiglERd, JEPEEALTH 1) SNMP JiA:

* RRA 180 RRAR 2: 7F A XFHRE PRI SNMP X AFK, RGBT KRR .
AR ORNMUTERRTRT (<> % # & 255 AE SNMP X 745 R 2Rk,

o BRA 3. G AT RMA R S P E U . SNMP3 AN S HE s P RS ] AES128 s .

WANFA P& (Username).

MEARBEIEHS (Authentication Protocol) 4413 Wi £ 2 F T+ 5 4y B0F 1 Bl il

TEEHAIE R (Authentication Password) 5B AAd H SNMP Ik 4525 EA T 5 473 560 1IE Ik e 75 (¥ %
it

{ERGIE RS (Verify Password) 7Bt #UB i A\ S 4 56 U2 1

MBEFARSL (Privacy Protocol) 413 Frik B2 H B AL, B 4% Te (None) LAAME H B FA T
o

YEBRFAEEEY (Privacy Password) B4 N SNMP i %5 #5 75 2L (1) SNMP Fa AL %5

FEREIEE RS (Verify Password) 7Bt i BB g A B AL 5 i

MR (Add).

M RTE (Save).

NS GRS REAAAE LA K. ] LARCE ™ (8 5% 2 1 PRJCS sl i N 2 i feir i 1)
X R[] o

TR, TR 2 s I R G5, T LAGBRES E Web St Al (BRI . BAT “
BELGY” (Administrator) £ £ 18P AT 0 S BRI I S8 26 U5 TR BLPR 3K 215 1) A PR B2 453 23 R BRI X
K, DI TANRESAT S T N i fe o

B 7am=E
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masized ]

BoE S 1E B

UK

$B1 kB EGE 3 >EE.
2 Ll CLI R,
SIE3 i E S ER

* Web Jtil (UBRFEFEIAL )« BUE NRS[SIEBE (98D o BRIMEN 605 IAMEN 1440
(24 /DI

I e s U N R RS R, TS B A A .
* CLI: WL CLI R (48 7B BOMEN o KM 1440 (24 /NI o

T4 LR TF (Save).

R[]

I ) 5 AR K 2 H T A P AR R Bk I (1 “IIX7 Oi E BRI X (BRIAMER “38
[E/A12” ) DIAHBIN ] 2o, (HAEH] UTC IR £7fif e Bt

| o

BR#I  IFXThEE (FE “HEEI D B BOARG A N UTC I (], 3520 20X R e Tl .
THERG AP ANUTC SR SEI 1], P T 8 s T 24 ST I 15 s 4% AMAS SCHF IR
o

UK

HE kHERGE B >EE.
$1E2 il Time.

FHEHIAE “ P Bk vh o4 S PR 8 R 1IN DX St 7 2 i 1)
WERIE IR NTP k55 4% AARKREHNGEE, S RNTP stk . 2 55 it

NTP AR 5528 4K 7
A NTP 45 B I, 0T DL BED SEi0 e R > RED LA EHR .

| zgRE I
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7uRE |
B ey

% 4 NTPIRTS
5l Description
NTP k4% A E ) NTP 552511 1P Hbhk sk 44K
RE NTP k450 6] [7) 20 R A4 .
* BEEER (Being Used) KR4 25 NTP k8545 A0
* AJF (Available) &7~ NTP JIRg5#s nl A AT, HI R AR [F] 20 .
* AT (Not Available) 7~ NTP IR #E R ELE ', {H NTP )5 &5 5¢ 9"
TP oA HZ IR 5545 -
* 57 (Pending) &7~ NTP Jli 45 25 A& BT B NTP )5 & 5797 2 7 3500 87 3 )
. B HERS, SR D(E N B MOk EEE A (Being Used). AT A
(Available) B~ A]F (Not Available).
* RH (Unknown) 78 NTP H 425 RS R
S I FHERL 5 NTP 4588 2 HEEAE 1 G40 50 IR S «

© o RINABLE S IAE.
* AR FRCRCE S HIRIE, (HRK.
* BN Fon G R UEK ) .

R ORCE S I0UE, RAESTOREEG B g5 S 1267 (SHA-1.
MD5 E, AES-128 CMAC) . fillfi: bad. key 2. MD5.

i#% (Offset) BEA I ] 55 U RE B NTP IR 5525 i 0] BT AH 22 A2 P 5. SRR s W 4% i TR
T NTP 5545, 1IEAHRN B2 I ) T NFP IR %545

R (Last H EKCE NTP R854 [F AV IR ORI % 4. NTP 5 & S5 R e iR P 4
Update) T BB MEE R . Bltn, R R A ORI R (5 300 #5)
BRI RIS RE , XK, NTP & G 597 R 2 ffl 5 AN ST S0 (1 BT

B

B8] [5 25
T RGN IIEAT, W JAECisco Secure Firewall Management Center (45 Bl A0y S H A2 4 W 4% L[]0
RG] P BUEAE BB WA E IR FE E NTP iRgsdy, RS0 DLYEW) 4G e B 50 e A8
FH G 43 v ()45 8 28 37 B3 B S ) [R) 20 %
AT Y 25 s[RI PRS0 (NTP) ARS8 76 & B0y AT 4% LIRDE RGN ], &0 SZRHMEH
MD5. SHA-1 8 AES-128 CMAC AR EPIIAUES NTP k45 a7 22005 h T Rgiw s, &l
AU H D RE .

B 7am=E
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% ama Lot s N sz ]

IR 3B W] DU IC BN 22 1 S IR UE I NTP IR S5 s A0 ] el 10T v S Vi & 5 Oy I UE 356
R RGUITRE B AR NTP RSG5 122 4k o AEX A T 5 IR () NTP IR 5543647 S A 50 UE 34
S R R 2 AR .

~
2N

AR RPN E YR A BERL FRE T NTP RS 2%, W 5i% NTP R4S 23 MIERA L2 Ry, &
DA w2 LR, AR MD5. SHA-1 5{ AES-128 CMAC %41,

A

i

i

IR AR B Z M AN]SR 8RN R

LD BB O AR B BT, T2
o fERE: R R LN S NTP RS AL, 5 5T I
AT AT R LG BCE N S — B E & NTP RS D ui ], TR & R
WAL E N 5 F— G 82 & NTP g5 725 1 Ui W] ) e .
o e DI EEAY 2% NTP g5 as . 55 59 1T

AT BRI G B H O TR . A B EE G DUTE NTP RS #1036, DLEAT %
Fl B S2 4 DL P 3 gty NTP RS w8 5] 5 10U8 B (R 4

g SEd0 FHIRTES NTP BRE B R&

GG AT AL 2 60 [ ) ) )20 %6 e

R A BT P LA 55 %2 I I 3 51 B 7 2K 246 P 9% L1 NTP JR 4588
EHLL SCFE NTPv4.

S 0 A B0 0 4 B BRI UL

S
/|

FrIAZ Al

VHTER L R 4R
o WU L RIFTE B TETE U M S NTP R4S 3, A ILREY . S0 A5 I T EAS
Vil 2% NTP il 454% , 55 59 il
* WIREAZAEAE N NTP IRkR55 4.

o RIETHR S NTP R4 28 v 408 (BT RS D4 , 1HRIUZ NTP RS54 L E
] SHA-1. MD5 8¢ AES-128 CMAC 2541 %5 Fl1H .

* 5 NTP k5585 Z [0 (S AVE T S B AR B E

* Firepower 4100 Z 411 % Fil Firepower 9300 5 & oA UL E P B & RGE [A] . AHR, T RIX Lt
T B A A A A FH R PP I B (R AH ) NTP IS5 8% o A OCULH, 1S B il 285 06 1 ) 3¢

=P

I zgRE I
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B s &m0 costias NP BEBES

A

AR W EEPOCERES), I H DHCP RS54 B E T AR TSR HRE A0k ) NTP Jlids &1
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3%, W& ] DHCP $24LH) NTP IR4%8 . BRI MIEN, 15K DHCP RS2 E < AR
] NTP IR%5 2%

i

HRRgE &b >EE.
Al Time Synchronization.
W@ NTP #2488 (Serve TimeviaNTP) 4 T2 /BH (Enabled) k7, HiEHF S (Disabled)
DAZE A B POE ) NTP JIlR4545
T CRERAIRE LD, P @i NTP” .
Ml “ERm”
e “Am NTPH&ﬂ%%” XPUGHERT, 4N NTP k458 1 A4 5E [Pv4 B IPv6 Hitik.
(MT3) BERPE I A HE RO 5 NTP RS 85 2 MBS, AT LU R 1%
a) M “EEALE” TR B IER MD5, SHA-1 5 AES-128 CMAC.
b) AT E K NTP RS 2$ 5 M) MD5. SHA-1 B AES-128 CMAC Z4AS MIZ4AME.
sl “Am
ﬁaﬁaaw% NTP 4528, CATZ s 2 2= 5 R, 18 5 80 3 B0y AR b i ]
Rtk BRATTEEBUEFLE 220 — A NTP lkds4s .

WININTEZ NTP IRj452%, HEELSES 8.

CATaE) gl A5 B A8 BRI EEAT B AR B0 E ONTP R 55 2, ik “{UERZE F13 310 IERY
NTP BR$5 38" HiLHE.

MiHRTF (Save).

T—% it a
K52 B WA BN SR — & NTP RS S ali ik 55 #1720«

s BUE WA TEWE: fF (CiscoSecure Firewall Management Center ¥ 45 1iC & F8 7 ) A A Ja B 41
BB NTP I [ [R) 42

TERG BRG] L 5 NTP RS a2 ks ((MEREI SR IIER NTP BRSS
22, ik A IR R M AVE ] 5 R E .
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a) WHERZ GbH >EE.

b) il Time Synchronization.

¢)  WIHEE NTP $24ERTE (Serve TimeviaNTP) 4 T2 B (Enabled) R4, ik C2H
(Disabled).

d) R TF (Save).

e) N TIREHMEH, EFERBEERFIHEE.

f) AR EF (Save).

g)  TEBEEACMIM RAE M T, Rl E .

h) A& ERTE) (Set Time) 4412 5 & A .
AR YA G BRSO T I AN NI, DA SRR R B i, R e

o, DU G A A e

i) WRERANXALE UTC, s EHEZNX, IR X% E A UTC,
i) RAHRTE (Save).
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B CL) R D& s 2 A Bty (R EL . B RIG, REa Won IELEATH 18 DR R D & s
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Ko P TCVEE A AL sl s e . BT DO RS S BRI IR 5 (Web #2118 CLD
EEMR e R AR oL T (G O SE DRl | R 18 (P WA ' /1 B3 (1] S 2 W Y N a1 73 [ B
B, BN PRI R OB (1 256
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$E1 EHFRGE &b >EE.

PE2 nAPEE.

I3 KRR E A PRI O A A ) il s IR B S A E (B Ry 256) .
PR AL E R A, RN 0.

R4 LHRTF (Save).
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B3 Web FLi K CLI B 2 7 B T B 3 03

\}

AR WEREDRE, RGO MBRE IR G Sl k. WERBE R IMBR S, REEA W SR R 6
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S EHERSE 3 >EE.
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LI 3 MR AR B R R MR E A A I B e FH P T e K SR8 S S L
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LI 4 KSR SIER P EIRTE] () BeE N BE TR I HE I 10 23 B
LU EAEN, I RXERERBREANE, P EALERERZILETR.

PIR5 midRTF (Save).

RERKFEAZIEH
LA T T PR A L) iR HRE . 2 A 1L iy (3
o AN T PG, T 2 A B 2. ST LA TR A
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$E1 kBEREGE B >EE.
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FHE ARSI R AN R, A%
AR AU R I PR SO B I, REUEA S RAMEMT BT IS 1n; HiE, Ea
BELIEAT Tl i o B (KB 2 i o

TR 4 LEHRTF (Save).

VMware T B

VMware T H &% 4 B RMLIT B v i —EMERe g am s TR . Wik ees i TH, #&nrlze sy FIH
VMware /= 5 7 1 BhfE . £F VMware 324711 Firepower g0l 4% 32 F5 LL R4

* guestInfo
* powerOps
* timeSync
* vmbackup

WA LUAE BT 52 32 F5 10 ESXi A 5 F VMware T . 5% VMware LA feEE, S
5% VMware M ¥} (http://www.vmware.com/) .

7£ M [5) VMware B9 CiscoSecureFirewallManagementCenter_t /5 F§ VMware
TH

UK

SB1 EHERE 3D >EE.
L2 L VMware TE (VMware Tools).
$123 Lili/BH VMware TE (Enable VMware Tools).

PR 4 R TF (Save).

3 71E) AR &
RSS2 AT R I B B AR N ID B & B AL S B RN B RURAS I, RGBT M
ENLIP Mk e 3 2k A1k 1R BT Y P SO 5 B s U R e i 312z sk
ST 2E B A A AN AL S LY 1 B R AN S BRI IR S5 2%, ] LUK RGEE B h F2 15 51 5 X L8 T AL 1 7 R R
AA5 B RSS 2 K Ui 55 AR S5 a8 i B e Bk
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i, AEHE BN SMTP i, HARCKA S HEN T BURA S o WERAE RS E ) “ il ik
S DU _E 5T SMTP e d5-4%, SR RE %0 B AR A7 26 BEAS I 210 (K BE 5 10 A B Ly, WP
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TR 2T A5 AT BRI B B B ol (DS 2 T B,
AT 5 SRR R I 2 B A, R 0 T M I S 5 25
BR5T AR 55 25 R il

SR Py e AT AT R REVF W] IE B ORI VF T

i

SE1 EHRG G >ERE.
I 2 EFEREBRET (Vulner ability Mapping).
I3 A LN IEI R
o BERH 11 5 25 35 PR IR R ISR S8 SO B (AL 7 R R A A JEL ) N P B LA S PR L b, 5 DA AR Y

JI 55 i PR L A I .
o TG R 55 45 DI W BB AN 5 (A I 7 A S K R P P BSG  1 EL E, iEIEiR 55
RS VL[ SR -

#r LM E B (Enabled) 5512 ) 5 1 HE— i Hh ol bk i A S I HE .

PR 4 1R TF (Save).
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AR, AT &GS Firepower 72, RS BAEIEN AT R0 2ds, B4SMEARRF s
H., DIWERRRA . FeiiA . HPE, DU B RO AR HE P bkl M4 .
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7.4.1

R

BAE, 0] LI FEAE Cisco Secure Firewall Management Center [~ —4>
FERATIH G, AT W & L8 0 e e I B e s o

P s . B (3 > BE (Configuration) > FHEER B
(Upgrade Configuration).

AR B AR A s AR

ViR ERE S O
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7.4.0
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HEEMm. SBALFRE] 7.24- 7258 740 GRIE R ERE MRS
RICHTE], FHSEMIEERE LAY CPU EAE.

2 BAT TS RS U7 I IR, D7 e P A A m] B e 1 e I
FESAD B BRI AR B LR T ZIDRE (AR Al TR D
Ja . AEE S AR B BT . R AT OE R, R g
REFT L LM PR — AN /NN R PPAG RS A SR I BAT W itk . AELRIYIA],
BArREIL e R BB L0 CPU TR vy . ZEMI IR (R it
THREED Jas AESR— UGB I S R AR DL . e T BRZE T i 2l fie
Jai s EBUEAE M /IR E LI 2 37 1] sl BB R N B
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% H s e B
e

7.4

1

Gl

ST LG T 9 P e s ST L, R 2 S A O A% H A e 1)
— I B SN ARG H GRS A% o B b L SRR Ry B O A AL
e 62 LNV DEE R R S STl S 5 v
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EHT FMC I HZ) 6.5 o ffi Fl SSH &5t FMC i, 2 A0V CLI. S AR50 Z1 3 BURN BRI,
CLI Vil fEAE A LU CLI %% 2 Vil Linux ZM5E 27 .
ER O WIhREFH T EMC B FHAIZEH] CLL V7 b A 6.3, T3
HIMETR, B4 FMC A SR B 3D >EE>#FHaRE
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ARAE e i bk

Wy bR R B >EE>EBED>EO > HEE0>
IPv6 DAD

SCRERT-S: FMC

RENSE T HE: O R 2E
ICMPv6 [m| 3 25 H1H
A H AN B] AT S .

6.4

JA T IPV6 Jii, MBI A] LA T ICMPV6 9] 3 25 A1 H G HBAS ]I T 5L .
145 1] FiE 7 B AR I SO R A, DABH 1 E W E AR 4 IR S5 Bt o 25 0] W I 2%
BE 0 S TR ] IPv6 ping B4 FERE LT, DASEATIIAR .

P EEIRR. BRg (R > &IEiED > ICMPY6

Brs S T4 configure network ipv6 destination-unreachable.
configure network ipv6 echo-reply
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R RCERE .
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