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i) HiliE% (Advanced) TR TF (Save),  LALRAF S U ) 428 il S ms i 46 5 05

BUAE AT LUK B s 2 2 52 5 0 1Y B 4 o

Ak 55 3R B AL 7= 131

DA e {4t 1 25 Sk 7= 481 o

IRIFAR S5 28 A3 SYN 37 DoS Iy (TCP =80

MU H NG — RS SYN Fedli Bk B BN, RN RAE SYN Z i H 4Rk 45 (DoS) B, X%y
P Aok A R TP dhhik . SYN Hin 4w (O 4iZ Bt (8 IR 25 2% SYN BASIGA & Ab T 7R, M
TRARHSR B AR P SR R

UL E B B R, X B TR 1 SYNTZ I Bt . 2B TR S H br 22 18] M A 58 Jl b B
BT MERE R

OB E B B AR, B A R A R S5 AR EE, ] SYN cookie J5ik IR %5kt SYN
W RA R SYN-ACK Wi R, i iZIiE A I E] H b5 EHLIK SYN BA%IH . SYN Cookie 47 SYN-ACK
HOREIRILE P A0S, & MSS. I R AN HABIT B BB, Ol H. R Ef 2%
PRI TR) 6 0P e B A WOk 1 %0 it () LA IEAA R 55 ) ACK, R LA SIZ R 250 it 1) L S Pk
TGO RAE, I L AFERRIRS 2. IATICBLALLERR Y TCP $43.

BB IERL PR AT LALORA IR 55 28 032 SYN iz bl s, #mT LA$e /e ] TCP #2884 vhHE BIF il
PESRMS IO R LA Ry 24 i 2 S R o

FHia Z |l

© PR DR B0 AU IR T 2R YT AR 55 4% L) TCP SYN BUR TAERASI. 0, £ SYN
Bk e), ARk s GE VT R IR S5 A% o A T B E W R S AL TE A A BT IR GG AR A
e PIERIR S5 A A A O

* t#f Cisco Secure Firewall Threat Defense 5 1 CPU WAZ %, TR WIS BLER: 1) 5 X
AN, BRI RAIEAE AL PR Rel AL B e . AERRRE RIS oL T, bk % i
n-1 NANERMIER, Hrhn £NEEE. i, WEREERSAT 4 M0, mMECE T 6
NIFRERR 4 ADMWIERE, IBARENRAITREA 3 ANMESNER:, Ziie M SN, 15
FEBE# CLI Hii A\ show cpu core fir 4o

UK

P QT SRR Y e ACL, 1Z513 S E ARG B S5 e 513K

| LEET
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1RIPARS R Z SYN 337 Dos e (TeP 120 I}

Blhn, B LA IP Huhk 10.1.1.5 F1 10.1.1.6 {53 Web IRZ5L, EHUT UL #4E:

a) JEFEITHR (Object) > 3R EE (Object Management).

b)  MHXFIEFIFETIER> TE.

c) AERN EimnEgR.

d  AXNZIEABRR, B, protected-servers.

e) st AN o R

)  PREFRIFEAE

g  WEVIERMA, fEBRRYIR T AN 10.1.1.5, R SE75wm.

h)y  eAh, EBRRYIE NI 10.1.1.6, )5 RiT RN,

i) im0 (Port), ARG I4# ik FMC_CONNECTION, #RJ5 fidiifiingl Bx (Add
to Destination). WIS #5103 FE HTTPS &4z, I THa ks 1.

j)fE YR UIRAIRSLH” MEHET AR, DR RIS nE) ACL.

W)l PRV IR ST R, LR ACL H %

C P FH A AT O B Lo £ 0l 45 S s R o

B, R SO RIS R S 1000 AN IR i (1 JE R BRI R 50 A4S, W HATEA R

(e

a) IEFEHEE (Policies) > i A2 (Access Control), 44 g 53 Mo 2 i 22 IR 55 1) e 46 F) SHEes o

b)  REEIECURITRENES (More) FHFi kT IERIZE (Advanced Settings), X5 midi B
B BE AR %% 55 & (Threat Defense Service Policy) 1) 4Rig (#) .

c) RN (Add Rule).

d) EHFLBNA (Apply Globally) > T—% (Next).

e) EFNMHIEIEMY R ACL W%, K5 AHET—5.

0 hiERE > |RRWELEREEG A 1000,

g)  ABNERIRAERY > R AEERELMA 50,

hy  CAIE. ) AR S A A T

) AU TERCCAAS IR o AT A, R U T 3 R 55 SR R T

i) R TE AORAE T R 55 SR BT A B

k) midiE% (Advanced) 1R TE (Save),  LURAT AU ) 4 i S BT 4 10 5 4

(Wik. ) FUTE TCP 240 HH LI .
TCP A A T HBITUACH 2 KA E v AT o AT TSR0 AT BRI, TR LI S 7

AR, T LAk b PR

o WA - JIE ISR RN, EEANAT 13 1440 24h 2 8] . BRIME R 30 48P . ZEIL R FE
WA, R HEAT 30 IRBGHBRERAE .

o R FE - KRG HEW B AR B, ZENT 25 3 2147483647 2 11 BRIME A EERD 400 4%
R HH SRR, WA AERRSEHEN S 733104,

o SRR - RGEH G R ERIEA R EAE, %A T 25 1 2147483647 216, ERIME A
200 498 8. BH PR, & RASHEHE 733105,

U R ORI, T HRAT LT A

EEL N |
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B ®rms R sYN 7 Dos Bk (TCP 128D

)

PR (Object) > 3 K EIE (Object Management).

% $¢ FlexConfig > XA &,

fili threat defense statistics R45E X% dwig (4 .

BRI DA E B O, (BT T P B R, ARG R RN A B e % 78 i
IR HL O MO R 45 S ) e e CRLRL U [l 2 I SRmE 20D AR s aidmin LUK R 3 31 P ik
Flr,

rii&= (Override),

TR 3 AN H, PIIERYE 75 22 riitiit 88 (Count), B 2343 3 M4H.

TR 1-3 (PP NPT LA D TR R R . SR 2 R4 T e . 3 2 B B U B DU UE 45
JE AT TE A I A

16 “XZE R SFUHE A

E “HuiESCARX G XHEHEH TR,

$£IB 4 J5 ] TCP #8415 B
7L E FlexConfig 5M& LLJH A TCP #8481 1H5 B

a)
b)

¢)

d)
e)

EFIZ & > FlexConfig.

WER TR TN, W0 A T ndR . 0, TR RS IR S L s 52 s I T A% o

&7 Bl FlexConfig %1411 Threat_Detection_Configure %%, #RJ5 tith >>. X GOk
FIFrik M3 N Flexconfig 414 .

HiifRE.

(A O T U sl TR ST B B R B L rh — AN &k I Uk 2 T B AT IER S

RGN EREAE T URTBE WIS AN &1 CLIL iy . X8y AW A0 45 R 45 SRS JIT 75 (1) 1w 2 LA &L
S I ZE VT R R 2 o TR BT 1) LA A G B I CLI. WA FHER A, TCP+%
BEHE B A N AT RS COils o 1 e s it 178 -

###Flex-config Appended CLI ###

threat-detection statistics tcp-intercept rate-interval 30
burst-rate 400 average-rate 200

LIRS IR T LUK T G 22 31 525 ) 1) % o
HI6 i LLF v Mk 4 CLI Hids TCP #4840 115 A

« show threat-detection statistics top tcp-intercept [all | detail] - &5 32 U HIRT 10 632059k
44 all ST WoR T B R EF AR 25 25 1 D7 S . detail SCHE T WoR 7 SORFEEE . fEH0R
RGN, RGAHT 30 BT IKECRFE, ik, ZEBRIAM 30 7080, B 60 B sE—IRGitH 5
£

Sho

ERR BOTLUE R shun fr 2 BHIEXGT ML 1P Hikk . ZEMIBRFE 212, 548 H no shun 174,

» clear threat-detection statistics tcp-intercept- 7% TCP #8415 A .

IR

hostname (config) # show threat-detection statistics top tcp-intercept

| LEET
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Top 10 protected servers under attack (sorted by average rate)
Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >
1 10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)

2 10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

{8 BUABA M) 12 & B RERISH £

BRSO, BB A SRR R b B s N R A . B IR, S8 T S ekl ok 1 A ) Hie £
R ZEAFI ], R ICMP ANETIA Y S R B A . S H G, A2 R 5% S s R I 5
PHEE ICMP - & ¥ BRI .

\)
AR WUREAD AR, RS EIE TTL N 1 M8, (Ha il — Mg, e BiniziE

AREE S RA R TTL 8. HER, JSsdit (Bl OSPF hello #ditl) AILN TTL =
1, PR LA A R T e 2 S BURANG R . & RN, RIS,

UK

SR QU ACL,  Llog SCED LR FERERES dil i i =R
flhn, ZOHPA L (EAEES OSPF itht) & LR, THHAT L T #AE:

a) IEFEITR (Object) > 3R EE (Object Management).

b)  MHETEFERRESIR > TR,

c) iRy RiAEYIR.

d)  AXZEAN—RAFR, U, traceroute-enabled.

e) TR, i HERR OSPF.

f) KR OB LE (Block), sSiidise O (Port) ¥EIW -, %t OSPFIGP (89) 11 4 Brink O
(Destination Ports) %113 T 77 P, SR G sl idsnn (Add) K b Bhasias n 2 prig 514 .

g)  fE “PIERUIMAIRSLH” MuFHE SR, LR OSPF LA n#] ACL.

h) ARSI, AT T HAth g e .

) REFRIFEAE, PR YR R CBRR” IR A

j) A CYREUIRAIERSH” SEHES SR, DO S in#] ACL.

i & OSPF SHAMNIILSE T “ SeVFBTAy” .y i 22, AR SR .
k) o YRV RIS R R, DAORAE ACL X 5.
PR 2 WCE T A A I T 10 Al 55 SR R o
Blhn, B4R IR AR AT ), AT AR A

P25
|



R

e |

HeFE M (Policies) > if7 iB14Z ) (Access Control), 4R i 2 7 liC 4 it 22 IR 55 1RO B0 2% FR) SRS
MR ARATRKENEZ (More) Mk ERIZE (Advanced Settings), 28 st B
BhRG1EIAR 55 55 B& (Threat Defense Service Policy) i) 448 () .

HL RN (Add Rule).

EHEEBNA, RESET—5.

P AU BN P ACL 3%, RG ki T—%.

TR RIER TTL.

(A ) AR 5 ZL R 3 LA Bk I

AT SERC LA AR o G o B, R R T M 25 SR v () P AL

s B TE DATRAE T i 55 SR W P A1 B 4

Hidi B2k (Advanced) HHRTE (Save), LAFRAENT U i) 4 1 S 0 B Ak 58 05

PUAE A T LUK B 0 2 2 52 5 0 1Y 1 4 o

HIE 3 B0 ICMP /N AJ 2k v 8 1003 PR A
a) EFRE>FH/EE.
b) MR E RSN, N TR TN, TSRS & B SRS IR A
g AR E-
c) MHZXFIES ICMP.
d) BEIRZEPRE], B, HNE 50, AT REIE A R IRA KNI 10, DA CRAE R BRI A 2R
JSAE B TR I Y
ALK ICMP R B 25, & 5 IMES LK.
e) W IRTE.
R4 DA AT LUK OF G823 52 52 1 £

M= AR 55 SR B

AT LM e CLI IR IR G5 SRS A G B . DU 2 2T i 2o

3

| LEET

show conn [detail]

WORERAS B VEANME B AR SR R RIS R B k. B, “b” bR s &t s v H
TCP ARELAT .

] detail BTN, BRT DLAA AT R RBOERAIN (DCD) #RIM AR B, X4 s A& Uy A
N7 HRNER A . a0, X T DCD e, JLEETeanE BT R:

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
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Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

* show service-policy
BoRIRSS RS GETHE B, RS R AEZA N (DCD) Zeil 5 & .
* show threat-detection statisticstop tcp-intercept [all | detail]

PR BC 10 40507 T 55 25 - all DB SR AT WO W 5 B 7 S . letall %
BT GURYTSRAEEOR . EHRIN Y, REELUET 30 I UHORRE, e, (EBRIAR 30
SYEIPY, B 60 BRI A

A B 1ED Al 55 SR B& BY I SR 1E %

i FRZ AR BB | 15ERA
JEU BT AR 55 SRS 6.3 1= DULE AT LA ol 75 0 e 55 SR T B2 DAy V1 I 42 1 SRS i

GOEIR —¥B53 o ST LUAL T B 75 0 e 55 SR s i 55
N TR RS . TR RERHE TCPARE ST bl
PUEBCTCP P41 it € 1) AR A7 I 18] (TTL) {.
SRR L BE BSR4 B KO
PRI R R R LS T3]~ PR 22 PR 12 1

I IS 18]

Bibthe: SREE > pRlEE > iFadEEl. SR &R,

B A B 1ED AR 55 SR A% .

YHEFT4G:  Cisco Secure Firewall Threat Defense
FEER Y “HEERAIM” (DCD) | 6.5 = TS FAEIEAS N (DCD), ) A] LU % show conn
SCRFI R AR J7 R N 7545 & o detail & 3RICH & AR M Y 7 (5 B i 2

Bepr, o] CLORFEAEE & H:, - H. show conn it
SRR A R . AN, (ESEREh IR R Sy
DCD.,

P AE MU T4 show conn (fTHD
TFFHIE 4G Cisco Secure Firewall Threat Defense

T ) A R R e KAy BN |71 113 10T DARC B AR 45 SR, DAAEIR B140) 309 3% 22 PR il i >4 4138
(MSS). EHZIP) SYN-Cookie 1 'E 45wt K7 BER /N (MSS).

SO0 T3 BE B A R s AR A 55 S A EE 2L

I B SO B NN I 55 SR ) 3 P R
&.
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