g B F0 M % B A 12 55

LA R 2 A A 2 0 0 2% 2 TOUAR B4 2 e JL P 5 3K

o ALRE 2R G 2 AL BRAS T A 5 55 1 L
o FEN 2R 48 2 PIAL FE 28 P F R E SR, B8 2 T
o AL R0 X 4% 22 T A B 2% (1) B SR R 45 454, 3 2 T
o B AL/ M TIAC B, SR 2 T
o FREFIIOAIE , 25 L
o WIIIVEALTALBERS , 25 7 1T
o IP 7y B4 TALELES , B 14 T
* F AR A, 5518 TT
* TCP iy b By , % 23 it
* UDP Hdlim s # , 5 33 1t

i B & E AL IE &5 E I
A

R @ T Snort 2 TRAL LSS . A 5% Snort 3 M A A G, 1HS
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P 28 Jos R i s TRUAL PR AS NS TP 43 o AR AR UE & TCP Al UDP 43 i AL 24 n LAR F 1t i
FER B A AR B FIAL PGS 2 T, 5 E0 A A 2 K 8 B AR SR AN A7 B8 0 (5 T PR PR M AR R
W) VAR AR 3, PRI Bt A0 AR Sk IR 3 PSR AT O o AR K G M i 104 Al B 8 31 3 A T
AR AR Z BEX BOYIE], A B AL TIUAL BRGS0 T AT R AL DUETEAT AV I3

A NAZ RN S SR EE T FAL B RS N, e AR FE e B, RIS ILAE Y 4% 23 A 5K

W 90 268 ¢ T R FF AR HPIRES o

empmmgznLEs i


https://www.cisco.com/go/snort3-inspectors

temRmmgERLES |
B cuorrrRsEmemsnETiEER

R4 =70 4% /= 7 AL T8 2% RO 1F AT IEZE 0K

BB 1D 1F R E
IPS

2 B IIE
e

BRI EZ R IR SE Y ER I Z &4

RIS 3H
(LR

SCHFRE
(GRS

* NMREBLO (Intrusion Admin)

SR/ R IE 2 B
\}

IR W IE T Snort 2 TRALEESS . 3% Snort 3 M B ARHIE B, EZA
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13y 50 A R ) 245 0 A B8 A R S I ] P U TR TR SR (K i A P 4 . DXIURT VAN R] DAAE
7 e 2 A SRS P I A X 2% 20 A SRS G I i

7 B%HY VLAN 3R %

AT AR R Y VLAN FRid ANE], o] RE g ma i B AU AL B, fildn, fEF
Kb, [ E A LU VLAN A #7464, 3R VLAN B #4730,
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| EHEfME RIS
e Lo |

Client — Router il Mg;jiggd
g
@ §
. &
5

AT LUK ARG HE B 2 VAN Rk, AT AT DUB O 85 10 0 8 L f Ak 2 A0l L o

NRZEF RN o pY5E B0 [y

LANGEFERNPAR SR E N “ Z3 I (Drop and Generate Events) [ A2 810U 5 i Ak £
B EWBERE T, RGN E S ilok B 5 PR B R LR 1 215 K6 TCP 8k UDP %3 HLN
A i Y

Je

B T AR T T R R GRS UDP Aaiit, PR Bd S piad BE A A FH 25 1P Hodfa i Sk mh YR H
b5 1P HUAE" 7 B S UDP 453k mh s 17 BORAE Wi sh 77 17 JF R3] UDP 23 il .

T ARG AR GUR A B DB NG BN, A ITAEAT ) ) S 4 i & TCP 5 UDP Z 7 LI,
SRS LRGP TCP 4% 88 UDP 21, Sn] LAAE A B E h A TG Sl M, i i by 348 8 A&
WIS . LBl AN & BN SRS

LERCEIGEN R, AT U B

* QI EE K TCP B UDP (A M resp GBS AR, 152 A2 AR S 0o

© NI IN react 5L resp SRHET s 1S5 xIE B YOG HES

o BT TCP 3z, R LA i LR (1 A 8 20 g 2 14 5 K e AR 0y ) B 2 T A5 45 Fr)

K HSU YA AL FL AR, 55 3 JUP K |ATEEINGRIEL R S/ ImRIRVEL
MUCHECH il A 5 7o U, VS B R3O 2 1%, R FTR

* TCP- E el REH €L, JEA% o fl iRk 45 # i &= h i N TCP H# (RST) Hidls .

* UDP - [a) & 1 R P i A% ICMP AN TS i

SR AL/ 45 TR IB B A T

15 3R B 4 $E R 72 B8 VLAN #R 3k (Ignore the VLAN header when tracking connections)
P8 e ARV I A 2R A A 7 VLAN 3k, 1 B FoR:

o BEPFIIETIR, RS20 VLAN ko Vs F T AEFAN R 7 ) A58 ) 3 b ng geAss il 21 7]
—HERERIANE VLAN FRER O3B N %
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temRmmgERLES |
B ==esaswmsmiesgs

o HEEULETN, RSB E VLAN Rk BUCE T TAESAN R 7 1) A% FR A3 h AN 2k D 2
] — 34 AN VLAN FREEI O 8 4

B KT B M 7 45

FeE A TCP IEB M I TGS N 4. a0 S R BhTG s B (1% e F bR, JF FLAE i
SV N J i PR BN R #5428 (Minimum Response Seconds), & 454 Kk HAB IR shm N, K&
ECR B i KA. WE S 0 225 ] resp i react MU & L AG Bhm N . S ANIR %
TR R RS B S, 56 3 TURISE Bl B S

THERL JCRBLIETNATECE, P () resp 5l react ALY A B 1B N .

B /)\IEd 52 #5451 (Minimum Response Seconds)

FRIETE R CA B 200 L (R e PR A Ao A 0 S ™ A S5 BTG B . 2 BTSSR AR B, B
LB A TE IR Y (M aximum Active Responses).

HIFEHERRIET: £1E42 1E H 10 5 & (Troubleshooting Options: Session Termination Logging Threshold)

A

EE EBY “AiR&IEH A" (Session Termination Logging Threshold), BiAESZ#: A G HR7R#4
TIEERAE

SCHFN AT e AE RO R BRI I SUT R ORI B AR e, DAE N IE B IR B I e B
R IE IR B B L RE, W ANAE SR N IR T R REAT AT

SRIETHRE T L Mgt P iR e B, il e .

\)

AR 1GB 1 R 2 Es it AL BE M HE 52 8 e IR A A7 A B

EPSE]
I 501 1 SR B

BoE SR Em/ME A IERIRE
\)

IR W IE T Snort 2 TRALEESS . 5% Snort 3 B ARHIfE R, EZH
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| EHEfME RIS
wwiie [

UK

SIR eV P g e s b, A EME R g Y dRsE (4 .

$®2 i BEL > SRRE, Rn sl FE/METAIBIRFIRE 55100 &wE ()

WIR 3 B AL/ 2 TRAL BRAS LT, 55 3 vUrp AR Ik T, R HERR L ISR 2 1 BRI R EE
(Session Termination Logging Threshold) f&4h.

EE IHBNSIEL L AEICFEBE (Session Termination Logging Threshold), &2 #E A BiiR
INPAT IR

P$IE4 i OK.

T—F Mt 4
o o, B DRSNS, g BT i P T
© WEBCEE NG WS AN E .

FUE FNLEIE
\§

B WEIE T Snort 2 TRALFEZS . 5% Snort 3 B2 IME B, EZH
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RG] AR T PR, AR B 52 347 TP, TCP. UDP Al ICMP &%, H LA 5 %L
P A A e P b A B G R AME . A B AT FH S0 R A B A TR I B SR R e 3. IR R
G S IOE 5 & EALES IR R SN ME 80 WA iZ5 0 R T .

AETURIG RNRAIE T e P BV A 2% B 2 Al N Bk o VTR, RS MG UE S o 72 A
AR, ALK R GTRCE  E FRIR MTRK  E

156 N3G IE IR T
TERE S AR T, AT DA LM AT 50 v &0 B /3 A (Enabled) 5 2225 F (Disabled); mifE NIk
B E A EF (Drop):
* ICMP #5&%1 (ICMP Checksums)
* P #Z5&FA (1P Checksums)
* TCP #Z3&%0 (TCP Checksums)

« UDP #3& %A (UDP Checksums)
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BT ITRRAHA, BRR LI % E A E 5 (Drop) LAk, I A Z5LE JCIR I 26 43T SR o it FH PR AR X
(Inline Mode) Jfi fr e & ok YIRS -

FEA B T e AR S R I NI T, ISR I o EFF (Drop) S IL R EAE B H
(Enabled) I4EHIAHH .

AR /ETCPRFNT, 2B LN (BRI Seid o2 AT CRCE K Snort AL

P 136 AR IETUER I E B A (Enabled). {HJZ, B i i i DOREWI#E iR 22 257 1P
RIS AN AR R B o TR, AR Bt A i 2 Snort BEFEZ AT, BB A i F A& W% 1
SAEE WA R AN UDP Hffa .
AXEM

VYIRS 28 v AL B 8 U0 R 1B

BIERIIR F0

\)

ER UL IE M T Snort 2 THALEEAS . 7€ Snort 3 R AR R, W2

https://www.cisco.com/go/snort3-inspectors.

UK

HIE 1 EPRKBG (Policies) > 7 ial4=#) (Access Control), 4R ki 4 4 Hr 55 #% (Network Analysis Policy)
RG> PTEEEH > AR, AR5 ST ME S HTRES.

ER WA A U A BRI LA S S A ERAR AU R, TSR AR AR R

W2 YR 1) SRS 5514 1% Snort 2 B (Snort 2 Version).
S 3 AUH S S A g (4 .
MR R RE (©) , WERWIECE R T, B BB 18 SO & AR .

R4 LGN I E (Settings).

FIE 5 U AL/ EFALIBEE (Transport/Network Layer Preprocessors) T (#28& F136F (Checksum
Verification) L 25H], & i 2 /2 A (Enabled).

HIE6 IS FNLEIE (Checksum Verification) 55341 4wig (£ .
$IB T BEAAE , 55 GO AR g .
AR L TCPIIGFA L, ZBEED (BRI &2l s 2% AT CUACE 1 Snort FLI.

PR 8 LELRAF F LA DORAEJE A Th AT (B o, 1 i 3R ER 45 2 (Policy Information), #XJ5 s
T IAE B (Commit Changes).
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| EHEfME RIS
mimssmszs

AR SRAEANT S SO OO IR H S, U SO SRS I S RKE T8 BN RO LUK 2247 BE 24

T—5Hft 4
CHBREEN, WHE R .

PSS
R
TGRS P 5T s

REXRLSE AL T Ak 32 25
A\

AR MG T Snort 2 FRALEEAS . A7 K Snort 3 W ARG R, TS M
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BRI AL TIAL PRLES 2 KAt VA, TR AT RE AR i 2 A P BB 28 v 4 LUREJTAS I ] RENE o

\)

AR DGR RGULMGE, AU A 1 AT 1 B0E W 1 B P IDCER OGS 1R S B AR AT R
P

AT LUFE E IPv4. IPv6. ICMPv4. ICMPv6 Fil TCP i & T A S MG L. K2 HORTEAL B N B
HIEAL P ER 2R B AN B P AT« A2, TCP Hfim WAL #1453 A0 3K 22 B S AH e I £ A A i
WIIEAk, fLFE TCP 3k suth.

FEA LR 28 BEA TR 5 2 S BRI T IR IYEAE, B 2 HAD AL BEBS HEAT AL BE . BEYE A0 M P E0 8
2 R EHAT BN Z .

W RIVOAL TIAL BRSNS A A TR 24 B 0 DA Py IG5 m 1 T Ath T Ach B4 AR D) 5 | 245 ]
TIAL B #50A B T R R G0 A0 BRI B0 B 55 X 29 o = WL I 2 b B AH ]

\}

AR AENBGHRE S, FRATENUE S A O E C B Normalize TCP Payload 3£ 19 1) P4 BB a1k
AL ES . (ERESFRE T, AT 1708 N R S

AXER
PRS2 o AL B s U R AR 1B X
KT BTN B S
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temRmmgERLES |

PR EXRLSE 1L 12N

Minimum TTL
MEE TTL (Reset TTL) K TaREE T HE B E ERS, 155 E LT E:

* J3 H#TE/L 1Pv4 (Normalize | Pvd) J5 R %48 alF “1Pv4 A=A7 ] (TTL)” (IPv4 Time to Live [TTL])
FBATH M I MEs BNMOE S S TTL B G E Ve N EE TTL (Reset TTL) &
B INE

* JAFI#ISEIL 1Pv6 (Normalize | Pv6) Jo 2248 ik “IPve BB~ (IPv6 Hop Limit) T BcA# F it i
M BUNOES FE TTL M e N AT EE TTL (Reset TTL) BB MMH

P BOA AN, RGURBAE A 1.

\)

AR ONT B % A, RNTTL FIEE TTL IS 20 . JER MK TTL HFIh %L

PrLrh i) TTL HeMoE . RS8R TTL /T AR, (ARERII. REESH TTL EE A IZER L
& P R TTL. XAl ARG 1E TTL [l s .

R AR A A SR Sk R IR I, mT LU P78 A2 s A D 2R ) w16 LA™ RIS DAy s 3t
P AT A A IR 2 rp 2 e B P A

* MRGHRNE] TTL /T8 0E e AMA K 1Pv4 Edls G, BT LUS AT 116 428 SKefi .
o RGN B BCEL R BN TR f MBI TPve BRI, R AT LU I 116: 270 Kk .

Reset TTL
W E KT 84 T &/ TTL (Minimum TTL) FOME, MLl R 7B

* IPv4 TTL #B CanSJa H 7 #SE/L 1Pv4 [Nor malize | Pv4])

« “IPv6 BEEFRH]” (IPv6 Hop Limit) 7Bt (%8 H T #SE{L 1 Pv6 [Normalize | Pv6])
AR /D TR TTL (Minimum TTL) i, RETSIEIDHE I TTL 58 “BRARH]” (Hop Limit) i
FE A S IR TE B 1 (RSB A . I T B W S R o, BURE /N RN TTL
(Minimum TTL) MAFEAE 248 IR I .

#5E 1L IPv4 (Normalize IPv4)
JA T IPvA S AL . ELL NI, RETE AR T4 TTL 7B

« BEBUEH, H

* NEE TTL (Reset TTL) #EMIMEHH TTL Mliufk.

SEIETIUA IR, 34 w] LUS ISR TPv4 I3
JA P BEIE TN, REHAT EL R IEA TPva VAL :

B EhRnRERTES |



| EHEfME RIS
miseitias |

o K HA 2 RS AT 2 1P 4Rk R E B A

< kR “2290IR%5 (DS)” (Differentiated Services [DS]) F-Bt (LLRIFR A “IR452E% (TOS)” (Type
of Service [TOS]) F-B)

* Rk m )\ oo B oA 1 C “JoERME” [No Operation])
P B B e A B 1, TS e R . B DA VR T AT AT L BRAT A B ph B
B 1 L B AR 0 G041 45 K (EOOL) LA K JE#AE (NOP) k12 A1) TP LT f¥] RSVP %
(O
3L A4 KL (Normalize Don't Fragment Bit)
% “IPv4 bri&” (IPv4 Flags) kB4 “A%r 7”7 (Don’ t Fragment) 1Bt 18 id Ja H ik
T, T U R A A BN O B AT Ay AN L 5 R TiE i) DURR 95 22 25 7 1 4
I BRI . D625 FHARSE K 1 Pv4 (Normalize | Pv4) J& 7 n] LAIE$R B 10
FSEL AR BB 4L (Normalize Reserved Bit)
TR “IPv4 bri&k” (IPv4 Flags) k7B —A “fRE” (Reserved) 17 B. %438 HILIEDT. &
57 HI3RSE AL 1Pv4 (Normalize | Pv4) Jio A4 1] LAIE BRI 5 o
3L 1L TOS i (Normalize TOS Bit)
TEEE—NT 225 SS 7 (Differentiated Services) 7Bt (LARTFR A “HRE-SHY” [Type of Service]) o
WS P EISEAL | Pv4 (Normalize | Pv4) Ji& A ] LAk S I T
MIE 1k % 4 2% (Normalize Excess Payload)

B HAT 2 4 TR B AT 2 1P HEk TR iR e B I N B35 2 )2 (LUK 4Rk, (H&
AW RN T/ MK EE . 20 A SE 1 Pv4 (Normalize | Pv4) J& 74 ] LLIE BRI IE T

5T P B % th ALE IR, BRI NG . {EIX AR O RIRZ T B 2 R U EE A

#3E 1L IPv6 (Normalize IPv6)

¥ B PEIT” (Hop-by-Hop Options)fil “ HARIEIN” (Destination Options) 9 ek HH R IT A1 “ 1

KAY” (Option Type) F-BLi% &N 00 (Bhil F4kazabBl) o ik T A FPIRASH H AV EE TTL (Reset

TTL) BEE MM S A FBER BITEALS, REUIE SR 77 2 YE4E Hop Limit 7B,

#MTE 4L, ICMPv4 (Normalize ICMPv4)

B ICMPv4 g “IBIN. (i3K) 7 (Echo [Request]) Al “[HIW 25" (Echo Reply) 1HE 1K) 8 17
“fREL” (Code) F-B.

#3E 4k ICMPv6 (Normalize ICMPv6)

% ICMPv6 Wit “[nIN (i3K) 7 (Echo [Request]) 1 “[R[W %5 ” (Echo Reply) B A ) 8 fir
“fRI5” (Code) FEk.
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Normalize/Clear Reserved Bits

TH R TCP ik IR A

MIEALEBRIZINIE FEF 75 (Normalize/Clear Option Padding Bytes)
TH BT TCP IR IUE 78 771 .

Clear Urgent Pointer if URG=0
WIAHOR R E RS (URG) #EHiI6L, WIERR 16 A7 TCP ik Urgent Pointer [ .

Clear Urgent Pointer/URG on Empty Payload
WERE A gk, WG TCP #ik “E 2 48%r” (Urgent Pointer) 7Bt Al URG #5467

IR KIEE Z 254 N;55 URG (Clear URG if Urgent Pointer is Not Set)
WA BCE K BFRE, W ER TCP 4k URG #6167

Normalize Urgent Pointer

WURFREN R T K, WP 535 (1) TCP 413k Urgent Pointer 7B B A 3K JE .

L1k TCP fa % (Normalize TCP Payload)
Ja 1 “TCP $#i#” (TCP Data) “7 B 1R A DA O T A% s 16— 20tk o Jev2 o J 40 1 e A 4 B
HIF TN

Remove Data on SYN

LR TCP #:AE RGIRIE AR &2 Mac OS, WAL (SYN) EedE £ A EdE

PR TR 2 A5 F AN 129:2, 20 JE A AE TCP HH vt T AL #1458 SR BG % 1 A& ¥ & 4 Mac OS i fiil
Ko

Remove Data on RST

M TCP FE'H (RST) F - W B BT B g

HRIBE O1E 574042 (Trim Data to Window)
¥ “TCP %4l ” (TCP Data) FBHE T H7E “% 117 (Window) Bt 8 € K/ o

HRYE MSS &5 £0#% (Trim Data to MSS)
R K EERT MSS, UK TCP Data “FBHE B 24 Maximum Segment Size (MSS)

FE IE A~ AT R4 B TCP $R 5% & (Block Unresolvable TCP Header Anomalies)

JA BRI, AR GERH LS TCP i, IXEEHl WA MVEAL RIS OL N 282 IF vl g2 2RI
EHUIFLE. B, RSP S L1 BT SYN Hdli .

B EhRnRERTES
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miseitias |

T IR, RGEHR s 230 55 LU ATATT TCP 330 i F0UA B2 g8 0 D0 DG P FR) A 040 .«
. 129:1
¢ 1293
* 129:4
* 129:6
. 129:8
. 129:11
* 129:14 % 129:19
Total Blocked Packets ¢ [¥] Fi i A K2 rh BHL L O a0 O B0, O HL, AE sl s B A e =R
(PO T, R AE YIS v LB
R EERH
X A S (ECON) Bl T/ B0 B A B A, R
* ¥ Packet LUZE N EdlE (IR ECN Al CLigthig 5 5)
* 1P Stream LB HIEAIE R ECN b Cn AR B ECN AEHD
b R PR (Stream), (3R AU (R T TCP A i WIALFE 25 (1 B E TCP ZRIBF (Require
TCP 3-Way Handshake) 1% 1 LLIEAT L REEAL o
;&R INA TCP i£I5 (Clear Existing TCP Options)
JE ] fei43X £ TCP 1% (Allow These TCP Options).

FLFIXLE TCP 3£ 15 (Allow These TCP Options)
M SAETUE P SRVFIOAS € TCP 0 i AL o

RGA I R VP IR T e . RSl b AR B VPR IR & “ TEERE” (No
Operation) (TCP EII 1) RINTEALIXLERE LI

1 T I LEE IR ] TS Bl £ TCP PERE, DIMICIE RVFXLE TCPIRBIRCE W], RGh& s
VFLL NI -

* K5 R/ (MSS)
* 1 E
* Ak TCP
RGN A8 SUVFHARA K I BI85
fan] DL o P A R T OB R/ e T 2 (V1 5 3 B AR SU VR BB T, U R B s -
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sack, echo, 19
P E IO 745 [F) T4 5% S A O — N EZ A TCP B4 5 - Flll, $85E sack 55[A
TH55€ TCP LI 4 ( “ FRVFEPEIERGIA [Selective Acknowledgment Permitted]” ) FIEI 5 ( “IEFE
PERfIN” [Selective Acknowledgment]) o FEISCHE AKX 0 KNG,
I LR 8 any, XFEES RVFITA TCP LI RO AR H BT TCP I il o
MBS T A R EACVFI TCP 1B AR 7B i s, WARSN SeiF MSS. Window Scale A1
Time Stamp I,

AEEMAE Ui ...

sack TCP &I 4 ( “ SRVFEFETERIIA [Selective Acknowledgment
Permitted]” ) FIIEIN 5  “IEFEMEMMIN” [Selective
Acknowledgment])

echo TCPETfi 6 ( “[nINifsR” [EchoRequest]) FIZEIi7  “[A]

N2Z4E” [Echo Reply])

partial order

TCPEIN 9 ( “ RVFAIW/FZESL” [Partial Order Connection
Permitted]) FIZEI 10 C “ {3 AR 5B & SCAF” [Partial
Order Service Profile])

conn_count

TCP JEFAIBEED 11 (CC). TN 12 (CC.New) FIZET 13
(CC.Echo)

alt checksum

TCP T 14 ( “FRREATEK” [Alternate Checksum
Request]) FIZEIN 15  “FRACKIEA” [Alternate
Checksum])

md5

TCP 32 19 ( “MDS5 %4 ” [MDS Signature])

WEhigms (2 %
255)

R LI, AFH AT B 7 A I

any

JTf TCP IEM; L BEE A R EE ] TCP WU utk

WEREAT H R TG SE any, WML (L5 BUR A

* FRMSS.  “F L] (Window Scale)s  “HJ[H]#L” (Time Stamp) S ATAe B SR IE 10 LA Ab,
BRI E R “ LHE” (No Operation) (TCP #£10 1)

o WIS TREAFAEETCR, BE ERUE AR, WK TRIE )\ Aok & “ICEE/E” (No Operation)
o WS “HSIEEL” (Time Stamp) SRR EAAELE, WIRH 1 Eda

o WP R 'E Acknowledgment (ACK) #5107, WERR W A&k [H W2 & (TSecr)” (Time Stamp
Echo Reply [TSecr]) 33 7 Bt

o R AREE SYN #EHI4L, LK MSS A1 Window Scale 3 i% & 24 No Operation (TCP Option 1)
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manpmst [

A& MEXALSE 1L

%

IR W IE T Snort 2 TRALEESS . 5% Snort 3 M EARHIfE R, EZH
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FHIa Z Al

© WEREEIEAL B S R L, R T RERIES (InlineMode), i I EE H FiAL PiLas Ui i
b pTd . 32 B R AN B

B2

1L PR EE (Policies) > iz lal# ] (Access Control), #XJ5 rith M4& 2 # 5B (Network Analysis Policy)
HEREE > EiES > MR, N5 s Mg HTREE.

ER R A E SUN A E RO SR AR A RS AN R AR IR B, A AR AN R AR DT IR ISR .

P g A ) SRS 553 1) Snort 2 BRZS (Snort 2 Version).

s s TR (N S S5 A AR () .

QUL RE (©) , NIRPIECEE THGE, s BRA B E AR .
A S AR P IR E (Settings) (ANEIALRTS; AdimiE) .

fn AL/ W R R FAAL IR 88 (Transport/Network Layer Preprocessors) K RIBEMSEL (Inline
Normalization) CU25H], 15 rith 2/ A (Enabled).

Al RERHSEAL (Inline Normalization) 571411 4Rig ()
WEIET, PO AR LSS . 25 7 TUR TR

BLORAT 1 _E RIS A LA A HE SR BT I sE 2, 35 R SR {E 2 (Policy Information), #ARJ5 s
T #BIAE L (Commit Changes).

WARAEATIASE GO0 TR HSens, Wi LA SR N, A5 28O B A LRI ZeA7 B .

T—% it a

o W ELE N BORTEALE “H/ TTL” (Minimum TTL) YEIRA N FAE, 15 8 BT — B0 4L
i AL fARAD 2RI 116:429 (IPv4) F1116:270 (IPV6). A FCTEAIME R, 121 ¥ B A2 B0 PR 2 A0
PICRIVEALIE T , 55 8 T,

© WREBCEE NG WS AN E .
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AR EHR
JRE
PR 2% 3 BT RIS S

IP 5 FEHFANESE
\§
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RERT LS TR 123:12 29 G I50 A sl AF A2 A IBGHR 8 p Z T Bk PR A

Minimum Fragment Size
Fa e AEAT I B0 N T e B AR ARG — N i, B s R o .

AR T 57 & (Detect Anomalies) Jii 4 1l LIRC B LI . AR EER 28 ILE . 4 0 %onE
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o VRN S5 S IE B0 - ek T 20 AR 55 88 (Server ) 353410 RN (), SRS 16 EHLHEHE (Host
Address) “FE I, FEATHHHE (OK). v LR & A 1P Hhbkulithhb g, 535 A 1P Mk
R/ bk RS S BE A K . T AR R IE 255 AT HARKI S CRIGERIATERS .
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2511 GTP Gl 4> 4 JC 26 I 55 [GPRSTBEE WM HEE . BRELL T, AR 2SS 1 3386
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76 TPva4 WM&, TPva EHLAI{E ] Teredo thiSUE T TPv4 W 45 Hiuhik#4 #6 (NAT) 15 % b I8 15 TPv6 It
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RGK Y Teredo P& 1 T4 UDP 1% .
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NAZ RN 24 N 4h UDP 2.
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R TC R TP kBT, LAV FHJC R TP e I i Meati o B, A3 —T0UET 1977 K 4% 0 4 466 e 25 24
i, SERARGE . P kBT o) “IE” (Timestamp) F1 “ 224> IP” (Security IP) JE T
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a3 1 By KBRS A B
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24 SNAP

26 TCP R4l 9E#%

h TR VLI, BT LU S R AR A, AT T RS2 e .
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TCP &1 AR

16 Skeeter

17 Bubba

19 MD5 %44
25 Aoy

FET LUR RN 116:57 LUA M 35 7E sl =i AR A P IR b 57 it Bt 2

& T/TCP (Detect T/TCP)

Kyl ) CC.ECHO £ () TCP k. CC.ECHO #ET0 iJ ffi il & 75 1EAE 4 FH TCP 2445 Wi (T/TCP).
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116:468 kA () AR CEEE (CMD) FB & KN
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FBT )i kS B R 2 T, 5 19 TR ik Ak I .
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* DCE/RPC
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* SMTP
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* IMAP

* SSL

TEER, B ERM C iR eR g A SRR .
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B 25 B Ad P H 0V E R R R any (F1101,  0.0.0.0/0 5%, ::/0)
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PUN— A A HAR AL TCP SIS A R S8,  WIAIEFEER Mac OS LU HAt SEns, IR Se e
Al 20 (SYN) bl i Ih B it JF 25 TR0 129:2 AT AR . TR A H WICREE AL FAL BE 2 1)

SYN B iF& #53E (Remove Data on SY N) i T
RIS T ERAE R G AR LU S AT BN SR 1) LR R S

FHRL 129:2,

REg BRIERS
[EFw RENIERAE RS
e R 10S
BSD AIX
FreeBSD
OpenBSD
Linux Linux 2.4 W%
Linux 2.6 W%
IH Linux Linux 2.2 J BARIRAS 1) P #%
Windows Windows 98
Windows NT
Windows 2000
Windows XP
Windows 2003 Windows 2003
Windows Vista Windows Vista
Solaris Solaris OS
SunOS
IRIX SGI Irix
HPUX HP-UX 11.0 X ¥ F A
HPUX 10 HP-UX 10.2 J 5 & A
Mac OS Mac OS 10 (Mac OS X)

Je

R MEAFIE EERIE RGN, 5 DRAE RG] LR Lefj e, HE, B
DALty I RSB ERAE R GE, N2 0 8 SR LLSR G IR R R &
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Timeout

TR 5 [ EEAERER A R FFEEE AL T ARG SRS A B (T 1 A1 86400 2 [8)) o i REU AL
SEMF T PRI, AR I |8 24 T IR 253 IR

\}

ER W RS A A I R T BB B A% B T R AR B b, DY AR B A IR R Y
i (fltm 600 F5) , DAREARALEEITAN

TN BT %2 MG BE IR T, T S A FH e 2y in) ) BB B R BR 55 SR BE R s . AT VR4 R,
15 2[5 T B I 55 SR s 0] o

B K TCP & O (Maximum TCP Window)

¥ FERCENLEE € BT FCVFIER TCP & /N (1 3 1073725440 711D o {HERE R 0 2R
r TCP % 11K/

A

A8 RO RFC RVFRIERCKRE RN, BAERT IEBGE 2 e I, 0, BB R KA 1R
FIRE T A B I AR S

M
el

WSREREL T8 PRSI, RS B 129:6 b e 50 A il 4R 78 A 6T 2 b & 2 Bt ik

EER#I (Overlap Limit)

Fo o AR B S 2 T P AR TG B B UE (T 0 PRI R 255 Z 08D IS5y K, EFxhHZais
Moy AU 25k, JEH, WHRRSHRERE (Stateful Inspection Anomalies) DL Fifi B it il b
AENE AT R RARES, KA it

BT LR IR 129:7 SR B 354 e A F IR W IR 8 o Z 5 BGh PR A

[ll$ = %4 (Flush Factor)

NGB, fREEL i EHE (T 1 R12048 Z 08D R NAIT /N 143 B G A 21 K /N
ANIIARBENS, RGES T R BEAT R T SR AR ) 4 Bt . (IR 0 2B I A BOB Rl (X
Al REEIE RN 2500 o IIERL, 4H F Inline Normalization Nor malize TCP Payload £ 1
Ao AT IR A3

RS E SR F (Stateful Inspection Anomalies)

Kl TCP HERR P IS HAT Ao i BB R A FIAL PGS AN S, W 2R TCP/IP HERR G S9N, TThES
GAPAdE L

T BB A A IR L, R T e N
ST L I DA RIS DAy s T A= A D A AV BB P8 28 v 25 S el P
* 129:1 & 129:5
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* 129:6 ({WIEHT Mac OS)
* 129:8 % 129:11

* 129:13 & 129:19

WERE LU HR:
o N TR EII 129:6, IEULAUAERA TCPEAME —MAT 0 W{E.
o SN TR 129:9 £ 129:10, &SR TCP £iE#h:.

TCP &g E1#%

WL ER 2 iE BRI 5 SR ER B A0 = R T ) A TCP 282 P s Al 2 1 A (MAC) Hiuik:
KA TCP £k BhHF . 24— 3ul 310 MAC HihEAUCECI, WHREH TIRBSHRE R (Stateful
Inspection Anomalies) LA K PRSNGSR I AL g B 2 —, RGe o b itk

X BB B e A e 1, IS e 2

REnT LA AL 129:9 FT 129:10 K 4 b IE 10 AE i Fo Ak A5 Y ICHS 38 vh R s Mol v . 15
N T AR LR AT — AN AR A, b ZUE FRZSHE R E (Stateful Inspection Anomalies).
E4 /5 B (Consecutive Small Segments)

KEHRERE (Stateful Inspection Anomalies) &b+ 8 HARARE, ATH8E o VFIESE TCP /oy Fr () 5
KRB (1 522048) .« HREN 0 SEEIEELL NI e

PEIE TR 20 5 1 G B Ky (Small Segment Size) I HEAT B s 45T LA ) I 2% I B AN 28 20 5l
REAIHRBEE N AR Z A TERL FEE T IIA I DL T2 1 2000 MESEIN B, BIERES 70 B
KRE 174, 20 Bt 2ot g i L e 1 30

T P B A N R L, Rk Tl 2
RET LUR PR 129:12 K4 BEIE IR BT IFAE N IR 2 b 2 Fr e e Bl 4.

N6y B K )N (Small Segment Size)

KERERE (Stateful Inspection Anomalies) &b T3 HRA I, wIH & #4787 TCP 43 ok
N1 22048 F5) o fHIWCE N 0 28RS /AN BRI

T P B A R NE IR L, Rk T N

BRI A0 5 /N 43 B (Consecutive Small Segments) 2610 — i HEAT W &, #8A] DAIR] I 25 F X A~
IR B EA TR E AR . TR, 2048 P TCP 20 BOK T3 Y 1500 75 I LAK
LU

ZB% N5y B #9350 (Ports Ignoring Small Segments)

RS ERE (Stateful Inspection Anomalies). #E4L/\57 i (Consecutive Small Segments) Fl/ 43
K/)v (Small Segment Size) 4k T-Ji HPIRES I, IR & — AN >4 ZBE /N TCP J3 Fy ksnill i) o IR IE
FOYRRYIN o L IR B R AR AT AR i
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P BB % e A W 1, e T2 B 2

ST LA 53R rh s AT o 1, AR B SRAN 52 TCP M (1 3E 3 i O AT &R T E 4H (Perform
Stream Reassembly on port) %138 #1458 & fut H o

2 TCP = X iZ=F (Require TCP 3-Way Handshake)

FE AL TCP IR 4R T3 i, 2l A B DL 23 il S5 Ik n] 2 b g, Bl SYN
ZRBGL, I RVFEIR > b I A o R Rk T AT gt S 2 1 AR AN R T C ST TCP 2%
TR SR A ORI P B o

RERT LS IR 129:20 oK 2 BEIE 02 jl S FAE IR S h 2% 57 o PR A 2

= RiEF#BAT (3-Way Handshake Timeout)

i i R E TCP =3&#EF (Require TCP 3-Way Handshake) Ji7 41 AoV il 152 iR TN (0
[TCRRHI] 4 86400 F [24 /N o A4 HHEZE TCP =% #EF (Require TCP 3-Way Handshake) Jii
A R T .«

X F Firepower 3K 1415 £ A1 goWpBifi L. BRI A g shie O, BRIMEA 00 55T Bl 48 % e
FEWARE L, IR 30 b, ALEC & 1 £ 4 205

R 6 K/ VE B3R T (Packet Size Performance Boost)

P T B 28 15 A AE T2 2 b DX P AN R AT HE BN o I B e adk T e 4 5 SR REARS I HH
et AR SRR DT B IR 1 2] 20 TN B B 2R GBI . 2 BT A AR e K
Bt B A I R TE e R B i, AT e

|HkRE4H (Legacy Reassembly)

T AT, KO T PO B 3% 5 B ALK 7 A BRI 4 TIALBERS, A8 b nT UK 2 80 i Pl
PEASFA G FAE S TR 4 AL PR 23 5220 (0 AH R0 B0 I 1 S A B

S4 WM 4& (Asynchronous Network)

R MM ER AT oM, B, REREEI—FERENMLS ., HHLEDGE, fREAEA
TCP v K = PEag .

X BB A AR IR 1, R 2 Bl N

%= i QT EE 7 E4H (Perform Stream Reassembly on Client Ports)

AR A (73 7 S Py 1 R Tt s A o e fai B, e HAR D I ER IR S5 4% < SR 5% s B0
Hi SHOME_NET 4551 1P ik sg SCIF Al 1P Huhk (i i 2l . i RS Tt 7 st 23 R
BEUUE, AT

XEF BB A e AR IR 1, SRR 2 bl R

%= i R 5 1T EE 7= 4H (Perform Stream Reassembly on Client Services)
MR B2 () 2 o IR R 55 B T A W SR A T E & 7 i o i H RO it 1 A0 e T
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WA PRI AN R i e 55 220 i AN P s erill o . BROATE LT, JBRHR BL I pr AT Rl 545
CaE . WERBAT MO N TR AR I A, AR GE 2 B 30 N A RS RO AT A i 2
WERAAFAEAEATRLI A, W AR G2 D W IS Y Sl 6 S5 P 5 SRS 2% o

PRI e it E R4 AR BV FTIE
X BB A e AR IR L, R T2 Bl N

3 AR 55 25w O 40 1T E03E 5L = 48 (Perform Stream Reassembly on Server Ports)

AR 42 1) I 45 i (0 s 11 3 R S A et il i, B0 A8 IR 452 IS e 45 2% B0 E
SEXTERNAL NET H &5 (1) TP Huhik 5 X HoAth TP bk & 1 OB HE B T T4 . s W P R 45 o
Uiig U NG, VAL P IR 0T, A R DA AN Fe 52 ity 11 R4 FH G I T

X EP B A e AR IR L, R 2 il R

)

AR TR AR AT, R T A A5 A i AT B AL T B s i S DASE, SR AR R S5
AR5 PATHE U AL T BOR AR S AR BT, BR T AR AR S% A i A T B R AL B s
T 15 80 RASL, M EAENT IR A5 g Ik 5 A T Bs i A T Boh s “HTTR” JIRSS, LUk A HTTP
55 o

¥t AR 5% 28 AR S5 1T #5042 57 = 4H (Perform Stream Reassembly on Server Services)

AR T4 (R IR 55 s i £ R 55 0 B R EE 4 A IR IR A5 s im B I, 5 (T e o, 4] LA
M AN SE A 55 R AR T BRI I

WA . BOAELL T, SRR P I a2 Cas . RBAT 0 55 Ja s
s, WIRGE AN P BOR R R AR AR s s WERAEAEAR TR S, W R4
SN P Bl 8 A ) SCERRI 5%

PRI e it E R4 AR VR FTIE
X DB A e AR IR L, R 2 Bl N

¥ %= i O F1AR 55 25 OB TEE 7R = 4B (Perform Stream Reassembly on Both Ports)

AR S P 2 7 S M I 55 S F) i 10 8 P U B o SR T A [ i 11 008 R A B A 5 ) i A
MR 55 2% Z 18] W] R LME— 7 G4, 1 (0 bk It A8 n] LI I AN i o 1 K47 F LB 10

X BB A e AR IR L, R T2 Bl N

%= i AR 55 FNAR 55 22 AR ST EE R E LA (Perform Stream Reassembly on Both Services)

R 35 2 () 3 - i 0 IR 25 e it O AR 45 it P B O T o Gt SR A ST D IR 25 P 305 F 8 R R 25 i A
IR 55 %% 2 1AV AT BE LIMT— 7 (A%, i M I . f AT DU I ANHG 5 IR 45 SR 25 ] ek 791
WD AN IS o BRSO, ERHR LR B AR #8325 CeE . an B A A AR D& i
I BRSSO RS IS, W 2R gess E 2 o0 B BN H P sUB B RHR AR A Bl 2% A
FAELEAT ARSI ZR e 4 o Y FH B8 FH WSO Sseale A8 o5 i) FH P s SRR D28
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U RE T EARA AH VF AT
X BB A AR IR 1, R T B N

HBEHERRIEDN : B KHEPAFT58X (Troubleshooting Options: Maximum Queued Bytes)
SCREN D R] B2 A1 s B o ) 300 ) 2 SRk 44 s W] LAAE TCP 38 (1) — s HEBA O it &t (H 0 %o kG
BT 5

A

AR SO SR R I B E R TERE N SRR SRR AT IR A

MIFEHERRIEIR: B KHERA % K %4 (Troubleshooting Options: Maximum Queued Segments)
SCHEN G AT B AE MR HE BRI i U R) SR A8 4R 2 T LAFE TCP R — i HEBA 1 £ 8 BE 1) 5 K10
. fH 0 s To R AR B 1 8.

A

AR SO SRR I B E S R PR RS, A SRR B BEATIRAE

AXERM
P A A 2%
JRAE B
MRFIEE L W25 70 AT AR SR

B & TCP a7 ik 38
\}

ER MG T Snort 2 TIALEERS . A K Snort 3 BB AIGE R, ESH

https://www.cisco.com/go/snort3-inspectors.

ARG PR SR S ) I 2 R o AR 2 B AP SO TP bk R P T A
EANR . TR SRR R A B, A AR B n] O AR A e ARG

FHia Z |l
* WA EAESE T HARR B E SCRIS T YU I ER UL ED, B0 A2 LA 2% 73 b S i b B A 19 2%
DXECAT VLAN (748 ARTEAMER, 152 5 R4 70 M Sk 1) e 28 i

UK

HIE1 EPEEBE (Policies) > i [a]#2 4 (Access Control), 4R il 4R 2 Hr 58 B& (Network Analysis Policy)
HEREE > ifiEEEl > MR, AR5t Mg SRR
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ER WR A E SUN A E RO BRAR A RS AR AR IR I, A B AN R AR DT IR ISR

PR 2 Pl E YN SN 5534 1) Snort 2 kg 7K (Snort 2 Version).
T3 GBS S dRiE (4D .
AR ERRE (), WIRWINCE R THLe, s B8 SOie B B .

PR A pih Ao AR 1 Settings.
HIES W E/ MR ETANIESE N TCP BIEREE W& O, iHE it S BA#TE.
$IB6 fidi TCP EEREE (TCP Stream Configuration) 5514/ 4a38 (4 .

IR EhEGERREFERE (Global Settings) #77  #(#E €1 K B % 53R F (Packet Type Per for mance Boost)
SRR,

FIB8 T LIHAT LU R AE:
o FISET EARISENS - AU “ FAR” (Targets) #5401 0 EH, (Hosts) 353000 0 (H) . %
Mttt (Host Address) 7B — AN s A 1P hit. ] LAFE 2 BN TP st sl bk . w) LAGY
AL 255 ML HESW SN CRFSEBRAER o ERUE, mMiEE (0K).
* YRfHIET H AR SEms - /E M (Hosts) , 5ok SEgm AR 14 SEms i ki, 55 oh BRE DLAEBR
WNE (default) 2w ERIANC & AH -
* &4 TCP Hdls i A BEE TN - 7523 TCP B i AR BLIETI , 55 25 T,
EE IHB N E KHAF 15 (M aximum Queued Bytes) 5i & A HEBA 2 B £1 (M aximum Queued

Segments), FRAESCREA AR AT EERAE -

R S A i IR 45 R/ IR 55 A IR A5 MG O R A W, TR U B R, B
BB S T B R 1A 1 4R (Edit). SRR B D AT A (Available) FlE
B R (Enabled) #1132 [a]# )55, RJE mdifE (OK).
o MHIRRET AR B WS - ok B R ) S ms 55 000 TRIBR (W)

PR B B EUCRIEHN LURAE M S TP 34T I S 2, 3 il SRS R (Policy Information), AJ5 &
i IAE 2L (Commit Changes).

WERAEAN NS O 1R S, R AR SO I, R8T B EIRHA A LR I 22 A7 S e

T—5H#tta

o WEREA RS AR N IR T S BGh MEEE L, 65 R TCP it FilAk BEER AN (GID 129).
ARHAE R, WS ENENPARSMTCP Bl AL #E T , 26 25 1T,

o FREBWCE E N WS I E
HXER

JEE B
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UDP i m Ak 18
\§

AR MG T Snort 2 FHALEESS . A OC Snort 3 B ARG E, S M
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G AR LR AR S BRI 5 £10w BT 10 UDP MU BB I, 2342 UDP $dfe Uit
AL B .

A RYA

¢ BE

° HEJ

° s

° ARG
62 0 LA A 16 UDP SURVE. UDP & A EIEREDMIL, IFAREOME Y0 2 G il 15
I BRI ORI (ELRE, SRR AL B P [P SO e O b

TP itk 5 B & UDP Sk R )3 15 BORBAE BT [ HF WU il o 2 nT G B T I 2RI, sl
A A BRI W] 5 — A S AN AT IR BT SR R S5 AN R IR ICMP i1 B, 25 TRE 23 45 0

WEVER, RS UDP E i A BEAH S s (H0E, 80T LU FH AR S G fig A 25 0 i >k
¥ UDP iUk 2

HXER
TCP LA AN i K

UDP & #z 37T 7 AL T8 3£ 15T

L)

i3 52 FAL BE AR R AR D RS A S En i A B G RAE R € I (0] A B AN B AR Bt ik, Flsb 2R
e PRSP IR K v

JBUBMSITAE Vet oz MK R I, A A P v Uy ) 4 o BB B A AR 55 SRR P R AR TS R,
T2 P G B R 55 SR L) o
HiREEITERS

R FIAL B % ¥ 22 L RN PR SE 14 B A3 S 1 AT N B3I UDP e, (H AE S 1 A H A
I E R any 1) UDP MUMEAT £10w B £lowbits KBTI BRAL . TP A ot v] Be 25 3 BOR Rkl
HH LT
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fic & UDP IR R Ak 32
~

IR W IE T Snort 2 TRALEESS . 5% Snort 3 B ARHIfE R, EZA
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$IB1 EFEBE (Policies) > i )32 %] (Access Control), 4RJ5 i M4k 5455 8% (Network Analysis Policy)
BURER > I ElEEl > NMR, AR5 il RS iR .

ER R A SUN A RO BEAR A RS AN R AR IR B, A B AN R AR T IR ISR .

PR 2 Pl E YA SN 5594 1) Snort 2 KgZK (Snort 2 Version).
TSI 3 a0 S S A AR (4 .

ARG RHRE (), WIRHIECE B T ek, slE B8 e B B .

PR A4 pi PR E (Settings).
$IEB5 ) /MK E LIRSS (Transport/Network Layer Preprocessors) | 1) UDP i & (UDP
Stream Configuration) C25H], i midi /B A (Enabled).

$IB6 fiidi UDP #iE7ELE (UDP Stream Configuration) 55141 4a%8 (£ .
HIBT WEERT, MUDP BRI IACBEET , 25 33 TP ATk,

PR 8 BRAF B EUCRIEHIN LURAE M S i 34T I S 2, 3 il SRS R (Policy Information), #AJ5 &
i IAE 2L (Commit Changes).

RSB T SO AR NG, AR, 28 LM\ LB R I T

T—3#ita

o WEREA A AR N IBCE T B S BGh MERE , 5ER AR S B S ARG 2% UL (GID 116).
ARHEAE R, TS 0 BN INPRS S 4% . 55 18 L,

o FREBWCE E N WS B E
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