&

file 2 R,

PN F BRSO Qs . 8 B H e k.
o KT e sems , 910
o il SR ER LS, B2 T
o QUSRS . 2 2 0
o i sk BRIASRAE . 2 10 I
© TOVEMR R TR AR BT, 5 11 3T
o PSRN R , B 13 0
o B R . 2R 16 10T

KT R A R

A FERPE RS T2 ARG WA EE 2% FI N i E . A DAREE AN E A SRS, K a R R S
U7 )45 T S SCIEL >R, AR5 F U7 [l 5 I SR 3 B 2 A W A% o i A A I B TCP $8 F-1, Ui 145
TSR B e AL FR A A i . W B S U HE T TCP 8248 37 11 TLS/SSLN 2 251, ) il 2% o
WERF I . AL BRRIR S DN i

fErT LRI G 2 AU, RS i AR B (FR% - E 1% $A (Decrypt - Known Key)
FUNEAE) Ffe e (R - EFME 2B (Decrypt - Resign) BUUHEEAE) o 2014 B A B % (Do Not
Decrypt) s AR A (BlanBELE (Block) BERUEHE (Monitor)) FRIREI, 13 @I E — > i 2 S,
SRRy NS WP

LIFIRAE, S QR S, 5 2 3.

PAF & B AREE (Do Not Decrypt) FIRAE 1) fif 2 S 7~ i«

E




s |
B eeswuskoeess

Action:
Do Not Decrypt

A

Incoming e - Decryption| Access —
encrypted | “NAeCTYPtable |ecrypianig | policy action: Doy control =22 = Destination
packet traffic action  traffic default <P policy traffic
| | I
Action: Block Action: Block Action: Block
(no inspection) (no inspection)

| | |

SR BRI Ml s (W) 51 B T v, DM A BRI IR A AL B I i i DR

BOABRAEBCE N B E T it (ot DA ), sl 7 ) 42 PG 1A A 1) T it 8 U

ﬁkf:%i%ﬁ‘TkleﬁFTEHﬁltEiﬁni?Eﬁ{mgg IR BRI B E e i, EaBIbZE, L
R A A FLREA T, TR A U7 TR R LA TR

R REE BRI L EZFH

SEFRYIE
(SN

~'

ArRfat
« L
o Uy I B 5
LSS A

1) 2 i 2 SR

AR FEHS AnA] G AR 5 S DA e (AT — AN AR AR N B ek A R 45 2%« a8 vl LLAY
AL B U] () i R, RS TS IR o ) st s SR ) i H A R B % (Do Not Decrypt). FEIE
(Block). FHIEFHEE (Block With Reset) & 1435 (Monitor) At I 8 ) g AN ik 4

FiaZ /i

A RS R T oK
o RS TP N A R R VR TE R A s (B, RO R ] A DA
FART IS AN

o SOEM AR Ok R B Ry N B ST A, SEAZRIAT PR S5 4% 1K) AL BB UEES . PKIL

o BEUEIRAEA AR R AR EOR GRS AEE IS5 &, A2 EATRE TR R A T A AN T A
N CA X% PKI.

| R


management-center-device-config-74_chapter64.pdf#nameddest=unique_2210
management-center-device-config-74_chapter64.pdf#nameddest=unique_2210
management-center-device-config-74_chapter32.pdf#nameddest=unique_1248
management-center-device-config-74_chapter32.pdf#nameddest=unique_1248

| =

ogmzgn |

UK

TR WERMARE SR, EHERE D,

WIF 2 iff sl REE (Policies) > i i)l (Access Control) > %% (Decryption).

PR3 niliFE SRR,

PR A (EAFR (Name) FBH M A\ SIS 1) 447K, 7E1EBA (Description) <7 Bt H 4 A Al I A .

Create Decryption Policy @ X

A Decryption policy is not required only to perform application or URL
discovery; instead, you can use TLS 1.3 Server Identity Discovery on the
Access Control policy.

MName*
Description
Outbound Connections Inbound Connections

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature
algorithm type, in addition te any configured rule conditions.

Internal CA

Select...

* See how to configure
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Create Decryption Policy 0 X

o A Decryption policy is not required only to perform application or URL
discovery; instead, you can use TLS 1.3 Server ldentity Discovery on the
Access Control policy.

MName*

| Multi=rule example |

Description

Outbound Connections (L f ) Inbound Connections

How Outbound Protection Works
Outhound protection matches trafic based on the referenced internal CA eertificate’s signature
algorithm type, In addition to any configured rule conditions.

8

\[, DECRYPTION EXCLUSIONS J,
— —

SOURCE DECRYPT RE-SIGN DESTINATION
Internal CA Download
A rule will be auto-created for the selected centificate authority.

& InternalADServer Associated: 2 Networks, 0 Ports
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PET (Wi, D ML
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Create Decryption Policy @ X

i ] A decryption policy is not required to only perform application or URL
discovery; instead, you can use TLS 1.3 Server |dentity Discovery on the
access control policy.

MName*

| Inbaund |

Description

Outbound Connections Inbound Connections

How Inbound Protection Works
Protect internal services from axternal attackers.

INTERNAL SERVICE Sl SOURCE

Internal Certificates
A rdle will be auto-created for each certificate.

] B et st pranece B

£ 1. InboundCertFacebook Associated: 2 Networks, 0 Ports

£ 2. InboundCertEverthingElse < Associated: 2 Networks, 0 Ports

Cancel Save
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