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DA A B0 b DN R A A 1) s 8] o B RS A5 SR DRAN A 25 0 1) amnp . cisco . com B, YouTube
it . A8 ARETT Lz b Aok i E DN 4 A

I Add Rule (2]
Name Insert
DND Enabled into Category v Standard Rules
Action
Do not decrypt v

Zones Netwaorks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available DNs + Subject DNs (4) Issuer DNs (0)

Q_ Search by name or value CN=*.amp.cisco.com H any

Cisco-Undecryptable-Sites CN=".".amp.cisco.com T

CN_.api.smartthings.com CN=*youtube.com Il

CN_.apps.apple.com CN=*yt.be u
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CN_.citrixonline.com
CN_.core.windows.net

CN_.data.microsoft.com

CN_.data.toolbar.yahoo.com Enter DN or CN Enter DN or CN | Add ‘

T ) DN ORI 214 55 LR URL UGHC, A58 BARCRE DU BEL L PR B A o
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* auth.amp.cisco.com

* auth.us.amp.cisco.com

* www.youtube.com

* kids.youtube.com

* www.yt.be
AT DN RENZ6 A LU AR URL #ANILED, BRI, i A VLES “ A#%” (Do Not Decrypt)
RN, (AT BEDCECIR]— A SRS A AT oAt e s R o

* amp.cisco.com

* youtube.com

* yt.be
BIPUES BIRAFAT LA, & RSN 2 CN (B, W8I0 cn=yt.be Hi43VLHALIE URL. )

Z o an{a{&E B SNI 0 SAN

% i K URL (1) EWLAG o0 2 IR 55 348 A FR4E 7R (SND o & i< fiTH TLS 8-+ (1) SNI i 44
%?‘é%%&@?ﬁﬂ‘]ﬂ‘im% (15”&[“ auth.amp.cisco.com) ° %E’ E&%%&Qﬁﬁﬁkﬁ/l\ 1P f@,ﬂlﬁii‘%%@
JITAT UE 5 I S ST 3 R I s (R AR N FA B I 4

WRAUE ) SNI 5 CN 8 SAN VLS, WFRATS7E S B A 51 () DN ZBE 4T LU i i SNIT. 4 5
%A SNI 8E SEBAUCES, WA TR AE S R 21 3 1) DN 2E47 EL e i A B UE S 9 CNG
WA E 3% IEP RYiB F ZFRFE R & TR &R

B AR B R H LR, ERATLLU N BB S w] DUl X s b Bk Ay 4k B 2543 13
£Z R A1 SAN.

IXUID BG5S - Firefox, {HIELAWNI YRS 228, A FFERFLL amp. cisco. com A,
1. (:I: Firefox W{XU%?U amp.cisco.como

2. FEN SRS, i URL AR A

3. %R £ (Connection secure) > E % {58 (Morelnformation).

O TR 2B A AR, 1 s EEAR R £ (Connection not secure) > ¥4H{E2 (More
Information). )

4. FEVURE BEXHEHES, MEHEFHIES (View Certificate).
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‘Website Identity
Website: auth.amp.cisco.com
Owner: This website does not supply ownership information.

Verified by: HydrantID (Avalanche Cloud Corporation) View Certificate

Expires on:  January 14, 2022

acy & History
ve | visited this website prior to today? Nao

I this website storing information on my Yes, cookies and 55.7 KB of
computer? site data

Clear Cookies and Site Data

Have | saved any passwords for website? No View Saved Passwords

Technical Details

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_ 128_GCM_SHA256, 128 bit keys, TLS 1.2)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. Itis
therefore unlikely that anyone read this page as it traveled across the network.

?

5 bl TIEBIEAIEE .
Certificate
HydrantID SSL CA G3 QuoVadis Root CA 2

Subject Name

Country  US
State/Province  California
Locality ~ San Jose
Organization Cisco Systems, Inc.
Common Name  amp.cisco.com

Issuer Name

Country  US
Organization HydrantID (Avalanche Cloud Corporation)
Common Name Y tiD 8 3

Validity

Not Before Thu, 14 Jan 2021 21:24:29 GMT
Not After Fri, 14 Jan 2022 21:34:00 GMT

Subject Alt Names

DNS Name  amp.cisco.com

DNS Name android.amp.cisco.com
DNS Name apde.amp.cisco.com

DNS Name  api-docs.amp.cisco.com
DNS Name api-visibility.amp.cisco.com
DNS Name  api.amp.cisco.com

DNS Name auth.amp.cisco.com

TE R LN R

® CN=auth.amp.cisco.com, ﬁﬂ%ﬁﬁﬁz DN ﬁﬂ)ﬂ\”%’ﬁ:, mMXEleEHL;Z (E\l]] SND IT_EHEO SNI
amp.cisco.com Z:I&{Hdo

o BLHCR AT RER (MR T B A AT

R
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'Tﬁ“lﬂ, %*&IT_EﬁB auth.amp.cisco.com, lﬁ{f% CN=*.amp.cisco.como %"&IT_EﬁE auth.us.amp.cisco.com,
Tjﬁa'ffﬁﬁ CN=*_,* amp.cisco.como

'f% CN=*.example.com ﬁﬁﬁl‘] DN 5 www.example.com IT_EHE, {EE example.com KILE?QBO %&Eﬁalﬁ‘]
A SNI, B AERE I Z& A A A AT P 4> DN

¢ @/T\Eﬂ%ﬁfﬁ@?ﬁﬂﬁi {ﬁﬂﬁﬂy DN Xﬂ’%ﬁ (Wﬂﬁﬂ CN:*.google.com) Ej(%[% SAN ]LEHEQ 'ff}ﬂ

DN %% (450 cn=x. youtube.com) MIAS & cn=* . google.com; N p— youtube.com A2 R
VLHC.

1Rk
JAAPIM

A LA# 5 SAN VLR SNIAZ4A, 4]l cn=+ . youtube.coms CN=youtu.be. CN=*.yt.be ZF,

o AU N AR 7 X A . #mT LUBREATUA # DN 548 F % DN & 75 A1 RN & 2 15
K EHBZUE .

ilﬂ 17 uJ\J]l] DN i)u)nu %14:

FERE L VLA CN Ja, 5 il

SURD N NS W/ (2 WU

* P4 DN

i DN A FR, K5 i iRin®){E B # (Add to Subject) R MNEI % & (Addtolssuer). G
hn2){EM#E (AddtoSubject) 4% . ) BEAE DN BRI, 15K Mbrfeer B e L. )

Add Rule )

Name Insert

Enabled into Category v Standard Rules

Action

Do not decrypt A

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN

Cert Status Cipher Suite Version Logging

Available DNs ¢ + Subject DNs (0) Issuer DNs (0)

Q, Search by name or value any any

oot |

Add to Issuer

Cisco-Undecryptable-Sites ‘ Add 10 Subj

CN_.api.smartthings.com ‘

CN_.apps.apple.com
CN_ciscospark.com
CN__citrixonline.com
CN_.core windows.net

CN_.data.microsoft.com

Enter DN or CN [ add | [ EneroNorcn [ Ad

* BUEEHT) DN X4

AT F DN A FRin (1) o DN St & 4 BRI

* BELEZ N DN,
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711§ i3 DN (Subject DNs) 7Bl #5i % # DN (Issuer DNs) B 5 (1) 7B h i X DN,
# DN (Subject DNs) 4 ¥ /1. ) #iA DN J&, fiiiiin (Add).
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Add Rule Q
Name Insert
Enabled into Category v Standard Rules
Action
Do not decrypt v

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available DNs ¢ + Subject DNs (0) Issuer DNs (0)

Q, Search by name or value any any

Cisco-Undecryptable-Sites
CN_.api.smartthings.com
CN_.apps.apple.com
CN_.ciscospark.com
GN_.citrixonline.com

CN_.core.windows.net

CN_.data.microsoft.com

CN_.data.toolbaryahoo.com ICN:'.ama.ciaco.com H add | | EnteroNor N [ Add |

AXERM
R Y HRA R

EIESNEIER A A
S5 LI o 5 SR o 5 VRS CA E TSR 1] CA TS KA 4 CA, SRJF A X SE 254 CA i
I I A 0 55 15
IR (A CA MEY AL AR IOUE TSR 8104 (CRL), WIRE TT BLRGHESZ 754 CA 275 LM I i
1.

Bn OfR CA S AEBERE P I T UE S #8_E AR 2254 CA IR SR, BHHR CA UEFS AT ] CA
UEAS e A0, SEHE LIRS I e ] CA MU S A5 AR e BEAh, A RCRAUEAS IR 2 AF L B D AR AR
MR CA RAGAERE, WA LUSVRIAE S 32 5t CA ISR P, A RA L
K Hofps

ARG, WS HZEEN CA XS,

AR QR a RIS, SIS ZSE CAER IR TR 2 A ZAEE CAUER, WERINE 1%
2 {51F CA %E ¥ Cisco-Trusted-Authorities 41 .

UK

P WRNARE S, HEREE DO,
PR 2 i sl ZKBE (Policies) > if7ia]#% ) (Access Control) > f#% (Decryption).
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SR 3 Ll kg 550 W () TR

SIE A RN (Add Rule) LLAS BTG s i), s sl 4m88 (4 LAGaiEaiAT i),

HIES LdHEF (Certificates) <.

IR 6 MNATHIEH (Available Certificates) H &4k BN INIKSZ (5 4E CA, W1 T J7R:
o BRI AT R I B 4R 5254 CA X4, 15 AT A FAIE$ (Available Certificates) 71
% Lot e T .

© SHRRAIINIZAGAE CA X GMAL, i niih ATAIER JIR L7 =2 fSER R for, &
JRBEAN B FREN R P B SRS N BN AT, LU RILRCHIN £

PIBT EEPENS, EHNEHIZAN S, EIERPTA NS, W aEAE, K52 £k
$1E 8 i AddtoRule GRMZEMM)) .
RBx ] DU HOE 2 X %

IR VSN E Ak S R

T—F 4
o BHUETIRAS Ml U A HAS N3] SSLAIN . A7 SCTRANME R, 1S 4L Ul TR I AT it & o

© WEBCE NG WS AE I E

WEFIRTS BN F 4

T HE B FREANIE PR A B, m] DUR R 25 5 IR S AFAEIL R SR ISR ILC i & . 7T LAE— M
W AEAF R B TOIRAS WRAE S 5 AR AT DT RS AR LA, IR D) 5 3 AR DL P
A LR A S IEAS RS RN 2 A o 22 AMIEARIRES A7 AE B R BEAT VL L RS R DL i e rp—
ANFRAERD AT S A A VLA o
BCE LB, N2 RE S e B A A A P o SO0 T, RO PR R e =, R
U S o 7

© WURENCERRE - AN, WER AT A A L I . S AT, i

X EA RS, A R A S O A R AT R RIE S A
o QORI E B IE R, IERIAAT h ot SR VF B A WRE B AU . S AT o, T B

&, PABHIE A I HES i .
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K5 E

WSIREHR “=Z” (Yes)

WSIREHR “E” (No)

TR IUEAS

WS B LU L BT

AEPY A TS A I B, IEDY EA
HATAE (Blhn, gmisA bR sy
ALY B4 A

 AEPTIEH TR e .

OB AR A R K B S5

HRVELNE R, 1S RFC 5280 5 4.2.1.9

I,

WK “HGREGEHY” 8 “fHa&i-H

M7 (ETCR. XL H AT LgwiE 2 UTC /B

[') B FH B 1)

HRVEANE R, 1S RFC 5280 5 4.1.2.5
.

o eV N A FRBE i A% X 511 RFC 5280
55 4.2.1.10 PR HR S SR R B4 5
X RESE T4 A AR IER S 7T A SR
FELEH D Re S 50
WE) T AZ LRI AR HI2E . OpenSSL
H RN S RE H S5 408 . DNS &8k, IR0
URI 257,

* WAEBWUARMAIASZAEAE, AT TR E

* WAEBMUAN UL dR e i i

UEFAH 2. LUR I 1 DU L :
* BARIERY 4
AR TR A&
« AL AR KA AL

N S Gt/ RR B R B E e2 S |
AR

* HARBRBIAT AL
« MAEFSZ G, aTHT e i,
* WIEBEAZ TR iE.

TR CRL

UE 413K (CRL) 284 . 2T

* CRLF “FFEH” 8 “ LR 7B
{HIERL

* CRL AR 4R
* CRL &iF .

o 2230 I0F CRL AR A . ALE B T R
CRL ¥ A I A 43 R A e R

« #£A4°3] CRL.
o ME—T] LA B CRL S3E 45 (175 Fl A VUL

CRL H k. VLRI TSI AL
o CNUREBT R LREHT 7B
* CRL HIHHRL.
« B
* k3 CRL.
* CRL HiiE45 ) FEAH VLG .
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| m=mn
wat gz &4

KiSHmE WSIREHR “=” (Yes) WSIREHR “E” (No)

Ik 55 s AN DL R 5528 A0 FR 5 IS5 25 IR IR 55 25 A PR AR 78 (SNI) 44 | IS5 38 44K 5 % - i i SR 07 1) 1) i 5
PRAILHEL, XA BER 7S Sl e 25 s A4 Fke | FRULHC.

PR, BOEE TS 0T REDUAL S AR, PR MU 3 B SR AT — YA
R AEAR SR IE T3 CA R ZERAG AR CA EFIAI ) CA TE 15 LA B IR CRL ARy 6 B30t 47 |
fleo SRJG, APKLEZ AT CA XGRS 1350 19 51T CA UETHIR.

EREN BEAN X4

RGP U] r) B AR A TR S IR TS SO RGBT . e T AN INAL 35 2B s S
EERIE e

)

AR ORRES IR . AR SO N BR e SUR LA

eSS4, AT LU BT 2R3 E 4 (Selected Cipher Suites) IR 50 N3RS F15%
SR . R SE M B AR DL T 25 i

* SSL_RSA_FIPS WITH 3DES_EDE_CBC_SHA

* SSL_RSA_FIPS WITH_DES_CBC_SHA

* TLS_DHE_RSA_WITH 3DES_EDE CBC_SHA

* TLS_DHE RSA WITH AES 128 CBC SHA

* TLS_DHE_RSA_WITH_AES 128 CBC_SHA256
 TLS_DHE_RSA_WITH_AES 128 GCM_SHA256

* TLS_DHE_RSA_WITH_AES 256 CBC_SHA

* TLS_DHE_RSA_WITH_AES 256 CBC_SHA256

 TLS_DHE _RSA_WITH_AES 256 GCM_SHA384

 TLS DHE RSA WITH CAMELLIA 128 CBC SHA

* TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA256
* TLS_DHE_RSA_WITH_CAMELLIA 256 CBC_SHA

* TLS_DHE_RSA_WITH_CAMELLIA 256 CBC_SHA256
* TLS_DHE_RSA_WITH _DES_CBC_SHA

* TLS_DH_Anon WITH_AES 128 GCM_SHA256

* TLS DH_Anon WITH_AES 256 GCM_SHA384
* TLS_DH_Anon WITH_CAMELLIA 128 CBC_SHA

F
233
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* TLS_DH_anon WITH CAMELLIA 128 CBC_SHA256
* TLS_DH_Anon WITH CAMELLIA 256 CBC_SHA

* TLS_DH_anon WITH_CAMELLIA 256 _CBC_SHA256
 TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
* TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

* TLS_ECDHE_ECDSA_ WITH_AES_128 CBC_SHA256
* TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
* TLS_ ECDHE_ECDSA_ WITH AES 256 CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA384
* TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384
* TLS_ECDHE_ECDSA_WITH NULL_SHA
 TLS_ECDHE_ECDSA_WITH RC4 128 SHA
 TLS_ECDHE RSA WITH 3DES EDE CBC_SHA

+ TLS_ECDHE RSA WITH AES 128 CBC_SHA
 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHA256

+ TLS_ECDHE_RSA_ WITH_AES_256_CBC_SHA
 TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384

 TLS_ECDHE RSA WITH AES 256 GCM_SHA384

* TLS_ECDHE RSA WITH NULL SHA

* TLS_ECDHE_RSA_WITH RC4 128 SHA

* TLS_RSA_WITH_3DES_EDE_CBC_SHA

* TLS_RSA_WITH_AES_128 CBC_SHA

* TLS_RSA_WITH_AES_128 CBC_SHA256

* TLS_RSA_ WITH_AES_128 GCM_SHA256

* TLS_RSA_ WITH AES 256 CBC_SHA

* TLS_RSA_WITH_AES 256 CBC_SHA256

* TLS_RSA_WITH_AES 256 GCM_SHA384

* TLS_RSA_WITH_CAMELLIA_ 128 CBC_SHA
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* TLS_RSA_ WITH CAMELLIA 128 CBC_SHA256
* TLS_RSA_ WITH CAMELLIA 256 CBC_SHA
* TLS_RSA_WITH_CAMELLIA 256 CBC_SHA256
* TLS_RSA_WITH_DES_CBC_SHA
* TLS_RSA_WITH NULL_MDS5
* TLS_RSA_WITH NULL_SHA
* TLS_RSA_ WITH RC4 128 MD5
* TLS_RSA WITH RC4 128 SHA
HHERL PR

o MRS I EA SR B, WA ERCE . i, s E A SR AT i
Diffie-Hellman (DHE) 545 #fi [ 1 £k Diffie-Hellman (ECDHE) % i &0 i it o A i b
TP ) R 2 L a8 28 U v 2 i S s

© WARAE I E SRR B S BT, WIS INBE S 40 P AR AMBUE % 5 5015 Decrypt -
Resign #AFHHICICA A B CA X G20 T B I A8 44 SR IUAH DL G . Bt SR )
WA EAR ST LT BC RS, WASIN AR ik 5523 IE 15 50 55 Decrypt - Resign ##4FAH]
RIKH CAUES AL T BCo WURAE MU UL T 284 LSRR AL L, D) SRS 2 4 b 2 £ LU
5510 W E T R

&R LAYE SSL AL (12553 B4 (Cipher Suite) £ i in—ANE 4 % iS4, (R d .

* RYISAE ClientHello XbFIA] A ZhIHEREE 44 B0 0F . BAE R G AT TZINN, 3 D520 i &
J 2 LLBHLAE ClientHello 4bFE . 45 CTEANME B, 1S USSL M

o FEAZFN] h VLA TR 2 - E#E R (Decrypt - Resign) Bifi2%F - 2 #1548 (Derypt - Known
Key) 8:4E, R RS TCi Al 2 A8 F 1 44 B0 0 n s (1 i

TS TS PFIN, RE%% 1) Servertello 1 B i R4S FEE AT DCRC S )
R, T 1] ClientHello K5 I B TS P43 AT IUREAORINY. 25 ClientHello 4
FUIR, 52 B4 M ClientHello W5 Kb MR RS2 S FEIOBFIVISF. {10 SIX 2 S BOTAT IR 2 1
BTSN, RARRBEATIL. MRRGERR ARSI, T2 S5
S

ARG TSR AR f 2 J ) 2% 14

] LB PEAE A SSL V3.0 8 TLS V1.0. V1.1 8% V1.2 INZE IR & T UCHS . BRSO T, AEf)s
KU 25 3 86 BT A Ui RROAS s G SR FE 2 AN RAS, W5 AT ART B e RRCAS AH G I 14D o 2 7 e #4055 12 AR D)
AHUCHC o ARAEFN AR I, g 48 /D e 6 — NI SUBUAS

ICTEAE AN Z A F I FE SSL V2.0 RGEA SRR AL SSL V2.0 I (i il DAIRCE Jovk
figp s B ERA TR SO VE LI iR T AN — A A

Wltn, BEFHIEFTE SSLv1.0. TLS v1.0 R TLS v1.1 ¥ &, iHI&W R s e & .

| U |
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Add Rule ®
Name Insert

‘B\ock old versions | Enabled below rule v ‘ | 3

Action

| ® siock -

Zones Networks VLAN Tags Users  Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS V1.0
TLS V11
TLS V12

[] msvi3

‘ Revert to Defaults

fREE A $R1E

PUR 23801318 s I w] FH R4t

FRE RN mmisiR(E

#5427 (Monitor) #AEANREAVFEIEL R . M, ERIEH R mBERE HEIdx, MASHIE
IRET AL P RC AU . RV R MU A6 UL AT, A2 & 2% ClientHello Ji B .

ARG G S RE AR CnRA) SRILRC R, DA E e BLIEIS RS izt . PrULRCrss
—AME “HEAE” (Monitor) KU E R AEATIE— D BRIl I R AR IR RSN, R g At
ERINBR AT o

BT MR MU 322 H R B ER M S, DI R GE s H 3R 32 I P B R A R Sl sk

#I] Cisco Secure Firewall Management Center (4l 75, 1 JC 18 5 Ab HE 120 42 ¥ U Bl ER O ERVE I H A&
oS T

FRZE AN A AREIRE

AR AT i I E I, DU I ) 47 SR (R U AR B A AT VRAS o ol T2 2 )
TR 2 R ZER I P, R A T e S D IR E . AR GETE 200 N T AT IR
N s PR L 1PN B LR R

AR W A £ DO D R,
© VEHAE IR E TLS/SSL it .
* i ) LUE AR A
« BRI AR E (U Windows Update) 1] BAHR KT 3l 25 o
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o REB S EE TLS/SSL B, (BLFEE RN v AEERFT B D) XA
=B, & (Cisco Secure Firewall Management Center & PR 55 ) P 3 78 e i AF 7 B 2
Ko

ARG R, TS P ICTEMR 3 U BRI AL B 15

“RERE” M PSR PR

fas ] AR FRAE s Sems A 52 o IX BB AR Ay URL i€, /TRl Talos TR SE Hro HHTE
TR IR oA, XLy A a] ARk H 32, i el WHFTE AEM S B R. 52k
AN FET AR, SR BARBATS AR B A SuE URL R 982851, (HIXJf
AT TR REY: o AT SR AN AT 038, A7 2e s m] BE 2> 2R Y.

G AE AN A AR sk FEAE FH 200, Ak G oM s i s ln,  “ARBRRNES 2% AR A
Jilp 21 £ 3 B FATE WebMD 33

LR &AM RIS ), e nl DA I “fde” F1 <P RAIM M, {HRFE% WebMD
FEALFT A W . B REEM A — G, 150 4 TLS/SSL s rEm] , 55 2 7.

Decrypt m

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings

+ Add Category + Add Rule Q. Search Rules b
Name Somcs Dest Zones By Dest Networks VLAN Tags Users Applications Source Ports Dest Ports Categories ssL Action

# Zones Networks

Administrator Rules

Standard Rules

1 DR 1 DN selection * Decrypt - P
Resign

2 DND Health and Medic Do not decrypt # W
— Decrypt - P

3 DR for all other traffic Resign s

Root Rules

Default Action Block

N

AR OAZDK URL IS N PRI, 5 22 AR T A 000 ol 32 ORS00k B LA s s L 2 (g,
Facebook Message &Y, Salesforce) o 1 KVEANE S, 18 S [ i BN FH 32 ) 1) e 12 S B8 o

fRZE A BR LE$R4E
RIS RAMIRSL DL F A B
 BRLIE (Block), BEBRETTE L FER:, AT SHECE /i K

BT SN AR W%l f i TSRS TR BHLE . AT S, BT e s Bl P I 5k . 4
SRR, I G R B LR T

* FRIEFEE (Block with reset), UL#Rff T2 EIFHEIERL, 20 7 il 0 as A -

| U |
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mEan |
| EEE G

ARSI YNER O EE, (ERIEWIRMKERN.

BT ERBhEN I (iR BB R ORAE(E T BELE (Block) BBRIEFEE (Block with reset) #:4F, [
HEB/ASHER TR E. W6 B A LE (Block) BiFE1EFE & (Block with reset) £ 4F R,
IZFUTE 224 DRI AR A N B e BB Y G (i 5D B2 1, T SRS 2 i 25 70 2 ) 550 Wl /s e 4

(=)e

FRE RN R 1R

Decrypt - Known Key 1 Decrypt - Resign £ 4E 20 N2 i s Bb AT AR5 . R G0 U 1) 45 R A 2 i
B . V7 I N AAH [y AR B A R I (i, A8 T LIS 22t KR A R B
FHAG IR NAZ 28 SO BOB R . REGAER SUVFRITR AR 3 20 3L H AR 2 A &K TS5 n

o

FEBUAE R A ZAFARUEBAUE AU (CA) FEF AR i . XA LIBT1EInvalid | ssuer S 7R 7E IS
PRE “SSLAEARREE” #1h.

HRIWINZAEEX R VGG S, 5SS 2 GBI AN N5 .
FREES: TLS 1.3 Rk,
HxER

TLS 1.3 fift 2 fefh 5k

1537 TLS/SSL f& 14 /iniR

PLUR 380 18 an el Wi 4% TLS/SSL IR A

—!=—_ A3 5'; o

1I=| l%\-l‘-l_ﬁﬁaﬁ
WERA B RGIEAT BRI, EWNSFE B LN HEES T EORON . T ERERAR B RE (R R A& 8T 2 i,
JT LA 2 5 BN HERR (KX 26T Bt &2 2 53 K. PRIV_KEY _RECV Fil SECU_PARAM RECV il
WO ERE, 4% B8, CONTEXT CREATED Ml CONTEXT DESTROYED il %#% 5 hiss s A

PT343 A %
> show counters

Protocol Counter Value Context
SSLENC CONTEXT CREATED 258225 Summary
SSLENC CONTEXT DESTROYED 258225 Summary
TLS_TRK OPEN_SERVER SESSION 258225 Summary
TLS_TRK OPEN_CLIENT SESSION 258225 Summary
TLS_TRK UPSTREAM CLOSE 516450 Summary
TLS_TRK DOWNSTREAM CLOSE 516450 Summary
TLS_TRK FREE SESSION 516450 Summary
TLS_TRK CACHE_FREE 516450 Summary
TLS_TRK PRIV _KEY RECV 258225 Summary
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TLS TRK NO_KEY ENABLE 258225  Summary
TLS TRK SECU_PARAM RECV 516446  Summary
TLS TRK DECRYPTED ALERT 258222  Summary
TLS TRK DECRYPTED APPLICATION 33568976  Summary
TLS TRK ALERT RX_ CNT 258222  Summary
TLS TRK ALERT RX WARNING ALERT 258222  Summary
TLS TRK ALERT RX CLOSE NOTIFY 258222  Summary
TCP_PRX OPEN_SESSION 516450  Summary
TCP PRX FREE SESSION 516450  Summary
TCP PRX UPSTREAM CLOSE 516450  Summary
TCP PRX DOWNSTREAM CLOSE 516450  Summary
TCP PRX FREE_CONN 258222  Summary
TCP PRX SERVER_CLEAN UP 258222  Summary
TCP PRX CLIENT CLEAN UP 258222  Summary

BAHE I TLS 1.2 MYESEME T LA R i 88% . FATAL B{ BAD 243 1] e 26 WAA7 A0 ju) {5 {HJE,
ALERT RX_CLOSE NOTIFY W] IE%# .

HRVEANE B, 1S RFC 5246 5 7.2 17,

TLS TRK ALERT RX CNT 311  Summary
TLS TRK ALERT TX CNT 2 Summary
TLS TRK ALERT TX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX IN HANDSHAKE CNT 2 Summary
TLS TRK ALERT RX WARNING ALERT 308  Summary
TLS TRK ALERT RX FATAL ALERT 3 Summary
TLS TRK ALERT TX FATAL ALERT 2 Summary
TLS TRK ALERT RX CLOSE NOTIFY 308  Summary
TLS TRK ALERT RX BAD RECORD MAC 2 Summary
TLS TRK ALERT TX BAD RECORD MAC 2 Summary
TLS TRK ALERT RX BAD CERTIFICATE 1 Summary

RETHHEHER RGUEHR . XA IPIRDLE W RS ENER. BY _PASS tH At i A4 il
AT B ARAL B BRI 5% (Snort) EFE (FEBATHiztr) sNIAL IS0 . LU Bl ot 17—
LeR IR T KA .

E24 0 s A o . BAF AR B8y, 1518 H A2 show counter sdescription |include
TLS TRK

> show counters

Protocol Counter Value Context
TCP_PRX BYPASS NOT ENOUGH MEM 2134  Summary
TLS_TRK CLOSED WITH INBOUND PACKET 2 Summary
TLS_TRK ENC_FAIL 82  Summary
TLS_TRK DEC_FAIL 211  Summary
TLS_TRK DEC_CKE_FAIL 43194  Summary
TLS_TRK ENC_CB_FAIL 4335  Summary
TLS_TRK DEC_CB_FAIL 909  Summary
TLS_TRK DEC_CKE_CB_FAIL 818  Summary
TLS_TRK RECORD PARSE ERR 123 Summary
TLS_TRK IN_ERROR 44948  Summary
TLS_TRK ERROR _UPSTREAM RECORD 43194 Summary
TLS_TRK INVALID CONTENT_ TYPE 123 Summary
TLS_TRK DOWNSTREAM REC CHK_ERROR 123 Summary

U |
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TLS_TRK DECRYPT FAIL 43194 Summary
TLS_TRK UPSTREAM BY PASS 127 Summary
TLS_TRK DOWNSTREAM BY PASS 127 Summary

EAREIRITER

HORHF R TS R R . IXSSTH R AR IR WIS AT R GEh NaE B B %L T 0. LA R filFl

T NECI N AP A

> show counters

Protocol Counter Value Context
CRYPTO RING FULL 1 Summary
CRYPTO ACCELERATOR CORE TIMEOUT 1 Summary
CRYPTO ACCELERATOR RESET 1 Summary
CRYPTO RSA PRIVATE DECRYPT FAILED 1 Summary

RING_FULL TH#S AR BORE R v s, (R R 8 h s ot v i # i e
ACCELERATOR_RESET it #5857~ TLS I it ERE 24 R MOR I IEs, A ERE S A R Mo, 3 850
BRI, B84 ACCELERATOR_CORE _TIMEOUT #1 RSA PRIVATE DECRYPT FAILED

A B T
TR ] AT R R, AR TLS nss i ( 5¢ config hwCrypto disable) FFHL& AR TAC Skl vk
i) 7

)

AR 0] LU show snort tls-offload Fil debug snort tls-offload #ir4HE47 HoA iR . A clear
snort tls-offload #7414 show snort tis-offload #4H fsfFF S i &,

Xt i 2 RN AT R RS HERR

DS N e pity ARG b B s {6 1

XF TLS/SSL 81T A

TLYSSL #1228 W & i % TLS/SSL it & R A . (T2 & & & nl fE <13 TLS/SSL 1T
HH, B SCRE TLS IS s (1) 52 55 6 % A4 A T e 10 5 5Ot SLREAT Ab 2

JARIT TLS fns sk (152 8 B AT I, 520 B 4 (A 2ol B AHR s it s S 1) JT 3%
R RIRAE B F SR U LA T AL 2

o QRABRIAFRATE
* AN

* BHAE

* BHIEIFEE
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U P SR 1) JOIR AR RORAE P 1B TF SRR BCEN RRRE ,  HLAHICAOUS 1) 22 HEng e B 0 A
i, W EakAd; HEWE A k.

Xt TLS/SSL #8 1T R FtT M FEHERR
WERAE 325 8% CJF M TLS Issnidt, nl LEFERTFF, DU E B Wil 8] T SSL T
o S 254 SSL AR S ARSI BNE R F TR AL .
FiaZ |l

o BUE A a RS NS, Horb RS e Fe A R R RYIR4E (Undecryptable Actions) Ll - [1)1E
F4&iR (Handshake Errors) (3 H .

HRFME R, ESREE TS W rEOA AL,
* 2 SSL MU JE F H &id =%, @ Cisco Secure Firewall Management Center 1 gl Jiir b5 15157 BE Y 28 27
PR ¥R A IS MR H g S T R S R SR A BT IR

UK

TR WG, TR B,

TR 2 KK T > EHE > B

T3 PdnEREM4RIE.

SR SARERRERERESIT N x, W2 E SSLFFREM SSL RtH B .

SSL
Statu

PUR 78] Bos an ] a3 B2 h AR vh s in SSL SEBRIR1E. SSL EBiR. SSL itrE. SSL mHEE.
SSL SREEAI SSL #M%. CEFEXIEHER “ZEH 517 #8455, )
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All Columns

b e B e R e

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

Q3

S5L Flow Messages
S5L Policy

551 Rule

(<]

35L Session ID

‘ Cancel

¥1)4% (Cisco Secure Firewall Management Center #BEFR RS ) w1 JEBE AT 2 A W5 R SH0F 7 B g1
Py 5 0 o

LIES il Apply.
TLS/SSL ##iT it SSL 4R 4 1 ] ERROR_EVENT TRIGGERED fl OVER SUBSCRIBED [I{H

R
FHIB6 WA P TLS/SSL T, E8RANZE R LA Firdz—:

g #R

show counters R TCP_PRX BYPASS NOT_ENOUGH_MEM
HMEBOR, 5% R B a& T 3125 2 5 K] LA
YN SSL At e 2%, S F AR RREHII LAk AY
DS A I o

show snort tls-offload W BYPASS NOT_ENOUGH_MEM [R{E %
Ko VEH BN B A5 T2 30 2% 1 K IR T LR gl
SSL Uit I %, BRAY FH AS B 2 A0 0 AR AR 56
AR N T

xF TLS ' Bk
L6 R F 4 RFC6520 & X IAE S 2 24 (TLS) A AL i )2 2245 (DTLS) hsl ) TLSO Bk 2

SSL Lok il I A ERE AT BIPRES - 20 i ml R 55 4 BB i e 7 1 B i, R 5
I IRBEMA R o W SRR R R, A3 T A R
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s 1is opkit s

A 1 TLS I g (652 B4 1@ F ] SSL R INE 5 4 e Bt 245 B e h AT i s 3
W (¥ T A R BB H MR B SRR (1 BB T 1 E (N354T -
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