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Inside Switch
_a—

Load Balancing: ==
PBR or ECMP 2

[
eth0/0

eth0/1

eth0/2

eth0/3

grgmun [

Outside Switch

= Load Balancing:

Node1/Control

@

inside elh1f2 ~

10.1.1.1 (main)
10.1.1.2 (local)

Node2

inside eth1/2

10.1.1.3 (local)

Node3

inside eth1/2

N

eth1/1 outside

eth0/0

fj(lq 165.201.1 (main)
209.165.201.2 (local)

LYP cth1/1 outside

eth0/1

e 209.165.201.3 (local)

eth1/1 outside

1 °C o) 1 eth0/2

10.1.1.4 (local) 209.165.201.4 (local) etno/2
Node4

inside eth1/2 g P <th1/1 outside .

10.1.1.5 (local) $205.1652015(ocal) | 1

PBR or ECMP

xR

BT REEHIER

DI %N ES

ANSCREER 2 JRRS X LUK M8 TE

{E RS2 1S, AEAS s A 2 VAR AR B U TP kRN MAC bk, 6T 560% (1) 1% 1 (PBR)

PR Ik RO I RP

MR AL PBR H Ay B 780 A AT R SE Rl vt A1 U A sk o7 vk
PBR i3 i B LS AT ACL A HH 6t oo o S IE 4R R IR T BB A 2 T) =3l &) it 6o

T PBROZHEFAH 1, DS ATREAT I JC TR S U AR ) D B R . O T 3R A e R e LDU’J“EE

‘E PBR %,

BEE BB R .
K, WEZH LU URL:

DI P e B i 0 AT 3R [P0 0 5 1) 38 [ — Al 5 0
R dids, A0 SR ER (1 ISR} 10S PBR RN SEELUAR -

B, wREE &8
R 10S X ZFRERTTH ICMP ping M4
SRJ5, PBR WIHMHERRE BOUWMY A i nT U i) Mk i B FH B i . A OCTEAN(R

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white paper09186a00800a4409.shtml

12K H

ST L VR, B U $2 R OR B B O IP HBENT MAC Hilik. 5540 2 B4 (ECMP) i
Hi2 Bl B T ik

R C AT ECMP I Ay 8278 70 A BT 10 6 Rt e, AT T U I vk
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ECMP i i1 o] DUB S # i br R0 R I 22 4 “ Il e 8ditl. €19 EtherChannel —F¥,
R A 5N H e TP ik K2 /s H i 11 1) SO MEDRS Bl B AR IR — BR . W ORI AR I e
T ECMP Bft, W Bl i dichs o S 808, W RARSAE Al izt iy, AT ke S BT AE FAiit
Ko DI, WlRAG T ER A b, 105 55 06 BLAE AT A it A DO g, B SRR . FRATIE N
A Zh AR it B BORES IR BR %y, AESXPRIG DL T, RS JiIC B 6 BV B A A2 I\ B2 %
Hie

SRR HI TR

FEANTT UL — AN O A SERER HIBE I ) VXLAN (VTEP) # 0. 5% VXLAN FUPE4HME &,
HZEE VXLAN #1171,
VXLAN Fi% 8 3 &5

VXLAN P18 285t (VTEP) W% AT VXLAN EHERIfRS . B4 VTEP 7 R 285, — Az A
REFUFE TR VXLAN MZEFRIAST (VNI 2005 DUAFR A VTEP Y L B 0, HT8 VTEP
Z[HJ ) VNI 2 bR TE . VTEP Y5 DSR2 4 1P M4, dE1T VTEP & VTEP 115

VTEP iF$ 0

VTEP J5#z & — AR LS VNI $2 LA DG Mthreat defense virtual #2101 AT LLRE—>
VTEP J54% O BN AR REE hsE M . JRie DS g0, DB IEE Bl s B . 44 VTEP
PeOAEE—F W LA —A 1P bk, AN 5 e A ik 2, O H RS SR s il i 2
1,

VNI 0
VNI 2 28T VLAN 4210 g — MR, el bRl SEIL M SR s egn e P Pz 1 b
M. BHAERE A VNI A VNI EE DR R — 7 B E#AG— A 1P kit

FHEE{K VTEP

53581005 B VXLAN H 1R 5> VTEP X 454A A H],  threat defense virtual 221 FUVFIEICE 2 4>
XA

SR R ERNHE

SR T B I U e LG P A R A S U
PR 4

o P RS .

* BCE R

* IBAPROUE A .
Hepfe i 4
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S A2 FH A7 B R BN s SR AN S AR 42 1 A 77 B

Threat Defense Virtual &£ 2% 8415 A] i

154 threat defense virtual SERBE K45 T B 0 P A 2 VFRTHE. RAVRR SO J9F 45 A8 P 4
[ CPU A7, WIS EAI AT 1 2 LOPERE, DAV RS R IR . 7t 2 s M 0
SRBSA SR, DME TR

ST LIS T VF T E AT B MRS, AR AT A MBI, TN ThRE, SRR A1
2 A MR VAT . 2 RET RS AR B 3 AT T VF T E

KRB SR E] B RO, 0T DU T T SR T RV I RV R BT, KB
R IE AR SR R TR, P S I VR T T SR S MO A T A R
(£ > YFATIE > WAL ATE > MRV TIE g% > R E B8 > S8 > VFANE MRS SR
VAL,

\)

AR WURAE D AR OFETHEEETI BT 2R TAERE, CAEVET A B i, SAE
K SR T SO B AR B B T WS DL SO VAT B 2 S BUTTA Bl TSR B AR
R PN

Threat Defense Virtual E£2¥ Ay =k FORTIR 514

BSEX
* FTDv5, FTDv10, FTDv20, FTDv30, FTDv50, FTDv100

* VMware 1§, KVM

* {¥ Cisco Secure Firewall fi4s 7.3 X HA L, 2x2 BT HELZ X4 M E. B2 UERE
GEN, FE BV HZ 0T LB E PN B B 8 LS .

* {F Cisco Secure Firewall liA 7.4.1 XEEMA L, ZFF4x4 BCEMERPHREZSH 16 M A &
w2 Uik EAENL, AN 2 DU B B 18 s .
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RRfag
* EHLG
* V) BB

o PERE G

MR FNER K
SRR K T A B

o MUK EETERS BIRE RS A F LIS o« 4525 threat defense virtual i, wJ DUE 3 E

"DeploymentType": "Cluster"fE Day 0 B & H 8 H BT . S0, ZEEBIE R HE i RolE
WE . TR A S RN R RE A

* X7 KVM, U CPU R#4r X (CPU [#5E) .

\}

IR R KVM ENLERETE VM B EE % CPU.

o WAAER—AMEREZ o FATEBON I A1 sl T AH IR (K CPU A A, 75 T A 19 L
PERERS 52 2B, DAULECHE BE AR 1Y 5

o S AMEF B L7 ) BRSO R

« RTEWURTHRRT LISL, I ATE AT S A IR BE . SR T 2.

o WA

o WAHER 4L

o A LT AL B AT T 1 22

o PRI AR ECE AT Z LIRS GRS AR RIS RE R L 537 50 .
o MO SORFCE AT VPN. B 5T A 3 ] VPN

EEdL B
o B OR B EE AL NTP RS 28 BB N T A BRI 3 ml Uy im) IR v SR S5, SRORUEIERAIM IR 2D . 2R
INEBL T, threat defense virtual £ 55 & B A R ) NTP IRZ5 8% . WR ARG T A R A L
(s TR 52 B o AR TRD, DU eT LA Bl AR R
AL EX
© S SE RS LN E o PSSR . A O B B AR R R g LV BCE T ER CEED 1

MTU. BOATEOLT, SRR MTU Sl B0 RO 1 i 154 747 WERASHRBLY
MTU AVLHC, TSR TE ek R
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Threat Defense Virtual £2 2% 844 .

Threat Defense Virtual &£ &£ 15 £ N

= AT A4

SRS R =T

IPv6

R R B AT AEAE ] IPv4 A 52 3 FE

oAt AE

o MR AT RGN TSRS (s s i EtherChannel #2111, J3 JH 522 F threat defense virtual
B S InAS AL LATE R VSS B vPC AEAHE BACE 1P Huhk s O HL S, SR
ARG B D fe,  FHA5 F 230 40 S0 G ma i e I 9 . 3R 4 e s HRE e 2
[0 B P e es Jm,  S8mT DLEDR R 4 L s A RSk & e .

o KA NI BB SRR B RTINS A I, AT BRI I T Mt/ T RO TONAT
o AT, EFFMEEE O HERER; B, E5F FTP K FIN/ACK ¥fli Wi FTP
R . AEUTEOUT, R EUEE AL FTP .

o TR ) TLS/SSL &R, fRFCIRAAFL, WAGERPrA & RN, WS FERS . &
TR SR . R RIS CEATILE “AMg” D AZ5em, JF HATEL
IERR .

o AT RIS O I VXLAN; H A SR H 8 % 2 £ VXLAN.,

EHINRE
« ¥ B4R cLACP 248 ID HARGAEHERIA R 1.

« BRAEOUR, SRR ROV A I REAL TR APIRAS, OREFINTADN 3 80 BRINIE UL, fEPTAT &
H R T RIs AT IR B A%

o MIT S AR i SRR P R B TR SR A B SR I AN DI RE N BF 5 70 B2 il e BRI
o FIT R At i) el 1 RO SRR A S BB I DR N 5 5 Bk 3 ok, MG IR B E ol 2.
* X HTTP i, BOARHT 5 PP AIER I ER .

fic & B A B it FE P BF &=

FLAEH2 threat defense virtual JG L EEERE, 1HPITLL NS
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B sesrnzemss

BIZERMEIEE PO

elfER =2

FERCEARAF Z AT A B RN R L SRR R B dS oy B E O BRI B4

UK

HR4E Cisco Secure Firewall Threat Defense Virtual A [ 35 5 w5 & 6 N ERETT Ao
EREP T

o DAIIUCABETEPS BRI IS FH BT o« 5528 threat defense virtual I, 7] DAE IS ¥ &
"DeploymentType": "Cluster"fﬁ Day 0 @EEEPE{)% E'P)ﬁfﬁ%’ o %WJJ, ﬁ:ﬁﬁﬂ%ﬁkﬂ@ﬁt#(%ﬂz
W, R DR R S RN A R T R

o XF KVM, W4i{# ] CPU 4y X (CPU [H:E) .
ER MR KVM EALER AT VM ¥ E b & CPU.

REREAN T R ) — SR P R R S e A A N 21 A5 B APy

TS DA S PR B i I 2] 4 B . 0T LG 5 AN B AR AE, RJR R R InE 2
Wle AR IN B N BB IOIAABEE (VFRT Ui P RISk ) R Bl sl T AT SR AR T s 4K
TR AT SR AE I S PP 4 R

M B F A B AL T .

FiaZ |l

RO RE SRR, DN SE 28 RS AT E . R CRCE R ThhE, PR
MG, Flan, AR OSSR DR (I BVD _ERCEATAT 1P uhik.

UK

e % (Devices) > & & B2 (DeviceM anagement), 4R /5 FEiRA0 (Add) > R ANEER% (Add Cluster).
HILRMNERE [ S (Add Cluster Wizard).
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| ABEHEMBEENREE

nizez [
1 RIS #E RS
Add Cluster Wizard X
o Configuration 2 | Summary
A Create a cluster for supported models. Note: For the Firepe r 4100/9300/AWS/, /GCP, use the Add Device option.

Cluster Name*

‘ cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*

‘node1

VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*

‘ 10.10.1.0 / | 27 (30 addresses) 209.165.200.224 /

Cluster Control Link* VTEP IPv4 Address* Priority*
| GigabitEthernet0/7 ) 0.22° 1

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Add a data node

SRR 2 PRl R € SRBE B FR (Cluster Name) Al 5 43 I iE SR 8$ % $A (Cluster Key).
« SEBE AR (Cluster Name) - 1 £ 38 74 ASCIL 745 .
o SER¥E4A (Cluster Key) - 1 3 63 NP4 ASCI F45 i . SEB#24A (Cluster Key) i H T4 1k
Y. N AR, ARREBSIRS TR A R AR, SR 2 LR S
Kk,

PRI AN TEHT S, HITL N R

* T (Node) - IEFE T AR EAF A FEHITT ni i 2 B L TR BERREIN, B E Rt
IESIE S N Y eGP WSk iU R E DS

| wmazrEmpmEnnie 1
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M= DEMmEEMEE |

AR e s s e e (O EiE bR A B R . 0%
SREH BT A RE, R, SRS PR B R AR, T
& 2: Bt & 9] /it

Configuration Issues

Incompatible Smart License(s) - AnyConnect APEX
configured on node

o

@ node device deployment is pending.
Close

LRk EIR IR, IR A ORI VPN VFRTIE, R AL BE O T SO B e

* VXLAN REFRIAFF (VNI) M4 (VXLAN Network Identifier [VNI] Network) - 24 VNI M £% 45 5&
IPv4 [/ AT HE IPv6. $55E 24, 25, 26 5% 27 /. TP HulibKs o 1 500 RO 4 2% 1
ARSI . VNI S SEAEBE VTEP M4 L3217 10 025 HE 0L 0 2%

* EEEHTHI 5 (Cluster Control Link) - b %2 H] T AR THE I BERR A BB 1

« ERIBFE LR (VTEP) M4 (Virtual Tunnel Endpoint [VTEP] Network) - 443142 11 24 45 i
IPv4 T %A SCRE IPv6. VTEP W48 5 VNI SN, &4l HI T BRAR T 47 il B %

* VTEP IPv4 #tbiit (VTEP |Pv4 Address) - I Bk F 23878 VTEP M4 E 155 — ANk,

« PSR (Priority) - BEEFEHIT AUIEREHIMEAT SO SE SR RSERIGME A 1 £ 100, o1 45
e RIMERCKAL S R AT S0 T 2, 5 R U NT AR, T R R 1 Ay i1
=

SE4 N THRIESS (MR , SdRmEEET A (Add adatanode) DI 257 I E SR

BT LU P2 Y ROl ST, DA PR AR A S I B, AR AT DASE RIS I BT AT 9 e AR
AT A DU A

* 55 (Node) - EEFZLR N % .

AR e i amsnm s e (O bR, AR I
SR SRR, AR, ARG TR R BT AR

* VTEP IPv4 Htblit (VTEP |Pv4 Address) - I BORr A 2378 VTEP M4 E i)~ —ANHhbk,

- SR (Priority) - e I AE BT AR SE . RSO A 1 B 100, 0k 1 ik
e .

FIES S, AEHE (Summary), R HRTF (Save).
BBES | PREFP I B S A B RET . 5 PRGBS T 4R B hIBE R 1) VXLAN #2110,

B A B =REBHE AR E
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A TR SR TE B & (Save) > B & EIE (Device Management) Ui F;  JEFAEREn A B HERET A

3 REE

ftdcluster (2) 7
Cluster i

172.16.0.50(Control) Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Detault AC Policy
172.16.0.50

A 172.16.051 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51

T IEAETE Y 2 s b o

4 TiiE

.. fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3

172.16.0.50
B‘\?Z.‘IG.D,S'I Snort 3
172.16.0.51 C

fany U 5 @A (Notifications) FIFRIFIEFE (£ 55 (Tasks) >R MR85 Rl MG Ol &
L SRR R WS SEE “AEREA M (Cluster Registration) ££:55

Deploy Q Ge I+ @ adminv

Deployments Upgrades @ Health Tasks ‘j Show Notifications
I
0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

SRR W AR R () BUERER T RE.

K2 HOBC B AT DUNH TR, 1 ANE AR B0 e BT, P LASE e AN 1Y R s 24 K
H e B AR R

$IB T 71 &% (Devices) > & & B (Device Management) > &8 (Cluster) iz, Al UAEFHERKER
(General) F1HAh % & .

wmazrEmpmEnnie 1
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[ 5 REFIRE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster ~ Device  Routing Interfaces Iniine Sets

General rs
Name: fdcluster
Transfer Packets: No
Status:
Contol 172.16.0.50

Cluster Live Status: View

Security Engine

Intrusion Prevention Engine: Snort 3.0
Applied Policies ’
Access Control Policy: Default AC Policy

Defaul Prefite
Prefilter Policy: Default Prefilter

Policy
SSL Policy:
DNS Policy: Defauit DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

FlexConfig Policy:

HZ U E R (General) X I (1 DL B2 BEHY & T -
« B (General) > Z#R (Name) - lid Ay 4RiE (4 T UERE R4 MK,

General

MName:

Transfer Packets:
Status:

Control:

Cluster Live Status:

WIEBLE AR 7B

FAE =R BEELIRE S

License

Base:

Export-Controlled Features:
Malware:

Threat:

URL Filtering

AnyConnect Apex:
AnyConnect Plus:

AnyConnect VPN Only:

Health

Policy:

Advanced Settings
Application Bypass:
Bypass Threshold:
Object Group Search:

Interface Object Optimization:

M= DEMmEEMEE |

3000 ms

Disabled

Disabled

ftdcluster

No

A

172.16.0.50

View
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nizez [

General (-]

Name: | ftdcluster |

Transfer Packets: ||

Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —

Cancel Save

« M (General) > BF (View) - i EE (View) B LI T ERIRZS (Cluster Status) FF1HE o

General Fd
Name: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

W EEBHIRTS (Cluster Status) X i HEH Al 18 23R (Reconcile Al LA F B M0 F G .
T3] AT A ping AR HIBERS . 18 S AR BE R FIAT Ping , 2B 35 WL,

Cluster Status Q
Overall Status: =l Cluster has all nodes in sync
Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
> In Sync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021

| wmazrEmpmEnnie 1
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B oze:

o B> WS HERR- AT LU B B R 1A, B UE R AR CLL. 15 P ek AT s

HEBR . 5535 T,
& 6 IS HS

General e
Name: O clusterVFTD

Transfer Packets: Yas
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

PR /£ R&E > IREEE > R&E L, WA BT R RS b b AR P I RS U FIC B DL T B

B 7% &R E

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster  Device  Routing Interfaces Inine Sets

General /3T System ec Health

Name: 172.16.0.50 Model: Cisco Secure Firewall 3120 Threat Defense Status:

Mode: Transparent Serial. FJZ2512139M Policy:

Compliance Mode: None Time: 2021-12-22 19:39:13 Excluded:

TLS Crypto Acceleration: Enabled Time Zone: UTC (UTC+0:00)
Version 710

Device Configuration: impor Export | ((Download Time Zone setting for Time based Rules: UTC (UTC+0:00)
Inventory: View

Management s Inventory Details c

Host: 172.16.0.50 CPU Type: GPU Ryzen Zen 2 2800 MHz

Status: CPU Cores: 1CPU (32 cores)
Memary: 34335 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: NA
Chassis Module Number: NA
Chassis Module Serial Number: N/A

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

* HM (General) > &FR (Name) - Wi A 4wt (4 SESUERFAUL BB K.

General 0_'1'-'

Name: 10.89.5.21

Transfer Packets: Yes
Mode: routed
Compliance Mode: None

TLS Crypto Acceleration: Enabled

172.16.0.50 -

o
Initial_Health_Policy 2021-10-30 01:21:29

None

B A B =REBHE AR E
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WIFBLE AR 7B

General (2]

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« &2 (Management) > EH] (Host)- W1 K 7E & B & B 00 T4 BE TP bk, WA Z0AE 48 Bl
HRVCHRCHT I HuhE DA EE TP Mk vs ) 2% R % . et FE R, 4niH &8 (Management)
XAk R E M, (Host) Hudik, 4R 5 #0580 % .

Management @:ﬁ?

Host: 10.89.5.20

Status: v

FERO WERAEAR A R B (K5 50 T A8 B A, DR R s AT SR i, AR TSR
P AR KT o T 25 1) S P BT JA 30 B4 o

WA ZHR TR, ] DLk X5

P TR T2 I B e U B S 0 2 i, DR B A 4 o) i 5 2 R A 2 N e /NI B A D R B
TR IFAY (100 F715) A VXLAN FF4Y (54 715D o BRI, MTU S8 E b i s ddE
I MTU (BRIACK 1654) 155 154 AN W a k£ 10 MTU, 1755 06 [R] B 358 O S 42 ol e
% MTU. filan, T5 Ak MTU b 9198 “#5,  DR i my £ 82 11 MTU 1] LU 9044, 4R
BEER TS LBEE K 9198, iES ML E MTU.

IR ORISR AR R BERS B SS B B IR CEmD fIMTU; A0, SRR R

wmazrEmpmEnnie 1
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M= DEMmEEMEE |
B =s:0

BcE&EO

AN G AR VG B S R AR A ST 1o BT R B MBS e 1, MR LA TP
MR AR A U TP ko SEREIN E AR 1P HOhL R AR BN [E T bk, SRR T IR
FITAT et 42 VAR A B AT 3R 1

AR R TN

PR B R > JREEE > Hkith RIS IPv4 FI/sl 1Pve Hidikib . 52 Bkt
FA G HERTP R AECEM L. B RIP M A S T i, (HE AT . eIk
PEHTHAE 73 LB ) 3 B A D) AS b

SR 2 EFERE > REEE, KA AGHENSUN miE (4

S| 3 miiliiED (Interfaces), 5 Al — MR D1 HWiE (4 .

HIE4 /8 1Pva L, N IP delk FIHERD . b 1P Huhk R AR e sthhl, A8 T 4 s i 4

FIE5 M IPv4 tblibits (IPv4 Address Pool) FHz4136 R, k£ B i bkt

AR WRZETIH MAC ik ogs b4z 1, W)FE 2243 H FlexConfig >k il i —> mac-addresspool .
$IB6 /£ IPv6> E K (Basic) ', M IPv6 Hditith (IPv6 Address Pool) 441, A0z i bkt o

PR T FZE Ty R E AR 1 B
T8 KR TF (Save).

BRI, SR DA AR E > ARE K SO E 2P O B . AEMSE L A, AL

AeE R EITRASIZRE

£ 8% (Cluster) Wi EBHEITIRNR MIT1E B (Cluster Health Monitor Settings) #7043 o F & ik

R

B A B =REBHE AR E
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| ABEHEMBEENREE
meemsrrnkizes [

9: RRHEITINR IR E

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

FLEREBTRRERRER S RIETFR

FE 152 AR
Fik:p)
PRFF I TH] AT HE T KARGIEATIRGL, SERE1Y R FESE R I BE R EKE heartbeat

TH AR B HABY Ko U RN AR ORER ] P AR B BIR B 6 2515 s A4
] heartbeat {45, TS5 4T R Ao W BAG i T4

P2 VBT AR [ I T 21 R 2 AL b o A B o 1 et AN I 2 iy
EZSuNIN N

BB IR AR M B s o 0 SRR S SRR 1 1R P AT ) B s 1
PRI R o R AR, (AR AR o L 0 TR 32A  MAA T Bh

2 1 7 38 [ e (]

ZuiziEn

F1, o D2 NS A IR %75 o 19 8 2 A IR TR e SRR A I B3kl g B
PR SR DL R A% 2 BEE Y 08 2 IEAE A ERAE (0 B 26 o

R 55 N 7R ATN Snort MIREAE LM BEREEAT 42

A AR R BRAZ RO

B EHMMANLE

e W REE IR B SRR 1 A B DRI B

Kot s B B VR ) B B DR I B

wmazrEmpmEnnie 1



M= DEMmEEMEE |

B e=smamonmses

FH 15 BA
RS B R NSRRI H BN EE I BCE . NI S N R R

I AN N R PR A

\}

AR WERAN RGUE RO, WIFEAS T RIS ROUR 2 N ANE ) 7 Bl A 2 .

T DAAE LB G X S B

H5 0] DL P AT i M3 ID BRI B2 1 ID, L A% Snort RGOS HERE . BRI I 5 ANTE
VLAN 7O a0 (Fln, VNI BVD EHAT. BAGE SR B R il & s, BhE
TR R A

UK
Pt iR & > REEE.

EEME TR, s SRig ()

EZEAE T, WIREAER BT, MRS SR E D)

ri &R (Cluster).

EEBHEITIROR IS5 2218 F (Cluster Health Monitor Settings) ¥4, fiili 4ig () .
ML A HHETIRIRIEE (Health Check) HIHAET] R GHis IR IR 7 o

10: 2 A GEITIROREE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

U R AEATAT S Ot s s s B L AR Y s Bl E R . B
IS A M LIE A VSS 5 vPC) , WA RGB 1PN AT LI RE, B35 F w2k F 4z 1

B A B =REBHE AR E



FAR T BB E Y B SR

meemsrrnkizes [

HUREE . b i B i LRGBS D BT R, 80T LUEDR R I R tia AR oL

DhEe Mg s 0 .

* {RFFRLE] (Hold Time) - BEE AR £ I 1) LURH RE P T Rl BIeiR 25T R 2 18] (I Tl (] B, A AT

* $EORA BR8] (Interface Debounce Time) - K¢ 97 [ Bk (8] 152 & 4 300 £ 9000 =P 2 7], ERIA

L SR PR B S BRI ) A
MRS E M2 EL RIE AR Rl o Kk

PR, PR RN IR o 0 T AR 25 04 IR I8 A IRAS 1K) EtherChannel (1411,
ACHHUEHT N AT # LA ] EtherChannel) 115, S S kit 18] m] ARy SR AE 1Y 1LY

HIR6 N E RN AL O S Bk A
0.3 )45 Fp; BRIMEA 3 Fb.
49 500 =80 o A5 /INRIARL AT DA DR ARG 0422 11 gl ARy B o v
SRR LR . AE R AR TR T, Y
B2 AN RN 53— AN SR TRETT A AR 05 Sty 11 Bk P 3 58 B PR I s Ay iR 2
SBT  Ax LAEIBIPIRGUR R A s 5 1 B sh T I NS & .

MEEBHNERMNRE

v Auto-Rejoin Settings

Cluster Interface
Attempts | -1

Interval Between Attempts

Interval Variation |1

Data Interface

Attempts | 3
Interval Between Attempts | 5
Interval Variation | 2

System
Attempts | 3
Interval Between Attempts |5
Interval Variation | 2

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

JyEEEHIED (Cluster Interface). #(#E1%E 0 (Data Interface) R4t (System) BE'E LN (P F ks
HG: MRS NAREA S -
* ZREL (Attempts) - WE FFT AR EL, AT -1 F165535 210, O¥AEH HBEH A .
£ B#1Z 0 (Cluster Interface) IERIAE N -1 CEWRED o #43E$ZE O (Datal nterface) Fl & 4t (System)

RIERINE N 3.

* 2 Z B RYIEFE (Interval Between Attempts) - i 3P UCELHT A 222 TR Il RS 1] (LA

SRR, AT 2 F160 Z IR BRIME K 5 435

T U E RTINS ) B K S I ] PR

B EREM IR 14400 2340 (10 K)

wmazrEmpmEnnie 1



M= DEMmEEMEE |
B e=smamonmses

* [EFRZ{L (Interval Variation) - & SU& Y INIBRFELEN ). W EAT 1 3 ZEE: 1 CE
B 5 2 QAT E—IRFFLERED 803 (3 5T L—IRFREEm ) o Bldn, i REks I bmRE
SEINTAIBCE N 5 el IR E A 2, WIFE 5 0B S AT EE 1 sk 7R 10 08 2x 5) Ja
HEATER 2 ISR 7E 20 7048 (2 x 10) JABHTEE 3 24k, &E8#4Z 0 (Cluster Interface) fIERIAHE
1, #PEED (Data Interface) fl &L (System) [HERINE K 2.
$IE8  EilBsFEEED (Monitored Interfaces) i A % M54 0 (Unmonitored | nterfaces) % M H (14 1
KL B Sz 4 1. fdnT DL rh s % H 18 A BR 55 52 A #534% (Enable Service Application
Monitoring), Ll HEAE X Snort A Uit RE 1 i 4%

B 12 B B S D

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

IS IR AR I B o R S IR R 11 () P A ) Bl 0 o 0 sl R A, (H
FEHARAT 5 B A IR 1 S U573 sl 1, 2 ERAE R IR e 1Y AR 2 K ) Ja SR
AR PP IR RS B3 IR T2 10 SRR DL R RO B E 1Y RO IEAE ISR A B . BROATEOL R, b
BT 4% 1 LA Snort AEEAE CLMBERE I3 IS IR DA 71
T e AR A IR R D s IR DU A
A R AATAT S N RS s R B 1 . 8 T EREE Y i sl LR L R
INESNR AN L VSS B vPC) , T NAE ] R TSR B DR, JCSAEHIN CAE AT 1 £
RS, AP e e i RS E S S RP BT 0 Um0 LAEDH R I R i AR OLG
DHREA A2 2 1

FIR AR TF (Save).

PR AEEE G S0 AR
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| ABEHEMBEENREE

T

BEEEHTR

WINFTR R T R
ST B8 5 A 2 I SIS

UK

HI 1 P E (Devices) > I8 & B2 (DeviceManagement), A& B (O, RIGEERME S
(Add Nodes).

13: RN =

ra

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

Ak BN EIBERE DS (Manage Cluster Wizard).

T2 NT = (Node) s L HPIEFE B, AR AR i 22 & TP MU AR 52

| wmazrEmpmEnnie 1



A= REmBEEaRE |

B ansrmssss

B 14 EREHES

Manage Cluster Wizard X
o Configuration 2 | Summary

Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
node1 v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
10.10.1.0 /27 (30 addresses) v 209.165.200.224 /27 (30 addresses) v
Cluster Control Link* VTEP IPv4 Address* Priority*
GigabitEthernet0/7 v 209.165.200.225 1

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node* VTEP IPv4 Address* Priority*

Type device name

[ 209.165.200.226 ] | 2 Remove

Add a data node
S 3 IR INARY AL T SERINEIE T A (Add adata node).
PB4 e, SEHE (Summary), A5 STHRTE (Save)

AT IEAEFE 1T A 2 B ak & s
B 15: %5 2 A

] - ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Tra 2nt

72.16.0.51 Snort 3
72.16.0.51 - Transparent

T n] DL 5 7 @R (Notifications) EIFR T 1E$E 15 (Tasks) e W A T AR WS L

Deployments Upgrades O Health Tasks C) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures | Q. Filter
Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s
[ ——

B A B =REBHE AR E



| ABEHEMBEENREE

T =

TemT ONSRRE AP IER Y s ARSI et BRARFP TN ERAE, A5 e Wil e
s SRR CAPaE R .

UK

HIE 1 EPHEE (Devices) > I ZETE (Device Management), AW A B (), KI5k
F TS5 & (Break Node).

16: h BT 25

:
Disable Node Clustering

Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

fan] DLIEFE i e 5 BT 15 s (Break Nodes) MEEREN) “FiZ2” (More) SEHLH T — N ERZ AN R

ARG RPORERIAT sl 2 (Yes).
) 17: WA R b

N
g
N

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

MNo Yes

F|

fEmT LB R 5 T @ A (Notifications) KR LB SS (Tasks) Sk A RETT b .

T EE BT
P DL ST 25 RS B B, BT 1520 (B e AL T 0
PN IR

UK

SRR W ORI A B AR A B O TR P SORAE B VS AR T, B 27 UL

wmazrEmpmEnnie 1



B ZHEMB I ELEE |

$I8 2 %R E (Devices) > &1 (Device Management), MdifEli BE () , RIGkHrhiEss
(Break Cluster).

18: Fh T EE B¥

s
Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

T3 RESWREBWITERE: fidi=Z (Yey).
] 19: H i\

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

AT LA I 5 7 1@ %A (Notifications) B4 311k £5 (Tasks) Sk M2 RE bl .

T RERT S I R, DA MR o, BRI REAT 47 SERE PP 15 AR NS AT s Y A
ANE BB AL BRI . N A ARE SRS I, T AT B 1 R O

UK

HIR W THEAAR A, HEHEE (Devices) > I8 &£ &2 (DeviceManagement), fiidi E& () , K5
P T S &8 (Disable Node Clustering).

B A B =REBHE AR E



| ABEHEMBEENREE
sxmakz ]

& 20: = &R

Break Node
Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

RS A AR AR, DU A — AN Y 50K A BT R T A TEVER, MR IR,
U R SR B R R s, T AT AR T T, A AE R AR R A R T . R
T SRR O ME— T A, TGV T AR AR,

PHIR2 B T AR AR
W AR IR & (Devices) > & & EIE (Device Management) 51| H 17T 4 FR5210 Bon (B2H)
([Disabled]).

SR 3 HOH A R, WS IOFTIAERE 56 25 Ut

EFIMNEERE
W NEERE IR 7 AT (B TR 0D, s R B Fah 2 R, BAF5)
B HCEH INAETE . AR Ok, AR EOH N . AT S n] AN SETRE A 4T i S IR )
ZE R, BSRHEIIMAER, 543 1,

gz

S W T EE P, IR E (Devices) > iE & &E (Device Management), it EE () ,
SR 5 1E R B FA 5 SR £ 8¢ (Enable Node Clustering).

TR 2 HHINEAE R B AR

B HEHI T =

A

AR EHSEEEIY AL, BOEITTVE AR R A AR, SERIH O£ R 2 S P RS AR,
FAINHG B BRI R RARIC, WA R ROR . TRER, AR IIRETT . WA
PR A5 VR R s S S B i, W PTAT IS ARG W T, i S 50 B (X 1 o T e o
o

el

LR L TEPATEL R R

| wmazrEmpmEnnie 1



M= DEMmEEMEE |
B seenrms

UK

SRR 8% > REEE>ES O SERIEURE, 1177 EERRTS HHIHE.
21: R BT

Cluster Status (7]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

S} T EBOMERIR AR, HEE ES O > BReESCHT.
PR3 RGBT . PR EIENE, AR5 AL BBRE.

BRI E
T DA ARAF IO o RSB O R BT U SS Z) VTEP TP Mtk 2 ST, UARAER 4 A
P EA . AL AT, RSB E W, WU O Y S ALY VTEP
IP $thik,  JULRAT 52 5 00 (079 2 v W F OB A n 248
iz

HIE 1 PG (Devices) > I8 & B2 (DeviceManagement), Sih&ERN B (), KRGk FRHEERS
(Edit Configuration).

B A B =REBHE AR E
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[ 22: 4w B &

E
Add Nodes
Break Nodes
(it Conhguration
uster Live Status
Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

RN WonEIREREE S (Manage Cluster Wizard).

TH2 WHERNIE.
B 23 EIRERES

Manage Cluster Wizard
o Configuration 2

mugnts |

X

window.

4 Editing the cluster bootstrap configuration requires restarting all cluster nodes. This operation may result in traffic disruption, and you should perform bootstrap changes during the maintenance

Cluster Name*

cluster1

Cluster Key

Control Node

You can form the cluster with just the control node to reduce formation time.

Node*
node1 v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
[ 10.10.1.0 ] / [ 27 (30 addresses) ] [ 209.165.200.224 ] 27 (30 addresses)
Cluster Control Link* VTEP IPv4 Address* riority’
[ GigabitEthernet0/7 ] 209.165.200.225 C]
Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node* VTEP IPV4 Address* Priority*
node2 v l 209.165.200.226 } l 2 }

$IE3 g, AEBE (Summary), K5 HRTF (Save)

HEERTR

v

DIRARRE T R E MR, PR AE A 51 5 O B D 2 A B Lo I, Bl 1Y A B
A2 v Y A A 10 246 i RN R R IR R L T

wmazrEmpmEnnie 1



A= REmBEEaRE |

| R

ki

w

ST G RE > REEE>ES O, KRk ERTRRRES KITIT SRR XHTHE.

24: SREELAPRTS

E
Add Nodes
Break Nodes
Edit Configuration
Break Cluster
Revert Upgrade
Delete
Health Monitor

Troubleshoot Files

PR 2 LA LER (Reconcile All).

& 25; 1 S HD

Cluster Status

Overall Status: & Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control

> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

A RERPRE I EAE R

WS AR . 530

Refresh ‘ D | Q, Enter node name

Chassis URL

N/A

N/A

Close

B A B =REBHE AR E



| ABEHEMBEENREE

e Grsy smsnasrmaiges gmas [

MikR GEH) SEERT A EMEFER EE PO

LI

T DU B Bt IO R A, TR R DR R A . W RO R I 2087 1) A B AP,
T e SO T MHZ SRR -

RO R LI A By BOH MY A A R TR R Y Rl BRI RS B AE A B L
L (HETREERN 0, I HERgkELihiieE, HRTRREOV IR . BICRPUHE M
TR AL WERTCVE P B O 29 05, T RE A SR SUBGI A (H AR R BE
ERAREIN AT B AR D SR 2

RIERER)I R
o SUIMT A O RZ AR IR (K BT A A
* N IREETE UEMIERER
o W SRARREMT & TCE HEHIC N S NTP A B e BRSO ), DDA B 3R [ A B 1) 2 B
© DRAFHCEAA, DUMESEREARSL ab B 5
NAT #1 VPN, ACL “55ehg LS4 I E AR FF AL
K ST T U AR 5] AN [ PR 5 B b0 25 P B B N B, DRI AR R A% mU A R s 4R
FERC B ORFFANAZ, DR rT DU SR REAVE A — ARSI 485 P DAAE TR I 308 U7 1] 2 1R SR, Ll
RAETE Y 5 FHT N ] A S, K5 7 T AL BRI 2 2
FIaZ |l
PR FE 52 LI — A5 A g i SRR

iz
P8 & (Devices) > R & &I (DeviceManagement), sidiREEUII NI B (D, AJITLPEMIRR

(Delete).

26: MFREERF ST =

Disable Node Clustering
Break Node

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

RASPONEMBR R 2 s (Yes).

AT DU i e e AN B RO VS 0 A B B K SRR T BB ) (BRI A B bl 2R R

a) ERERANERE S CLL JEE] configure manager add v 1R HIE BB S A
CLI H& sy B 4804 42 1

b) EFIEE (Devices) > & ZEIR (Device Management), 4R )5 fiili iFNi% & (Add Device).

wmazrEmpmEnnie 1


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html#id_46848
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| S

2

P4 EHHRINCMBRES S, SRR T, 527 I

T LAAE B B RL R BPM A CLL b M i 5t

M= DEMmEEMEE |

B TR A MR SN B, RS AT AL AR AR

o SEBHIR7S (Cluster Status) Xfif#E, Tilidi%& & (Devices) > & &I (Device Management) > &
% (O KhraiNIEE (Devices) > & &8 (Device Management) > 8% (Cluster) T > #E#

(General) X ik > B LATIRZS (Cluster Live Status) #4541 IT.

B 27: RREIRTS

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> In Sync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

T AT R I B s A

SERE R D IRTS AR LU MRS

« IEZE[AIZD (In Sync.) - 5 & CL A B FEAR VEM .

Refresh

Unit Name

172.16.0.50

172.16.0.51

Chassis URL

N/A

N/A

Q. Enter node name

Close

* FrACEEVE T (Pending Registration) - 15 RURSEREN — 4y, H AR ) & B b0 . iR

RN W] it B BT A (Reconcile All) LAV T -

o SEFE 22 (Clustering is disabled) - 15 5. 2 1a) B EL AL 3 0F, e BRI ARG B A
SRS TR S B A ARG, SRR B ORI AR, Bl 14 AR R R R A

B A B =REBHE AR E
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wgz i

o “IEFEIIAEERE...” (Joining cluster...) - 17 SIELENIANUAR _LIGERE, HMARTEHRIMAN . &
AT IMANEERE IS ) B H D .

YT R AL AT U EERHE (Summary) 57 £i23% (History).
28T RHE

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

& 29: 5 2 A LR

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

« B 35 > {£% i,
55 (Tasks) TUIHI2x (EREANT A I 58T “4EfFEME” (Cluster Registration) ££:55
* %% (Devices) > iR & & 12 (Device Management) > cluster_name.

JETF B IR I LIRS S8 mT UR BUBTAT 319, A3 TP ik 5% s SLA (R 22
Ko R TARAE MY R WA BN b .

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

LA BRI RSB G E, A show cluster fir4.

* show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cp}]

FEAEERGE, 58 show cluster info iy 4.

wmazrEmpmEnnie 1



ME=TEBEELEE |
| e T

SR BTN iR 2R H iR

SRE TR EIZER
B R AP RO, A B 2 IR A SR PR R SR AR R A A R AR . SRS
AP IR DL 7 & T AR A AR AL
© USRI - B REBHRI . SRS AR R 15 S

© IR IT WS R A SEINPARES  FAASBUP DT B S A IR DL BB A SR (Y
T RD LEBER PR W RIS LU O CAB& BTN o O
o FEASRER, AT B PORHARY D 8RR CYREARES) .

o PG TG BB BoRERER M AT RS, WS CPU MR . WA . By NER, it
MR @miﬁﬁNmﬁﬁ%

\}

AR CPU MINAF AR s B~ AN snort AT DL A 2E

* AR (B CPUAEIITS &L WAFERITG DL At s AERR) DLy s s di 5 I 1) B
WEIEEREGHE B

G AT BRI - ALY AP b s SRAE Y R R D 28000 A«

o AR KPR R AR AR N I 1)V Y P B AR R A DL . R
R R oy B A AR, ST DU A PO B8 o A P KA 52 3 REA T I .

o CWRGHE R M ARR R R RGOS . 8 AT Ok CPUE TR . A
HORATCR R R I EERL DL S SRR R NAT H i (Kdabn it . IR LI A
T RENE IR I AR YU T 2257

* BROATERESS TR - Whon SRR Y Sl T dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fahn i Al CPUMEII AR . AP BN . R R TS BE R NAT
et o

* CCL # IR - AT 7 A s S e B e Jcdim - B A ARt
o MR HERR AR - PR AL T s HE R U e A SR
o INFTEJSE R - F T BRI 25 Pl a6 e 2 1 s O B T I 1) 6 10
o HE PEHITAR - BT RAEREE R PR AN RO EAR el . E, 9 R REOGE T T8l
BB bR, ANIEH T4 R0 A AR
ERKFIEITRR
AU E LI B YE s A i A REAT LR o

B A B =REBHE AR E



| ABEHEMBEENREE
srgmzrin ||

ERHS IR DU RS P AR e A RS TR L o LSRR AT IR DL AR A — RS %
TR AR P B AR A IS AT IR DA 2o
FHIa Z |l

* BRI CE B L I A B AN B B R
iz

SE1 ERRFE D > BITRR > KiE.
AP B A U Y R BRI A IR DL 1 2 o
T2 fERAIIET, il RIF (2D RFE (V) LURIFAIT &2 8RR % 4K

PRI EAHERHSITRIGTHE R, 15 ARSI BOATOLT, SRR RS A2 TI0E SR
TR AR A5 X LI A IR LA PR e o F s T T B (.4 «

* BEd — SRR AR TS PRI P K OGRS, BAETY AL CPUL AE. S A4
HOERGHER DU NAT Fefifi B

o SO — BRI A A B A

© BATERE - 77k CPU IR AWAHEITAR. S A by S b Ak i, ISl E N NAT #4460
(5 ARG HE B

* CCL - PRSI R B L5 K.

ST L s s T R A YA PR PRSI A3 OS2 SCRF AR FR PR M 58 3851136, 1221 Cisco Secure
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B EHT I ] A G R . TSI k£ B E X (Custom) LLACE H 5E ST U145 A H .
L RBLHT AR AR B SRR BB 5 73 Bl o< B ST .

BIRS iy “HEE” KR, FEa S A AR P 1) R A
PISE R R i 70 P 228 IR T Y6 BBl N RS B it . 3 FLAR i RO B B T AR AN A RN ). 0 T2 A8,
BIRZAIBAT . mii TR EIFR ] 2 A8 P A5 R .

PER6 O T E T RS PIROU AR ) A5 B A4 BRAT PR 18 TP (1 S 400 1 o A 10 s 1
] .
B RARTREE B AR BATIRRE R L r B 0 AT RO B 3 b A 1 s il T /NIs AT IR OUE R
(BT 2o Rei it 2 R T T A AR DL R A 2 VAT LA

TRRE

(5

TR O TR RIS PROCITER) BOAEILT, B P a S A 2 T0E U FA i i i X £
IBATIRBUAITERE o S8 bR i TR AL 45 -
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AR B A A P A DA S B R A R

* CPU - CPU M HI e, AR BRI B AZ 00X 73 1) CPU AT I 0«

© WA - B NAEATE A, A RREUEE P TIAT Snort AT .

« B - DRSS RC R RS .

o HE - EHRGUHMER (BIRRG TSR AR R NAT H it 4

* Snort - 15 Snort HFFEAH R G HE B

* ASP L5 — SR R 2% 53 i Bt AR DG I Gk 5 R
FAT LA e AR 0 B A AR R TR . A7 2 SRR A FRAR K 58 38413, 129 Cisco Secure
Firewall Threat Defense 217 R FR Fx o

PR sl PRI S A BRI (+4), AT AR S A CRAR RSk G B e R
B

X FARRE B AR, PSRRI AR AL, SRR IEFER bR

SREHEIR
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SR

% 2 BT

EHR i AR 5N

CPU SERET LI CPUSRER T M (43X $dfs T | percentage
[ A snort) o

Memory SERET A RIS A AE SR AR (o3 - T-80d0 P | percentage
Fll snort) .

st BRI NI B e E bytes

CCL i i R NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 55 K

G SR RERD (R R A A T A HES

Kt 4K HERE R (R 43 T K

B A B =REBHE AR E



https://cisco.com/go/threat-defense-health-metrics
https://cisco.com/go/threat-defense-health-metrics

| FAB = BBl A B
r et |

Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 21T, ROETTEUEA] L@ M T3 AR T
H.

>N

o WBEHERR SO E- IR RORBEMMAERAE, RGURKE A8 AR BaHE RSO e T BLN IR & >R &
B > LR > B DR BRI N BRSO TS I AR R HE R ST

e LR Al B (D IFIERE UM HERR , A\ R IR LI A O

* CLIfinth- M & > R & EE > &8 > B, BTLUEE -4H0E X CLL i, B
HERREERF IO #RE . R G A8 N RBHEIT LU R

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

RO AT LAAE 2 B P ET show fir % AOCTEAIMEE, S AHE CLL it

EERHTHISEE F# 1T Ping

EEBHEH 5% _E 1T Ping

FE AT LU L BT ping A A& 15 BT A 4RI A e L AR R B AT B e . 1T TGV I N
B —A 3= B R R AR R B I O BN E A, 0 dn, SRR BE R MTU W& Al fe s TIEAT el
'] MTU .
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B =ssmnses E 9T ping

UK

HIE1 P 8% (Devices) > iR &1 (DeviceManagement), fAliERN B (O Kibs, RiGksE>E
B SLRPIRZS (Cluster Live Status).
30: £

Cluster Status (7]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

T2 eIt s, A sidi CCL Ping.
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gnsxz |
[& 31: CCL Ping
Cluster Status (7]
Overall Status: @ Clustering is disabled for 1 node(s)
Nodes details (3) | Refresh l l Reconcile All l Q_ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

TR 5K MTU DG G R 8508 G RN E SR AR TR B e 17 g LAY )80 ping A4

ERES%
AR G A SRR AR B PR A5 R

Bk BB I TH RE O S BF
93 BB SN SRR, T DA P B B 1524 . BT R T A i
HEFH03E T Ve

TR RERIER BE
UL R INREAE I FISERE R UL VA, A & S Bedid.

N

AR EAREIASCEN FlexConfig Thfg (Fll WCCP &) , &S0 (ASAH MERAERCE R -
FlexConfig oV AL E B H .0 GUI PASA/EVTF 2 ASA Uifit. 152 [FlexConfig 5 .

o WCFEVT A VPN (SSL VPN Fl IPsec VPN)
* DHCP & /" %ig 2545 FACH . S FF DHCP W4k,
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* JEFUBETEHZ 1 (VTIs)
* ren] A

o BEEK B FIBY

* FMC UCAPL/CC #,

SEREP IR
LU RO SRR A0, FE SR .
N
R RO AL R AR BT A B R B

WERAG I PRI DI RE, U2 S0 R S vh ThRE XU B AR 0 B AP i e, SRS PR R U
N IIRE: WURAEIENE L, %R R R A& [ R R

X DIRENT 5, USRI RO AW, T TS RHRR I, S AR T AP i
TR

AR EAE W ER AT A P FlexConfig Difie (5141 RADIUS £l , 1525 (ASA A
BCEHRR) o FlexConfig RVFENCHE 44 H L GUI R AIEAEIVE S ASA Thifi. 155 I FlexConfig 5
5 o

o LUF N KT
* DCERPC

* ESMTP
* NetBIOS
* PPTP

* RSH

* SQLNET
* SUNRPC
* TFTP

* XDMCP

o A I A
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MR PR AE SR A FE R S0 o R AT R A T SR L T R L. TR

18, ARSI P C L R T R R T AN 2 AR F PR R St . A AR TR G I TR A ] B v

AT AR A AR [ A VT B e AN, RSB BIRAE T, 2 JRORE B IS 18] 7 S
TSI FNERET

FERRST AL LR, BEASTY AR ST R % s is AT i b s, HAEAN 1Y )ROSR AN %

[ 32: 351 4% QR T R3S

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

w
[=2]
2]
[Te)
[+3]
(4]

Router B

LKA, BEias A SREN 4 RSN RIS 8y B, FAMAMELSL /N, ECMP HT
TEIX 4 5540 2 I AT S a3y . A5 N5 05 78 S AN IS 2l A I, A0S PR A R0 6 th 2%
ID.

TEAL 0 N i 4% 1D OB AR, AERES Y RO A R 2% 1D

FTP FO&S5E

© WA FTP K50 i R 2 A T At phy AN R (KO SRR B3 AT D i L P A7 4 25 PR I B
e A3 B A IE AT 1 OB s IR IR . (HU, SRR NSz il o A 8 F 5
TR, WA ORI TR IR 200 2 R I A 2 BT
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NAT fR& 8%
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NAT A e MR R B Ak it o NSl R 3 NAT 05 €0 ] e A ik BIAERE R AN [m] (1) gl B, A
N A BRI T TP A 1, NAT 23 S EUN S b 2ot 0 B A AN TP ik A/ s g

Ho

A R EIA IR NAT Jr = (K g i, i bk s e R 2+, SRR

PR EAAAE KRR . W, BT AN IR R T B R, D NAT By & 5
L n] HEAN S IR 2 A AN S oS A 45 SR Bt B E

IR RBAE R T ] NAT, 355 8 LR EN:

AEFACHE ARP - 65 TS 11, U120 g W il A X AR ARP [9]52 . 3K AT LAy 1h- 4042 6 i
W CAANTEERE P ASA TREFAEE IR . W11 EAR R 1P shdik i ik, et
HT 2% 7 S A i e ety X B ER R () PBR

ANSEANT B U P42 10 PAT - Bhr 92 VAN S 3792 11 PAT.

PAT SR 35 VL7 W - 15 2 B 1% Zh RE ¥ LA YR -

o BELHUBRUUE BB AR AEAGRE, i BN H TR R L, fERE MUK
VR RBIACE N 1R 3 AT AR, WERAEAEE 3 Y R EXK A BN S
AT, A AN 3 A R, REANT 1 AS.

o FEPATBF N LR R PRI, FE8 O3 it ) 2 6370 R B B AR VR ANV SR N

o WEARHEAT RN PAT BB TS O PAT St 4B i 1P M hEJE D, 25 S8R A A
I AT A i ) A A0 5073 34 SR U T A7 QS R0 b AT D I Al L B ) BE T BE BT RS AT
Et NN R PAT il i, FUR LR SRAEAY m 2 [8) 23 Foit A T I R S 8 i i £ A
e

© FESRRE R ERAEIT, ANREEEE S RN e R R P BRI AN B e, BT R
NA SR i R BRI B, AT U B AT By R I R S X R
ARG P A e e R, S8RT LA SE e oK/ IN I FHT 1 B 20 FC R

N} )4 PAT 18 1] NAT sk /0B - OB PAT i), SEREEb (KRS TP Hhuhk- 212y Ay i 118k
BRINIE DL, BN HRE 2 512 Aty 1, (E G SR i T R B IU), e B . X e
SRR IS AT R W35 3 L, PR s #AT — AN Z ANHUKT B PAT b 54 TP 1y
bk PRI, AE—/NEREN PAT i n] DU DA —> 1P ik, U DASCREIE TN 1) PAT
TEREBEI T . S I H A 5 1R S LA 1024-65535, [ AR E PAT i NAT K000 o e 2 3% 17
DU R B s 1 1-1023,

FEZ AN FE A PAT b - SEAE 2 20 U S [R)— PAT i, A 200 S RN Hh ()42 1 i
o WAFEFTA N A A e 0, sEAE TN A AR 0. ANBEFERIIN R
R E R DA AR 0, SRS REICER IR [P A P A A Y R AT VLR .
B4 T UL Ml — ) PAT b Jg n S0 77

AN S - FEBEA SR PAT 511,
ToP e PAT - BB LR e PAT.

PRI U B B0 AS NAT Feffle - #0047 m Or B R T I SR 1Ym0 1y w3 7 22
ZNA NAT FEERIF AR P, ERE SR MY Rl . Bl S iz,
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* 1L xlate - SEHPTATHE LY xlate 23 PRI TE AN Er. A, 220 PRI ) fED o] g 2 i 2 PR R I
B QRS RTINS S8 TR E A INAE C(refent 2 00, WZRTR xlate 3L .

o LIRS A ANE i 4 PAT
« FTP

* RSH
* SQLNET
* TFTP

* XDMCP
. SIP

 INREAT KR NAT BN GEERE—J740) , WIS 34 CLI H 11 asp rule-engine
transactional-commit nat iy 2 i H PSR, 0, 5 T RETCTE I AN EERE .

SIP #& M FNEE&F
P T LR 5 I (TR s |, 3L TR A AU TR b

SNMP Fn&af

A4 N U A FE A Hb Ml 7 S 32 AR TP HukikiE4T SNMP 484, 41 5 SNMP AR FE 46 ) - 42 0F 1P Hhudl,
D) 22438 258 HA B B B SnE S B s AR R TR I

24 SNMPv3 A TARIERT,  WREAER RS REIE S A IR I SRR 5, U SNMPV3 I P AR B
IRPHT Y e BRI Y I AN, AR5 T A E O, LASR A ™ A BDH Y

B4 HEFEERE

s AP IR RS R RS H SR . BT LU E H s, R ARG H
TR RS T BOR AR AR [ BN ] (0 e 46 ID o 0, SRAE R A BT A 10 A I ATIE = 4L
AR . WA H AL E N A EHLA AR B D, WIBTA T s A R 48 H AR Bl =
AR B AR IR H AR SR C BN A AR 5 | SR P G B P i 2 A Y ) A PR A
B ID, RGEHEH A A Lok B AR A

E#| TrustSec Fn&EEf

SUATHEHINY R5E 2 AR (SCT) 5 R ARJA, FEHIMY m0R SGT Bize BB 1Y 5, Bl 1y simT LA
HRAE 22 4= S m X SGT MU VR o

VPN FREEEE

VPN D Be SR B A, HARER I SRAR B mal FITEDhBE . W SREE B U B, praila
(¥ VPN JERHKWTIT, VPN IR E B AR 55 b W e SRR K2 B s, 20 H0R 7. VPN 3%
o
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XTI H] PBR B ECMP I 58S 45 R RE, B0 ZiUR 2 1 31 R AR TP ki A st
L5 VPN A SRR HURIIE 5K ke 52100 280 A9 e

\}

AR A SCRRE R VPN,

Ab P ay AJ 4
REIRE R
V95 62 B AL MR, SR BUATIE L 80% S & AR B Pt

B, A RS AR BOIE A TR AT AR EE K2 10 Gbps [T, WIXET 8 & B IAERE, Hokdl
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BT Rk
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LB s AR (B B ORI C R R I, RO 3 ) H— DML R
2. BATE RS HAT AT HoAd e a5 A2 Wi Ik 2835 K s DUSERBCEAE 1 A1 100 2 18], JLrh 1 4w
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4. WERAT SRS ARG E g, EAS A ORI R BV EEEIT SR REE N
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ZISREIVEVEE < i
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REMERACRA AT DI E MDD ZI o ST BRI A SR
M2 A7# TCP/UDPARZSF B, A HAE R A sy ] LLTIC S8 e B BB IO T AT . & R A & i
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SRHEEEERNAN
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H O s, WER ARk T4

XF T Firepower 9300 EFIZE— UL F IR 2L 3 MR RIOERAEE, MRS AE ST
FAEF WU B, UK TS — WU a8 DB IR 8 T BT AT 2 R DR A S 32 W LA b 1)

AR

o VA - ABR BRSSP B BRI S TR, SRS H ) 1P
Mo kb A M. (28 ICMP (ITEANME B, TS ILR 30 WHF s, RIa R a A
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W ROR T, DM RER . — D& A r g RS 88 R A,
FAT B e DRI as.
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* %1 Echo 4, ¥t 124 ICMP A-iRFF,  H i 124 0.

* 7T Reply a0, Ym0, H W o8 ICMP AR IRFT

o 0T AR, Y A H 3 34 0.

o IR - T A R s i R R BRI T R A e, W
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LUR BB s 7B e i 57

1. SYN
SYN/AC

Inside Outside
Client
After step 4, all 2. SYN/ACK
remaining packets
are forwarded
directly to the owner. Forwarder 2
\ J %

=

N

w

a &

© N o

Cluster

SYN Hdli W NZ i At WAk 26 BB GEF0BIMIL . o
o T EQIEE N, R BRSSO SYN Cookie, 4R Ja H £l tu b & 21 55 %% »

SYN-ACK #iffatd MR 55 as Kt BeAdd 2 — S ANFIK bl G @ik o bk
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T EHRBCR AT E PRS0, QIR FH AR, Il TCPARSE B AL # .
P AR TS R I R T AT

3% B R AR AL e SRR AR S e R BT AT 4
R AR WAL BUEAT AR 5, e [ 3 R S AW pAT & R MR
PR (R AT IR 25 B e o S BUTTAT 5 1) 2 [ e SRS BT

B A B =REBHE AR E



| FAB = BBl A B

icmp 5 uop tygE s I}

ICMP #0 UDP HYERE R 7R~ 151
LUK Pl St o T B i R A 3T
1. [ 33 ICMP R0 UDP 538 7

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP
Packet

Outside ’
[ ]
y

5. 2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder
Cluster

4

55— UDP Bl N i i, AR s B — AN s bii il G T a8 k) .
2. WCEIEE— A BE B R R TR/ R TP Ik R S 1 R LSRR PRI 1] 45 1Y R

3. RIIAKARIBAN, SIS SRR WA PR me BRIEid, 3 R O IR
T

4. FrATEQIENL, (8T R SRR TR, R JE R A e A B I 55 4%
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6. Fer i ey AW PTAAUE o X T DNS SERFEE AT IR, Fed A&, s
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VMware 1 KVM _F Threat 7.4.1 7.4.1 Threat Defense Virtual L 7E 32 £F VMware fil KVM iz %
Defense Virtual [{J8EHE 16 N1 AL AN R AR
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