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ap y

Management Center Virtual

App1 Route Table Edge Route Table

11.100.0.0/16 > local 11.100.0.0/24 > GWLBE

0.0.0.0 > GWLBE 11.100.4.0/24 > GWLBE
'y 11.100.0.0/16 > local

Private Subnet Private Subnet

: Threat
e —p Defense
Virtual 1

Public Subnet
prae 11.100.2.11

4
11.100.4.45
Threat
Defense
@ @ Virtual 2

Private Subnet A 11.100.2.13

GWLBE GWLB
5 Threat
L5 Defense
Virtual 3
—
11.100.2.191
App2
11.100.0.139 GWLBE Route Table
11.100.0.0/16 > local Threat Defense Virtual Management Route Table
App2 RouteTable 0.0.0.0>I6W 11.100.0.0/16 > local
11.100.0.0/16 > local 0.0.0.0 > IGW
0.0.0.0 > GWLBE

Service VPC

K H BB A3 N GWLB Ui i, AR5 B i AU S AT B GWLB. A5, MESHEK
%] Threat Defense Virtual 2£f, ZEBEH ) Threat Defense Virtual SZfIF M 2mie )5, <o H KB N
HEFIHL Appl/App2.

K11 Appl/App2 1) H S AL B GWLB 2y, AR5 7 HH GWLB £ 2 3% 3 HLIHE M

7£ AWS _ZF2 Threat Defense Virtual £ B iYim 2l i i 12

HETRIRAERE
DU AR T4 AWS 3T %628 Threat Defense Virtual 28R TAERAR

Download 2] Modiy 3 Update 5 Copy 6)  Creae 7 Build zip files
templates and infrastructure. configuration.json cluster_layer.zip cluster_manager from Python files
Local Host fles > yamland ——F file with file to the B zip and e for Lambda
from GitHub deploy_ngfw_ Initial lambda python cluster_lifecycle functions and
cluster.yaml settings files folder zip files copy to target folder
+
4
Linux Host Create
cluster_layer.zip
file
8 Deploy g pioad 100 Deploy U oginand
AWS Gonsole infrastructure ?' ! e‘ ayed deploy_nghv_ verify
yaml m;::;g;i?;s w0 cluster.yaml cluster
template 53 bucket template deployment
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AFTPREEAEELERE LR

(1) AL

Tiezia e
—~ M GitHub T AN AT

(2) | AL

&4 infrastructure.yaml £l deploy_ngfw_cluster.yaml #545 .

i FHAI 45 1 B K 880 Configuration.json 44

4 Linux 4L

B3 cluster_layer.zip 314

¥ cluster_layer.zip & %] Lambda python files S {3

‘e |AdEm

14 cluster_manager.zip Fl cluster_lifecyclezip 314

/7 A H AL M Python {4 Lambda B #UAEE zip SCfF, JEEHIZIH
e PRI

(8) AWS $251 4 H54E Infrastructure.yaml A4 .

(9) AWS ¥4 #4 cluster_layer.zip. cluster_lifecycle.zip

Sk cluster_manager.zip "% S3 17-fififfi -

10) AWS #ifil & #28 deploy_ngfw_cluster.yaml #i4% .

11) AWS il & I IAF RS

FHhEE

UM AU T4 AWS | T-3h#5% Threat Defense Virtual 2RE TAFRFE .

1 Create
day0
Local Host configuration

. seript

3

—_—

4 5 6

Attach Verify if nodes Create target Register instances
interfaces ,  have y JoUP fnd C:W'-Bi 10 he target group
1o instance Joined cluster altach warget group using data

to the GWLE interface |P

2
AWS Deslc:y threat
Console elense
virtual instance
7
Register
Management Control
Center Node
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i [
T{Ez=ig] e
(1) AL B AWS [ Day0 fii %
5 AWS il & #i%% Threat Defense Virtual S .
3 AWS il 5 Ko R 9
4 AWS FEil & I TT R AT CUMASRRE
5 AWS il AU H AR GWLB; K H AR4LI 2] GWLB.
6 AWS i & 8P HCHE B2 10 TP 1) AR S48
(7) EHLHLL T G R

=R

DU F $& LS nT 75 GitHub 3R . ZHUE—H T8, GBI PSS AR, BIAME. v
EFIE 6
* Infrastructure.yaml - JEA i3 it 358 E AR AR

* deploy ngfw_cluster.yaml - F 52 R0 8 (B

N

AR ECEETE NN, TE MO B SRR IN AWS SERIRAL G . E A3 A 4E deploy_ngfw_cluster.yaml
B P 1 25 Instance Type (1) R VEH Rk 5,

{$£ A CloudFormation #&# /£ AWS FrEF & %

1§/ B %€ X CloudFormation FEAR 7E AWS th 3 B i 4k

FrIAZ Al
o BT — 4 %% T Python 3 1 Linux T154L.

o SACVFERRE F BTN E) A Dy, RS AL EEIE A B PR BT LA
REST API [JH . 15217 (Cisco Secure Firewall Management Center & F45 ) ©

o fE AL RN INS B E Configuration. JSON H1 45 5E F) S W 42 FRUT L H 17 n) M o
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config

AR EHHEBHEENESEER |

B = CloudFormation 14572 AWS S 4%

UK

P MR

a)

b)
<)

d)

¥4 github £74% e o % B A SO PESE . 12 [ https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/aws.

18 F BT 35 (1 2 5016 24 infrastructure.yaml #1 deploy_ngfw_cluster.yaml.
1 R4 % B 15 24 cloud-clustering/ftdv-cluster /lambda-python-files/Configur ation.json.

i

"licenseCaps":
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",
"fmcAccessPolicyName":

["BASE", "MALWARE", "THREAT"],

"AWS-ACL"

* ¥4 fmclpforDeviceReg 15 & & ¥ ) DONTRESOLVE.

* fmcAccessPolicyName 5 % 5 & HEHRuCy 15 1] SRS DT

FR% A EF FTDVS #l FTDvIO 2.

Bl 4 N cluster_layer.zip [3CF, 4 Lambda pR 3032 {50 B2 Python FF .
0] LAZE Linux P35 FP 61 8 cluster layer.zip SCF - %25 T Python 3.9 ) Ubuntu 18.04.
IZATLAR shell A LB cluster_layer.zip:

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9
source ./layer/bin/activate

pip3 install pycryptodome==3.17.0
pip3 install paramiko==2.7.1

pip3 install requests==2.23.0
pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0
pip3 install cffi==1.15.1

pip3 install zipp==3.1.0

pip3 install importlib-metadata==1.6.0

echo "Copy from ./layer directory to ./python\n"
mkdir -p ./python/

cp -r ./layer/lib/python3.9/site-packages/*
zip -r cluster layer.zip ./python
deactivate

./layer/

./python/

Bt K cluster layer.zip SC14F 5 % lambda python files U3,
f1)7# cluster_manager.zip Al cluster_lifecycle.zip (1}

] LAFE TE A #4421 makepy SO IXHESKE python SCIF 4 Zip SCIFIF RIS H b5 3C
.
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
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python3 make.py build

HI8 2 5 Infrastructureyaml JFic N AEESB 20 4 A .
a) 1 AWS il & I, #:3) CloudFormation Jf 55 82 # 4% (Create stack); EFERFZIRE (AR
AE) (With new resources[standard]).
b) I _EERERSTHE (Upload atemplatefile), riifiik 304 (Choosefile), SR Ja M H Az 13 bk

# infrastructure.yaml.
¢) miii F—% (Next) He b prf mfE &
d) Rl —% (Next), 2R sl tIE#EH (Create stack).
e) TEMESERUT, H M (Outputs) Jfid T S3 BucketName.

2: infrastructure.yaml H95;

Outputs (16)

(o}

AZ
ApplInstanceSGId

ApplicationSubnetids

BucketName

BucketUrl

CCLSubnetld

EIPforNATgw

FmcinstanceSGID

IninterfaceSGId

InsideSubnetlds

InstanceSGId

LambdaSecurityGroupld

LambdaSubnetlds

MgmtSubnetlds
UseGWLB

VpcName

I3 K cluster_layer.zip.

K S3 A7 1 il o

Value

me-south-1a
sg-02b07af19c3e746d9

subnet-03217efc6049e5fee

neo-cls-infra-s3bucketcluster-13pgzkjjrx66

http://neo-cls-infra-s3bucketcluster-13pgzkjjrx66.53-
website.me-south-1.amazonaws.com

subnet-Ocaf6c4801922d8b1

15.184.208.231

sg-0a0d3797b04370aa3

sg-0522ebe5acb8a2827

subnet-056fdc9fe5389bf88

sg-Obe5b62647eb53dec

sg-0347d191d724b2574

subnet-0989fbaeb522a906¢,subnet-
0c7a9b649d506f930

subnet-08c386d4b06890532
Yes

vpc-0d94d3eaaalf1354d

Description Export name

Availability zone
Security Group ID for Application Instances

Application subnet ID

Name of the sample Amazon S3 bucket
with Private Static Web hosting
Configuration

URL of S3 Bucket Static Website

CCL subnet ID

EIP reserved for NAT GW

Security Group ID for FMC if user would like
to launch in this VPC itself

Security Group ID for Instances Inside
Interface

Inside subnet ID

Security Group ID for Instances
Management Interface

Security Group ID for Lambda Functions

List of lambda subnet IDs (comma
seperated)

Mangement subnet ID
Use Gateway Load Balancer

Name of the VPC created

cluster_lifecycle.zip Al cluster_manager.zip 4% il 6 infrastructure.yaml £ %
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B = CloudFormation 14572 AWS S 4%

3: S31%

neo-cls-infra-s3bucketcluster-13pgzkjjrx66 .

Objects Properties Permissions Metrics Management Access Points

Objects (3)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [] to get a list of all objects in your bucket. For others to access your objects, you'll
need to explicitly grant them permissions. Learn more [/}

© Copy S3 URI Copy URL M Download Open [4 Delete Actions V¥ Create folder

[ Upload

Q

Name Last modified Storage class v
@ cluster_layer.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard
[ cluster_lifecycle.zip { September 30, 2021, 17:49:01 (UTC+05:30) Standard

@ cluster_manager.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

12 4 3% deploy_ngfw_cluster.yaml.
a) ¥ CloudFormation Jf s ili 8l i& 4% (Create stack); EFERAFTIEIRE (hRE) (With new
resour ces [standard]).

b) #FE EAEESCH (Upload atemplatefile), fiidiikiE 2 (Choosefile), #RJm M H AR SCEJe ik
F deploy_ngfw_cluster.yaml.

¢) FiliT—% (Next) 2t priofs &
d) AT —% (Next), )5 fiditIE#H (Create stack).

Lambda pRECK & B Z0d R IR H 42584y, 1 H. threat defense virtual ¥ H s 1 2] & Ly,

B A= BB ERE R
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4 ERMENER

Resources (19)

Logical ID Physical ID Type Status

ASmanagerTopic n uth-1:797661843 -manager-topic [2 AWS::SNS:Topic (© CREATE_COMPLETE
ClusterManager 1-1-manager-lambda [3 AWS::Lambda::Function © CREATE_COMPLETE
ClusterManagerLogGrp /aws/lambda/neo-cls-1-1- er-lambda [2 gs:LogGroup (© CREATE_COMPLETE

ClusterManagerSNS1 :aws:snsime-south-1:797661843114:neo-cls-1-1-autoscale-manager-topic:ae9962ae-deSa-4274-afa1-b38fb815eedc NS::Subscription (© CREATE_COMPLETE

ClusterManagerSNS1Permission neo-cls-stack-ClusterManagerSNS1Permission-1QUGC6QPBYAMM : (© CREATE_COMPLETE

utoScalingzAutoS

. (© CREATE_COMPLETE
calingGroup

FTDVGroup
AWS:EC2::LaunchTempl

CREATE_COMPLETE
£ o -

FTDvLaunchTemplate 73774baBe52a7e70 [4

InstanceEvent 1-1-notify-instan AWS:Events:Rule (© CREATE_COMPLETE

AWS::Lambda::Permissio

InstanceEventinvokeLambdaPermission neo-cls-stack-InstanceEventinvokeLambdaPermission-1HIW8J9L3S6E2 n © CREATE_COMPLETE

AWS:Lambda:LayerVt
LambdaLayer arn:aws:dambda:me-south-1:797661843114:layer:neo-cls-1-1-lambda-layer:1 SRR AR (© CREATE_COMPLETE

LambdaPolicy neo-c-Lamb-JNZAR9J36KYQ :IAM::Poli (© CREATE_COMPLETE
LambdaRole cls-1-1-Role [2 @ CREATE_COMPLETE
LifeCycleEvent 5-cls-1-1-lifecycle-action [2 AWS:Events:Rule (© CREATE_COMPLETE

LifeCycleEventinvokeLambdaPermission neo-cls-stack-LifeCycleEventinvokeLambdaPermission-7036X3FAVFF7 RIS (© CREATE_COMPLETE
n

LifeCycleLambda > AWS::Lambda::Function (© CREATE_COMPLETE

LifeCycleLambdaL ogGrp aws/lambda/ne mbda [4 AWS:Logs:LogGroup © CREATE_COMPLETE

AWS:ElasticLoadBalanci

e (© CREATE_COMPLETE

ey amn:aws:elasticloadbalancing:me-south-1:797661843114:l0adbalancer/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5

AWS:ElasticLoadBalanci

(© CREATE_COMPLETE
ngV2:Listener

listener arn:aws:elasticloadbalancing:me-south-1:797661843114:listener/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5/f8f58ff3f92fcd13

asticLoadBalanci

] arn:aws:elasticloadbalancing:me-south-1:797661843114:targetgroup/neo-cls-1-1-GWLB-tg/0091e49395247c955
ngV2:TargetGroup

© CREATE_COMPLETE

PIRS ML FR BRI SIFEH] show cluster info T &K EGIESAE A

B 5 BT A

Details Activity Automatic scaling Instance management Monitoring Instance refresh

Instances (2) C Actions ¥

Q

[ ] Instance ID Lifecycle Instance ty... Vv Weighted capacity v aunch template/configuration v

= i-0a8a98d3bda571dc9 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 | !

B i-0f6c3f8ea3ba2b044 [4 InService c5.xlarge neo-cls-1-1-ftd-launch-template [4 |\

AR BB B R ARE SRR
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AR EHHEBHEENESEER |

6: show cluster info

Copyright 2084—2022, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.13.0 (build 198)
Cisco Firepower Threat Defense for AWS v7.3.8 (build 69)

[>
>
[> show cluster info
Cluster res—cluster:
Interface mode:
Cluster Member Limit : 16
This is "123" in state CONTROL_NODE
1D a
Version 9.19(1)
Serial No.: 9AWDHS75AGV
CcCL IP 1.1.1.123
CCL MAC @642 .3261.alde
Module NGFWv
Resource : 4 cores / 7680 MB RAM
Last join : ©5:58:46 UTC May 18 223
Last leave: N/A
Other members in the cluster:
Unit "288" in state DATA_NODE
ID 5 gk
Version : 9.19(1)
Serial No.: 9AXO2RCE9INM

Oon
individual

CCL IP 1.1.1.28e8

CCL MAC 0687 .abhed 4442

Module : NGFWv

Resource : 4 cores / 7680 MB RAM
Last join : ©85:58:47 UTC May 18 2823

Last leave: N/A

£ AWS R FFHERB EEE

LT E R, AR day O FOE, BEREATY

£l AWS B Day0 B &

=}

A

SRR RS N E) 4 B

ST LA P ] 5 P P R BT U Y e e

£ AWS B [El EEC & £ Day0 BL &
It e ERE B B A R S | SR I

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"

AR BB B R AR E SR RY
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}

Bt
{
"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.4 10.10.55.30", //mandatory user input
"ClusterGroupName": "ftdv-cluster", //mandatory user input
"Geneve": "Yes",
"HealthProbePort": "7777"

}
}

)

AR WUREG GRS B IEE, E MR ECE MR //mandatory user input .

XfT ColSubnetRange 48, 1475 M xxx4 TG IP HihEJEH . Wi fR 182 DA 16 A AT H TR AR
IP Huht. T H T IFE (ip address start) FIZER (ip address end) IP Hulik i) —4E R4,

R 2: FFIRFNLER IP sk

CIDR #2941 HhE L5 IP it
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

£ F AWS B9 B E X ECE £1)3Z Day0 ic &
TS AT LS H fir & R A AN BN ERE S | S AP

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

I AL EA T A D S |
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"run_config": [comma separated threat defense configuration]

}

W 3% f7 £ 14181 88 T 1

LUR 7Rl D9 W OG fn s8esty ires Qs — MR, Forp— DM TR R 1 Geneve £ AT T4
PEIBERS ) VXLAN #1000 WVER, B R AT SR E M — O A .

"AdminPassword": "Sam&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",

"ip address dhcp",

"no shutdown",

"interface TenGigabitEthernet0/1",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy single-arm",

"nameif uturn-ifc",

"vtep-nve 2",

"object network ccl_link",

"range 10.1.90.4 10.1.90.19",
"object-group network cluster group",
"network-object object ccl link",
"nve 2",

"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",

"encapsulation vxlan",
"source-interface ccl_ link",
"peer-group cluster group",
"jumbo-frame reservation",

"mtu geneve-vtep-ifc 1806",

"mtu ccl link 1960",

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"aaa authentication listener http geneve-vtep-ifc port 7777"

\}

R X CCL FMYEH, iERE CCL 7™ CIDR 1) IP bk, ANEFELRE IP ik, 5 o0nE], 53
B b3 20 TFUG AN 45 o 1P Huhik 749 o

YT AWS IS PIRGURS A 1 B, TR 2 I8 7 b Ab 1% B 1) aaa authentication listener http % I o

B A= BB ERE R |
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FEA b T F 39187 2% TR

AR 7n il Qe —AMECE, T RAE RO, SR R AR AR AS 7 8 e, LARH
TR HIRERR K VXLAN $2 1o TR, REA Y R 20 E ME— R

"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [
"cluster interface-mode individual force",
"interface Management0/0",
"management-only",
"nameif management",
"ip address dhcp",
"interface GigabitEthernetO/0",
"no shutdown",
"nameif outside",
"ip address dhcp",
"interface GigabitEthernetO/1",
"no shutdown",
"nameif inside",
"ip address dhcp",
"interface GigabitEthernet0O/2",
"nve-only cluster",
"nameif ccl_link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"jumbo-frame reservation",
"mtu ccl link 1654",
"object network ccl link",
"range 10.1.90.4 10.1.90.19", //mandatory user input
"object-group network cluster group",
"network-object object ccl link",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable"
1
}

XTI RE RS M 20 5, AR DT i BCR il (B 161 o BURITEH il G2 5wk BE .

N

AR R HIERIG B R E, SR E B INER //mandatory user input.

ok

PEEET R
BB L DM TR ARE

AL EA T A D S |
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. 7£ AWS 1 { ] GWLB 2 & Cisco Secure Firewall Threat Defense Virtual ££ 2 4 B iR i fE 45

$IES

UK

18 F B B 5 B0 03 1 4R Day 0 it & 555 Threat Defense Virtual S5 - 21 A% F B 5 £ 234 17
#% (GWLB), W PUANEE LT an A AEAH 83 i o, WK AN . 7 BRERHHFERES >
BRIFMEE o, AGER day0 Bl .

R WIORILCL R BT O R s .
o AWS P BHT2s - DUANE I - 4B, 2. N EBAEEREE h R
o AEAHB N BINMT RS - TIANED - R W, DS SNSRI RS B

HRAE AWS %5 Threat Defense Virtual FITE £ 15 8, 155 £ AWS L33 B EF B

IR 1 DL I s Al i A 7 A5

{if Jf] Threat Defense Virtual 5|4 F[¥) show cluster info iy 2 363iF & 75 BT A3 15 s 350 O s I in N B3
BCE AWS B i 2 o

a) O HARA A GWLB.

b) H HFr4lERE] GWLB.

IR HORR GWLB BCEDY AT IER A dE . (U Ry B E RS PRDURS AR E .

c) A IP Huhik ) HARIFE M B 0 CNEREE D)
HIRVEAE R, 1S5 G0 8 W o 53k 4 i % .

RPN AN BV B L SRR IR B L (CPahiE) . 2R 48 T,

7£ AWS F1{E FH GWLB fiZ & Cisco Secure Firewall Threat Defense Virtual £
e Bt R

AWS 1] Threat Defense Virtual 2R FH W 5C 71 831 8% (GWLB) A4 17 o0 25 B4 G0 -4 L8 e 2|
Tb * i) Threat Defense Virtual 5 fi. GWLB F-F4E H AR fk AR #s U e s B v i A5 00, 4%
A% IR S BEL

AWS F ) H bR EE DI Sh 584 GWLB BEfSAETTRI 4E 3 A 0] TR7H V8 A sl H AR 05 & A s 45 3
P 19 23 H5 s 0 T ) B E R IS AT I B AR T e R SRR RS MO D 46k

7 AWS 1, AT LI AWS gibE 73 1T (ELB) APT 5 AWS F5 5 & K & H br b4 .

\}

ER WU H AR AAE GWLB A 3L (141 SSH. SCP. CURL 258) P& i I8 A A8 ek, MUKt

B 2

ST () B IR R H AR T RE S HOUAEIE o 1P A8 2 by T TR~ A R R i e 1

15 AWS F, %I LLUEE AWS ELB API 8% AWS #3551 & Sk it & B Ar 4 %

=B B R AR E SR B


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html

| 235 b BRI SR S B
7£ AWS /5 F Cisco Secure Firewall Threat Defense Virtual $£ 884 B AR # [E45 7% .

* AWS API - 7 AWS #1114 )47 (ELB) API - modify-target-group-attributes 1, #n] UE 15 2
PLUF AT SOk @ Xt E AR BT A
* target_failover.on unhealthy - 5& X 24 HFRALAFEATAS IE 3 B GWLB 4] b BE [ 24 37 1

* target failover.on deregistration - 7€ 324 HARBUH A M GWLB 2i{a] &b 1 /9 4% i 1

LUR i 8o 75 SUX AN S HL AP S H B 7Rl .

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing: */my-targets/73e2d6bc24d8a067 \
--attributes \

Key=target failover.on unhealthy, Value=rebalance[no rebalance] \

Key=target failover.on deregistration, Value=rebalance[no_rebalance]

HXREAME R, EZ0 AWS SRS H 1) TargetGroupAttribute
AWS #Hil G - 5 EC2 il G, nT L e & LR 5k e B H ARZH v i iy H s b e
Pk I o

* Gl H b dl s

o i M) H bR e %

o B UE P

B I JE F H bR L B I EAN S B, 153 £ AWS H1A H Cisco Secure Firewall Threat
Defense Virtual £EHE11) H AR SRS , 2 21 1L

7£ AWS 1 ;2 A Cisco Secure Firewall Threat Defense Virtual ££ 2 54 B R
fE3% 1%

threat defense virtual [N 10 CyEM 2] AWS H1 GWLB HAx4l. 7E threat defense virtual Z2#¢H,
FEA SRS — A HAR4ICE . GWLB JEAT 08T, R i A% BNz AT IR 1 SE 41, 1
TS COE B M A H FRAL R H AR .

FFaZ Bl

B Cal I F3h 7 18048 ] CloudFormation AR /£ AWS HH 5 55 .

W AEAE ] CloudFormation AR FREAEHE, MRk nf DU I 73 Bo SRR S0
deploy ftdv clustering.yaml ) GWLB BCE 4> FHEAEH rebalance J& >k 3 H Target
Failover 24, iy, BRUMENLT, WSHIERE N rebalance. H7E AWS #4il6 F, 2
B ERIAE 13 & ) no_rebalance.

Hp,
* no_rebalance - GWLB 4k ) £ 3t i 52k 2] o A w5 5 LU vE MR E A

« EHFE- I H R A B EOEE N, GWLB R M4 it AL ) ) —ME R BT H
bre

I AL EA T A D S |


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html

AR EHHEBHEENESEER |
. 7 Azure PEREEEE

1 KAE AWS HIBEHERTIE R, ES0:
* 75 AWS " F3EE S
* {§ Ff} CloudFormation AR AE AWS 3 28 HE A

B2

W1 L AWS =46 |, # 3] R$ > EC2
$1E2 il BEReB (Target Groups) UL & H brg vl .

1B 3 EFE ) HIE M threat defense virtual 244 0 TP I HARH . REF B~ HErH R4 B, &alLL
EH A EH B bR B

$IB 4 HAE 1 (Attributes) S,
PIRS sididwig (Edit) LigmHm Tt

FIR6 K B TERE WOURADISBIA N, DR HARSBEER2, IF GWLB WL ek AR b
FE A% B VM I SR AT BT 8 s, PR LA R BE R IE AT 1 H AR Y R

7£ Azure FERE £ RS

0] LUBERE S Azure W 01 8 47 2% (GWLB) BARASH 7 4 9T S0 & o B24E Azure P38
FERE, AT Azure P UES PR AS (ARM) AR B 32 R UN L IRASE4E

B A= BB ERE R
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ET GWLB ByEEF A Z HIFh MR

7: GWLB g N\ 2 A= HF0FRM

Internet

I@

Gateway Load
Balancer

Public Load :
Balancer

Internal Servers
(VMs or VMSS)

& 8: GWLB #9 i 2 1E A= F1F0FR M

Internet

oD

'I‘T©

Public Load :
Balancer

Internal Servers
(VMs or VMSS)

®

Threat Defense Virtual
Firewalls

Gateway Load
Balancer

®

Threat Defense Virtual
Firewalls

2#F ewis wrmEmmivns ]

®@ @ ® 0O O

®©®@ ® ® 0O 0

Inbound flow uses public IP of
public load balancer.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to an internal
server.

Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.

AR BB B R ARE SRR
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Azure [ 3k £ £ 14 17 28 FO AL X34 12

fE Azure IR45%% ™, Threat Defense Virtual 78 24 0] PAFEFR I MUFN 22 7 IR 45 22 Ta) P54 A 1) i 1 )
. Threat Defense Virtual 3 i F1) ] s ACHE F ) VXLAN B ECAE B/ NIC 2 5E AN 3L 1R A 3542
I,

IR T MM VXLAN /B E R A 30 OC 2838 i 4 i & 21| Azare [ SR80 28 M . I
FA LI 282 A/E L/ Threat Defense Virtual I & 2 [A] AT , XU &4 I E B0k H ok ik
[AIZE P VXLAN 5855 10 X ¢ 3 40 i 2% 2 gt Heal TR A o ARG, Azure W I B 35 350 i 4% 2 K5 0t i
RIE A T G AR Z a g 4 A0 H b .

9: Azure W 5% S B 9 &1 2 AN EC XX 32

Internet
Source

z Threat Defense

< Virtual 1
ﬁ Threat Defense

: L Virtual 2

H [

' I

: I

1 1

1 )

1 [

! L Threat Defense

I @9 Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

Destination =t Layer 3 wnil: int. segment
Public GWLB Azure GWLB Network

{& FH GWLB 7£ Azure T Z3Z Threat Defense Virtual £ &% 8Yim% 2 i 7 72

ETRERAEE
25 FE K] i ki 3 . = 325 FE
DU AR B B4 GWLB & Azure T AEE TR I# Threat Defense Virtual HEHE 1) LAEG R
1 2 | Modily azure_fidv_gwib 9
Download _cluster,json and azure Upload
Local Host templates and ———_ftdv_gwib_cluster_parameters C'“S'cr_—F_””C"O"
files from GitHub fson with _zip file
. required parameters to Function app
| I
v
3)  Create 4 5 . 7 . 8
Azure Cloud Resoure Group, Eues':l::‘ ?:;gﬁz: Usetg‘:g‘;':t’grapp Create
Virtual Metwork > —_— ; — FTPS
and Template details cluster with Credentials
add Subnets management center
6
Cluster Node Verify the
Cluster
Deployment

B A= BB ERE R
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{8 GWLB 7£ Azure F&BE Threat Defense Virtual $5 5% 893 2 i 7 12 .

TiE=18) TR

(1) A H L M GitHub T 2RI S Ao

(2) A Hh ML A T 7 10 280k A5 25 azure_ftdv_gwib_cluster.json Fl
~— azure_ftdv_gwlb_cluster_parameters.json.

3 Azure Cloud (UK =83/ F EIN s A T LR

4 Azure Cloud B E SRR .

5 Azure Cloud Pic B SRR R

(6)  |Hemriig Yol AR 5

- Azure Cloud A5 ) B8 B0 T i) A2 B e oy MR RRE

3 Azure Cloud 67 FTPS EifF.

(9) A ML # Cluster_Function.zip 3Cff 4% 31 Function . H .
FEhEtE

LA AL U] T8 1] GWLB A Azure T3] 8280 Ul 917 40 RE S SR RE 1) AR R

1
Create a VMSS

. Azure Cloud

2

from the
Market place
image

Add day 0

customData field

4

——— Aftach interfaces — configuration in - ————p

Update scaling
instance count

Management
Center
THE=E TR
(1) A AL TSR A& VMSS.
(2)  |AEm HEREET,
(5}. A AL f£ customData ‘7B 5 I Day 0 FC & .
(2) ESTE! ST S5

AL EA T A D S |



B ==

=R

AR &1

AR EHHEBHEENESEER |

TE=s1E) S5
(5) AL fiil 5 GWLB.
6 L eI R

DU SRR i {E GitHub "3RI SEE AT B, SEARAE AR 25 H .
* azure_ftdv_gwlb_cluster_parameters.json - -4 245 GWLB 112l /WpBl5 5 R 005 T 4 A\ S £ A

i

* azure ftdv_gwlb clusterjson - {1 ] GWLB B2 B 55 1l i FUGE B (IRl

o LEARVIER AT MR B b, TEAR B OB AT 2545 B ORI ZES ARG
AAAIXEARBR I H ol LA REST APL. 1% Cisco Secure Firewall Management Center 5 £
&M

o PR B ARV IN -5 R AR AR S 01 I i3 2 1) SRS A4 PR UL PIC 77 ) SRS o
o DR READUE PR A0 S RATE 24 VR AT

o BHERERS I B AV BP0 S, BT EL T AR R

1 A PR P RS TR U B S IE B G BE .. A RRCEMIDIRER A E R, SN

FHRE.

N R AR AR B AR B TR B, TS AN .

A I T C B

Network: any-ipv4

Interface: vxlan_tunnel

Leaked from Virtual Router: Global
Gateway: vxlan_tunnel gw

Tunneled: false

Metric: 2

iR

vxlan_tunnel _gw 2 i 99 (1) 19 5 TP Hhudik

B A= BB ERE R


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
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&5/ GWLB 7 Azure B B et amannie I

{£F GWLB 7 Azure &R BB By i) FE U SR B BY i Bl i i 42

1 B & X Azure BIFE HLES (ARM) BHCH Azure GWLB #0E8 B AN AARAE .

oK

THES LA

a) ¥ github A7 7 vo B BIA ML SO J2 . 12 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure.

b) f# TR B Hek 15 2 azure ftdv_gwib_cluster.json #1 azure ftdv_gwib_cluster_parameters.json .
G F Azure [1)7: https://portal.azure.com.
B — AT .
a) 18 EEREH-RH, M FhAERPERE TR 1 EIRA .
b) TP X
BUdRAT YA T I RN S BB 20T, AMEREERERS B (CCL).
a) A2
1 fe BEAR g, WRRsRpicse TR A FiRE .

2. EFEPTHN X sidi T—A: 1P k.

76 IP HbbE BRI rp, AU ARANF , SRJGAINCA R 70 - A EL 2. SR RIS R i
b) WINFR .
T SRR .
a) miih G > BIREE (FHABEXEBIRITE) .
b) riili EHRERPERE CBIRIR
c) il MnESCH, RJn A% azure ftdv_gwlb_cluster.json.
d) riilifR7F (Save).
T B S R A A S
a) HIANFTHRME, KRGS HER + 612 (Review + create).
b) IR S, it (Create).

RSB IRIEAT e, I BB A S A show cluster info fir & KIS IESERFAE -

AL EA T A D S |


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com

B = GWLB 7 Azure BB BLANEH IR IR IR B ISR AR

-

AR EHHEBHEENESEER |

10: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

£ Azure |17, il R BON T DORFEREIE T 21 7 B AR
AR R R BN, T DU AN > g CMASEIRAN > &8 Ry i
M) B AL o JLARERAEN S B SN

i iy BB AL > FTPS ik > A PASEE > B E A P& FA%HE k008 FTPS 4RiE, A5 st &
=,
IS AEAR &0 AT LT curl 474, #F Cluster Function.zip 34 %% Function W .

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

ER curl @y T RETTEILAM Y (202 B3 08D A RESE AT HRAT

PR EALBIR BN . DhBERE R Bl T RT DAAEAT Rl )™ (O S BAB OB 2B H R R G0RE A
B LB BT o

B 11: 39

7 Search (Cmd+) I - Create () Refresh
A Overvies
LRhauien Ak Your aps is curmently In read only mode because you are nimring from a package file. To make ary dhanges upeate the contant in your 2 file and WEBSITE_RUN_FROM_PACKAGE apa setfing

B Acivity log

P Access control (1AM)

> Filter by name.

@ Tags
¥ Diagnose and soive problems ] Name © Trigger T4 Status Ty
Q0 Microsoft Defender for Cloud ] ehimer-tinetion Quaue Enatiad

Events [preview)

Functions

fi| Functions

AR BB B R AR E SR RY

<
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&5/ GWLB 7 Azure B B et amannie I

[ 12: BA 51

m gwlbanbdx5mqdvkpces | Queues 2
Storage aceount
£ Search (Cmd+/) « + Queue () Refresh [ Delete
= Overview
JO Search queues by prefix
Activity |
@ s Queve ur
@ Tags
[ outqueve
£ Diagnose and solve problems
] resourceactionsuccessqueue http: d
. Access Control (IAM)
@ Data migration
Events.
S Storage browser
Data storage
= Containers
i File shares
T Queues
13: HuhBAS
m outqueue X
Queue
O Search (Cmd+/) \ « () Refresh -+ Add message [i] Dequeue message X Clear queue
1 Overview Authentication method: Access key (Switch to Azure AD User Account]
iagnose s
e 2 search to filter items.
. Access Control (AM) 1 Message text Insertion time Expiration time Dequeue count
Settings Event thread: f605983a-97ad-44f4-9223-bbeeb7c092b0
Action: i
Access policy €d054bf2-a39b-4aSe... Operation: Microsoft 8/2/2022. 354:56 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:48:21 28947772
O Metadata Started function execution
Event thread: f6b5983a-97ad-44i4-9aaa-bbeebTc09ab0
Data: Instances Description
Instance ID in scale set: 0
Name: sumisnib-vmss 0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance 1D in scale set: 2
Name: sumisnib-vmss_2
Status: VM running
¢54339e-1318-4ac2..  Public management IP: & - 8/2/2022, 95508 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance ID in scale set: 3
Name: sumisnlb-vmss_3
Status: VM running
Public management IP .
Private management IP: 10.55.1.7
Instance ID in scale set: 4
Name: sumisnlb-vmss 4
Status: VM running
Public management IP: 1 4
Private management IP: 10.55.1.8
Event thread: 1605983a-97ad-4414-9a2a- bbeeb7c09ab0
al 1-d87e-477. :16 AM :55:16 Al
82166a71-d87e- Fratataabin ) et B 8/2/2022, 955:16 Al 8/9/2022, 9:55:16 AM 0
Event thread: f605983a-97ad-4414-9222- bieeb7c092b0
Data: Cluster Info

AR BB B R ARE SRR
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ET NLB RIS R AR E R TNl

Internet

T

Elastic Load
Balancer (ELB)

Virtual

Management Center

AR EHHEBHEENESEER |

User
Applications

IEHRFM IR NG AT H 25 . Threat Defense Virtual 524 JCAE P RIS 7 203515 4% < 7] . Management

Center Virtual SE41 FH T & HAERE,

KB HIEW N S NN gy, ARG 1% 0 BRI i 25 2K i AL #ir 2] Threat Defense
Virtual 25, ZERE ) Threat Defense Virtual SEBIRHNBR &5, 20K H AL & 2 L.

K BN REFARL R St o s AR S 2 P B i gy . SRS, TR S84 & 31 Threat Defense Virtual
R, ARG T RIL RN EIEM .

{& 3 NLB 7£ Azure B2 Threat Defense Virtual £ 2 805 %

ETRIRAIEZ
PR SRR B WG T NLB £ Azure H #8352k TR 10 W 9 A0 K2 FUL SR R £ T AR 3R

1

Download

Local Host templates and ———»

files from GitHub

Madify azure_ftdv
_nib_clusterjson and azure
_ftdv_nib_cluster
_paramelers.json with
required parameters

+

3 Create
Azure Cloud Resoure Group,

Virtual Network >

and
add Subnets

Cluster Node

B A= BB ERE R

5
Deploy Configure
custom Instance
Template details

i

Verify the
Cluster
Deployment

6

AL SA- T
ﬂﬁuwii

Upload
Cluster_Function
zZip file
to Function app

I

8
Craate
E— FTPS
Cradentials
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{8 NLB 7£ Azure %38 Threat Defense Virtual 2t tsszlisniz [

TiE=18) PR
(1) AR FEHL M GitHub T 2RI S Ao
( 2) A ML {5 T 75 1 B 80k 18 24 azure ftdv_nlb_cluster.json #l
azure ftdv_nlb_cluster_parameters.json .
3 Azure Cloud QTR . HEHL 45 R M
4 Azure Cloud TR E B AR .
5 Azure Cloud Bt S PEAN A S
(6)  |Hemriig Yol AR 5
- Azure Cloud A58 FH R BN P i) 5 B oy MR B
3 Azure Cloud 67 FTPS EifF.
o5 A AL # Cluster_Function.zip S _1-4% %] Function N H] .
FHEE

DU AR B i W] 1 481 NLB 7E Azure H T3 #i%% Threat Defense Virtual Z2# (1) TAERE -

. Azure Cloud

2
Create a VMSS3

from the
Market place
image

——— Attach interfaces configuration in - ———

3 4

Add day 0 Update scaling

instance count
customData field

Management
Center
TiE=(E TR
(1) ESTREH T4 0 VMSS.
(3) | AEm He
{’5}. AN # customData 7Bt FF 3 Il Day 0 fic & .
(2) AL SR RS AT v

AL EA T A D S |



B ==

=R

AT F 1

AR EHHEBHEENESEER |

TiE=Id) TR
(5) A HE L il 7 NLB.
6 LD TR 1

DU SRR i {E GitHub "3RI SEE AT B, SEARAE AR 25 H .
* azure_ftdv_nlb_cluster parameters.json - F 1> 547 NLB [¥] sl 97 480 52 FULE T 4 N S 80P AR
* azure_ftdv_nlb_clusterjson - H1-T-#52 F AT NLB 1) gl W95 1 K2 AU ST FRIARAR o

o BARVFEAE A SEM 2 H L, AR B RO B BT W 2 B RN GES AR
HAXERBR A H T LU REST APIL. 1#52 [ Cisco Secure Firewall Management Center 5 #f
5/

o L I 5 S C AR B I 6 e 400 44 BR UGV S0
o BRI 0 CRE MV
o SRR N R 0

L AR P A PIRGUR AE S TEF G W, A T A B 21

\}

FHRE.

SR F AR P 1 i O A el A OGBS R, TSI N

FA R .
AN 11 PR A B R 7 £

Network: any-ipv4

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

iR

ftdv-cluster-outside j& #1581~ ¥ 11 9 5C TP Mkt .

PR (R A A i C B

Network: any-ipv4
Interface: inside
Leaked from Virtual Router: Global

B A= BB ERE R


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3

| 235 b BRI SR S B

{3 NLB 7£ Azure FH&RE B B 1 E ISR BE A m B im R A2 .

Gateway: ftdv-cluster-inside-gw
Tunneled: false
Metric: 11

\}

AR fdv-cluster-inside-gwie A FIS 199 ) R4 5% TP ik

3. AR ERCE NAT B, A OCHE NAT MUNKTEAME R, 152550 W2 b4

{£F NLB 7£ Azure F &R Fi fif By 1 EE $U 85 A% RY i £ 2 7T 72

1 B & X Azure BYFE BLEE (ARM) #ARCH Azure NLB #5254 1E,

puk

AR .

a) ¥ github 7 A v BIA M SO . 152 [ https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/azure.

b) i AT S B0k &8 azure ftdv_nib_cluster.json F1 azure ftdv_nib_cluster_parameters,json.
Bk E| Azure [])7: https://portal.azure.com.
B — BT .
a) fEEEREHRF, A TFHsEPEs TR M FIRE .
b) IEFEITRE ) X
BUEE BTN T LN 4. AR, 2 W, TR AMERRNAR R ) 1
a) QI
1 78 BAREW RS, AWMy Erhikss ITR M FiRA .

2. b) EFEITH N X, i T4 1P k.

b) WK,

FE 1P 3esE SEIRrh, mliy RARF R IR INEL T 7R - A EL 2 W, R ARSI B
.

i H T OB .

a) A Bl > RINERE (FHBEEXIEREE) .

b) riihi FE4RIEEE A B C BRI .

c) miii MESCH, )5 AL azure ftdv_nlb_cluster.json.
d) HilRE.

e B S PR AN R

a) HIAITHRME, KRG SHEF + €18 (Review + create).

AL EA T A D S |


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com

AR EHHEBHEENESEER |
B = v Eama s

ER O TR R R i A g O e, AR E PTG BCE R (B 16 1) o ALK
9 AT E 23 M P RE o
b) fERIEEN )5, sl (Create).
PR AELGDHRIEAT )R, SR BRI R FE] show cluster info fir & RIS IEAEAE HIE -

14: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On

Interface mode: individual
Cluster Member Limit : 16

This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180
Serial No.: JAKGFV8VH4G
CCL IP : 10.1.1.12
CCL MAC : @@0d.3a55.5470
Module 1 NGFWv
Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

WIR8  1E Azure [T/, RUHRREN FH DUR SRR 21 B B b

AR WA RENV T, nT DA a0 > & GASE RN > &85 HBRE I
MR B G . HRAERE 2 B 3.

Wi it ZBBEHL > FTPS ik > A PSEE > Bd B A P &% OREIEE FTPS ik, AR5 it &

=

S0 W AEAM L HAT LT curl f74, 4 Cluster Function.zip 34 4% %] Function W [ .

curl -X POST -u username --data-binary @" Cluster_Function.zip" https://
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

ER ourl ar A TTRET EL BN (L2 B 3 200D A RESE A AT .

PR B EAE B BN T o ZhEERE R B, T n] AFEAF K R R i RS R B B S . R EURE 1A
R RO B A .

7£ Azure P F N EREB £ B

BLFANEBERE, WA day0 FLE, MMEFRAAL RJERE ST A2 .,
£/ Azure B9 Day0 BC &

FnT DAAE A [l e e B el B o U E .

£ F Azure B9 [E E B & £ 2 Day0 B &
i 5 A BB s A RS | SR PR E .

B A= BB ERE R
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& Azure 0 E =R ESI2 Day0 B2 E ]

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",

"Cluster": {
"CclsubnetRange": "ip_ address_start ip_ address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment_ id",
"ExternalSegId": "external segment id"
}

}

Gt

N TER 0 RAIBCE R

"AdminPassword": "password",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory user input
"ClusterGroupName": "ngfwv-cluster", //mandatory user input
"HealthProbePort": "7777", //mandatory user input
"GatewayLoadBalanceIP": "10.45.2.4", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

}

N

R R EEFIOERNG LA R ECE, E R NES & S //mandatory user input
T Azure IBITIRIR &R S, 1545055 € BAEILAL % B 7Y HealthProbePort.

XIJ- ColSubnetRange 2, T HREM xxx4 JHAAIF 1P HUBEVEH . BRI 16 AT TR
IP Huhik. RHIZEHY T ITARANETR TP bk — 28741

R 3 FFIAFNER IP kR

CIDR YA IP ik Z5R IP it
10.1.1.0/27 10.1.1.4 10.1.1.30

AR e DS AL St
|



AR EHHEBHEENESEER |
B s rwewarymEsz RS

CIDR #2485 IP ok L5 IP it
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

&£ F Azure HY B E X ELE €32 Day0 EC &
T nT LU H fir & KA N BT 5 | SR P L

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ID>",

"Cluster": {
"CclsubnetRange": "ip address start ip address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"
}

}

5l

NI TES 0 RABCE R .

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",

B A= BB ERE R
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"management-only",
"nameif management",
"security-level 0",
"ip address dhcp",
"interface GigabitEthernet0/0",
"no shutdown",
"nameif vxlan_ tunnel",
"security-level 0",
"ip address dhcp",
"interface GigabitEthernet0/1",
"no shutdown",
"nve-only cluster",
"nameif ccl link",
"security-level 0",
"ip address dhcp",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy paired",
"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",
"vtep-nve 2",
"object network ccl link",
"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster group",
"network-object object ccl link",
"nve 1 ",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster group",
"nve 2 ",
"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu vxlan tunnel 1454",
"mtu ccl link 1554"

]

}

\}

ER W RGP Fn gy R ECE, W ORECE T ER //mandatory user input.

FHMBEERT = - & T GWLB RIFRE
HEGRE AL TSI RIS

I AL EA T A D S |
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UK

HIB1 ffiH] az vmsscreate CLI MSEWFITHECA O (T A% G 2 i SUM LA 4 .

az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku < InstanceSze>
--image <FTDvImage> --instance-count 0 --admin-username <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual Networ kName>
--subnet <MgmtSubnetName>

WIR2 B AN - 2. B AR TR .
IR 3 R A I AN B I AT DL AR
a) fEIRERGHY N, #F customData 7Bt RN day 0 it & .
b) HiliRTF.
o) TEHR AT, AP AR AU RSB T . ST LK ST B R S/ IME 1R
KAH 16,

SIB 4 BE Azure WIS MES . A IHEANE S, 1ES R Auto Scale 5 Azure W I 13 i 2548 FH 2491

SRS KB AAINE] E AL SR ERMEE RO CTRaE) . 5 48 I

FHIWMBES S - £T NLB (9302
i

BN AL e B R .

UK

HIB1 ffiH] az vmss create CLI MSEGITHECA O (T A% G 28 i SN LA 4 .

az vmss create--r esour ce-group <ResourceGroupName> --name < VMSSName> --vm-sku <InstanceSze>
--image <FTDvImage> --instance-count 0 --admin-username <AdminUserName> --admin-passwor d
<AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product
cisco-ftdv --plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual Networ kName>
--subnet <MgmtSubnetName>

FE2 ER AN - LW WEE. SNSRI B .
IR 3 R A I AU UL I AT LA #5AE
a) fEIRERS 4 K, £ customData 7B N day0 it & .

b) HiifRTEF.
c) TEH R MAT, P ARREY A B wl v 5. 48 n] LUK SE) v 0e el vy e /ME 1 A
A 16,

SRR A REH RS INEE B L SRR B L CTaEED 5 48 T,

B A= BB ERE R


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale

| 235 b BRI SR S B
Azure e |

Azure H Y BFARE B HERR
W G
R HE R <
* Kr 7 {# ] GWLB 3 1) Threat Defense Virtual SZ{7] ({1324 PR BTIR IR L 75 1E 3
* W& Threat Defense Virtual 5245 (I2 A FARBURIPRES hy A TEH -
o Ky &5 fE A5 /E Management Center Virtual G E T 55 A# Ho
o SO UEBR AR G275 h Hedh T PR 9 5% TP
* f37¥ Threat Defense Virtual SE1 & 15 1F AERUS AT IR AR I 52 o
* Ky &5 7E Management Center Virtual H it & [V 7] 1) 3 & 15 AR VFS AT IR GLER DI i

%:]:

o I ARREARA
BRI -
* K2 nve-only SERFRE 116 TP kb, A fR 4 T LA ping JLALTT A4 NVE SR,
o KA A NVE SERERE O TP Hbhik 25 G 41— 584 o
o Ff PRI I R 41K L E NVE.
o SERFAL R A BRI R: 1 BAT IEAIY VNI 42110 itk VNT 2 1 HA MR 5 411K NVE.,
. W%j;;ﬁzrﬁﬂﬂifﬂﬁ ping . H TR AEAE A ORISR P, IR Z AT DU B
ping 1 .

o IO ASAR 4B B ()3 A% ) CCL 14 () T U5 b bk A0 25 R bk 2 75 TEAff o S UG ik 2 250 L1~ 9
RS — AN AT Y TP HuhETF o filan, W7 192.168.1.0/24 . HS4 U ik N Ay
192.168.1.4 (Fy =/ IP Huhil- 5 Azure {£85)

* ¥ 2F Management Center Virtual /&5 B A A 8T 1T IE,

o Jrl e AR R BRI A P R BRI IR B A R O AR R R
R s R 2 AT BUTR dir IR R T2 A A 60
BRI R
"error": {

"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be

updated.” }

* azrole assignment delete --resource-group <% R4 % #> --role " Storage Queue Data
Contributor"

* az role assignment delete --resour ce-group <% Y2l 4 Fx> --role " Contributor”

I AL EA T A D S |
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£ GCP ERE & #

LE GCP PB4, ErT LT o, sl (i SE B RAROR s 2 s AL s mT LURE SR A S A
GCP 3Bt AR A B i s (B ARL 2 IS5 th &) Bea ] .

\}

AR TR O NAT IR BRI 64K M4k

ekt

0):

Management Center Virtual

Application Subnet

10.10.13.28 10.10.14.27

S

10.10.13.4 11111111

1 10.10.13.30 10.10.14.29
ILB . ] {T_sl' )
@ [ =2 Internet

Application VM L

)G

v/
10101329 V 10.10.14.28

application-to-ilb

0.0.0.0/0 >10.10.13.4

Inbound

_—
Outbound

PR M IA N i . Threat Defense Virtual B4 S 7E P RIS M 47 #3515 #% 2 (8] . Management
Center Virtual 41 H T3 BEAHF

K H BB N sl w3 NN S e, AR IE 1% S i 28 S B Ui s AL B 21 Threat Defense
Virtual £E4. SEBET ) Threat Defense Virtual SN SIR E G, 20628 K 30N H BRI

K N B FARL I B ol i s B AR i 2 0 i i gs o ARG, B S 9 & 3 Threat Defense Virtual
ERE, RIFHRIERHEM,

7 GCP 3R B A By 1l FE P62 B B iim 2 i AT A2
AT RIS
AT YRR B T 22 GCP 13T L 16 2 MU B LS 10 T AR

B A= BB ERE R



/A

= PR B B R AT B SRR

7~

wiz I}

£ GCP HARE BURN B R ISR BE Ay B ity

2 4
. Download Edit Greate Google
. Lecal Host ‘emp"al'“ and template Cloud function
Ie.S paramaters source archive file
from GitHub ftdv_cluster_function.zip
3 Upload the 6 7) private 1P 8 | If extemal IP addresses 9 ey 10
Google Cloud Create g Deploy ddresses are are used, set .
ter functs
Platform GCP 'Gmg‘c Cowd __, infrastuciure ——— used clster Linoloh S
Junction source infrastructure
bucket i yaml create VPG toTrue in template
o cluster_function_infra.yam
=3 1B
z3
THE=(a) IR

(1) AL M GitHub " 2R AN AT
Ay
.i 5/\. At L IR SR

Google =1 &

w

B GCP 4G4

B4 Google Cloud pRHU A7 14 3L+ ftdv_cluster_function.zip.

5 Google = V& 4% Google BRECIEAERS S

6 Google =153 #B% infrastructure.yaml.

7 Google V-4 WA A TP Huhik, EA1E VPC &4 .

8 Google =& Qi S AR TP Mihl, 35 AE cluster_function_infrayaml
4 deployWithExternal IP 1% & 4 True.

9 Google =°F-& B A Dl e S A A AN

10 Google V& BT

FahARE

PAUR AR B U] T 7E GCPE T2 8 28 Sl 977 10 R FL SR A ) AR R

1 Create
day 0
configuration
seript

|

Create
Instance template
using
day 0
configuration

Local Host

Google Cloud
Platform

Configure five
interfaces

4 Create
Instance
group and
attach
instance template

Create Network Create

— |oad balancers and —— firewall rules for
attach Network

to instance group load balancers

|

—_—

!

Create

Management Access Rules
Center for

Health check
traffic

7 8
Add
Control

Node

—_—

AL EA T A D S |

Deploy
cluster
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B ==
TE=1E TIR
::’1"'\; A FEHL 4 GCP £ 4 Day0 fic
2 Google =V & {8 H] Day 0 e & €01t SR AR
3 Google V&3 BB .
4 Google V&5 Bl S8 2 I B S B ASE AR o
5 Google =1 QU NLB JHH 2L 5141 .
6 Google =¥ & G NLB R85 KB o
7 R L G B AT IR IS B0 I 7 1 U ) R
8 R AL NI I R

L

DU R LRI AT E GitHub 13RI . SEEEA T AT, SBAFEESN T .
o ARG E AR RES E AR - deploy_ngfw_cluster_yaml
o AL B AR BB B - deploy_ngfw_cluster.yaml

{5 AL BIHEHR7E GCP PN E L I4E

A8 FH S RARE GCP Hh 8 S 40

FHiaZ |l

* fiTH Google Cloud Shell AT . 80, 0] EAZEAFAT macOS/Linux/Windows &AL F A% H]
Google SDK.

o BARVFEAE A8 M B O, SRR LA AN B E AR S, AT
LA H REST API. 1% (Cisco Secure Firewall Management Center 7 EEF5Fe )
o LEAH AL AR N S 4 AE cluster_function_infrayaml FE 5 (0 S 4% FRUCIE PRI ) S0 o

i

P BN GitHub NEEIAH SO

B A= BB ERE R


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

Sk
S
~J

AHTPHEMBEEIE R E KR

et A e |

{4 F Tt 1) resourceNamePrefix 240 (1541 ngfwvels) FIICAh BT 5 6 F 7 i A\ Sk g
infrastructureyaml. cluster_function_infra.yaml F1 deploy_ngfw_cluster.yaml.

M Cisco Secure Firewall hiRA 7.4.1 TFUf, 0] AAERA 12 W ORGS0 N B M. B AA
SR AR EBRAI CCL 2 L ERE, 154 Infrastructure.yaml F1 deploy _ngfw_cluster.yaml S04
ks withDiagnostic 242 i3 4 False .

TR, GitHub [f) east-west #1 north-south SCA& 1 #47—A deploy_ngfw_cluster.yaml 3Cff. R
o U B KT AH Y (RS

i Google Cloud Shell Gl /74, LA AL Google 7 PR EIEAF#4 SC 4 ftdv_cluster_function.zip.
gsutil mb --pap enforced gs.//resourceNamePrefix-ftdv-cluster-bucket/

AR AL 1Y) resourceNamePrefix 4% 2 544 7F cluster_function_infra.yaml 145 %€ [¥) resourceNamePrefix
A VLA

B O Bl — AR SO

-

zip -j ftdv_cluster function.zip ./cluster-function/*

AR 2 TR Google JEATEAY .

gsutil cp ftdv_cluster_function.zip gs://resourceNamePrefix-ftdv-cluster-bucket/

P AR B FEAIL O

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
WRAEAE F 25 TP Mok, 53T LA R AL 3R

a) f U B A AU B VPC R BB B A G

b) G VPC #E#H8%, LUK Google Cloud Zhfig 5 Threat Defense Virtual i ¥ VPC &2,
gcloud compute networ ks vpc-access connector s cr eate vpc-connector-name --region us-centrall
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

I B AR T Threat Defense Virtual s& 22, Jf H. Threat Defense Virtual 752458 IP Huhit,
WHALRLE cluster_function_infrayaml H# deployWithExternallP % Jy True .

P8E B D REFE A Bt o

gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml
B

1 X FAb-Rh R

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. M TAR-PUH N RS

AL EA T A D S |
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gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

£ GCP FF B &R

TR B A, TSR day0 BUE, SEREN A, SRR AR AL,

73 GCP €13 Day0 EC &
§5 T L T 2 SRR

{£F GCP BY[E EEL & K £ Day0 L &
i 5 AL BB sh A R S | SRR E .

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //Optional user input from version 7.4.1 - use
to deploy cluster without Diagnostic interface
"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
fsian:
{
"AdminPassword": "DeanWlncheS$Ster",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input

}

)

AR W RS HIERIG B R E, A E B INER //mandatory user input .

WTERE, X T ColSubnetRange 5 Ht, ANALAE T I AT/ TP HBHL RIS B4 TP btk 5 561440
{58, WS Pv4 TR PR TP Ml . BRIEE AT 16 AT H 4R TP Mok, R4 H T
FEUE ISR 1P Ik (1 — 27 1

B A= BB ERE R



https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet

| 235 b BRI SR S B
= 6P maE xR ERE Dy BE ]

4 FHIAFALE R IP Hbhb 7R 151

CIDR ELE IP it 53R IP ik
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

£ GCP BB EXECE R EIZE Dayd iL &
T LU iy RS AN BN R S | SR P IO

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

PAR 2 0 SR R BRI B A A0 5 A B 1L S ORI ARG B B o TR, B A
i SR EME LA

"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

AL EA T A D S |



z AR EHHEBHEENESEER |
FHMBEHTS

"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"object network ccl link",
"range 10.1.90.2 10.1.90.17",
"object-group network cluster group",
"network-object object ccl link",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu outside 1400",
"mtu inside 1400"

]

}

\)

AR TR IR AN S, R TR L (R 16D o BOKHIVEIE AT RE S kg .

FHHEERT R
BB A, LS ARMSERE . X T GCP_ERISERE, BRI 4vCPU HLEA. 4vCPU L
BATNCHE 4 M, (AR S D, ST ME DO, il c2-standard-8.

UK

S ] day O NUH (7 TLEOE > RSB FAM 1) OUREA S AN RS BIRERT: Aba. O, 8L,
P RIS T

i Cisco Secure Firewall Threat Defense Virtual A | J455 .

WIR2 QIEESEEIA, SRS BN SE AR .

WIE3 A GCP W% 738 frasy (HEBFIANEED AR B sefil 4

LB A N T GCP M ZE kIl as, ARVFER B B 2 5 h T IZ IR OUS B . 15 S5 U146 GCP
W9 2 1 BRI SR AT IBAT IR DU A, 2 46 L

BRSBTS L SRR IMBE L (FEED 2R 48 UL

SLIFRT GCP 4% 52 F IS { I TIBITIRRIRE

Google Cloud R #&HLE AT RGUKT 7Y, DABH 2 S5 i A 75 0 I8 5 A i 1

AR e DS AL St
[ w5 I


https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/products-installation-guides-list.html

| 235 b BRI SR S B
sirxt 6oP M s sinarines [

i Z i https://cloud.google.com/load-balancing/docs/health-checks, LAE Ay % 4% 1 2 4461 % 61 28 515 <k il
FW. SRJE, AR L G UG i BN LA VRS RO B . AR AR M ML u i, 521
https://cloud.google.com/load-balancing/docs/health-check-concepts. 12 5 15 [l 42 il LU

TIETFENCE ST NAT U, DI IS A RGOS 29 5 5 1) 267 T 169.254.169.254 [1) Google
TCHE IR AS . THS I E AT 5 NAT.

3t-Fa NAT S R GIECE

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ngfwy-cls
v Deseroton

Rules

byDevice Y Filter Rules X

~ NAT Rules Before
1 inside outside. £ 6CP-HG f LB-SOUTH LB Health Check NAT '8 148-50UTH Tl METADATA

& aop-He g ELB-NORTH T} METADATA

2

3 autsice nside Sy

9 ¢lle g

isice outside. Sany

Z<-78 NAT L0 R EC &

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

| AL EA T A D S |


https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-74_chapter41.pdf#nameddest=unique_521
management-center-device-config-74_chapter20.pdf#nameddest=unique_522

AR EHHEBHEENESEER |
B sesmmagmss Fans

nat-ftdv-cluster ]
Enter Description

wwwww

REEFAMEIEEH O (FEE)

WERIE T TR, TEME SRR AR B A B b o WSRBEA BRI, ISR & B 3hiE
Mk ) R Ly

BEERR &2 —VE & E &bty &t 2 Az T g AR S 6.
Fri&Z 8l
o AR A AT T RIS AR, A R RS I A A E AL . I NAS A A S
HIG, # M B b1 show cluster info iy 4.

UK

FIE AF BRhL, %P 8% (Devices) > & & &8 (Device Management), #RJ5ik+¢ 5hn (Add) > 0
W& (Add Device) LUfd T4 2L 1P SRS Il Be 46 o

B A= BB ERE R
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& 15: ik &

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

a)  fE EM FER, FASEHRICH P ksl B4 .
BRG] AT SR ST, (IR T BGA I 2 o0 % AR A S LR P fE

WERAE B & BB I A T NAT ID, WA BEANT ZH AL 7Bl A7 R PFANME B, TS NAT
M.

b) AfE BIRBIR FBUT, B RO R e A R

VRS s BARANE H AR OGS T 28 NP s . ST LORY e S SSCHAR B i 01 1 44
PRAERA SR A4 K o

AL EA T A D S |


management-center-device-config-74_chapter1.pdf#nameddest=unique_14
management-center-device-config-74_chapter1.pdf#nameddest=unique_14

AR EHHEBHEENESEER |

B semnmagmss Fans

d)

e)

2
h)

i)

fEEME A (Registration Key) 7B, AL B BCE I FT 8] A [l — i b5 B v o)
AR E

FELHEE T, ORI A, R s o Eo g .

AN A TR L, By SIS I B i W RS TS R, S e A ) 4 B e
A RERC B B

AT RN 2 e 4B

R 4R T 18 4 6 SR LLAE VT IR 728 B e 4, B — AN SRS

LSRR SR, B B A TR o R AR Je ARG 1 22 1 2 SR

‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

RPN FH 29 A& VAT

WIRAE R & 225 R T NAT ID, 1§ RISy, JFEME— NAT ID FE 4 A A H
f] NAT ID.

TE R R AR B ST AE L AV ok B AR B A D

BB N, RIS . W EAE S R T & TIPS 8L Snort £, WA
TERE A SRS G e Ak B B B RGO TR . a0 REAE T Bk I, AR IS F A I E
B, ANRIEEHE A .

i Register.

B S IEE R T, B T A Rt W R R R T, WA S
ISINEERE . W AR RIS AT B A SUA B ), WUV 2 R, FEIXFIG LT, FRATTE I 2
WRAHIS INEERE B 7% o

SRR NTE W& > RFER I L BITEM T EEERE.

B A= BB ERE R
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[ 16: SRR ETE

. fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Detault AC Policy
172.16.0.50 - Routed

A 172.16.0.51 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51 - Route

T IEAEE R B 2 B B b o

[& 17: %5 SR

M ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

a?Z.‘IS.D,S‘I Snort 3
72.16.0.51 louted

T LUE R R B BIAR I R SR I A B R O o A B Py SRR BT
MHIS SEET “ARREEM” ATSS . WA SR TCVEEN, WS AR A, 5 60 L.

Deploy Q, Ge %+ @ adminv

Deployments Upgrades @ Health Tasks (D Show Notifications
3 total 0 running 3 success 0 warnings 0 failures ‘ Filter
© 10.10.1.12 Deployment to device successful 1m 54s
© 10.10.1.13 Deployment to device successful 1Im3s
@ TD_Cluster Deployment to device successful 35s

TR 2 E AR RE () RUERERERE.
R B E T LN T AR, T ANIE ] TR T A Biltn, vy DUSE SRR AN A 1K s 24 7,
{H R RERC B BN

PR3 (L IRE > IRFEE > &8 Jisi L, TLEE B8, FRNE. REMN BT B

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

| 1010113 - \
‘ General s27 | ‘ System - Ye ‘
|

VDN SHES Rl

« B (General) > Z#R (Name) - 3L A 4Rig (4 TR R &K,

AL EA T A D S |
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster
Transfer s
Packets:

Status:

Control: 10.10.1.13
Cluster Live T
Status:

RIGWE AR 7B
General (7

Name: TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

Cancel | m

s EH (General) > BEERHIRTS (View cluster status) - S BF (View) SR I EBERS
(Cluster Status) X} ifHE .

B A= BB ERE R
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster
Transfer Yes
Packets:
Status:
Control: 10.10.1.13

Cluster Live
Status:

AT {EERBHRTS (Cluster Status) X HE i o #18 (Reconcile) L HHHE M A .oc. fdnT e
MR ping IERHEHIRER . W5 S DY /L R I EE RS LT Ping , 2 68 L.

Cluster Status (]

Overall Status: Cluster has all nodes in sync

Nodes details (1) Refresh Recc Q, Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

© B> WS HERR- T LU BN B A, B VARG CLL. 155 B e db AT s
HEER . 5 68 T,

| AL EA T A D S |
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18: M FEHERR

General s
Name: © clusterVFTD
Transfer Packets: Yes
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

« WFANE - il gREE () ATREVERIERRL

PB4 £ I8E > IREEE > && L, WA L7 iR heE o ik SRR b RS B R E DU BEE .
« EM (General) > BFR (Name) - it i 4RAE (4 HEAERE R A WoR 4 K.

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled
RIFWE B T B
General (2]

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode:  Ngne

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

o B > EHL-WURAE VAR TCE T TS T B P Mk, DDA R ey T DT AR bk DA A
BETP HuhEy i 2 ERBREE gilE IR DR R EAL ks

B A= BB ERE R
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Management
Host:

Status:

BEESREITRRSIZRE

mEEmzrnkzeE

O

10.89.5.20

v

£ 7% (Cluster) W EBHEITIRR M58 8 (Cluster Health Monitor Settings) #7> 4 s R £ ik

TR ke
B 19 BB TR IR E

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

9000 ms

Enabled

None

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !

Data Interface = 5 2

System = = 2
FEEHTITRREREEMYREFHR
FH LA
ki)
PRAFIN [1) N THE W R ARGIBATIROL, BT S E SRR TR LK heartbeat

TR ACOE BIHABTY o WY RUAEORRR I Y AR BCBR B350 s AT
] heartbeat V11 /&, T &% AL A To M B BROE I T AF

23 I A o

F2 L1738 A i 1) P2 191738 [ A T2 1 ORIk S AW D 1 et ISR I 2 i

AL EA T A D S |
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B e=smamonmses

FE 15 BB

TEEEO e LIS PIRZSA 2ok W9 Bl s o Gn S e a8 2 1 1R A W B g 1)
TERF Y A bR AR e, (EAE LAY o5 R — 22 4 O N ) T Bl
F1, o os MERFE A IR0 i e 19 s 7E AN 1) J5 VAR FRE A 53 Al 2 B
P DRI DL FAZAT p e B 28 1T b & IEAE I NSRBI B 45 o

M %5 H BN EEN Snort FREEL OO HEFEHEAT I 725,

AW yErEA BRI,

BIEHFMNEE

RN SRR T BE R W ) E B BT I B .

B BoREREE R S EITIMA IR E .

RY BRI ER BB E NI R E . WIS N R R
I AN IR S

\}

B 2

iR

WEREEH R gtia RO &, MIEAE T R geis A PRGUAS & I ANE F ) 7 BERE A 2 o

T DAFE U7 G X S B

$s 0] DL P AT ] i M3 ID BRI B2 1 ID, L A% Snort RGOS HERE . BRI I 5 ANTE
VLAN 7O a0 (Fln, VNI BVD EHAT. BABE SR B R L & s, BhE
TR R

UK

wH RE > REEE.

FEEME TR 71, o SRig ()

EZEAE T, WEREAER BT, MRS SR E D)

M 8B (Cluster).

EEBHTITIROR IS8R E (Cluster Health Monitor Settings) #7, fiddi 4wig (4
Wit A dHEI TR E (Health Check) 1B A5 ] RESEFPIRBUK 2

=B B R AR E SR B



AHTPHEMBEEIE R E KR

mEEmzrnkzeE

20: ZRRFBITIRNREE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

é%%ki&ﬁ%ﬂﬁ(%@%M&%%ﬁﬁ@m Je FHERAR FHAY 5. BACHpL e 0, 5
AR LB K VSS 8 vPC) , ENAEH REUEITIRER A TIRE, B EASH 0 DA
FUIRHA o 0 45 ha B 5058 i FLIC B B o L D B0 T 0 s, 38T DL A R G AR BURS 2
DIRERpE IR .

PER6 O E ORFFIN AL 1117 S Bk I 1] o

* {R¥FATIE] (Hold Time) - 32 R4 s 18] LA 5 5 07T s CoBIetR 2 B2 18] (R B T Fml B, LA T
0.3 245 Fp; BRIMERN 3 Fb.

* $ZEOBF R BEATE (Interface Debounce Time) - K45 e ki 1] 52 & 4 300 £ 9000 ZZEFb-2 7], ERIA
B0 500 28D o 5/ IN AR T DADRARAS U4 11 At R T o Ty s, A SR TR 7 S BBk e ) A
SRR ILE . TERAERE TR TR, WSS e M2, R A RO bR id K
A, IR RONEERE IR . 0T AR e 4 1E I8 AT IRAS ) EtherChannel (451171,
MBI kAT #e ML i3 ] EtherChannel) 115, S A S Bkt 8] o] AR 1R AR B A 110
P XA R Ay S — AN B R P 7 40 S 1 IS G0 3 S B8 5o A Bt R s

PR BE XAEEITIROUS B R AR 5 ) B S EBT I AR

srhwmEmpEEnneEs 1
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B 21 BEEBMNEHMARE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

WEEEHED (Cluster Interface). #(#E1EO (Data Interface) FIZR % (System) B & LA F{E (P 0 e
s NHFESER . NAREA—EE) .

o SRR EL (Attempts) - BEE BRI ZIREL AT -1 F165535 2 0] O 25 AL BT N
&850 (Cluster Interface) BRI A -1 CEFRED o &i¥EHREO (Datalnterface) fll &4t (System)
IERIAME N 3.

2R Z B BY 18] BB (Interval Between Attempts) - 52 S ICEHT NN 238 2 18] 1 1) B R 2 i 1E) (A
IR RAL) , AT 260 208 . ERINE R 5 208 e 1 A SR E B I N SR (1) g KR B 1) PR 261
A ERKM IR 14400 2340 (10 K)

BB EE 4L (Interval Variation) - 5 S A5G IR BRFRFLEIS (). B AT 1M 3 ZiffE: 1 Ck
WO 5 2 QT E—UEFEEED 83 35T LIRS ke Ry

LRI IRIBEE A 5 408, IR AR BCE ) 2, WFE 5 23 1a BEAT SR 1 2iA: 7E 10 208h 2x 5) Ja
HEAT 35 2 AR 76 20 2081 (2 x 10) JEAT 3 3 T2k, SEB#ED (Cluster Interface) B IAE
b1, #IEIEDO (Data Interface) fl &% (System) [HIERINE R 2.

3

$E8 WL AFIEEEDO (Monitored I nterfaces) sl A~ 5 4231 0 (Unmonitored I nterfaces) & 1 142 1
KM E 2 i 1o fadmT LU T B0 v 3 A BR 55 Bz A BS4E (Enable Service Application
Monitoring), L a2 %) Snort AL CLBERE I

B A= BB ERE R
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TIE9

LIE10

T

paras

ZEREER:

2 EEZEEMED

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

P IS AT IR AR I P TR s o SRR s S 1 1 B A7 A 38 L AR 7 sl R A e, (B
FEHA Y i R [R] 2 8RE  SAATE Bham 1, )2 AERTE TP I BRAZ 05 e 79 A E 2 KN TA) J5 AR
FRE TP I 3% Bl 03 ke 4 IR 2R DL S R B E 1 R IEAE NGB B e . BRATOL TS, b
BT 42 11 LA S Snort FIEA: Ui bR Ja IS AT IR DU 7

] REARZE AN E 42 L RIS TR DU A

A R AT AR S OO (B s R R e O e ERAE AT A, s L B O s
INEAMEAZ BALE K VSS B vPC) , BN RGBT RS A D) RE, A0 O 6 D i
PR . PP i) S e e BB S o S R B A5 ms, BT LS H R PRl &
Thee Agh i sz .

M R7F (Save).

TENCE G ES 0 B E .

EHEEHT A

T RERT B I R, DA MRS e, BRI REAT 27 SRR 15 AR N AT s 9 sl p
ANE B RAUL B SIR . N A ARG SRS, PTAT B R R O

AL EA T A D S |
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AR EHHEBHEENESEER |
B =snos

\)

AR FEAEHIARREZHT, TR A

UK

ST B %, WL HHR & (Devices) > IR & &R (DeviceManagement), Aiili B () , &5
PRI S 8E8F (Disable Node Clustering).

TR 2 NS R EA AR

UK 2RI (Devices) > 1§ % I8 (Device Management) 51IZ2Hh 5 44 Bk 35i4 7 (B 2SR
([Disabled]).

SER3 WA AR, THS I O IMALERE , 26 60 T,

EFMAEE
AR MEERE R IER TR R (Bl T I BLRR R 0D, B W RS TSR, T3
R L EPOIMASERE . W ORI AR, 2B ISR o A7 ST AR PR 4 A S DAL B
B, WSHEFIMALER . 2 77 U,
iz

S N T E PG %, 1 B85 (Devices) > 18 & &2 (Device Management), #iidi 8% () ,
RGP R T 558 (Enable Node Clustering).

S WNTELE A L IR

AR R

USRS RE MR, Dl R SR A A D4 5 0 N BE A b R 2 A B L B0, Ml 1Y A A B R
ety A A 4 25 T B R I A 0 T

UK

ST EHENN RE > REEE>FL (O, K5k H ERIHATS RITIT ERERS HHFTHE.
$I;2 pidithiB£ER (Reconcile All).

B A= BB ERE R
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& 23: thiA £ &R
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G .0\ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021
HRAERCRES GG B, S mEERE, 962 1.

MikR GESH) SRS R EMEFER EE PO

T DU B Bl IO MR AR, AT ARG ORI AL . RO B RE S I 28T 10 A B L,
T v i 1 IO AR -

ROETT UM A B ARy HUFE M, AN T TR R Y e BURAZY A S B AE A E O
L HESREER 7, I HEagksbidiie, HRRERO IR . BICEBUHE N
TR AL WUERTCVE PR BE AL 1 05, T RE Ay SR SUGI M (AR BE
HEREHBRIN AT A SR LA SRR (R — 0

T e AR
o SO O RZ AR R 2 H (K T AT A
© N IREEE TR AR
o WSRAETET 6 V0 SIS TC A A NTP N B B rpC BRI R, D AR IR [ A bt B i) 5
o DRFFICE A, DUE AR AR L b i
NAT HI VPN, ACL &5 5lg DA Sz LG B AR FFA R

AL EA T A D S |



AR EHHEBHEENESEER |
| S

R ST M 2 A ) A [ P A PR AL 2 S SN B AR, SRR AR 12 s B AL B s 4R
PERCE DR ANAR, DA mT DU SRR — ARSI o 45T DUFEVE IR $E 05 el PSR, (HL
BT WY I B I LA SRS, SR R A P A B O B2 v B

FHia Z |l

PRI FE 5 2 CLI — A9 1A 5 i BURR

UK

HIE1 LR (Devices) > IR Z B (Device Management), S ERE T AN BS () , RIGEEEMBE
(Delete).

IR 2 RESTREMBRER ST AL Sdi2 (Yes).

IR 3 Rn] DU R AN DA IR B R A R SR B M R ) (AR R B SRR
a) ERER)ANER AN CLL, R configure manager add iy 4 U5 T A FE AR .
b) EFEI&F (Devices) > & FEIR (Device Management), #RJ5 fiili iRI0i& & (Add Device).

R R AN R )R I B, SRR (] AL AR R

P4 EHHRINCMBRES S, SRR T, 5 60 UL,

T LAAE B B RL R BPM A CLL b M5t

o SEBHIR7S (Cluster Status) XFifi#E, Tl i%& & (Devices) > & &I (Device Management) > &
% (O KhraiIEE (Devices) > & &8 (Device Management) > 8% (Cluster) T > ##
(General) X ik > B ELATIRZS (Cluster Live Status) #4541 TT.

B A= BB ERE R
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24: BT

Cluster Status

Overall Status: =l Cluster has all nodes in sync

MNodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control

> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

FEHIT 1A — R R i B TR R %

ERER D IRZS BAE LIRS

wren i

Refresh Q. Enter node name
Unit Name Chassis URL
172.16.0.50 N/A
172.16.0.51 N/A

Close

* IEFE[AZY (In Sync.) - 15 sl & ) & B PO V.

* fFAEIEE I (Pending Registration) - 15 RUE AR FE —B 45, (HMGA 0] B E b0 vl Wi
W AVEM R, AT AR B (Reconcile All) BLEE IR

« B O 25 H (Clustering is disabled) - 17T ) O JEME, (H BRI ARE SISO -
WA TSEON J5 RS AR S, SRR B IR R, Bl T DL IR 15 e

o “UEFEIAEERE..” (Joining cluster...) - 17 SIELENIANUAR LGRS, HMRTERIMAN . #

FAGLEIMAEERE A ) A5 B O T

FFRANT AL, B LU AEHBE (Summary) ok 2185 (History).

AL EA T A D S |



AR EHHEBHEENESEER |

25 TR HE

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 26: T5 = i £1BF

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

c R (3 >FE V.
£55 (Tasks) TS AEEEATT SEM S T “4EEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETTBEAG AR I L FARRE , SnT LAE BB A 1 R, B0 TP ik 55 g o HeAf (A 2
Ko XEFATAEE M A, AT BN b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

LEEBNEMN RSB AR, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cpj]

HEERME L, WM show cluster info iy <.

B A= BB ERE R
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S Tl |

SRR EE SR I E AR
SRTEITIOR ST g
G SR PRS2 B AR B I & bR . P
(IR B 1 DL 2R PR
AR BII - A IR SRR AR 1

© IR WS R R SE IR SRS BUP D B S A IR DL BB A R (Y
T RD LEBER PR W rPIRASTT LU AR CAB& TR o O
n FEASRER, AT FEPORHARY D BUER O REARES) .

o PG T BB BoRERER M AT RS, WA CPU MR . WA, ENER, it
R 155 i#ﬁiﬁl NAT %4,

\}

AR CPU MINAF AR s B~ AN snort AT DL A2

* AR ER (B CPUAEITIT &L, WAFERITG DL At s AERR) DLy s st 5 I 1] B
WEIEEREG S B

G AT BRI - ALY P b s SRAE Y R K D 28000 A«

o AR KRR AR RUAE A I 1) Y P B AR SR A DL . A
R R oy B A AR, ST DU A B UM B8 o A P KA 52 3 R REA T4 I

o CWRGEHE R M ARRS R R RGOS . 8 AT Ok CPUEHT R . A
HORATCR R R I EERL DL S SRR R NAT H A (Kdabn it . IR LI A
T REN IR I AR YU AT 2257

* BOATERESS TR - Whon SRR 1Y Sl i dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fhn i Al CPUMEII AR . AP R BN . R R IS E R TNAT
et o

* CCL # IR - AT Jr A s S e B s Jodim - B A ARt
o MR HERR AR - PR AL T s HE R S SR e A (SR
o INFTEJSE R - F T BRI 25 Pl a6 b 2 1 s O B T I 1) 6 11
o HE SCPEHITAR - BT RAEREE R TR AN RO FEAR e . B, 9 RS OGE T T 18U
BB bR, ANIEH 1Y R0 A AR
ERKFIEITRR
AU E LI B YE s i A REAT LR o

I AL EA T A D S |



AR EHHEBHEENESEER |
B szsmamnn

ERHS IR DU RS P LA ALY s A RS TR L . ISR A IR DL AR A — R %
TR AR R R LA R A IS AT IR DA 2o
FHIa Z |l

o BRI CE B O I A B A B B AR
iz

SE1 ERRF 3D > BITRR > KiE.
AP S R U Y R BRI A IR DL 1 2 o
T2 fERAIIET, il RIF (2D RFE (V) LURIFAHT &2 8RR % 5K

PRI EAHERHSITRI GG R, W5 ARSI BOAT LT, SRR RS S 2 I0E SR
TR AR A5 IX LE I A IR LA PR R o F s S T AR (.4 «

* BEd — S R AR TUE PRI P K OGRS, AT AL CPUL AE. S A4
HOERGHER DU NAT Fefifi B

o SO — BRI AE E A

© BATERE - 77k CPU IR . AWAHE TR S A ki, St Ak i I BN NAT #446
(5 ARG S B

* CCL - #Z RS T R IE L5 B .

ST L s T RS A PR PRSI A7 OS2 SCRF AR FR PR 1 56 3851136, 1221 Cisco Secure
Firewall Threat Defense i& {7 RIIEFT

W4 AT LLAAT B R R A S b B I TG o 88T DU SO TV R DL S R AR T — /N (BRI
B EHT I ] A G R . T8I k£ B E X (Custom) LLACE H & ST U145 HH .
L BLHT AR AR B SRR BB 5 73 Bl ok i B ST .

BYRS piale “HEET KR, FEa S A AR T I 1) R R E E
PISE R i 70 P 228 IR T Y6 BBl N AP B it . T FL ARl RO A B T AR AN A RN ). 0 T2 A58,
BIRZAIBAT . mid TR EIFR 1] 22 8 P A5 R .

PER6 O T E T RIS PIROU AR ) A5 B A4 FRAT PR T 18 T P (1 S 400 1 o A 10 s 1
] .
B RARTREE B AL BATIRRE R v &G 0 AT IR B 3 b B 1 s il TS AT IR OUE R
(IR 2o it 2 R T A AR DU R A 2 PRI LA

TRRE

(5

TR O TR RIS PROIRTERS) BOAEILT, BOR P at S A2 2 T0E AP i i X £
IBATIRBUAITERE o $8 b TR AL 45 -

B A= BB ERE R
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AHTPHEMBEEIE R E KR

T |

o ik — SR R HARTUE AR OB bR, B3 CPUL WAF. 0 ERSHER,
LA B A A P A DA S B R A R

* CPU - CPU M HI &, AR R A B AZ 00X 73 1) CPU A I 0«

o WA - B MR, A RREUEE P TIRT Snort AT .

« B - DR RNC R ELHE .

o HE - EHRGUHMER (BIRRG TSR IR R NAT # it 4

* Snort - 15 Snort HFFEAH R G HE B

* ASP L5 — SR T R 2% 53 i B0 AR DG I G vk 5 R
FAT LA e AR 0 B A AR R TR . A7 2 SRR A FRAR K 58 38413, 129 Cisco Secure
Firewall Threat Defense 217K FRbx o

PER8 silns PRI S A BRI (+4), AT AR bR S A CRAR R ARG B e PR
B

X ARREE B AR, PSR RER AR AL, SRR IEFEIR bR

RBHIRIR

fﬁ%g%%%ﬁ%%ﬁ%%ﬁ&ﬁ%ﬁm%m%ﬁﬁ%,u&ﬁﬁﬁﬁ\ﬁ%ﬁamﬁiﬁﬁ%

SR

% 6 BT

EHR i AR 5N

CPU ERET LI CPUSRER T M (43l $dfs T | percentage
[ A snort) o

Memory SERET A B PI AAE SR AR (o3 T80 Y | percentage
Fll snort) .

st BRI NI B e E R bytes

CCL i i LRI NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 4. K

G e RERD (R R S A v A HES

Kt 4K SR R (0 B 43 T K

AL EA T A D S |
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AR EHHEBHEENESEER |
B wsemnirumsnn

Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 3217, ROETTLUEA] L@ M T3 AR T
H.

>N

o WBEHERRSCAE- IR RORBEIMAERAE, RGURE A s AR HE RSO e T LN & >R &
B > LR > B DR BRI N BRSO TS I R R HEBR ST

e L Al B (D IFIERE UM HERR , A\ R & IR LI A O

* CLIfinth- M & > R & B > &8 > B, BTLEE -4H0E X CLL i, #E B
HERRIERF IO #RE . R G A8 N RBFEIT LU R

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show intip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

RO AT LAE 2 T B P NET show fir % AOCTEAIME R, S AHE CLL it

TEERFIEHI 508 L0 1T Ping
ST DL AT ping A0 A AL AT S 15 PCASAELLL SRR BB B FEIE3% . W 20 I A S

H—A =B R R AR B B I BN B, ldn, SERER BRI MTU W& Al fe i TR el
] MTU.

B A= BB ERE R
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| AfEEhEMBEELREER
weatasisss b7 Ping [

1 %$% 8% (Devices) > R ZE T (DeviceManagement), SidifEREi B (O Klbs, Rk >E&
B SLRPIRZS (Cluster Live Status).

27: EEHIRTS
Cluster Status (7]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

T2 eIt s A s CCL Ping.

| AL EA T A D S |



AR EHHEBHEENESEER |

B e

[&] 28: CCL Ping
Cluster Status @

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l l Reconcile All l Q_ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

TR 5K MTU GG R 8508 G RN E SR A TR B e b 17 g LAY )80 ping A4

R ERE
FLT} ¢ threat defense virtual ZE8F, i5FATUL N8,

UK

TR K HARMR A AL B = WS AT i -

IR 2 AL HUHA (1 H BRI ARA K S B SR 1K) 2 LR -
a) A F ARG AR AR SR G s S BB P A
b) KB QS AR Y n SIS AR S 1 2

TR 3 K HARMR AT 0t B A% 2] Hh.

SRR A X ETF IR PAT I A A

SRS WIHATIMAVER )G, THAR 2T

FER6 AL ST R

SRR WITI RN, R & B A
THJa . SBIIIPA1) 5 A UUID AN 224k

B A= BB ERE R



| 235 b BRI SR S B
«nsz I

iR * QR NE B L R BRI T, W ORAE TS F08 A Bl Bt AT Threat Defense Virtual
WA AN B A B0 R e . LR IR PSSR AR, R AWS G, st
B zh{ FB4H (Auto scaling group) -> S 4REBLE (Advanced configurations), 2R 5 & {51217
ARDUES A FF A T RS . e, PR 2 SR ELE (Advanced configur ations)
FEMIBR P B R, DR IS AT RO AE R 52451

* AR AWS BB AT EZ AR TR B T ICAS, SRJ5 1) B3 AL e, WBHr 1y 5
PR F E A TA AN T AR . AR5, AN E B O TR A9 S 3 2 b
FEFP A o
o, W a] LU BN BN P BEH Day 0 Bt & HI A7 Threat Defense Virtual 541 )

PRIEOKBIEE Amazon REWUR (AMD), (LA HIB AR AL AMI. 7 JEARREN HH 3L
(RAEART B9 R R H AT AN T RROA

\

BT %E

ASHR IS EUAEAT AR LA B PR AR5 B

BB EI T REFN SR BF

P73 BUP B8 D REANSZ B SCHF, IRAT RO DU REDUAE P e 46 132 S08F o AT BE T BEXS W] 1E fy
FEFRLE T .

A FFRIThREFERBE
LU R IHREAE R IS RE I OL T VAR, MK & S Medid

\}

ER EAGEMA LR FlexConfig ThAE (1l WCCP Kl , iEZ 0 (ASAH MIR/EREIR/) -
FlexConfig foVFRHCE & #H L GUI WAFAENVFZ ASA DifiE. 152 [ FlexConfig Tl .

.

AR Vi VPN (SSL VPN # IPsec VPN)

* DHCP % )i g5 as AL, SFF DHCP k.
REAUBETEFZ 1 (VTIs)

* AT

o AR HRI R

* FMC UCAPL/CC 8

AL EA T A D S |
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| T

R E R iLThRE

AR EHHEBHEENESEER |

LUR DhBE AT FER T i B A 50 RE, BGOSR it

\)

IR

A FH ) RE 1R A0 AN 571 e o R A4 T A o B4 Y e

U SR A AR AE DI RE, T2 SR A vh Dh BE VR AL FE R 0 B AP AR e e, AR PRI R U2
NEETIIRE: WRKAEBENE DL, AR R A& [ Y s

SRR DIRENT 5, WA Y U A Wb, W DT AT AR T T, i 0 2T PR e S
HATIERE .

P

FEAE W R T ALY FlexConfig Dhfig (411 RADIUS £l , 15Z 0 (ASA & EEE
Bl 55 ) o FlexConfig RVFIERCE & H .0 GUI P ANFAEIFZ ASA ThEE. 1152 FlexConfig 7
% o

* DCERPC
* ESMTP
* NetBIOS
* PPTP

* RSH

* SQLNET
+ SUNRPC
* TFTP

* XDMCP

AR e e M

E#| TrustSec FHEEEE

ARG S bl (SGT) 8. ARG, FEHI r0ok SGT M 78 2L 15 A, Zdi 1y i LA
R 22 A S Ms 6t SGT At b DURE ¥ 5

HEERR EERRT

R PR SR A R A B S o AT AT R 8 S AL VT ISRV R (0 v R TR
g, AESERE PG KR PR AT AN S AR R PR AR SRR AR AR AT S I TR A R BE vy
At AR A SRR v A T e AN, ARSI A ERAE T, 2 JEORE BN 18] 1 BB o

B A= BB ERE R |
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prnmngs

7SI FIERE
LEMST BV R, AN S AR ST (0 B S5 TR DML, FLAAN T s ST ST 1
& 29 3 rEOFER THHSEB

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

w
[=2]
2]
[Te)
[+3]
(4]

Router B

fEEEA, s A SREN 4 RSN AR 3y B, FEAMAMESL /M. ECMP T
TEIX 4 £ 540 2 M AT S35 . A5 T5 05 78 S AN 2l A I, A PR A R 6t 2%
ID.

REAL 0N i 4% 1D OB AR, AERES Y R A R 2% 1D

FTP FnfEEs
© W SR FTP K0 i TR 7 A T itk phy AN R (KD SRR B3 AT DA L P A7 4 25 PR I B
B R IE B A A O OB s WA . (HUZ, SRR NSz il o A 8 OF B8
TR, WA HORRFA TR IR 2 R 2 R N A 2 BT
NAT FR& 8%

X NAT Hig, 1520 LR R,

| AL EA T A D S |
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3

AR EHHEBHEENESEER |

BRI IR A i e AR 0 NAT $0 A0 nl Bl Sk BB P AN R Jgui B A,

NI BRI T TP A 1, NAT 23 3 SO b 8otk 0 B A AN G TP ik A/ s g
Fo EE A RA IR NAT By # i g b, il e s sem i k2 A ¥, SEUER
PR EAAAE R R W, FBCY A BN R BT T H I R R, TR NAT By 4 fx
2] e AN S MR A 22 AR SRS A 7 45 R N ot A B e 1 42
WA AR E SR A ] NAT, 3355 18 LA HEN:
o AMEHIACEE ARP - X FANZFE T, D20 Wt it bk AR ACRE ARP W52 . 3X ] LARS 1E 4R
SR LA AT I ASA TRIFXSAER AR . 0 TR 0 LARRE 1P Huhk iy ws ok, B3
1 i 1 2 A B e 2 0 SRR ¥ PBR.

* PAT R VRGP - 152 B i BER LT HEN
o BEENUBORGUE RO FA A GERE, T N TR Rl B, FEREENLROK

FUEBRBIRCE A 1 RS 3 A R, WRAEE 3 N7 mi Bk B BN & S
AT, AT RAAM G 3 AN R, AN AN

 EPAT R AL ORI BRI, 7R 0 AR 264375 BB R D ERAN TSR N
© WRBEATRIIN PAT MUUME S O PAT 150 48 i) 1P HUAESEED 2 S EHERT b AL

IS AT A i ) A A L8470 335 SR (R oA QS R AT 4 i TSR M RE D BE IR AT
B MG E PAT it i, HUR BT ARSI Y R 1) 73 et R AT 0 35 1 (1 A i
A

© FEERRER IR, AREERE SRR R R P BRI & m, Btk

AR R R I B, TR BN R AT B B 37 Bk S i e
WAHSG R T A e e AR, S mT LA ESCBR O/ IR 8T 1 el D 2y e R o

* X 5h#A PAT fif Fil NAT jh i hb4r e - FC & PAT i, SRRt b A4S TP Huhb) o Jyoie DB,
BRINIEDL T, AEANBRERE 512 Ao 1, (E P B s B e Au), e B i o X SR
EREH AT A [RIIA) A3E, RIS R — AN B AN HOG . PAT i 1554 TP b
bko Bk, FE—ANEREM PAT o rbo] DL DA —AN 1P Huhik, B0 OE DR TIUN Y PAT
RN T . S I H S 5 0 LSS LY 1024-65535, [ ARAE PAT it NAT #1000 o g %6 7
DL A5 B 1R 11 1-1023

TEZ AN rh AT H] PAT th - BE7E 22 4 00 rh 4 W) — PAT b, 2200y I v )42 11 3k
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