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R TE WEER, S O SN T B MUAR T B DOR R (FEFXOS H,
T e~ BINUFEE B8 1 275 8 MGMT. management0 B¢ A 2L 2 F50O

T2 HURERAE, FER B EAS AR TR 1A R
X2 SRR, AT LAAE Rl HUAR b 10 2 AN 2 R B T Se il s m] - B 1

ﬁ?éﬂﬁ%ﬁ 1 B2 IS N B S #E ) 55 1% EtherChannel CER IR LT Ao 113838 48) &
25 V30 EtherChannel (i 170 E)

W21 45—~ Firepower 9300 HUAE A 1) 22 A5 H bR B IR AR REVS I b e 1. o, G 2R n &
G, WA B B B A 2 U4, ELRHA A VA 25 X DA I 3 T

EEOEDUR F, SRRSO 3, ) T 48 SRR O B TR Bk
KM . Xf T [F]—4 Firepower 9300 HLAH P 1) 22 A BEHLE 25 () 528, Itk EtherChannel JG 75 AT B 7t
B, fEn] 28 s TR
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ESHFE LRI R R e 1. SRR BE I 2 BN LK) % At EtherChannel. 7E3T
WL 6N U 2445 FH B0 K] Etherchannel. 5 5% EtherChannel [VEAE B, 15 S W 4L FEAE R
PR, 559 T,
W T2 s e, T CLAN A A AR BE 25 Etherchannel. 555 B UAN[R], AERERS BIE B AN T 78
ZHW &I, R R T E—AMER R O . B2, @#UUEH VLAN 7 OmAZ
%~ EtherChannel; 15 H F—22, # VLAN FH: DI ER#E 1,

d) XTFZSBIERE, K VLAN 738 DN 292 8F EtherChannel,  DUEREANERARA — N0 1
SR RSB VLAN 74210,
T ) AN R VI T2 11, WASBER: %4 1 H T A AR 1

e) (AR N4, 53N EtherChannel i F1IEIE ) oRfd & BEEE .
Bz 2 B B A e e A B B 11 . B 1, S Z0AE SR A CLT b L 1P
HuhbAICAL S50, B, T DB B s IS (BN E3Esh) habatsk. 1530 B
Bl fiv 42 % W i) configure network T4,

XEFZHUAEERAE, FESHUE EASIAR ISR 1

Qe

Sk Sk
8 S8
w N

1k FiB 48 % (Logical Devices).
ek i iRan (Add) > &8 (Cluster), JF&ELL NS

1: AR EERE

Add Cluster 2%
I want to: Create New Cluster e
Device Mame: clusterl
Template: Cisco Secure Firewzll Threat Defense 7
Image Version: 7.3.0.1676 e
Instance Type: Mative s

OK Cancel
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e

2: ZRBGIRRE

Add Cluster P
I want to: Create MNew Cluster P
Device Name: clusterl
Template: Cisco Secure Firewzll Threat Defense 5
Image Version: 7.3.0.1676 S
Instance Type: Container i
Resource Profile: Default-Small b

SM 1 - 72 Cores Available
SM 2 - 46 Cores Available
SM 3 - Unknown. Module offline

@ Before you add the first container instance, you must reinitialize
the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

oK Cancel |

a) EFEHME: (I want to)) > FiE 2 (Create New Cluster)
b) g EZR,

A PR LR S BES [ BEAE A B ] T 0 A BE BB M O 15 AN AE Y T E 38 P 8 R 8 4% 44
o

c) X THE#R, i%i%E+$E Cisco Firepower BLRRBHTE .
d) EPFBRERIA (Image Version).
e) X T3EBIZB (Instance Type), KAk FEAH (Native) 2= 28 (Container).

Al S 2 AR 5 3R I BT 5805 (CPUL RAM FIRERE S (A]D , DU AN ] 22— A A i
Sl AR S 2 ARy ST 2 DR, DA T DL 22 AR AR S

) PR SEED X T&iR%ER (Resource Type), i M FHuail& ks — A% Jsnd & ot

%I Firepower 9300, ML E SO Y F T REAN 22 A F ARSI an, o AT 11 a2
AN (2 A E R A, I FAREI/E I om AL B SE £ CPU I, m] LURY S 76 e 72 rp g f A
ARG E AN A L SO AR B AR AR TP IR I C SO i R T LR
BCESCIE, DO EEREE A AR, SRJEAEHT Db 2 o S I gt UG & SCAHAS I — AN B S

ER WA R E S Bess SIS RO SE, W ARVEA LRSI E SCPE, E S
FERE T ki ENBT GBS FOR R S, T LIRS ) e SO B Tl

\\\\\

g) R (OK).
B s Won RIC - BER A IRE

PERA RPN
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Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/s
Ethernet2/6
Ethernet2/7

Port-channell

Port-channel2 i
channell

Port-channel3
- Port-channel48

Port-channeld8.10 Part- [
channel2
Port-channel48.11 FTD - 6.5.0.63
Security Medule 1,2,3
Click to configure

Part-
channel3

LJ
Port-
channel48.10

XEFAHAEAIERE: BOAEOL N 2RI AR 1. WRE ST SRR 1, iFHGH L+
B —MELAM BT AR

XTSI GERE: WPRE D BCRI M AR B 1, F B RS ISR M i 1 -0 e 11 -2 4%
o

FIS sl B PO B E A

ARGUR B AE, T AFEIZ A AE T E B UG 5 3R B IR E AU T R4 8 B A
W D9 TSEBLERIEAT, BT LU SO AT CLI BeE ik 2 B

L6 {rEREE (Cluster Information) Ff I, SEMLL N ERAE.
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3 AR EERE

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%
Cluster Information Interface Information  Settings  Agreement

——

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Mame: clusterl
Management Interface: Ethernet1/4 et
CCL Subnet IP: Eg:x.x.0.0

0K Cancel
[l 4: 5 ISR

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information Interface Information  Settings  Agreement
—

Resource Profile Selection

Security Module 1: Default-Small N7
(72 Cores Available)

Security Module 2: Default-Small 2
(45 Cores Available)

Secunity Module 3: Default-Small 7

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Name: mi-cluster-1
Management Interface: Ethemnet1/4 v
CCL Subnet IP: Eg:x.x.0.0

0K Cancel

a) (W& H T Firepower 9300 [ 4548 S50 ) 7% S48 (SM) F1 35 IR B B SCHF1%E#E (Security Module

(SM) and Resour ce Profile Selection) D fs 4, il an, an SRAAEFH )2 AN R ) 2 Bt ae iy, Jf A
MBS BT 2 CPU I, v DI AN A AN [] 1) B 5 B SO

b) X TN, /£ WA 1D, BIANUEE ID. SR AR LA AL 24 ] ME— 1D
A2 i) R AR A B i ) LT 48 WIS R LV, A o Bos e B
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i
B8

d)

e)

2

ez mabism 52t

X Tul AR, {ESA S 1D (Sitel D) B ABLHLAT S A5 ID (1 A 8 Z A IHEE0
FlexConfig Thfg. X nl @i f#H & 2.0 FlexConfig ThRE, KA E F FHGam e A iR e MER
oAl R TRV e I H , B3 mas At il .l U R AR B .

EEEBE A (Cluster Key) FBH, SRR BE B b 14 il B0 5 40 B0 iE 25 5 o

LSRN T 1R 63 NFRF LI ASCIL 755 H o JL @ TR s . Ik A
Wi K A i, A ARE IR AR R R 6, BRI SO L

WEEBHEZR, WIBHERAIE TR AR,

SRR E T 1 3] 38 MR ASCIT 77

BEE A 2.4.1 TFs, TREA AR SRS PR R R 70T, JF BLAE B s 4 i n] e
L = 5 G- RSB i/ o 1 DV (R s ¥ £ 45 Y 7 O O N1 < Rt -

RETEEO.

Vb OO T BOEAR E%% o DRg DO TP LA 9 B 11

TR LA SRR E S5 B Th RS M0 D R P B 11, S 31— 4508 8., A e s
XFEATHL .

(A& ¥ CCL FM IP %24 a.b.0.0.

BRNIEOLR, SRR 127.2.0.0/16 M4 . {HIE, FEEERIZE B A R 127.2.0.0/16 i
il . FIXFRMEAR, TEXHEERER e ME— 2% AT R /16 MZgiihl, ¥A[E] (127.0.0.0/8). 41

% (224.0.0.0/4) FIH 3 (169.254.0.0/16) HihikBrAb . W FbE 15 358 0.0.0.0, RS 4AlHIBRIA
P £

UMM 1D R 1D A3 A2 i 6 e ISR A2 R B 12 1 TP Sk

a.b.chassis id.dot_id.

FEIRE (Settings) TUIH L, $hAT LT #HAF
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information  Interface Information  Settings  Agreement

_—
Management type of application instance: | FMC W
Search domains: CISCO.COoMm

Firewall Mode: Routed R
DMNE Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password: -

Confirm Password: -

Registration Key: .

Confirm Registration Key: .

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35

Firepower Management Center MAT ID: test

Eventing Interface: w

Ok [ Cancel

a)  1EEMER FBP, AR R BT L
A DUA MBS IR R T 1 2 37 AN FRF AT SCA A s s g B ey, 75570 8
Hl BRI AR 2

b)  HAHEEIP P ER 5 T CLL V7l (1) 6D

c) 1L Firepower BIBA L IP FE T, HIAPATE I EEL PO 1P Hikik . WA HnsE 45
TP bk, TR T B A, FEAE Firepower B2 H10 NAT 1D (Firepower Management Center
NAT ID) “FB AN 14
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d)

2)

h)

i)

ez mabism 52t

CAfk) AR, RHEER R FTD SSH £iFERKER (Permit Expert mode from
FTD SSH sessions): =& (Yes) BiA (No). & 5T M mifiirbi f shell 15 i) AN B LA TR S0
b HERR o

SFF IR, W RS R (Yes), A ELRE A SSH 211 1) 2% 25 S BB 1 FH 7 m] LU N
LA W REEFER (No), HAHIH M FXOS CLI Vi In) 78 %% Sl FrRdBR (1 FH 7 m] LU %
S AT BGEEET (No) LU sS4 22 18] ) e 5 .

ACH A IR 748 H L 250 BB RHR AR SR A O BR A L KA, A L s ik
ANICAEACR, 1H7E b CLI 48] expert 4o

(AIk) 7E#¥FRIE (Search Domains) 7B, i A\ HL I 44 )% R I 5 70 FR 41 3%
(Ark)  MBAKIEART T 1z & ik AR s B

FERR RERCH SN A R A 190 26 (i P R e A LW i ol PO B S 1 RS T AN )
T b ST, BT AN 2 JRB K, 78 RSP I B BB K
57, AN 2 B BT R BEA (0 H rh ABR

REANAEHI AT BN B E By KB, R B N 5 SRS, WAL A %
(T[i%) 7F DNSBR% 2% (DNS Servers) 7B, A IEZ 55311 DNS fk45-45513% .
By, AR E AR EN4, W R fE {3 ] DNS.

(") 7t Firepower B30 NAT ID (Firepower Management Center NAT ID) FEtH, %
NTETINEEREAE R W v os I IE A AE A E L BN R4

W, TCRAEE PR SRR, AT IP bl GERI—AMEMESD o
PR B4 TP ik, BE&HRE & FEdL TP bk, (HE, SR g b — A 1P ik GX
SEILE B B AREERD) IR DA SR I B 1) P i i ME— 1) NAT ID, DA S il £
PEAT, IFERIEMIEM 2. ST KN T 1 2] 37 M ERFZ TR SR e
SEN NAT ID. B3 A OB AT I 3 A NAT ID (i AN A2 TP Hiuhik ) XHRIaavE M 32E4T 5
I BEAE R FZAL o

(k) fER2REEHNSZ (Fully Qualified Hostname) FE T, SN B9 #15 # 1 52 4 R
EAFR .

HRUATE M a 3z F2BE N0 29 BB, 5 () REFTF()s K FRFECHh 253,
(i) M BEED FRyERT, SRR FAER N S T, SRR, RFERKE
A PR .

LR E AL F T I ARSL 11, L Z0Ks 42 VG ¥ firepower-eventing #2 F1 e A B4 43 lig—A
SCHRPREAE S5 % DO REIIRE LA N SR L, el — 40 A R, DAA RO R IR 20 e
7.

$IE8  IEOMER (Interface Information) TUTHI L, AR R e B ELE — AN HL 1P Hhhk. iR
1R (Address Type) R4l a& Pk Bhbl2R A, AR5 N A LA PEIES DL N7 B

a4

TR AU PR b A 3 AU R 1 TP Hhdik, BRIy et i RORIC 43 3 4
B, BRI TR,
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2]

Cluster Information  Interface Information  Settings  Agreement

Address Type: 1P only o
Security Module 1

IPva
Management IP: 10.89.5.20

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 2
IPva
Management IP: 10.89.5.21

Metwork Mask: 255.235.255.192
Gateway: 10.89.5.1

Secunty Module 3
IPv4
Management IP: 10.89.5.22

MNetwork Mask: 255.255.255.192

Gateway: 10.89.5.1

-

a) A& IP (Management IP) “FBt T, WU IP Hudik.
R — P 4 b REMBLAR 2 M — TP Ml
b) I NMEWAIELATRIKE .
) AN AL M S bk
FEWSUET R b, DS B & P VT S (EULA) .
MHHRRE (OK) <M B XHGHE .
mHRTE (Save).

WU L T 28R AT RRAS, IR 5 A5 P C PR B 11 W At s I Y S R s 2 i BB %
1125817 & (Logical Devices) UlifiH, AAFEHB& IR . M2 BRI R Bl £
I, SR LSS IRR O ERREILAE s XS TR AR, W] RUJTAa/E N B E AR A . T RE AL
MR A ] g afPURIN” CIRZS MRSV IEFARES, IF 2RI .

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

Status
@ anline

@D P e
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W12 T ZHAEER, TR SR
a) TEH A UG L, oS BAn B RECERER . RS osERIE
b) BT AHUEE L WU LR, ARG IR R g A
c) EFIME: (I wantto:) > IIAILE EEF (Join an Existing Cluster).
d) Ad#E (OK).
o) TEEHIERIFMEBERAIEMED, AW MHUERERIE, N5 AERE.
) i RO A bR . SRR B CPUEAE, (RS L R
* Hl# 1D - i ME—[HLAE ID.
* UE A ID - X THUE RIS, SN s ID (AT 1R 8 2 fa)) o AT A B
Hu0 FlexConfig ThRE, SRALE F 35550 0 A P RIRR e P 1A LA il i MDA 1 5 SCITLH - il
FASAMAL TR AR B
< BRI - ORI B I R
o B P - KRNI B b1k BT A B A R e DA T[] 9 4 v gk — TP Mk
il E (OK).
g) HilifR#F (Save).
BUFR IR N8 2 A RRAS,  JEHE 5 R e o R/ B 11 8 T 126 2 87 FH S e 8 1 A
o TERRNMERESL B 4818 % (Logical Devices) TUIHI T, A& BHIE &R . MR MER

J L AR B SR FORZS s N RN, T DUTARTERN ] P B AR T e ARSI R o 2
CRAEHORMIN IR ORI IEFRES, JF R IR

System Tools Help

% Refresh | | () Add Device

87% (40 of 46) Cores Available

il A

PR3 A EL TP HUBbRs P2 B %A N 2] A E PO
JITA SRR A L AUAL T FXOS RN SLIARRE T, A BeRe eI in 2] 4 Bt
W, B 2 AR .

FA-F Firepower 4100/9300 B9 & B .
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NINEZEET A

FEBUA SRS 0 sk e Jg BB A SRR 1. £E FXOS s ot AR fit, AL 2 A 3)
AL 5L

\)

AR IR FXOS P BROGE I T IFTHLA :  W AeREBr DS n sl 46 21 © R FH 4R 1K) Firepower

PIE2
PR3
PIR4
PES
PIE6
PR

SR8

9300, NZEHOKE B S8

T2 B
o, UM L BRI SR . R — G B A, R
PR e LN 7
« LA LB R B U T LS R A FXOS HUARTC B A L St e

UK

R RAE ] B BT T BB A WS, UEAEARAE T IR U ERATEL R DR

N B AL TN, FXOS BCE IR SRR, JF HAUE BRSP4
T it EE Tl R, AR T DU TR PR R AR A I SR 2

ER R TANT A, WA Bk P B Cisco A AN T RIS

a) M R4 > BH TURAENAE LB qT BB mg .

b) i BEEIRE , RE A WEBRARE B o X RAA 2B Firepower 9300, 1 ¥ &
FEANBEHR I RRCAS o
BENARA B & WAL 0 SRR . HATRRAS Bon TR I hOA

c) TEETRRA Fhiei, B DAERRA, AN S BRI HETARA VCH, JE5)E sh A %
KWSRSE T NI

d) TEBHUE I, Blhcss T Hmuga.

DA SR PR B L, i 1BEIR &

it BAMRREEERRR: SHR R R

RN B MR B . ARJE s iR > BEEE.

X} TR & &FR (Device Name), 1 i8N & 42— 42 K.

Ml E (OK).

e S HIERHEME B IHHES, RSSO AR RC S, AR5 AU E

il RO MR bR . BERHE O TA R, HRUNAUEE DN RE
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[ 5 REIER

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [? /%

Cluster Information  Interface Information

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:
Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4

CCL Subnet IP: 0.0.0.0

B 6: #FOER

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information

Address Type: IPv4 only |~
1Pva4

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 2

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 3

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Agreement

OK

Agreement

oK

Cancel

Cancel

smEz g

F3F Firepower 4100/9300 k9522 i}
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B 7i8E

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |FMC b
Search domains: cisco.com

Firewall Mode: Routed i
DNS Servers: 72.163.47.11

Fully Qualified Hostname:

Password:
Confirm Password:
Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35
Firepower Management Center NAT ID: 93002
Eventing Interface: v

oK Cancel

* 48 1D-% A ME— B4 1D,

« ih 1D - XA RIERRE, MM RE A ID (AT LRI 8 Z0a)D) o UbIhRA T A A 45 2R
H.0» FlexConfig DI RERFATHC & o

SREA-TA ME R

o BRI PG RE MR A B B SO S PR 537 TR R 4 R ) ME— TP Mk
FTEMREEN A AE EHLA .

wARD-H AN AA[A] E .

SEME A AR FEA

M E (OK).

PRI R TF (Save).
PURTE I R 3R 2 RS, JFKe 5 | PR e i R B 11 % 36 5 o Y S 1K 8 i A 1 4 o
TERFANEETE A (1B 5818 % (Logical Devices) UL, AP B & IR . SR ERTF LA 1
BN FORTS o TR, W DUFARE N T OB AR . T e (R R PR/ B “ 22
PeRm 7 RES s RS A IEFARE, I HAE G 1.
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System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
l(“._'.‘)ﬂnlinvs: @#t Gl

It RNINEERE

BHEERER A 2 —VE N 4573 IN 3 Cisco Secure Firewall Management Center; 45 BEH .0y 5 [ ShA I T

A AR
FHIa Z Al

o TR A LT FXOS ERi S AR, A RERE RIS I 2 A HE 0 . BN S AR
AP, TSN T 2% 1B 4R & (L ogical Devices) Ji %= ol 1] @ Hr5 18 show cluster

info iy % -
TiE

T A FHPOT, B IRE > REETE, RGES RN > RIMEE DUE R B Z A 4 A A EE
IP s e —ANMERE T

FA-F Firepower 4100/9300 B9 & B .
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B oz=do mmes

& 8 ik &
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a)  fE EM FER, FASEHRICH 1P kb sl LA .
BRG] A IAEAT SR A ST, (IR TSGR Iz i o0 % AR A S EE P fE

WERAE B & BB I A T NAT ID, WA BEANT ZH AL 7Bl A7 R PFANME B, TS NAT
M.

b) AfE RRBIR FBUT, B RO R e A B

VRS s BARANE HI AR EOOE T 28 NP s . ST LORY Ja S AR B i 01 1) 44
PRAERA SR A4 K o
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d)

e)

2
h)

i)

wmdn: smes [

fEEMESR TP, BAAE FXOS H B AN A A [ —vE M . s ge — A —
UL

FELHEE T, oW A, R s o Eo g .

AN A TR I, B sy B SIS I B A i W RS TN I, S ) 4 B
A RERC B B

(AT RN 2 e 4B

R 4R T 1) 4 6 SR LLAE VT I #28 B 2, B — AN SRS

LR BB SR, B B A SR o 8 RT AR Je ARG 1 22 1 2 SR

‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

RPN FH 209 A& VAT
WIRAE R & 225 R T NAT ID, 1§ ERIB 5y, JFEME— NAT ID FB 4 A A H
'] NAT ID.

AR AR B S U DL SRV e A K Bl AR A 2 A EL AR

BOAEOLT, BRIEDC A o W SRAE A T I RE U fid A TIPS 5% Snort S5, st dift
TeHCR AR SRS B s A% B B B AT R I o WREE T IE ST, WACR L AR R 2
L, AR H R .

i Register.

B S PIFE NIRRT, BEEE M EE ot WURPE R ITRIEN S, WA
ISR WERIERERAENUAG LB AT B AE SO R 1P R, IR M2 R, FESX PP OL T, 3K
AT AR R AR BE %

MR 1IRE& > IREE UM L5 RITEM T EE RS

FA-F Firepower 4100/9300 B9 & B .
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Sl RINERE

Access Control

[ Name Model Vers.. | Chassis Licenses By Auto RollBack
[] ~ ungrouped (2)
O 1010112 FTDv for VMware 7.3.0 N/A Essentials wfx_automation’ C)
- 10.10.1.12 - Routed
N TD_Cluster (1)
Cluster
10.10.1.13(Control)  Snort 3
(Control) |EES FTDv for VMware 730 N/A Essentials wix_automation1 N/A

10.10.1.13 - Routed

T IEAETE R BE A 2 B & b o

TD_Cluster (1)
Cluster

10.10.1.13(Control) Snort 3
10.10.1.13 - Routed

T DU Rl @A PAR IR R SR I R B R MG O B B AP Ly SAERED B TE
M BB “ERAFEM” ATS5 . WHATAEAT B R CVETEN, WS B 0y, 56 45 0.

Deploy Q Ge ¥ @ admin~

Deployments Upgrades @ Health Tasks .:) Show Notifications
3 total 0 running 3 success 0 warnings 0 failures ‘ Filter
@ 10.10.1.12 Deployment to device successful 1m 54s
© 1010113 Deployment to device successful 1m3s
© TD_Cluster Deployment to device successful 35s

T2 W AR R () BB T RE
K2 HONC T DN RN, AN AR R A A e o B, mT AR SR £ B0 1) Sl
YRR, (HH RS B AR R

TR /£ RE > IREEE > &8 Jise L, WLAES BH. IFAHE. RGN BTRR .

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

[ 1010113 v
‘ General ST | ‘ System oG ‘

WS HLL FAHR
+ B (General) > %7 (Name) - L #1717 4848 (/) SECASERER 4.

Il 7T Firepower 4100/9300 &Y &£ 8¢
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grad: sz [

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

_
General
Name: @ TD_Cluster
Transfer s
Packets:
Status:
Control: 10.10.1.13
Cluster Live T
Status:

RIGWE AR 7B

General (7

Name: TD Native Cluster |

Transfer Packets: [ |

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

(oo ) (N

« EH (General) > TWHEERIKZS (View cluster status) - fith BHERIKZS (View cluster status) %
Pk AT TFERHIRZS (Cluster Status) X ifHE

F3F Firepower 4100/9300 k9522 i}
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B s mme

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
Name: @ TD Mative Cluster

Transfer Yes

Packets:

Status:

Control: 10.10.1.13

Cluster Live
Status:

W {EEEBHIRTS (Cluster Status) XFGHE 1 s i 18 (Reconcile) LA B M 5t

Cluster Status (2 Nodes) ? %

Status Device Name Unit Name Chassis URL

In Sync. 10.89.5.20 unit=1-1 https://firepower-9300.c...

In Sync. 10.89.5.21 unit-1-2 https://firepower-9300.c...
Dated: 14 Jan 2020 | 01:51:51 | OK | | Reconcile

o B> MIEHERR- 7T LU A RGBS H A, BT LA ESERE CLL. 5SS b0, X
FEREAT MO HERR , 26 50 L,

[ 9: B RS HERR

General 'y

MName: @ clusterVFTD

Transfer Packets: Yas

Status:

Contral:

10.10.43.21

Cluster Live Status:

Troubleshoot:

« EIE - Aol R (4D TR VTR

Il 7T Firepower 4100/9300 &Y &£ 8¢
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grhi. nEen. sEzEn ]

TR /1 RE > IREEE > RE L, WA BT R RS b B A P I RS GO I B DL R B
* EM (General) > &FR (Name) - W Al 4wt (4 SESUERFAUL BB R,

General @T
Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: None
TLS Crypto Acceleration: Enabled

WIEBLE AR 7B

General (7]

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

o B > EHL-AURAEVCAATICE D ST B P Mok, WA By A UGG ) bk DA A
BLIP HuhEDS 4 BB edE BIR XK AL ks

Management @:ﬁ?

Host: 10.89.5.20

Status: v

B BEREREE. BiE#EO
BEFL R B TE FXOS i BN 0 MR IO MR B ISR B, 6 P BURTSERE, 4R

P2 B X LUK B IE . X5 154> Firepower 9300 ML P4 (1) 22 45 Hi [ 25 1) S 47 ol e
O, 0K MTU AER B .

FA-F Firepower 4100/9300 B9 & B .
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B eeso mEes sEEo

\)

TR 4IEM 4 EtherChannel H T Z AU SERENRS, o LB E R L EER SR HZ AN T/RIRE

WEBESR AT 7 1FoRE 0 A e RIS P AR AL T SRS 1 e o

i

R IRE > IREEE, N ERSAN &wE () .
AdHED (Interfaces).
fic & EAR s e i
ST ZHARERE, R RIBE M MTU %5 8 LB 8 D i 6 MTU £/ 100 775 i FAER
PR R R A e A, DRI AR hI R I T B R 2 9 52 38 /N R B 0 DA S SRR AL T
o BATEVCH MTU BWE N K 9184; H/MEN 1400 A1 6, H+8& K MTU J 9184,
Ml m R E YRR O MTU 7 LU 9084, T BESEf i i W m] L& 4 9184,
NP AR BROIATEIL T, SRR e IR 2 10 A i L 348 . G0 S AR T s AN 22 1 S AR s v
BEEE, 15 ECLh SR AR BB LS LA 1) FXOS L E o
a) i SR (L) DTSRRI B 1 .
b) LEHH I KIMTUZE T, i N1400F19184 [a) fifl . FATT 8 348 486 AAE 9184
c) HiliEE (OK).
HoE H Rz .
a)  (A[iE) FEEUEEZ O LECE VLAN A0 AR ELAHMEH T 70 ES I 182
1,
b) AdEEE LN &E (L) .
c) MRIE ML M AR N Dl BUE MM R O, BCE SRR, IP bR A S 4 .
R RSB R D MTU AL 32110 MTU & 220 100 N, BOEE B0 %
REHEEE 1 MTU 045 %, ES0 PE3, 50 34 70 DI INEREHIEES MTU, 2 51
AT DAk S A .

d) X T ZHUAEERE, 154 EtherChannel W& T34 5 MAC Hiudik. sith S, 1t £ Mac H#iht
TR, N HHH AU MAC Hisik, JLb H %R 16 A7)/ iEHI 50T .

#lhn, MAC Huhl 00-0C-F1-42-4C-DE ¥4 24 A\ 000C.F142.4CDE. A4 MAC Huhih v & 413%
£, BUASRCEE — AN N P AN RE R 40

W WCE & Mac itk T4 2K

TR0 A %5 W 2% EtherChannel Pt B 4> &) MAC Hidik,  DLBE S8 76 () N 28 0405 1) . o SR -3 lid
B MAC #itl, 1% MAC HuhEB a2 8 T 4 ar s dilse s . URARE MAC Huhk, Tl G
IR R AT, B A 2 2 B 1 MAC ik FH 13482 11, T3 7] S5 30 IS 199 268 g ik

e) M. XA O ER EiRDIK,

TS iR TF (Save).
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g, REEsarhnkeeE |

VRIS, 50T DU 23R8 > BRE TN SRS T8 B P Ao AEARE ECZ In, S AR

BEAL: EESEFETRREERE

S 8% (Cluster) niin W EERHTITIOR T E (Cluster Health Monitor Settings) #i7r 43 o F R ik

.

10: RS ITIRR TR E

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms
Monitored Interfaces
Service Application Enabled
Unmonitored Interfaces None
Auto-Rejoin Settings
Attempts Interval BEetween Attempts Interval Variation
Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

R LEBHETRRERRERSRRTR

FE 88

1

(I T Jy T S RGS RS, SEBE T A L B HIBERS 145 heartbeat
LR UMY . AL RO AR BB 4 T
fi] heartbeat I8, TSR 25E745 S 9 JE I BB TG T 1

B 1 I ] 5 DI 1 S 1 R 2 MR 1 S I 2 T
S5t (R ).

T ED B2 TUATIR AR 7O M P O 00 TR S B AR L O BT AT R
TR LR A, ELZEHCA S R R4 T S
o U2 ST TR 215 8 5 A 2 T A B 1
VT4 K00 B R 15 B i S A T ZE N A SRR B 4«

25 2 S R AR Snort ABEAE L HEREAT S

FA-F Firepower 4100/9300 B9 & B .



B =0 Besemsmrrsnes

FAF Firepower 4100/9300 A9 5 % I

FH 15 BA

AR RN BIORAZ RN

B EHMANLE

e i) SRS B S (1 A S BT I B

Koz 1 TR BE R I ) E B BT I B

RS BRI R AN BRI BCE . A AR S TR ) A
I AN S N RE R A

\)

AR WIRASNRGUE RO A, WITEAS ) R GESATROURS A N ANE ) 7 Bl A 2 i

T LUAE L B 7 G R IX L B

Hn] DUS ATt O T DL SAMFEE 0 ID, LU Snort AlEEAL CUpiERE . B4R I 5 A AE
VLAN 7RO EREL (B, VNI BVD FHUT. SARENERS BB E N, BIRA

b T RS

132
Sl ERIRE > REEH,
T2

EEESIOSERESIL, mich RiE () .

fEL AT, WREAERIET, MRS SRR TR

Qe

A &8 (Cluster).

Ry

Sk Sk Sk
S8 ¥ M
(2,] = w

[ 73T Firepower 4100/9300 &Y £ 8¢

TEEBHTITIROR 5458818 F (Cluster Health Monitor Settings) #7, fitdi 4Rig (4
W S HIETHRORIEE (Health Check) W ASH] R GEsATIR LK 7T o
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g, REEsarhnkeeE |

11:ZRARFEITRRAE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

é%%ki&ﬁ%ﬂﬁ(%@%M&%%ﬁﬁ@m Je FHERAR FHAY 5. BACHpL e 0, 5
AR LB K VSS 8 vPC) , ENAEH REUEITIRER A TIRE, B EASH 0 DA
FUIRHA o 0 45 ha B 5058 i FLIC B B o L D B0 T 0 s, 38T DL A R G AR BURS 2
DIRERpE IR .

PER6 O E ORFFIN AL 1117 S Bk I 1] o

* {R¥FATIE] (Hold Time) - 32 R4 s 18] LA 5 5 07T s CoBIetR 2 B2 18] (R B T Fml B, LA T
0.3 245 Fp; BRIMERN 3 Fb.

* $ZEOBF R BEATE (Interface Debounce Time) - K45 e ki 1] 52 & 4 300 £ 9000 ZZEFb-2 7], ERIA
B0 500 28D o 5/ IN AR T DADRARAS U4 11 At R T o Ty s, A SR TR 7 S BBk e ) A
SRR ILE . TERAERE TR TR, WSS e M2, R A RO bR id K
A, IR RONEERE IR . 0T AR e 4 1E I8 AT IRAS ) EtherChannel (451171,
MBI kAT #e ML i3 ] EtherChannel) 115, S A S Bkt 8] o] AR 1R AR B A 110
P XA R Ay S — AN B R P 7 40 S 1 IS G0 3 S B8 5o A Bt R s

PR BE XAEEITIROUS B R AR 5 ) B S EBT I AR

FA-F Firepower 4100/9300 B9 & B .
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EEHL: REEESTRRKEEEE

2:EEANEHFMARE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

WEEEHED (Cluster Interface). #(#E1EO (Data Interface) FIZR % (System) B & LA F{E (P 0 e
s NHFESER . NAREA—EE) .

o SRR EL (Attempts) - BEE BRI ZIREL AT -1 F165535 2 0] O 25 AL BT N
&850 (Cluster Interface) BRI A -1 CEFRED o &i¥EHREO (Datalnterface) fll &4t (System)
IERIAME N 3.

2R Z B BY 18] BB (Interval Between Attempts) - 52 S ICEHT NN 238 2 18] 1 1) B R 2 i 1E) (A
IR RAL) , AT 260 208 . ERINE R 5 208 e 1 A SR E B I N SR (1) g KR B 1) PR 261
A ERKM IR 14400 2340 (10 K)

BB EE 4L (Interval Variation) - 5 S A5G IR BRFRFLEIS (). B AT 1M 3 ZiffE: 1 Ck
WO 5 2 QT E—UEFEEED 83 35T LIRS ke Ry

LRI IRIBEE A 5 408, IR AR BCE ) 2, WFE 5 23 1a BEAT SR 1 2iA: 7E 10 208h 2x 5) Ja
HEAT 35 2 AR 76 20 2081 (2 x 10) JEAT 3 3 T2k, SEB#ED (Cluster Interface) B IAE
b1, #IEIEDO (Data Interface) fl &% (System) [HIERINE R 2.

3

$E8 WL AFIEEEDO (Monitored I nterfaces) sl A~ 5 4231 0 (Unmonitored I nterfaces) & 1 142 1
KM E 2 i 1o fadmT LU T B0 v 3 A BR 55 Bz A BS4E (Enable Service Application
Monitoring), L a2 %) Snort AL CLBERE I

[ 73T Firepower 4100/9300 &Y £ 8¢
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TIE9

LIE10

rxos: mipEiigs [

13: B E ¥ MRy O

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

P IS AT IR AR I P TR s o SRR s S 1 1 B A7 A 38 L AR 7 sl R A e, (B
FEHA Y i R [R] 2 8RE  SAATE Bham 1, )2 AERTE TP I BRAZ 05 e 79 A E 2 KN TA) J5 AR
FRE TP I 3% Bl 03 ke 4 IR 2R DL S R B E 1 R IEAE NGB B e . BRATOL TS, b
BT 42 11 LA S Snort FIEA: Ui bR Ja IS AT IR DU 7

] REARZE AN E 42 L RIS TR DU A

A R AT AR S OO (B s R R e O e ERAE AT A, s L B O s
INEAMEAZ BALE K VSS B vPC) , BN RGBT RS A D) RE, A0 O 6 D i
PR . PP i) S e e BB S o S R B A5 ms, BT LS H R PRl &
Thee Agh i sz .

M R7F (Save).

TENCE G ES 0 B E .

FX0S: MIfREEEL

LA 08209 203 o R 7 R M S SR AR (1 A

e BeF A B

(7P B/ R 7 8 C I AR S o R = P DY =2 e o 1 S 15 P 215 S
ATAT LLEDF ISR . 5B AT AT 2 A St

LR AR AT A EARAE T, Bk PURE HLEY BRI A A R AP
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FX0S: FIpR&EREE

fes

Gateway Management Port Status
10.89.5.1 Ethernet1/4 @ oniine @G F; ¢
Attributes
Cluster Operational Status: in-cluster
FIREPOWER-MGMT-1P 1089520
CLUSTER-ROLE - control-node
CLUSTER-TP 127211
MGMT-URL - https:/f
UUID - 95507124-32aa-11ed-b9da-d0ald3T634c

XA B AL 1) BRI, WY AZRE e B A A B L B AR, DUEAE R AR S
E DMK 4D fE .

o FE N RR R AR AR - fas ] DA Y A3 CLI 25 F4ERE . %\ cluster remove unit ZFK iy

A M BR BRI S SR & AN BT T . 51 SR PR E RS, I SR8 1 Sop e &
WARFEAAR, R TR 5 SRS I SOmA S RS . W SRR Bty 4
ORI 11 A5, ) S R P 4 o 1 A

HBARAL TAR PRSI, I Bdia e 1 5G] AT B 1 ] DUAGR AR O R . 2R
R, WA SRR BB LR R AT OT, AR ROAG R IO B B TP ik H A
RIGTEPONBL M AR P AL TAR EHPIRE ,  BE ORI

BEEOR A AR, AR BB BN cluster enable.

AP RIS -6 HUARS BL3% 1) SBABIR & TUH, i SBRERA (W) . B LRG
i Enaen (S mmmme.

o el e AR - RS ELAS R A BB IS, s ) BB ERR .

o ML -1 U FIAS (1 “HESE” U, i XHUEER.

K A MR
AT LU BT 592K AR A
PTG (1 BB, R ORAENLAE EAEHI ARG, N B B SRR A

o BB IR R A E U EISS [ “BEEE VUM, AihEE (W) L RIS, HSETLLEE
SEME RS BIEERE, 0T LUYE R — SRR T (K8 SR 4

* MR S5 I BRALAS 2022 At - SR AR 55 P I B e o, U RT LUCRE A2 S5 A5 0 0 S AR (407 1
R

[ 73T Firepower 4100/9300 &Y £ 8¢
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FMC: ZIREFEM R .

FMC: EIEBEfERRA

PSE AR, ERT LA S e A A B B

NN ER B X

fE FXOS Mg i EERE 0L T, Cisco Secure Firewall Management Center<s H %8 112 8 51

FHia Z |l
o VA ORILARBURA K2 B 26 B A3 G EAT A

UK

LB E FXOS ik & 2 ERE. 152 (FXOS BLETR™) -
SERFR AN N R . E & Firepower HUAHE FE 4B 481 &2 sk (1 Firepower 82U B 41
show cluster info iy 2K &G LIRS

SIB2 R U AN BRSSO, ISR

« EEORES AHIHE AL R & > REEE ES (O Ehsol\ 8& > R EEHE > S8 1
> B X > SRR SRR $E)—AE IEAE AR SRR ool “IEAE SRR
BEIMASRAEE, FEhO 2uEMHZ B %, RSSO “wfREM” o seaEME, R
SRHEECN CIEAEFZE” o WEASEMRMG BER AR “ AT IRZS . s, R R
38 AT i B A

© RGURE > ESF - RO BRI A EN ARG DL .

©RE > IREFEE - RITWAYIR I ERERAER, wT UG 2 2 0 B in g B AR (K 50 &% 1 EAE EAT
M

BRI R
T BUEEHBIAT SR SRS BTS00 EL BRI B o (ELJ, SRR A i
SNMERITSERER 5. SCRRIVAIE I C TR B B, EANREEAR A3, 12
.

FHIa Z Al
o TR DR AR LAT (0 4 B 1 IE BT TR

FA-F Firepower 4100/9300 B9 & B .
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S WIRTTBEIE, TR, 15E FXOS A IFHUR & iC B IF T LA .
WIEE e Firepower 9300 HFIASEE, MGG HATIX S IR,
WA BA IR FXOS &Ml E, W RPATIR DB ERRE I . 28 41 TUH PR
ARUTIAZERNER, Wl2M (FXOS IESRHE) .

a) {FFIECE S Ihfe S A Firepower 4100/9300 HUA 1138 45 1 4% A1 4 i B BB 1) XML SCAF
b) RERCE S AR

¢) FERVFAIML

d) WATEL, ] TR A N SRR A ABE A SR LA R

HI2 (EIHBAN AL, R BE>BEEE>ES O >Hk.

., tdeluster1 (2) Enable Node Clustering
Shigter Break Node
CET—
) Packet Tracer
node1(Control) Snort 3 e = Essentials, Threat (3 s 5
s FTDw for VMware 7.3.0 N/A more...) in-out N/A Packet Capture

Health Monitor

Troubleshoot Files

node2(Disabled) Snort 3 . 730 NjA Essentials, Threat (2
10.89.5.44 more...)

PR3 W TR % B
SETEANAE B R B A SR R B i 4 o
SR A BN o CHH WA SRR B DU A BN . BRI i A VRS O, T AR LU R

< ERPRAS WHIME (8% > BEER ES O Khrol &% > R &E1E > S8 I > B0 X >
SRR ERHIRZS B —EIEAEMMANUR EERBE I B SR ol “IEAEIMANERRE...” B IMALRAE
Ja, B SZENNZBE, RSSO AR o SEREN A, RS ESCY
CIEAERRZE” o WIRSEMRMG B R s BAE T a7 R sk, JE sl thiE PR A
AT 5t i) FEB I A
c RGE BD) > ES - EHF0 BRI N AR B

©RE > IREETE - JEIT AR GUI _LAEREN, AT UG 202600 20 2 B bR i) B IEAEREAT
M

=R R
ol Re T B S AR G, DIHES IR %4, IR T4y . WA B AR ER R R, &&UHE
INAE BRI WEFIR T
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sxmakz ]

\)

AR HHICA T AR APIRSIN, Frafui I SCH; SR ] DO AR R . ST,
VPR HARA o B LUK ORAFITOT, A NG I S R P B TP ik . (U2, W SRAEEE

BN B A AE AR TPR AL T ARG BRAS, BRI LB . 2 ¥ ) & SR gb AT AT frT 3t
—DhlE .

B2

ST T EER MRS, Kook B >BEEE>8% O >ZR%H.

9300-cluster (3)
Cluster

s
chassis1-mod1  Snort 3 Firepower 9300 with fp8300-docs cisco.con  Essentials, IPS (3 _— B .
10.80.5.20 FTD g0 B Security Modute - 1 more...) it LifFs: s

Disable Node Clustering
- Delete
chassis2-mod1(Control} Snort 3 Firepower 9300 with . 5 FPO300-2 cisco.com-4.  Essentials, IPS (3 SO N/A
10.89.5.1 = B security Module - 1 more...) ou A Packet Tracer
Packet Capture
chassis2-mod2  Snort 3 Firepower 9300 with 7 - o FPO300-2 cisco.com-4:  Essentials, IPS (3 ¢ ol i Health Monitor
10.89.5.12 D Bl Security Module - 2 more...) - -

EIETT LN EBERTS MHEHE GR& > REEE>ES O > EHIRRES) FHRE.
TR 2 N BB AT AR
B RHEIRE > REERIIR PR A LG (BEERD

ez o

v td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master;
& 2500 1hdasise)

SR 3 HOHA R, S0 ISR, 5 43 .

EFMAEE

R NAERE PR T RN (Bl IR R ), B W RIS T ah AR AR, o JiE
Vi) B4 CLI o Rl vk, Tl B ISR RE . A 5% AT AR TR i) s 8 46 11 JE TR fF) B 22435
K, S0 mHmNERE, 6l 1.

UK

SR T EEMIE %%, kR RE > REEE>FE O > BREH.

FA-F Firepower 4100/9300 B9 & B .



FAF Firepower 4100/9300 A9 5 % I
B s usEm smEss

., tdcluster? (2)
Cluster Break Node
Delete
nede™{Control) (EHEEE FTDv f i Essentials, Threat (3 . L Packet Tracer
SRR v for VMware 7.3.0 NfA ) n-out N/A Packet Capture
Health Monitor
Troubleshoot Files
node2(Disabled) Snort 3 Essentials, Threat (2 :

I FTDv for VMware 730 NfA E=soqtils S oui i

EOETTLUN ERBHRZS MHEHE GR& > BREEE>FS (O > EFIARD) EHEL L.
TR 2 HINE AR B AERE

MR (HGHIEM BET =

W RTZLRAMIBREERE 20 (lln,  dn SRR Firepower 9300 L BEe, BLMIBRHLARD , N &
B RO SO M -

A% SRR E B Ty, s W R HARG I AR P B, AN R .
M FXOS HEEREF K AMIER, 1520 FXOS: MIBRERER 4, 25 39 T, Wik N FHide
WO, IF AR R34y, E gk i g, LA TTRE R I - e A
T AEMS R PR 42 Y 55

FreaZ wi

LTAEMA L ES A, 42 U FERUHEM Y R, W R it TR aheih e
AR BB I AL+ ARE SR -

UK

T FORAES L N A B D O E N Y . R IR > IREERE, MRk AEr (BEA) .

td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)

A 10.89.5.20

WHETTINES (5 1) EBRIRZS AT AR SR . W RRAR LI, 1 s SEBERAS X
ﬁii%%ﬂ%ﬂﬁﬁ@%ﬁ%o

S 2 (eGSR ER RO T ) AL, R & S IREEIES>ES O >l
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saghzar ]

., ‘deluster1 (2) Enable Node Clustering
S Break Node
) Packet Tracer
nodel(Control) Snort 3 . . Essentials, Threat (3 n
R RV for VW e NiA more. .} ¢ N/A Packet Capture
Health Monitor
Troubleshoot Files
node2(Disabled) Snort 3 ETDv for Viware 730 N/A Essentials, Threat (2 IR N/A
10.89.5.44 more...)
A1E B ﬁ > J AR e = vy
TR 3 N EMIERIZY A

MEERER A R AR Ly B8 2R PRI R % A

LEEFI R
A

AR EHSEEHIRIC, B UE AR AT BRI, SR RIH IO A S A ER A .
SRR E B I T BAR BT, AT R IR . TR, XEETPIhREIN T, W
S e i e 2, W BT A RRAORE W, T S 2B BT A TR B o b Tl S R

LRI TS, HRATEL T IR
g2
ST KRR 8& > REEE>ES O SEMIRURE, 1177 SBRIRE HHIHE.

AT UM & > & BT > &8F Ul > B X > SERFLRPIATS BERDT 1) SRBHIRZS XHGHE.

S 2 T BB AR, HEE ES O > BReESCHE.
T3 RGN BRI . BRI, W5 R TRE.

AEERI R
AR HE R A R, WU AR B A R 03 5 4 A LAE P31 22 Cisco Secure Firewall Management Center .
foltar, Fds R oeAE A B0 A BRI 286 i N SRR RS LR

UK

ST EHENI 8% > REEE>ES O, A5k ERTRLRE KITIT ERHRES MHTHE.
BOETTUAM 18 & > IREEIE > &8/ U0 > B Dk > SLRFLIHIRZS BERATIT SRBHIRZS X 1THE.
FER2 sl il FFE.
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B oz mmen

ARIERPRE VAL, SR B MR, 56 46 1L,

B, MiTEES

# AT LU HE Cisco Secure Firewall Management Center HHRT B CLI 48 .

< ERPRES MHEHE (IR& > REERES O KR E > REEE > &8 U > BH X
> SREELRHIRZS #E%.

Cluster Status

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) Refresh "Reconcile All | | Q, Enter node name

Status Device Name Unit Name Chassis URL
I Summary ] [ History l
1D 0 CCL IP: 10.10.101
Site ID: NYVA CCL MAC: 000c.29bb.d7bb
Serial No:  9A4MK10VUVF Module: NGFWv
Last join: 19:17:26 UTC Jul 18 2022 Resource: 16 cores / 32256 MB RAM

Last leave: N/A

: History

Timestamp From State To State Event o

21:15:13 UTC Jul 18 2022 SLAVE_APP_SYNC DISABLED Slave application configuration sync timeout

20:55:10 UTC Jul 18 2022  DISABLED ELECTION Enabled from kickout timer

20:55:10 UTC Jul 18 2022  ELECTION ONCALL Event: Cluster unit node1 state is MASTER

20:55:10UTC Jul 18 2022 ONCALL SLAVE_COLD Received cluster control message s
Dated: 08:56:56 | 09 Sep 2022 Close

et v S Ry AR W BRSSP 2 e
S0 AAR) SRR ] Y INA
© IEAERD - B ) AR RL T

o R i M-iea JE TR, (HR R 1) A R VR . AR BRI, AT A 8 B
B UL M.
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S Tl |

o SRRFC AT AT MR- B T rE M, (FR RIS . B AL U R TSR 5
PR FHERAEIC R, SRMRNC EOR DR AN, B S mT LU H IR B 4%

o IEEIIANZERE... - B IEAE AN LAZERE, (HRRSERINA . B AL AR A
B T
MNTRGBS, BTLUEE HE L HLIER.
MY EE G RPN AR, BT LT LA IR T
- A%
BREE
- BRBENNEHIAR

« R 3D > E% .
155 DUH SRR N AR SR “ SEEE M 1145 .
< %% > IREEIE > cluster_name.

JETT e 52 Ui LA AR, WB BT A K e, B TP HLhE 5% oR iy s . 0 TAEVE
W, WA BN AR

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

EAE BRI RSB G R, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options] |
health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options] |

transport { asp | cp}]
BARERE L, 15H show cluster info iy 4>

SRR ITINR iR 2R = H E iR

SR ITIRR iIERR
él JEUHBITAE S A P R, B 2 I B A FE AR B AR AR R Bl i AR . SRS
AR DL 7 & H DA 2 AR A
 BEAPEHITHR - B CERHaIh . SRR SRR R 115 S

© PN WORIEREI SRS BN U BT S A TR U BI AETY R T R A
o D LB RS . I PR LU A CHBLRRITERREN) « SR
o HEA SR, ANET FHAO AR RD BOER G EAIRED

o EBG T B 0 WoR RN AT RAR, A4S CPU MR, WA . BNR . il
MR {ﬁzjnjzﬁﬂ NAT #4,
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B sssmzann

\}

AR CPU MINAF AR s B~ AN snort AT DL A2 E

* fEbREE (B CPUMEMITEOL. WA O, A AERR) LAEIE )7 35U R 7s 3k 8 I a) B
WIS T
o SO AT TR - AE PSR SR SR AR Y (0 D3 A -

o AR KPR RS AR RUAE N N 1)V Y P B AR SR A DL . R
FEIRAT R o B AR, SR DURRA PO B8 o A P IR AR 523 R REA T4 I .

o CWRGEHE R M RIS R R OS8R Ok CPUEHI R . A
HORANTECR R R I EERL DL SRR R NAT H i (Mdabn it . LR AL A
T REN IR I AR YU AT 2257

o A VEREFE TR - s SR A BUFRbR . ST DU AR R DY mOF A Y A
VRN )R . Fhn i A CPUAMEII AR . AP FANER . Rt R IS E R NAT
et o

* CCL # IR - AT Jr A s e R B e Kot B Aan ARt
o WREHERR AR - PR AL T s HE R SR A SR
o RIS - F T BRI 25 Pl a5 e 1 s AR B AR ] I 1) 2 10

o FE SCEEHIRAR - s A SRR B R A i GRbr B . HA2, RS OGE M T Bl
BB bR, ANIEH T R0 AR

ERERFEITRR
AU E LI B YE s i A REAT LR o
ERHB AT IR DU s PR A ALY s AR PR AL . BRI IR DL AR A — R 4%

TR T AR P B LA R A IS AT IR DA 2o
FHIa Z |l
* RS CIE B L I A B A B B R
iz
SE1 EHRGE G >BITRL > K.
AP B R i Y R R I A IR DL 7 s o

T2 EREIIET, sl RIF (2D RFE (V) LURIFAIT &2 R & 5K,
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srgmzrin ||

PRI EAGEMEITRIGTHE R, WAL BOAEOUR, RIS S 210 U
TR A5 XSG AR BRI PR R o F b4 i TR (45 «

o ik — 58 R HARTIOE SR TR P K OGS R bR, AR R CPUL A B A 3
HOERGOMER DU NAT #fs S

SO — BRI R A A R A

© BCATERE - 798 CPU IR . AR, AT St Ak i R ahIEHN] NAT #46
W5 RS HE R

* CCL - F RS R B TG B

ST LI R 5 T PR YA PR AR A o A7 OS2 SRR IR BEFR R 5838 513K, 15215 Cisco Secure
Firewall Threat Defense iaf 7 RILTE T

P4 UL BT R & B E I TG 8 r DUSE S 1) S DL S A iy — /N CGBRIO
SRR T AR I R R R . AR fn a1 ik £ B ZE X (Custom) LAFCE A & ST ES A H H1
AT B AR B SR BB 5 > Bheloe il B ST

SRS sy “HEE” EAR, AR SR AR I I 1) v s A T
FSE PR Fi 7 P e IR TR VAL BBl N AR B B i . TR FLAR I R B B T Un AN RN TR X T2 AN, K
WARZ BT mih LTS A B bR n] B B RN S

FIR6 O T E W RISATIROUIRTE A8 FEBEA A4 FRA O 10 D THT T 3 P 540 1 o 2519 i 1 3B AT AR
*EO

&
i

B BARTREE B AL BTN E R L nf & K IR DU B 39 10 2 1 sl T /NIS AT IR DU E AR

(KIAERITA 2Eo ele fHE B  R T I P IROUE AR ZE R TR AL

FIRT O THRE ISP RORTE S BOAMEILT, B P &7 2 H0E KPR i i i i 4
BAPIRDUAERE o Fig s Bl AR L 65 «

o Bk — R R IR HUE AR OB RS, A CPUL WAF. 0. ERSHE R
DU B A A A DA G B E R A5 6

* CPU - CPU A, ARIZHEREFIY)BLARZ 04 3 1 CPU A HITE 2L .

© WAF - WA AR, EAREURE-F I A Snort A1 %

© el - B RS R =SS B

o R - EEGOHE R (IR RIR . VEENEE . RS R NAT # it 4.
* Snort - 55 Snort FEFEAHSC MG THE

* ASP L3¢ — 55 IR E R T 25 2 (R Bt 0 AH DG e v 6L

AT DI ek s o b 25 0 WA AP R AR R AR« A7 ORBZ SCRF IR A PRI 5C #E A EK, 15 S 7 Cisco Secure
Firewall Threat Defense 1z 4T IR ILFE#R o
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B o=

P8 sl PRI S A BN (+), B AT AR AR A ARGk G B e P
e
XA I [ ORI, PSR R AR AL, SRR IEFEIR bR

RRHEIR

%ﬁ%g%%%ﬁ%%ﬁ%%ﬁ&ﬁ%ﬁm%%%ﬁ%ﬁ,u&ﬁﬁﬁﬁ\ﬁ%ﬂalﬁﬁﬁﬁ%

JSNinp/IPS Y

% 2 SRR

T 1% AR (52

CPU R AU BT CPUSRFR-T-IME (433 Bt Hidfs 1 | percentage
[ A1 snort) o

Memory RN LI A AE R AR (5303 B T804 1T | percentage
Fl snort) .

ACE SN SERE I NI B AL B e v R bytes

CCL i BRI AR CCL 405 . bytes

B GERE P IS ST HL v

NAT %4 SEBEN) NAT F4it 4. Hey

Jr A G R R (R A AT 2 v

Bt 8 ST P SRR 1 B 43 T By

BIEAD: XWERFHITHERRR

AT LU CCL Ping TR A PRAEEFEHIBEH IEH 24T, BOLRT LUEH] LU T8 TR AR ) T
H.

>~

o WUBRHERR SCPE- MR RORBEMAERAE, RGUR A3 A BRSO . e T LN & >R &
B > R > B DXBRAE R AR SO S D A B BR S A

eI LUl A B (D JRIEPE SRR HERR A\ R IR O A O

* CLIfirih- A & > IR & B > R8> BMXE, BTLEE 4H0E X CLL i, # b
FREREERE M MRE . R AB RIS IT LU i %

* show running-config cluster

* show cluster info
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weatasisss b7 Ping [

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show intip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

BT LAE 2 B P NEAT show i % A OCTEAIME R, WS AHE CLL it

EEEHTHI 5B _E 1T Ping
$n] DU i AT ping SRS 2 A5 AT AR AT s A0 el ok SE A R B B AT Fd e . Y UV I N B
) —A> T B AR AR A I B B L B AN I, B, SEAFEHIBERE MTU W& vl fe s TIE AT Hel
) MTU.,
pug

HIE1 P 8% (Devices) > iR &1 (Device Management), AhiERN B (O Kis, RiGk#EE>E
BESLRTIRZS (Cluster Live Status).
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B z=enisss 5T Ping

& 14: E£EPIRTS
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ | Reconcile All | | @ Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E
> In Sync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021

P2 JEIFHA A S, AR5 siili CCL Ping.
15: CCL Ping

Cluster Status (7]

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) I Refresh l l Reconcile All l IQ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History I

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A E

Dated: 18:38:41 | 01 Mar 2023
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garnl |

TR Bk MTU UGS R 808t N FE SR A2 TR B 17 B AL iU A0% ping A4

LR

IR S S

B AR

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64

© o o o o = .| (Pool: 8 IPs)
= o = o = = o
© E| © E[ °| ® £

Cluster Control Link
192.168.1.1, .2, and .3

<]____ portchiSpanned | >
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

|

————

< P
I port-ch5 [
o VLAN 10, VLAN 20 Trunk o
- [a¥)
= =
3 5
= =
A A

n
@)

-

r A
Client Server

!

K A AL A B R E S AR VLAN CBE, #il, VLAN 10 T W84, 1 VLAN 20 H
TANEMLS . BEE HWA — N ER R INE A L a5 2 B . 3 FH b gkl B LT
R AHCR I 802.1q 3. J& VLAN 10 5 VLAN 20 2 [8] B kK.

1 %5 W 2% EtherChannel I, T3 508 Bk i AEAZ AL 43 41 48— EtherChannel, WIHR—& B4
T, MU AR R & 2 I i i .
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Cluster Control Link

pori-ch1
192.168.1.1, .2, and .3
Node 1
§/\ /\ eth1/6
gl | [ ] ethirz
A =N A ethl/8 \P eth2/1 -
——— \8
—t w
O mgmt | =
o 1 =
== Node 2 >
8‘(\} 55 nga 08 3
- o 273 o
(o] 255 T1d8 =3 &
8 AW §k5-% 5 eth2i1| SBEZ g
z Ondg | o200 o
£ 1889 2887 =1
N mgmt 2”3
= 95 3
o 58 2 O o
WA O=_, B/ ethifb M
ol J o | [Z ] etz o
@/ X | [ 2V ethiss >
V V v vV
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

wn EEIPR, e — A5 4% EtherChannel R R A EAZHHL, T4 DU 55— M5 19 4% EtherChannel
HERLPIMBAHHL . WIRF L, AW LIEREA EtherChannel _E @I VLAN 121

EiBS%
AFR IS ELATAT RARTE L AE [ B VR0 5 B

B BTN Th REFN SR BF

73 BB 1 D REANSZ B SCHE, IRATHR 0 DU REDUAE I et 32 S0 o AT REWT BEXS 1] 1A
FEFILE T S

SERAIITRITIRE
LU R I RETE AR OL FEMAIC T, M S B2
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gaghing [

\)

AR EAEEMAIEN FlexConfig hfie (4140 WCCP #:3) , &S0 (ASAW MR/ E 1) .
FlexConfig fLVFSHCE B ¥ L GUI HAMFAEINVFZ ASA Jfig. 1152 [ FlexConfig Sl

* A2V VPN (SSL VPN #ll IPsec VPN)

* DHCP % Py k55 #5 ACHE . SZHF DHCP 4k,
* JEFUBEIEHZ 1 (VTIs)

o e A

o SRR ORI 4

* FMC UCAPL/CC #x{

R E R {LThRE
LUR DhBE R AT FER T ml B A %50k, BN i

A

AR LGP I BE MR A B 1Y U I S TR B e R B Y
D SRAE T PRI A DI RE, U2 SR SR vh D BE VR L FE R 7 B AP R e, AR FRREZ R U2
NEEFIIRE; WERAAEBENE DL, %R R R A& R Y s
XHER A DIRENT 5, WCRIE Y mUR A, W ITAT ORI T, i b 2B B (42 4 e T
ERVBUE

\)

AR A s AT SR AL FlexConfig DhfiE (K141 RADIUS A0 , 15200 (ASA %Ak
WLFETT) o FlexConfig fVFAALT # # b0 GUI (LI VFE ASA T, 12 [FlexConfig %
W

o LU Y A
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET

* SUNRPC
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* TFTP

* XDMCP

o AR A

o vk 5 E] VPN
* IGMP 4 E4 TIPSR AL L CEOlE - 55 & o0 A T3 ERE D
* PIM ZH 34 S TR B U AR BE CBU - T % o0 A T3 NERET)

« FAKH

EIERE
S P2 7 S T 0 B SR St o AN S A AR T B L T T S R P S B . T TR
S, AR T P BRSBTS 2 TR e PR B St o AN S AT AT 4 2 I T s
it BT A BT PN P B . ik, SRR ST 20 4 B I [ 7 5 3
7SR FNERT
0 R P B0 T A2 AT, T8 LR o 42 B TE I I AR o 1 S B b R B, ik
BB &, BT R
& 16: sh7S&H

Router A

Only control unit uses OSPF LA;
with neighboring routers. ' EtherChannel

Data units are invisible. o Load Balancing
Y Y

Cluster Units

Router B

FERSCHR Vet I 42 I BE A5 22 ST BR R, R AR SN L e A e

OSPF LSA Hiffs FE Ao NP6 TR0 BB B a6 o I RODHR T4 e o, 4RI o s Ao I 1) 22
WiEB: VIR ANIE ). OSPF BEFEREHkiE— IP Hudik A o JL F 2% 1D S8 mT LA — /N A

[ 73T Firepower 4100/9300 &Y £ 8¢



I FF Firepower 4100/9300 &9 £ B¢
reings ]

Hias 1D, S ANEORIXFEAL,  (H 0] DO RN SR A AT 1% i 48 1D — 2. 11524 OSPF JCH]
Wi R Thae, il gk b T i)

FTP #n&E8f
o 4L FTP S R 0 I 7 i oy S () BT S A, DUV 0 38 T 4 20 2 PR R e o
ST 5 S0 3% 0 4 U8 T T AT 9 SR 2 R B o P, L B AR BT O
PRI, MRS THERR: Pl BN A2 T 5.
‘RIEIEARFNEERE
TR PO R AR R 2 BT, Pt B TG A b B A 0 44 e SR S RS R . 7R Y
o £ B A% T LA R A R AL
NAT Fn& 2%

NAT W] BESS e AR IR Ak i o N AT 0 NAT Hi A0 ] e ok BB P AN RIS B, BRI
N A BT AL YT TP e A 1, NAT 2 S EUN GG b Eos R A AN Y TP bk AN/ el
Fo AR NAT Jrf #1 g i, il e b ses i k2 A ¥, SBUER
PR EAAAE KRR WEE, BCY A IR R BT & R, TR NAT By 5 fx
2] e AN S MR A 22 A M SRONS Ay 0 8 R N ot 0 I e 1 42

IR B RRAES R T ] NAT, 355 8 LR EN:
* PAT SR ¥ BRI BC - 352 B e LU T HEN:

o BEEHUR AU BRI AN X AR, M B RN e AL, AEREERLRK
VU PR IRCE A 1S 3 AN AR, URAE AT 3 AN Rl ok A BN R 5
AT, AT RAZMEC 3 A T, RS 1 AN

o FEPATRF LN LR PRI, FE8 O it A 2 43 77 R BB R LV ERANTE SR N

o WARBEAT R PAT BB TS O PAT St 4B i TP M hESEED 2 S8R i A2
INFATE A R A5 T8 A3 SR R 4 T2 (3 S RN AT D Al L SR BC T REFTAS A
NN E PAT il i, FUABL AR SRR Y i 2 18] 23 Hoit A T I R S R i R AR A
e

© FESRRE R ERAEIN, ANE TS O/ AR TP BRI AN B e, OBTIIR
INA SRR i R EPTIN AR B, RATTAE U R AT B oy B R S R S X LR
ARG I P e e R, S8RT LA SE e oK/ N I FT 1 it B 20 e R

* XTB)Z PAT 1 NAT itk 70 Bic - BCE PAT Jthiny, ZEFEE b (RS TP bk Xl 43 b i 1 B
BRINTE LT, AN ERE L 512 Aty 1, (0 SR i L e o o), U P B . Ik e
SRR IS R WA O3 BE, PR i AT — AN B2 AN PAT i Hf &4 TP 1
bk PRI, AE—/NEERER PAT i m] DU DA —> 1P ki, U DASCREIE TN ) PAT
TERERCRN T . i B o S VS Y 1024-65535, [ AEETE PAT 1 NAT H000) v i 5 1255 33
DL R B A 1 1-1023,
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SIP t il FO S 8%

SNMP Fn& gt
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o TEZ AR B S48 H] PAT it - 2275 22 20 M b A T [R]— PAT ¥, DA 2503 R U] v F 22 11 3
PEo DAZULE BT AT MR A TR e B 1, BRI N A AT e o ANBELE RN R
BT RO “ATR” B0, BWRS T REICIHEIR A S A i A s AT UL AL
3 MR FH ME— P PAT Jitb 2 B vl 5 10 7 6

o AMERIREH - SRAEAN SRR PAT Hh5e .
* Jof i PAT - SEHEANSCREYJiE PAT.

o PRI RV PO B AS NAT el - 037 ki Or B AeR F S BB 1Ym0l 37 e 3 7 2L
ZNAS NAT FEHIF HAHATER P, kil SR N Y st . By A it

o I xlate - ERFTA A LI xlate 2RI AN ST Rk, 25 IS TR) 4R AT BE 238 0 2 R I
o TR Z NI 2 E e TR E GBI A (refent b 0) , ML xlate i 7.

XU A AL F A PAT:
* FTP
* RSH
* SQLNET
* TETP
« XDMCP
* SIP

o WIHIEAT KN NAT BN GREE—J74%) , WINAE A 324 CLI i) asp rule-engine
transactional-commit nat iy 4> i FH FH 53R . A0, 1 s BE VA ISR .

PRI AT AR AT sl B G T390 , (A 7Rl AU 1A b

T8 AR 2 A A b i g JF R AR TP Ml EAT SNMP A8 1). an5it SNMP AR BES 1) 424 1P Huhik,
VU 224 326 245 BT AR TR A, ORE B2 T A AR AR TR R

{EH SNMPv3 BEATEERER, W RIS AEWI AR AR E I B IS DT AR £, W SNMPV3 HH P ASE

TIRPHT Y s RN T IFFOR AN, SR BB A O, DA ™ B H Y

ot HRFERRE

< IR R RSB A QARSI E . AT DI E H sk, R RERSH

AT SRR L BT A FAH R BN [ AR 15095 ID o 9, SRR (R BT 09 R4 R L 2 3L
PBCE . WA H SR E 0 A ENLA AR B 1D, WUBITAT 9 s A R 4 HAG T A2
BROK A ARG WK H SRS B A SRR 5 | 3R e i B P g IO AT i R
B ID, ARG H S BB Bk B ANA Y A
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TLS / SSL jE#EFNEE &£ .

TLS / SSL E1EFNETE

TLS/SSL AL HCIRS AL, WAIER I H RN WIS ERR R &2 Rnesi
EER P s RIFEFER CENTILAC “AMEE” MDD AZ5Emd, JFH T LUERR .

HE#l TrustSec Fn&EEf

ST R0 ) bRl (SGT) 5 B . ARG, #2075 F0R SGT L 78 B8 75 4%, Bedha 15 sl X
FRAE 22 4w ) SGT M VEFC o

VPN Fn&Ef
uh S B A VPN SRR ThaE; AT VPN & #

)

AR HEASRRE LN VPN,

VPN e SR HI B AN, BARER IR mal FITEShRe . W REEHI ook EdbE, raila
(¥ VPN JERHKGWTIT, VPN R IE B AR 55 b W SRR K B 5, 20 H0R 7. VPN 3%
.

¥ VPN BEIEIE B 35 4 Dbk, sy H DR BIFEHI R %
15 VPN FH SR8 B AR T8 e S 2 i A e 4 o

W &b i 2 8
MEREIRE R Y
B2 G BRLUR DR, T AT LA R Bl 80% i K2 A ik (AR A TR fE

PL TCP 5B, 5 3 A SM-40 FEHL(¥) Firepower 9300 7£ BAUZ TS K2y Al 4 #E 135 Gbps (152
BrBh KB B . 2 MU i K A A B4 270 Gbps (2 MHLAH x 135 Gbps) 1] 80%: 216 Gbps.

AL I i e
SERE R DB A R B BRI AS , Q N E AR e
1 BRI, RO BR R 3 B KIEASTER.
2. BATEGR IS G A A FEA e 2 A2 W AR AR OR s DS A R s B S R I B AN PTG
3. WUERIEBARAE 45 MJa AR Sy — M RA BRI B MR, W% 23 AR B4
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