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AT RIERHE T RE R I 2K, 1 2 PR IR B LI AT 2%, 5 9 1L
¢) FE LA UBS (IR LOKMEIE) bR E S+ .
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H 3B E 8 s s i 4 0 MTU 2 100 A1, BT DUORAEAN T 20

a) AEEDR AR T B b, R & (Devices) > i & &1 (Device Management), A5 i
ii gt (4) .

b) sdi#EO (Interfaces).

o) JAMED . WA LK EtherChannel HI T-SEIF 2 0IBERE , 50 T AT L o 2 B A R 11 O
T LUK I 24
1: R SR RHEH gk O

Edit Physical Interface

General IPva IPvE Path Monitoring

Name:

b4 Enabled

d) (A[#E) ¥ EtherChannel.if % [t & EtherChannel.

PAT TR VSO A Tl B % s 5 2 T ] ON B AU AR il e % B AN B i CBRIACK =
FIREAD o BT ARSI B S M, R M, I LACP =Y. EE: BATHIYL
K %45 EtherChannel % & 4 Active iz
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nzes [

$IE1 %58 % (Devices) > % & B (DeviceManagement), 4R J5EFE50 (Add) > RN & 8% (Add Cluster).

HILRNEEE RS (Add Cluster Wizard).

2 RMER RS

Add Cluster Wizard
o Configuration 2 | Summary

4 Create a cluster for supported models. Note: For the Firepower 4100/9300, use the Add Device option.
Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network®

172.16.0.50 10.10.10.0 /| 24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 10.10.10.1 1 0

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.
Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.51 ~ 10.10.10.2 2 0

Add a data node

FIR2 NIRRT & ERE AR (Cluster Name) 15 7350 1F £ 8% 5748 (Cluster Key).
o EEBEZHR (Cluster Name) - 1 3| 38 ML ASCIL F 45 o

« SEREE4A (Cluster Key) - 1 3| 63 NFELFK) ASCIL E45 i . B4 (Cluster Key) 18 H T4

IE Y] S AL A AR, AR IEECIRS BOR A R I B, el

FER3 XTHEHIT S, AT R

R LLISC

* 95 (Node) - IEHE— TR EAF N FEHI Rii s . 24 BB B SERRE, E o iRty s

AN INEIEERE, DA e BN P04 R
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AR e s s e e (O EiE bR A B R . 0%
SR A A RE, AR, SRS TR B AR, Il
& 3: B & 9] R

Configuration Issues

PN Incompatible Smart License(s) - AnyConnect APEX
configured on node

@ node device deployment is pending.
Close

LRk EIR IR, IR A ORI VPN VFRTIE, R AL BE O T SO B e

o SERHHI SRR 2% (Cluster Control Link Network) - #55& IPv4 T 4 DA H#F IPv6. T55E
24, 25, 26 8% 27 1M,

« SEBHTHI SRR (Cluster Control Link) - JE#F22 H T AL 4% il BE % 1119 #2421 5 EtherChannel
AR RS HIREEE O MTU 288 B 3l 8 o i s i 7 1 MTU £ 100 AS5715; BRIATS
BLR, MTU & 1600 795, Wi EHE I MTU, 52 # 1% (Devices) > & &2 (Device
Management) > #& 1 (I nterfaces) UL .
TR I 1 B SR T4 TR B o T A M LIBE S IE A ) IMTU; R0, @7 SRR 2R
W

o SEBFITHISE R ML (Cluster Control Link IPv4 Address) - It BEt: H 20 7o S E 48 ) i ) 4%
RS Al WURFTEL, ST DAGAE AL AE .

* RLFELR (Priority) - BB MY RUEFE ML (U Sc. PLSELAE N 1 £ 100, 1 D%
RS S . BIAE RO LB P B AR T AR i, 7 UCESLARRE I, Y R4 D 42 i 4

\\\\\

* 35 |D (Site D) - (FlexConfig Lhfig) H AT £UFs5 55 1D, JufEATF 1 F1 8 Z . {H 0 FR
AR AR AERE . AT IE I {4 ] FlexConfig Dhfig, SKHCE T 1450 0 A% M RIS P 1 FL At A%
ARTE F e X H , T s Al sl 2R PR 21
PB4 N THEEN S (AL , AERINEHET 2 (Add adatanode) DUERE T n04 215 #f

T ABUAE A Y S SRR, DA PRER A A N (K 5, B AT LAST B INBTAT Y e 9B
Pa 1 R BCE LU N

* T (Node) - GEFELR NI 4

IR g e kEnss e () EE, S E R U R . b
SR AT AET, AR I, AR TR [ e o AT
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nizez [

o SERHHI SRR ML (Cluster Control Link |Pv4 Address) - I 7 Bels [ s 7o 82 B I B % M 4%
AR R, AT DA g AR AL

* fRFEZR (Priority) - BEE ARG RUEFE IO RURARSE L. MUSEZMME S 1 20 100, Forb 1 4%
X

Uk 1D (SiteID) - (FlexConfig Thfig) H ALY Atk i 1D, YA 1 Ff1 8 2 fal. {H 0 F£on
AP Sl g T AE R o AN W R A FlexConfig BhE, RHELE T4 50 70 A% R AR s M 1 LAt sy
AERE A e I H , Bl as ARl 5 AU RREERER B s M.

HIES s, AEHE (Summary), R AHRTE (Save).
R IR R TE & (Save) > & EIE (Device Management) BT [fij F; AR v A 4R HE 1T Al
B 4 R

_ fidcluster (2)
Cluster

172.16.0.50(Control) Snort 3

Firewall 3120 Threat Defense ~ 7.1.0 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 172.16.051 Snort 3

17216051 Firewall 3120 Threat Defense  7.1.0 N/A Base, Threat (2 more...) Default AC Policy

T IEAETE Y 2 o & o

5: 5 s A

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3

172.16.0.50
B‘\?Z.‘IS.O.S'I Snort 3
172.16.0.51

fany U 5t @ AR (Notifications) FIFRIFIEFE (£ 55 (Tasks) KM # BB 5 sl M MG O 8
Oy SAEREANTT S ST “AEREA M (Cluster Registration) 1155 .

Deploy Q Ge i+ @ adminv

Deployments Upgrades @ Health Tasks ‘_) Show Notifications
0 running 3 success 0 warnings 0 failures Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. 1m 3s
© TD_Cluster Deployment to device successful. 35s

SRR W AR R () BUERRR T RE.

K2 HOBC B AT DN RN, i ANE TR R B0 e B, P LASE R AN 1Y R s 24 K
{HH RERC B MR
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B oze:

$IB 7 1 %% (Devices) > & & &8 (Device Management) > &£ 8% (Cluster) fi%ith, nf A B EBENENR
(General) FIHAb ¥ &

6: ERRE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets

General s License /

Name: fdcluster Base: Yes

Transfer Packets: No Export-Controlled Features: No

Status: Malware: Yes

Contol 172.16.0.50 Threat Yes

Cluster Live Status: View URL Filtering Yes
AnyConnect Apex N/A
AnyConnect Plus: N/A
AnyConnect VPN Only: N/A

Security Engine Health

Intrusion Prevention Engine: Snort 3.0 Initial_Health_Policy
Policy: 2021-10-30

01:21:29
Applied Policies s’ Advanced Settings ’
Access Control Policy: Default AC Policy Application Bypass: No
Default Prefilte

PRENBSPN Default el Bypass Threshold 3000 ms
Object Group Search: Disabled

SSL Policy:
Interface Object Optimization: Disabled

DN Policy: Default DNS Policy

dentity Policy:

NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

HZ I ER (General) X 1Y LT SR I 32 Tl -
* E# (General) > &FR (Name) - W Al 4wt (4 HESUERF RS HR.

General

MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50
Cluster Live Status: View

WG BLE AR 7B

B - sisnB6 SRBERLER T Cisco Secure Firewall 3100/4200 B £ B¢
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General (-]

Name: | ftdcluster

Transfer Packets:

Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

o BEM (General) > EFEERHIRTS (View cluster status) - it TFH (View) #EKATIT EREIRE
(Cluster Status) X} ifHE

General Fe
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50
Cluster Live Status: View

B AEEERERZS (Cluster Status) A TAHE fiddi 8 £ &R (Reconcile All) AT B M Kot . c .
RO AT LA 5 ping SMARRHE I GER . TS ERRHEHIRER AT Ping , 28 43 1L,

2 BB A SR B S R4EM T Cisco Secure Firewall 3100/4200 B52% [}
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B oze:

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

o B> MUEHERR- v DL AT R s e H A, BT LA EAERE CLL. 155 b SR A T i
HEBx , 2543 T,

[ 7: HpE HERR

General 'y

Name: © clusterVFTD

Transfer Packets: Yas

Status:

Contral:

10.10.43.21

Cluster Live Status:

Troubleshoot:

TR /£ R&E > IREEE > R&E L, WA LTI R RS b b AR A P I RS U FIC B DL B

B L5 sisnBs60 &R %24E R T Cisco Secure Firewall 3100/4200 & £ 5%
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nzes [

B 8% &iRE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets.
172.16.050 B
General /3T System oc Health
Name: 172.16.0.50 Model: Cisco Secure Firewall 3120 Threat Defense Status: Y
Mode: Transparent Serial. FJZ2512139M Policy: nitial_Health_Policy 2021-10-30 01:21:29
Compliance Mode: None Time: 2021-12-2219:39:13 Excluded: None
TLS Crypto Acceleration: Enabled Time Zone: UTC (UTC+0:00)
Version 710
Device Configuration: Time Zone setting for Time based Rules: UTC (UTC+0:00)
Inventory: View
Management e Inventory Details c
Host: 172.16.0.50 CPUType: CPU Ryzen Zen 2 2800 MHz
Status: CPU Cores: 1CPU (32 cores)
Memory: 34335 MB RAM
Storage: N/A
Chassis URL NA
Chassis Serial Number: NA
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

& 9: T =

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

* EM (General) > &FR (Name) - L i 4a48 (4 SESUERFAU BoR 2R,

General @T

Name: 10.89.5.21

Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone

TLS Crypto Acceleration: Enabled

WNJEBE BFR 7B

Lt BiRNEA T BB & EHEM T Cisco Secure Firewall 3100/4200 k9525 |}
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B =s:0

General Q

Name: 10.10.1.13

Transfer Packets:
Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« &2 (Management) > EH] (Host)- W1 7E & Be & A B 00 T4 BE TP bk, WA Z0AE 45 B0
FRUCHCHT G Mk DA B TP Mokl vy i) 2% s o8 . B 2025 HdH:, iR ETE (Management)
XAk (R EH, (Host) Hudik, 4R 5 3058 o % .

Management @:;

Host: 10.89.5.20

Status: v

=g E3u
VI 1B 24 LK B

UK

S K RE > RSB, KRG ERLm fiE (4
FE2 fiiiENO (Interfaces).
IR 3 HUE RS X LUK £ b
a) HtE k£ EtherChannel. %2 [l & EtherChannel,
& 7] LAFE EtherChannel A3 35— AN AN 082 H o HH T EtherChannel #5738 1 i1 715 /0, PRI
R AT LR H2, O TS E A EICR, @SR 2 A .

b) (A[#) 7F EtherChannel [t VLAN T4 1. AP MEN T 7O SN
TR

B - sisnB6 SRBERLER T Cisco Secure Firewall 3100/4200 B £ B¢
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¢) Aiili EtherChannel #1111 458 (#) .
d) MRPEMC E A RS AR PR R AL 25, B T R, e M A 4

R RSB R D MTU A2 0 MTU &l 220 100 N, BoEE B0 20 %
R 1 MTU BosR. BROATEOL T, SRR EERE MTU 4 1600 47 Wi SEEE K
HIHE DR MTU, 15 508 K ERE B MTU.

e) A EtherChannel %% T34 i MAC Huhik. A &4, 7& £ Mac ik 7B, #i A HHH &
AN MAC Hihik, Hod H 2R 16 A7) 1753 50T .

#ltn, MAC Huhl 00-0C-F1-42-4C-DE ¥4 Z4i A\ 000C.F142.4CDE. ANfh MAC Huhih v & 414%
£, BUASRCEE — AN SR A AN RE R A 50

HRE & Mac itk &bk Z2m.

Y505 A %5 W 2% EtherChannel it B 4> J5) MAC Hidik,  DLGBE S8 76 (1 0 28 2405 1) . o SR S T3 e
BN MAC #itl, % MAC HuhbB a2 8 T 4 ar s il s s . R ARE MAC Huht, Tl G
IR R AT O, B A 2 A B 1 MAC ik FH T2 11, T 7] 6 S5 30 IR 199 444 g ik

f) AE. AR D ER IR,
TR A HdRTF (Save).
SRIN, 4T U 2 808 > BRE A SR 8 B P R et . AEARE TERZ e, A B

o g Ms— /= |1 N .;\;. A ===
EEEEMETRRAEEEE
£ 8% (Cluster) Wi EBHEITIRNR MITIE E (Cluster Health Monitor Settings) #7345 o F &k
= 5

H/Tho

4 BiBhREE 282 &£ 2%1E FH T Cisco Secure Firewall 3100/4200 fY £ 2% .
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B e=smamonmses

10: LRHBITIROR IR R E

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

FLEREBTRRERRER S REFR

FE 152 AR

Fik:p)

PRFF I ] AT HE T KR GIEATIRGL, SR R FESE R I BE R EKE heartbeat
TH AR B HABY ko U R AR ORER I Y AR B RIR B 6 3515 mi A4
] heartbeat {45, TS5 4T R oM W BAG i TAF

F2 LRI AR A I 1) P2 VBT AR [ I T 21 R 2 AL b o A B o 1 et ISR I 2 iy
2o (I Ta] o

ZuiziEn P P ARSI Ak Ma P R e 5t o SRR s 38 A 1 0 BT A ) B s
PRI RE T s R AR, (AR AR o L R TR 32A  M A T Bl
F1, o D2 NS AR %75 o 19 8 2 A IR T e SRR I B3kt g B
PR SR DL R A% 2 R e Y 08 2 IEAEIMAERAE (0 e 26 o

k55 N 7R AR Snort MIREAE M BEREREAT 42

A AR BRAZ RO

B EHMMANLE

e W REE IR B SRR (1 A BRI B

Kot s B B DV ) B B DR I B
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FH 15 BA
RS B R NSRRI H BN EE IR . NI S N R R

I AN S N R PR 5

\}

AR MR RSB IROUR S, WIAEES T RGBT IR DU 2 N ANE Y9 7 Bl A2 s

T DAFE U7 G X S B

Hs 0] DL P AT ] i M3 ID BRI B2 1 ID, L A% Snort RGOS HERE. BRI I 5 ANTE
VLAN 7L a0 (Fln, VNI BVD EHAT. BAGE SR B R il & s, BRE
AT R

UK

B Ok RE > REERE.
SW2  EEEEUNER S, i wE () .
EZEAE T, WREAER BT, W RGN E D)
PI®3I  RuligERE (Cluster).
S 4 FEIEITINRMIEERIEE (Cluster Health Monitor Settings) #7), Al 438 () .
HIES 0 ARSI TR E (Health Check) 1 2E T RGBT RILK 2
2R RFETRREE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

250 e AT AR B ) <1§Jﬁu¢<budzﬂﬂJB@w&§D A HERAE Y A sl BRI B
INBAMOAZHLTE K VSS 5 vPC) , TN A RS IR A Thae, IS BAE X CUAR 92 1 ) 2

2 BB A SR B S R4EM T Cisco Secure Firewall 3100/4200 B52% [}
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HUREE . b iy B i LRGBS D BT R, 0] LUEDR R I R tia ARG

DhEe Mg s e .
HIR6  NCE RN AL O S Bk ]

* {RFERLE] (Hold Time) - B E AR £ I 1) LURH RE P T Rl BIeiR 2531 R 2 18] (1 I Tl (] B, A A T

0.3 )45 Fp; BRIMEA 3 Fb.

* B OBF R BkATE (Interface Debounce Time) - k¢85 S ik i 1] 5 & 4 300 2] 9000 = Fb-2 7], ERIA
20 500 =0 o /N REL T USRS D42 1At R B2 o TR, SR B PR 7 B B I [ RAIK
SRR LA . ERAERE TR TR, 5 SR E M2, REA RO bRd AR
A, IR SONEERE IR o 0T AR A e 04 1E 32 AT IRAS 1K) EtherChannel (451111,
ML H N AT AL S ] EtherChannel) 11 5, SEA IR Skt i) w] LAB7 1R BT i B 1)
FE VUL IR A AN BT SR 20 i 1 PR 28 S PR J 7 ok RS

PRT A% XA T IRIUR B R A e J 1) B S E R I N AR R L

ZEEBHNERMNLE

v Auto-Rejoin Settings

Cluster Interface

Attempts | -1
Interval Between Attempts |5

Interval Variation 1

Data Interface
Attempts | 3

Interval Between Attempts | 5

Interval Variation | 2

System
Attempts | 3

Interval Between Attempts |5

Interval Variation | 2

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

JyEEEHIED (Cluster Interface). #(#E1%E 0 (Data Interface) R4t (System) BE'E LN (P F ks
B N RSN NAREA—EED -

* 2R EL (Attempts) - WE FFT AR EL, AT -1 F165535 210, 0¥ AEH HBEHMA .
&£ B$1Z 0 (Cluster Interface) ERIAE N -1 CEWRED o #43E$ZE O (Datal nterface) Fl &4 (System)

RIERIE N 3.

« 2 Z [EAY[EIFE (Interval Between Attempts) - & S T B I 2182 18] ) 1] K& 4 SE 15 R] (LA
RPN, AT 2 F160 Z00). BRINE N 5 a3 8he T AT SR E BN SRR 1) d5e ARk B T R 561
B ERE IR 14400 2340 (10 K)

B - sisnB6 SRBERLER T Cisco Secure Firewall 3100/4200 B £ B¢
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* [EFRZE{L (Interval Variation) - & SU& 3 I BRFELEN ). W EAT 1 F 3 ZEE: 1 CL
B 5 2 QT E—IRFFEERED 803 (35T L—IRFREEm ) o Blhn, i REks mbmEE
SERFAIREN 5 Eh, JPRARMIRE D 2, WIFE S B E TS L IkEs 7E 10 Bl 2x 5) e
HEATEE 2 IRER; 76 20 708 (2 x 10) JEHEITEE 3 k2R &EEH3E DO (Cluster Interface) [ ERIAE
1, #IEIEO (Datalnterface) F1 R4 (System) HIERIAE A 2.

I 7 5 i3 O (Monitored | nter faces) Bl A 52 ##2°4  (Unmonitored | nterfaces) & 11+ )42 F
KRB E 2 4 1o fad mT BLIE T D0 v H 3 A BR 55 B2 A 1542 (Enable Service Application
Monitoring), LLJE F k2 H % Snort AL CLl ERE IO 5

B 13 B B S i aED

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

IS IR AR I BRI . 0 SRR S IR R 11 () P A3 ) Bl 0k o 0 R s, (H
FEIARNT 5 BRI AR 1 S 5T s sl 1, 2 ERAE R IR e 1Y AR 2 K ) A SR
AR PR RS B3 IR T2 10 ARSI DL R RO B E 1Y RO IEAE ISR A B . BROATEOL R, b
P 4% 1 LA Snort AEEA COMERE I3 IS4 IR DA 71
T REARAE A R D s IR DUk A
AP R AATAT S N RS s R e 1 . R T BREE AT i sl R L R
ISR AN L VSS B vPC) , I NAE ] R AT B D, JCSAEHIN CAE AT D £
RS AP e e i RS E S SR BT Um0 AR R I R i AP ROLG
DHREAN A2 2 1

FIRY AR TF (Save).

PR AENE G S0 AR
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sk = R —H-
EEEHT S
VEAERES, 1EN] DLUTE O B R A PR A

WINFTR R T R
T B — sl 5 A 2 I ST SR

UK

HI 1 P E (Devices) > I8 & B2 (DeviceManagement), A& B (O, RIGEERME S
(Add Nodes).

14: 55 5

i

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

Ak BN EIBERE DS (Manage Cluster Wizard).

T2 NT = (Node) IR FE B, ARG i 228K TP Hhik . ARG AN K 1D

B - sisnB6 SRBERLER T Cisco Secure Firewall 3100/4200 B £ B¢
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& 15: EREHES

Manage Cluster Wizard

o Configuration 2 | Summary

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

wmzrmgss

Node* Cluster Control Link Network*
172.16.0.50 v 10.10.10.0 /24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 v 10.10.10.1 1 0
Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.51 W 10.10.10.2 i 0
Node* Cluster Contral Link IPv4 Address* Priority* Site ID
| Type device name Il [10.10.103 | |3 | |o Remove

Add a data node

IR 3 LR INHARTT A, 15 AT RINEHET = (Add adata node).
F4 L. AEHE (Summary), AR5 ATHRTE (Save)

T IEAETE Y 2 o A o
B 16: 15 2 i A

] ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Tra rent

B:?IZ.‘IS.D,E‘I Snort 3
72.16.0.51 - Transparer

s n] LI 3 5 7 @R (Notifications) bR IEE$E 1E 5 (Tasks) S Wa 2 AL 0TS S WG

Lt BiRNEA T BB & EHEM T Cisco Secure Firewall 3100/4200 k9525 |}
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Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures Filter
Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s

RETT LA PR Y 1, AESLON — ML e o BRARFINTEEANERE, T TCVE P IRz i
ol 1 O RCE CBAE R

PG & (Devices) > & ETE (Device Management), A EE Wi A BE (D, RIFE#E
FT 5 5 (Break Node).

17: P HFT 5

Disable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

Tl DA H B e He rh A5 & (Break Nodes) MAERER) “ T 7 (More) SR B —ANEE A5

TR 2 REXPOREHINPE i E (Yes).

[ 18: Ty IA TP bR

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

No Yes

[ d

T LLE R siti@ A (Notifications) bR IFIEFES (Tasks) A MG i I

B - sisnB6 SRBERLER T Cisco Secure Firewall 3100/4200 B £ B¢
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T |

T EE BT
T DL SRR 47 2P B e, BTS20 R AN A R, T
PSR

UK

T ORI SRR A A B rhL TR BB RORE B, TS PR AL, B 35 L.

HFE & (Devices) > & EIE (Device Management), SR B (), RGEB s
(Break Cluster).

19: & B

N
g
N

s

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
[Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

T3 RATREROITERE: UHE (Yes).
[l 20: Hy ik b

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

fsnT Ll s il5 BE (Notifications) BbR H L+ £5 (Tasks) k4L HEHIb .

FIRER EE A AL, DAHERINER 1Y k0, BRI AT o BORES Y SRR I 0 s 49 s et
/J\f BRLRL BRSNS ARE SRS I, AT B R R OG H

2 BB A SR B S R4EM T Cisco Secure Firewall 3100/4200 B52% [}
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B =snos

UK

HIB 0 TEAAH N4, HEFEE (Devices) > I8 &£ &2 (DeviceManagement), fiili % () , AR5
EPEE T s & Ef (Disable Node Clustering).

21 KR

Break Node
Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

UNSRAERE I i AR AERE, WL b — AN B R OB O B R R e TR, AR DhRET
R I R i e S 1) T E B U7 10 T S SR TV Do TN E i I Wl W [ VAU 1 B
T R AR R A ME— s, WTEIVEAE IR0 s AR AR

WX 2 WINEAE T S A AR
T UK AR IR % (Devices) > 1% & &8 (Device Management) #1 &t (77 &ML BoR (B
([Disabled]).

SER3 WA AR, TESH O IMAERE , 56 32 I,

N[k
II;'-

R

BEHMAEE

AR MEERE R IER 1A m (Bl T B RR R 0D, BGE W RS T a2 AR, T3
R ILFDFINANSERE . A ORARE ok, PR aED RIS o A7 DG T ACHRARE rb I3 e 1) Ji LT 5
ZEE, WSHEFIMALR . 2 54 U0

UK

S N TIE PG R, 1B % (Devices) > I8 & &2 (Device Management), #iidi 8% () ,
SRIFIEFE R T 558 (Enable Node Clustering).

TR 2 N BB S B TARRE
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maasts |

B RS HI T
A

=
=

SR R, B I E AR R AR AR, SRR 4 I A 5 AR R AR W
SRR E BRSO I R AT, SN P IR TR, MR IIRET WAL

AR — b 5 VR it 5 S A4 o D BT AT S R T T, i J b 2B T 42 1 e BT
ER.

B P AL EPUTUL N PR

puk ;S

WK KERE 8% > BEEE>ES () >ERTRNRA, 197 EEURE HHFHE.
22: EBEIR TS

Cluster Status

Overall Status: = Cluster has all nodes in sync

Nodes details (2)

Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

Close

S 2 T BB AR, HER ES O > BReESChE.
T3 RGP EHAA O . EPIZEIERE, )5 R BRE .

24 BB SR B £ 2HEM T Cisco Secure Firewall 3100/4200 £ B
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B seenms

BRI E

LI

T DA AR A IO . WORSE R AR B] SR R e 1 R P R B B P 4%, ISR BF 0 A
rPWIF R ERAEM R, TR ERI R WEARE Y AL W R el R 1D
LRI RS TP ik, AT 32 M (K s e WiOT O BB In 215

HPEE & (Devices) > I8 & &1 (DeviceManagement), SR B (O , KRGk HmERS
(Edit Configuration).

23: 4RiEECE

E
Add Nodes
Break Nodes

uster Live Status

Break Cluster
Revert Upgrade
Delete
Health Monitor

Troubleshoot Files

Aol Bon BB RS (Manage Cluster Wizard).

FIR2 TR

[ 24: EIREERE ) S

Manage Cluster Wizard X
o Configuration 2 | Summary
4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the
maintenance window.
Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node

You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*

10.10.10.0 | /| 24 (254 addresses) - |

172.16.0.51 ~

Cluster Gontrol Link*

‘ Ethernet1/7 ‘
Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.50 v 10.10.10.1

Node-level changes

B L5 sisnBs60 &R %24E R T Cisco Secure Firewall 3100/4200 & £ 5%
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LR AE B B B % 2 EtherChannel, AT DU I 2545 L RS 0551000 4mig () SKgmifas Lk
B3 F LACP BiR .

$IE3 L. BEWE (Summary), AR5 TR (Save)

AEEHT R

QRSB SR, UK SR A A B3 S 4 A BE A5 i VA 2 A B G BT, RS Y A A B
Ao P B A DO 2% ] RN RIS G 0

UK

S ERERN RE > REEE>FS (O, REEE ERHIFPRTE KITIT EBPRAS XHHHE.

25: LR IR

s

Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

PR 2 AL ER (Reconcile All).

2 BB A SR B S R4EM T Cisco Secure Firewall 3100/4200 B52% [}
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[ 26: thiA £ &R
Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2)

Status Device Name
»  InSync.

> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

AT RIEREIRS IR

172.16.0.50 Control

4 ARG ERE &£ #4E A T Cisco Secure Firewall 3100/4200 49 £ 8% I

Refresh ‘ G Q. Enter node name

Unit Name Chassis URL
172.16.0.50 N/A
172.16.0.51 N/A

Close

THZ IR ERAE . 2R 37 UL

MikR GESH) ST R EMEFER EE PO

T DU B Bl IO MR AR, AT ARG ORI AL . IR R B RE NI 20T 10 A B L,

T v fie 1 S IO T AHZ AR -

ROETT UM A B ARy HUFA T, AN T WA R S e BUARAZY A S B AE A E O
L HESREER 0, I HEagksbidiie, HRRERC I . BICEBGHEN
TR AL WERTCVE PR BE AL 1 05, T RE A SR SUGIE M (AR R BE
HERRHBRIN AT A SR LA SRR (R — 0

VRIEREIE i

o DI A5 B A O RZ AR 2 18] ) BT A S A

© IR EIR TImMERARE

o T RLAEREK) T & VOB SRS TC B A ] NTP M 5 B AoCy B2Uc s ), TUDKs ST R [P0 A St B ) 45 B
o PREFICE AR, DUMEEREAR A B 5 .
NAT Fl VPN, ACL %55 DL S 32 e B R R AR

B - sisnB6 SRBERLER T Cisco Secure Firewall 3100/4200 B £ B¢
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$IR2

SIE3

wren i

R ST M A ) AN [ P A R AP 2 S SN B AR, SRR R AE 12 s B AL B s 4R
ERC B ORFF AR, DA TT DURF SRR O — N ARSI o 885 P LUAE R M I 30 6 07 1) 28 TR SR, L
AT WY I B I LA SRS, SR R A P A B O B2 v B

FHia Z |l

PRI RE T 2 CLUG AN 1Y AT U5 [ AR

UK
%% & (Devices) > & & &8 (Device Management), AdiERE A EL (D, RJG LB

(Delete).
27: MBS BT 5

Disable Node Clustering
Break Node

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

RAESPOREMBRERF BT 1 SER (Yes).

Ay DU o — AN B R L S 00 A B e A K BRI M B 1) (B TRID B D AR R

a) JERR|ANERET S CLI, JEE ] configure manager add i A RIH A L. iES W 4
CLI & U8 5 B 1 o

b) EFEI&F (Devices) > & FEIR (Device Management), 4R J5 il iRI0i& & (Add Device).

TR R — AN R )R IO B, ARJA (] AL LA R A

FHFAINCMBRA T R WS PR R, 2R 35 U,

T LAAE B B RL AT RPN CLL A

o EBHIR7S (Cluster Status) XFifi#E, Tl % & (Devices) > & &I (Device Management) > &
% (O ElFFeiNig& (Devices) > & & & (Device Management) > &8¢ (Cluster) 7l > %M
(General) X1k > EEBFSERPIRES (Cluster Live Status) 5447 7T

2 BB A SR B S R4EM T Cisco Secure Firewall 3100/4200 B52% [}
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| S

28: £
Cluster Status

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh
Status Device Name Unit Name

> In Sync. 172.16.0.50 Control 172.16.0.50

> In Sync. 172.16.0.51 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021
P A MR IR A A B 7R s .

EHER DY RTS FE DL RS
* IEFE[RIP (In Syne.) - 15 fi L) B EEHLO M.

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

* FRACEEVEM (Pending Registration) - 15 s SR HE I —05, (H AR ) EFEH0 M. Wil

S O, WAy SRR S (Reconcile Al PLEE R M

« B O 25 H (Clustering is disabled) - 17 AT ) A EE L0 JEME, (H BRI ARE SISO -
WIS J5 RS AR S, SRR B IR REAAL, Bl 1T DL IR 15 e

o “UEFEIAEERE..” (Joining cluster...) - 17 AUIELENMANUE LR, HMRERIMA . &%

FAGLEIMAEERE A ) A B AO JET

FFRANT A, B LU AEHBE (Summary) Sk 2185 (History).
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wgz i

29 TR E

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

B 30: T Eiex

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

« R (3 >FE .
£55 (Tasks) TS AEEEATT SN T “4EEA M7 (Cluster Registration) 1145 .
* %% (Devices) > & & &2 (Device Management) > cluster_name.

JETT L5 AR I SRR, SmT LAE BB A R 19 00, B0 TP ik 55 g s HeAf (R
Ko XEFATAEE M L AT BN b

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory
| resour ce usage | service-policy | traffic | xlate count}

TEEBNEMN RSB AR, WA show cluster fir4 .

* show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options] |
health | incompatible-config | loadbalance | old-members | packet-distribution | trace [options] |
transport { asp | cpj}]

LEAERME L, WM show cluster info iy

Lt BiRNEA T BB & EHEM T Cisco Secure Firewall 3100/4200 k9525 |}
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| e T

SR BTN iR 2R H iR

SRE TR EIZER
B R AP RO, A B 2 IR A SR PR R SR AR R A A R AR . SRS
AP IR DL 7 & T AR A AR AL
© USRI - B REBHRI . SRS AR R 15 S

© IR IT WS R A SEINPARES  FAASBUP DT B S A IR DL BB A SR (Y
T RD LEBER PR W RIS LU O CAB& BTN o O
o FEASRER, AT B PORHARY D 8RR CYREARES) .

o PG TG BB BoRERER M AT RS, WS CPU MR . WA . By NER, it
HRL 155 i#ﬁiﬁl NAT %4,

\}

AR CPU MINAF AR s B~ AN snort AT DL A 2E

* AR (B CPUAEIITS &L WAFERITG DL At s AERR) DLy s s di 5 I 1) B
WEIEEREGHE B

G AT BRI - ALY AP b s SRAE Y R R D 28000 A«

o AR KPR R AR AR N I 1)V Y P B AR R A DL . R
R R oy B A AR, ST DU A PO B8 o A P KA 52 3 REA T I .

o CWRGHE R M ARR R R RGOS . 8 AT Ok CPUE TR . A
HORATCR R R I EERL DL S SRR R NAT H i (Kdabn it . IR LI A
T RENE IR I AR YU T 2257

* BROATERESS TR - Whon SRR Y Sl T dahs . AT U AR a8 oK DB ROF B HFE 1 A
MIVEAN(E )R . Fahn i Al CPUMEII AR . AP BN . R R TS BE R NAT
et o

* CCL # IR - AT 7 A s S e B e Jcdim - B A ARt
o MR HERR AR - PR AL T s HE R U e A SR
o INFTEJSE R - F T BRI 25 Pl a6 e 2 1 s O B T I 1) 6 10
o HE PEHITAR - BT RAEREE R PR AN RO EAR el . E, 9 R REOGE T T8l
BB bR, ANIEH T4 R0 A AR
ERKFIEITRR
AU E LI B YE s A i A REAT LR o
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srgmzrin ||

ERHS IR DU RS P AR e A RS TR L o LSRR AT IR DL AR A — RS %
TR AR P B AR A IS AT IR DA 2o
FHIa Z |l

* BRI CE B L I A B AN B B R
iz

SE1 ERRFE D > BITRR > KiE.
AP B A U Y R BRI A IR DL 1 2 o
T2 fERAIIET, il RIF (2D RFE (V) LURIFAIT &2 8RR % 4K

PRI EAHERHSITRIGTHE R, 15 ARSI BOATOLT, SRR RS A2 TI0E SR
TR AR A5 X LI A IR LA PR e o F s T T B (.4 «

* BEd — SRR AR TS PRI P K OGRS, BAETY AL CPUL AE. S A4
HOERGHER DU NAT Fefifi B

o SO — BRI A A B A

© BATERE - 77k CPU IR AWAHEITAR. S A by S b Ak i, ISl E N NAT #4460
(5 ARG HE B

* CCL - PRSI R B L5 K.

ST L s s T R A YA PR PRSI A3 OS2 SCRF AR FR PR M 58 3851136, 1221 Cisco Secure
Firewall Threat Defense i& {7 RIIEFT

W4 AT LLAAT EA R A S i I TS E  o 88 T DA SO TV R DL S R AR T /N (BRI
B EHT I ] A G R . TSI k£ B E X (Custom) LLACE H 5E ST U145 A H .
L RBLHT AR AR B SRR BB 5 73 Bl o< B ST .

BIRS iy “HEE” KR, FEa S A AR P 1) R A
PISE R R i 70 P 228 IR T Y6 BBl N RS B it . 3 FLAR i RO B B T AR AN A RN ). 0 T2 A8,
BIRZAIBAT . mii TR EIFR ] 2 A8 P A5 R .

PER6 O T E T RS PIROU AR ) A5 B A4 BRAT PR 18 TP (1 S 400 1 o A 10 s 1
] .
B RARTREE B AR BATIRRE R L r B 0 AT RO B 3 b A 1 s il T /NIs AT IR OUE R
(BT 2o Rei it 2 R T T A AR DL R A 2 VAT LA

TRRE

(5

TR O TR RIS PROCITER) BOAEILT, B P a S A 2 T0E U FA i i i X £
IBATIRBUAITERE o S8 bR i TR AL 45 -
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B &

o Wik — SR R IHARTUE AR OB bR, B3 CPUL WAF. 0 ERGHE R,
AR B A A P A DA S B R A R

* CPU - CPU M HI e, AR BRI B AZ 00X 73 1) CPU AT I 0«

© WA - B NAEATE A, A RREUEE P TIAT Snort AT .

« B - DRSS RC R RS .

o HE - EHRGUHMER (BIRRG TSR AR R NAT H it 4

* Snort - 15 Snort HFFEAH R G HE B

* ASP L5 — SR R 2% 53 i Bt AR DG I Gk 5 R
FAT LA e AR 0 B A AR R TR . A7 2 SRR A FRAR K 58 38413, 129 Cisco Secure
Firewall Threat Defense 217 R FR Fx o

PR sl PRI S A BRI (+4), AT AR S A CRAR RSk G B e R
B

X FARRE B AR, PSRRI AR AL, SRR IEFER bR

SREHEIR

fﬁ%g%%%ﬁ%%ﬁ%%ﬁ&ﬁ%ﬁm%m%ﬁﬁ%,u&ﬁﬁﬁﬁ\ﬁ%ﬁamﬁiﬁﬁ%

SR

% 2 BT

EHR i AR 5N

CPU SERET LI CPUSRER T M (43X $dfs T | percentage
[ A snort) o

Memory SERET A RIS A AE SR AR (o3 - T-80d0 P | percentage
Fll snort) .

st BRI NI B e E bytes

CCL i i R NFIL ) CCL S THE B . bytes

B G RSB AL B

NAT 4t BRI NAT B4t 55 K

G SR RERD (R R A A T A HES

Kt 4K HERE R (R 43 T K
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r et |

Xt SRR I TR R HERR

T LU CCL Ping TR A PRSI HIBERS IR 21T, ROETTEUEA] L@ M T3 AR T
H.

>N

o WBEHERR SO E- IR RORBEMMAERAE, RGURKE A8 AR BaHE RSO e T BLN IR & >R &
B > LR > B DR BRI N BRSO TS I AR R HE R ST

e LR Al B (D IFIERE UM HERR , A\ R IR LI A O

* CLIfinth- M & > R & EE > &8 > B, BTLUEE -4H0E X CLL i, B
HERREERF IO #RE . R G A8 N RBHEIT LU R

* show running-config cluster
* show cluster info

* show cluster info health

* show cluster info transport cp
* show version

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

RO AT LAAE 2 B P ET show fir % AOCTEAIMEE, S AHE CLL it

TEERHIE I 508 L0 1T Ping
P LI AAT ping 0 A AL AT 15 PCASAELLL SRR BB B FEIE3% . W 20 I A S

H—A =B R R AR A B B I B N B, ldn, AERER BRI MTU W& Al fE i TR el
] MTU.

4 BiBhREE 282 &£ 2%1E FH T Cisco Secure Firewall 3100/4200 fY £ 2% .
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B 7=stsises: £ Ping

1 %$% 8% (Devices) > R ZE T (DeviceManagement), SidifEREi B (O Elhs, Rk >&
B SLRPIRZS (Cluster Live Status).

M EBRTE
Cluster Status (7]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

T2 eIt s, A sidi CCL Ping.

. 4 BiBhREE 282 &£ 2%1E FH T Cisco Secure Firewall 3100/4200 fY £ 2%
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garnl |

[&] 32: CCL Ping
Cluster Status

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l l Reconcile All l __0\ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22

Close

TR 5K MTU DG G R 8508 G RN E SR AR TR B e 17 g LAY )80 ping A4

Dated: 18:38:41 | 01 Mar 2023

LR

IR SR

Lt BiRNEA T BB & EHEM T Cisco Secure Firewall 3100/4200 k9525 |}
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| ETire

BB

management
10.1.1.1/24 (Pool; .2-.9),
: 2001:DB8::1002/64
© = @ - .| (Pool: 8 IPs)
i o = = £ o
© E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

c""--—-—.__ ,_,.>
(5 RN | port-ch5 [
Switch =) VLAN 10, VLAN 20 Trunk o
— z
3 3
= S
A—

U

|

r________/

Client

K E AR % A BB 5 R I VLAN Xk, i,

J

\|I

Server

VLAN 10 Fi-F N #M%%, i VLAN 20 A

TFHNEEM L . BEG A —NERE RSN AT WAL B g B o 5 gk A PR L T
B ALEBRY 802.1q 3. & VLAN 10 5 VLAN 20 2 7] (#1Bl k5% .

{5 M 4% EtherChannel I, BT 508 B AEAZ # AL 43 44— EtherChannel, W -—& A

A, AN UR AR AR B TR R A i

B L5 sisnBs60 &R %24E R T Cisco Secure Firewall 3100/4200 & £ 5%
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Cluster Control Link
pori-ch1
192.168.1.1, .2, and .3 e Ep
WILC!
Node 1
§ /\ /\ eth1/6
iy [ ] [ ] ethirz
A =N A ethl/8 \P eth2/1 -
- T
=3 T %%
3 M 55 gl o8 3
s o9 3]z 85408
8 AW §k5-% ., eth2i1| SBEZ g
S Ond T 2.0 3
3 18gY £98%° =
L N mgmt 2”3
D 3 a3
o 58 2 O o
WA O=_, B/ ethifb M
ol J o | [Z ] etz &
@/ X | [ 2V ethiss Jetho/1 | | &
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

LIPS, A — A5 4% EtherChannel R R A FAZ ML, T4 DU 53— NS 19 4% EtherChannel
HERLPIMBAHHL . W, AW LIEREA EtherChannel L @I VLAN 121

EiBS%
AFR I ELATAT RARTE L AE [ B VR0 5

B BTN Th REFN SR BF

73 BB 1 D REANSZ B SCHE, IRATHR 2 DU REDUAE I et 32 S8 o AT REWT BEXS 1] 1
R T S

SERAIITRITIRE
LU R I RETE AR OL FEMAIC T, M S bz

29 BiRhRE ERE £ 24E B TF Cisco Secure Firewall 3100/4200 &5 8%
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| T

\)

AR EAFESEA N FlexConfig Thfig (Hlln WCCP ) , iS5 (ASAW MERAERCE I -
FlexConfig fLVFHCE B ¥ L GUI HAMFAENTFZ ASA Jfig. 1152 [l FlexConfig 5.

* A2V VPN (SSL VPN #ll IPsec VPN)

* DHCP % Py k5545 AICHE . SZHF DHCP 4k,
MEPIBEEHL 1 (VTIs)

o e A

o SRR R 4

* FMC UCAPL/CC #:{

SR E R {LThRE
LUR DhBE R AT PRSI ml B A %50 RE, B NEERE i

A

AR GErP I BE MU A B 1Y U I S TR B e B B4 Y
D SRAE T PRI A DI RE, U2 S0 R SR vh D BE VR L P i B AP R e, AR FRREZ TR U2
NEEFIIRE; WORAAEBENE DL, %R R R A& [ Y s
XHER A DIRENT T, WCRIE Y mUR A, AT RO T, i b B B (42 A4 B T
ERVBUE

\)

AR EE AR WIS R TR FlexConfig 68 (5141 RADIUS #3152 (ASA # M4AE
WLFEHT) o FlexConfig fVFMALTE # Hh0 GUIL (LI VFZ ASA T, 12 [FlexConfig %
W

o LU Y A
* DCERPC
* ESMTP
* NetBIOS
* PPTP
* RSH
* SQLNET

* SUNRPC

B - sisnB6 SRBERLER T Cisco Secure Firewall 3100/4200 B £ B¢
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wmganes

* TFTP

* XDMCP

o ERASER R

* i gilE] VPN

* IGMP 2 FBFE 51 ISR AL FE CHO T T 5 R A THEAN R )
* PIM 2L FBF ISP I S AL HE CHOE T T At T REAN R )
* B

EEENER
S P2 S T 0 B SR St o AN S A AR T B L T P S R P S B . T TR
S, AR T P DR SETIT B AN 2 TR R B St o AN S AT AT 4 2 I T s
it BT A BT A P S . ik, eSS ST T 20 4 B I [ 7 5 3

FTP fR& &

* SR FTP K T8 AN 3 i 3t e i AN ) RO SRR B DA T AT IR A3 P A7 2 R 2 R I B
B R IE B A IE AT 01 OB s W I AR (2, A R DR N2 il e P A O B8
TR, WA ORI TR IR 2R 2 R A 2 R

AR ORI T RV ERS H
EMOT BT, B RS AL . 747 5 A 1 B 0 A R A A T AL SR
T8 B8 4

NAT Fi& ¢

NAT 7 i 22 SO WSRO R FRE B . XSOt 38 NAT S 60 TR R SIS R ) BB, 1
S S LA T TP SRR 1, NAT 22 SEU S 3 LU AR ) TP SR/ s
Flo SRR NAT A7 00 M0 i, SOl SRR st e R BT %, S SR
P EAP LRI, VR, BRI AR R QU P # I R, D90 NAT A1 4 i
TR AR 2 ARAR 2 4 S K 15 4 0 i (L DR B
AT YR G o T NAT, 5% 18 B R
* PAT A LU - 152 B4 R 0 B R
A EHU TR BB A HENERE, TR ST TR, B, 2GR LR
IR 1 ROELEr 3 AN AIOSERED WA 3 A A LR F1 R BLIO RS
FEGRI I, MATBIAR 3 A OIEe, A1 1 A

o FESATEE LN KPR BRI, 530t A48 01 B A s VAR AN BRI
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B oo

o AR HEAT RN PAT BB O PAT St 4B i 1P M hEJE D, 2 S BRI A3
IS AT A i ) B A T8 470 i SR AT oA RS R0 AT A I i L B BE D BE IR AT
e MG I E PAT i, R B TAESR R 1Y R 2 1) 7 POt R AT 77 8 1 (1 A
fHIE

© FESRRER RIS, ANREEAE SRR/ R R P BRI B, BTiR
INA AR i EOT N BB, BT DN R AT By IO 37 B K e A
WAHSG RO AT e e SR, R mT AT SCHR R/ I 00T G el e o e R o

o XFZhA PAT ] NAT jthHiht 73 e - B & PAT Ml , SEREEIB A AR TP bk 43 g b 1 B
BRINIEDL R, AP S 512 Aot 1, (F 0 S s R B0, Dl P B . X A
SRR &N R A AL, DRIMREAN T S AR A — AN B AN HOR N, PAT i #1454 TP b
Bl PRI, AE—/NEREN PAT Jthrml DU DA —> 1P Mk, U0 E DUSCREIE TN (1) PAT
TEREECRN AT . i B o R VG A 1024-65535, AR AE PAT t NAT #0000 r Iie 5 12356 33
DL A B 1) 1 1-1023

FEZ2 U FE AL PAT b - 2445 22 4 U A A 7] — PAT b, 203 T U v (143 11 i
o WHHEITAT MU AT E 3 1, BEEAE T A AR 0. ANBEAERN iR
AR E R DM “AEE” B0, A NRGEAT RETCIRR R [ B v I A Y sl 2 A T UL
B A F AL I ME— 1) PAT e B nl 52 (177 %

AL - SRAFANSCRF PAT b5
T i€ PAT - SEREANSCRRY i PAT .

P15 ST PL B NAT SEHL - bl S R A S BV 1 2 015 07 9
s NAT (IR FLI SRR, A MR 10 A e SO 10 AT 0%

* 1L xlate - SEHPTATHE LI xlate 23 PRI TE AN . R, 220 PRI ) fED ] e 2 i 2 PR R I
B ARSI S8 TR E AGENAE C(refent 2 00, TR xlate 3L .

o LIRS A ANE i 4 PAT
« FTP

3

* RSH
* SQLNET
* TFTP

* XDMCP
. SIP

o INREAT KR NAT BN GEERE—J740) , WIS 34 CLI H 11 asp rule-engine
transactional-commit nat iy 4 i F SR, I, 5 s nT RETCE I AN EETRE
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