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Scenario 1 (recommended)

Port-channell

FXO0S el

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 2 (not recommended, worse performance)

Port-channelt
Data-sharing

FXO0Ss
Application

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 3 (recommended, but lacks EtherChannel redundancy)
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Data Data Data
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Application ‘ | ‘

Subint. group 1 Subint. group 2 Subint. group 3
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Packet Destination:
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HHLI) EtherChannel 43 1E% TAE. ZEHEEHANE, 15 stack-mac persistent timer fir &5 &
K ARG, L RS T IAR 0] i, 8 434hak PRI 0. s, &nl LA B E
InAS e A HA LKA RCAS, il 15.1(1)S2.

%t Cisco Secure Firewall 3100% SCfHI#5E = .



|

% Cisco Secure Firewall 31005 SEf5l4&E = |

HIEX=ZZENO

o AR R L 14 2. flan, ST LUR ORI EE T 1/1 0 EC 2 s2) 1 25241 14

AL IR Z 10 AN FEE O Flan, el DUk LOKREE D 1/1.1 BPUKM A 1/1.10 43Rl 3 5E
% 1.

Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
‘ per shared interface

Instance 1
AN B A BB 6 1 R 7 K i e 1
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HE, EERAREME— MAC Mk TR 80 B rE 0, AR IERM . 155 sk
B2 A 3 MAC Hullk , 45 12 T,

. %t Cisco Secure Firewall 3100% SCfHI#5E =



| 3t Cisco Secure Firewall 3100% SEfl#g =

fic & 3L 1)

CEETT |

FERCE P2 HT, R ER 29 pIRG UER ) &R, JFRCENARRE . SIEnLLE
S8 AR

B % LHIRN

T AR 6 v FOERR B BB 8 CLL DU M 22 Sl BoERUn, AT BUR GRS N ) 45 8
Hl.

N

AR BRI DR B 1 EIEEE) SSH,  (H A R WU I P 65 i 1 ROEE S 2 IR WOT R . IR

L 5 50 1o
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R B HUAR T ] 6 3 1 o

il & s 144 ) FXOS CLI.

I P 44 admin %565 Adminl23 & 5%,

H—UCESKFXOSHS, RGeS H 18 B U i
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Tl

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **kkkxkkx
Your password was updated successfully.

[...1]

firepower#

R A AT R AR A S WSRO AR, B mT DAAREE AT LR > LAFE Hh
L CRE B

show system detail
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TP

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address: ::
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

R P CLL
connect ftd

T

firepower# connect ftd
>

HUCESRBPIEN, RESPRERRZ B VRAT L7 (BULA). )5, REUHE 7R CLI K
FIA .

VR IS PO VRIS T B O TP AN . (PR, IR 2 IR, DR B R %

o
o« IR (RIEYIIR G SR 1 ED
* DNS JIR%5 %%
* R

B AE L eI R Ay A rh R P MUl R OC . o 2 eI S, AT LLEE FXOS CLI H 8
MO E . 1ES 0 76 FXOS CLI 1 AR 45 B, 4 58 T,

JA 2 SEpAs s, BB B LR, U A B AT LU TPv4 HI/EC IPV6. S A i
Llh, REKIEREERICE I ER ). N ERASE (&¥KE) . REGWGENIHZ), HEHE
U BRACE, (HEAE A4 v BOE I 1 00 45 VOB R BT D iR oh . HULAE BHLAL WE N

“firepower-model 7

|Pv4:

configure multi-instance network ipv4 ip_address network_mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

| Pv6:

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip_address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id

W2 LA manager 4114

. %t Cisco Secure Firewall 3100% SCfHI#5E =



| 3t Cisco Secure Firewall 3100% SEfl#g =
wzsmnmrmns gmhs i

* {hostname | ipv4_address| DONTRESOLVE}—Specifies either the FQDN or IP address of the %5 %!
Hl, AR DAT AN CE R BRPLAED AT R U5 ial (1) IP bk, A BEAE A Yeek )
SEXUJR) SSLOINES AR (5 TE . W SRR AL & rh iz e B B s LA 8 1P Ml , SRS A
DONTRESOLVE; IXFEHL T, HUALAZUEAT Yy i 1 TP MUk s LA, IF HAAAURE nat-id.

registration_key-is NEIE PG — MR B, MR EAE R BRRe e . EMEHA
R 37 N AMTERT AR TR (A-Zy a-z. 0-9) AEFESRT ().

nat_id-F8 & R BRI ME— 1 — R AR R ML 5 — 7 AT 4 2 v 1) 1 TP Mkl sl L
%y WMHBZAE ERrpy BiRE e, MREAR e E AR L4, W2 E, (HIRAT

AIEIG 2 NAT 1D, R TE e 7 EHLAE TP Hhilik. NAT ID NS 37 M FERF. A%
PR AR (A-Zy a-z. 0-9) FUEFSRF (). M ID ANREH T AT A0 FE A 5 4533 M1 34
B,

BOR A A O m B AR, 62048 ] FXOS CLI J-4i A\ scope system /% set deploymode native, %%
[ £ FXOS CLI 7 B HLAT & B 5 56 58 L

IR

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmcl 172.16.0.103 impala67 winchesterl

WARNING: This command will discard any FTD configuration (except admin’ s credentials).
Make sure you backup your content. All previous content will be lost. System is going to
be re-initialized.

Type ERASE to confirm:ERASE

Exit...

>

¥ % LB FERME EE PO
o5 SEIURTR I ) SIS AR UR AT U MOMT H 11 3673 A B PO

ST DS B AL JEE T VAR s DA SER . A SZHF FXOS CLI B Cisco Secure Firewall A1,
MR BiE .

FHia Z |l
T BRI e 000 22 S TS B T 22 ek, 56 17 L

UK

SRR A FHEAOH, EHTHURE B 1P sl BCENLA A LA o
a) LEFERE > REEE, Q5L R > RmER.

%t Cisco Secure Firewall 3100% SCfHI#5E = .
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B sssomsmme gma

b)

2)

& 12: 5 nHLFE
a

b High Availability
Cluster

:
Group

evice

Device

& 13: R n#LAE

Add Chassis 9 X

This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key*

Device Group

Select...

Unigque NAT ID+

winchester

t Either host or NAT ID is required.

7E EHUP Mtk FER, BB N R0 TP Hubks ENL4

WA EALAS B TP Mok, WL BB 2%, 4R5E ME— NAT ID.

1E MFERR FBUh, N EAE RO BRI & SRR

TE EMESA TBeh, SRV LA G E S el A B OV BRI A R TR —
MR — AN IR . B DA FRE R ETR )
FEZ ST, TR a4, #E UG Bega 5.

WSRO L HUR S B EhEINE AT R AR R, R A T -
ARERCENAT. MR T

(AT3E)  HALFEA N2 1 &40 .
WRAENA 3EI R T NAT ID, 15 TF 4L ME— NAT 1D FB i AAHIH ] NAT ID.
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NAT ID ] A& AR PR FIE A 1F (5 o
h) i Submit.
HUFE RS N3] & & > &I I,

T2 WAFMIEIAE, il M8 S B, dofil R () .

ITOPHURE) ALAEEIRER DO, HEA R Ui
14 HE

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

Management [P: 192.168.1.34 Version: 7.4.0 (build 1572) Last updated:Jan 12, 2023 12:23 PM

Network Module 1
mn 2 3 4

o
CONSOLE unknown  USB @@@@@@@@

19 110 111 12 13 114 115 1116

== Core Utilization 22 01 32 Cores Used Power Modulel Power Module2
Show details

Faults Live status at: 12-Jan-202312:23  Interfaces Live status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23

Categorized Faults

© 111 - Critical 2/2 - Waming & @ 3 Instances Found

40/0 - Major  © 0/0 - Info Up: 1 Down: 16

0 Dedicated 13 Dedicated

V217 Mo 0 Shared 3 Shared 3 O 0

View in Health Monitoring & Good A\ Erver @) Oftine
Hardware Statistics - [ U t: 12-Jon-2023 12:23

2 1 of 1 operable ‘ 1 of 1 operable @ 8 of 8 operable
Security Engine @ Excellent Power Supplies © Excellent Fans @ Excellent

AcE A& O

ENURZ T, BCEY I, Sl VLAN 1% A1 EtherChannel £ HJFEAR LUK M 1 E . ERINT
DUN, PR DAL TEEAPIRES .

)

AR O SO D AT HA P g H A, 15 S 0 4 PE Cisco Secure Firewall 3100/420011) X 48 A He

%t Cisco Secure Firewall 3100% SCfHI#5E = .


management-center-device-config-74_chapter13.pdf#nameddest=unique_244

% Cisco Secure Firewall 31005 SEf5l4&E = |
B ==9es0

\)

AR X ESRE LWHNGER, WS 5 E O R T

BLEYIEEO

fEa] Ll Ry U8 HAZE R O, IR E B D O L R A . BT,
AN R TR e, HFEASAHF LUZHE R HE. BRER T, PR 04T
. T VLAN 70, HEMREMRARED,

UK

$EB1 MNIRE > IRSEE, b WU Fh i &8, sbd mEE ()
& 15: EIRHLFH

192 168.1.34 Defense Multi- 7.4.0
i tdoct L Instance Supervisor

TPK-4 Firewall 3120 Threat P o .
Manage NJA
e

TIOPHLAS I M AR B3R R Uil BN FZE Uil

2 NEEO (Interfaces).

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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mayezn |

& 16: %0

Chassis Manager: TPK-4 Save Cancel
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/AT V- S T S V7 S V- R V/ S Y
e s
. L L LU L L L
W9 10 M N2 13 114 15 16
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethemnet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethemnet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
® Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

SE|I il EGENE O SRE (4

% Cisco Secure Firewall 31005 SE{5#E 5
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B ==9es0

[ 17: AR IR D

Edit Physical Interface

Interface ID

Port Type
Data

Admin Duplex

Fu v

Admin Speed
1Gbps

LLDP Transmit
LLDP Receive
Auto Negotiation

Flow Control Send

P4 L BRRIERELUS .

FES N T imO%ER, wf HiE ol BURHA=E.

[ 18: ik (2R

Port Type

pata v
Data

Data Sharing

PEe WEEEBANI.

1Gbps S¢S i AN SCH &I o SFP IRy & B

PR WE EBRRE.

KT SFP,  JEFF A& SFP LUSH £ 222 (1) SFP BB K1 B2 T 3G A 1t i . R & o a2,
I HIRZ IR M BB R o U SRAGHH o A P 5 BB BT O SEA R 5, R Ay B A B BT, MRz

AEHATH

$®B8  (u[ik) ik LLDP &4 Al/uk LLDP 2k LS AR 2 K B (LLDP) Hidi £

$E® (k) %P REEHIAE LS HE S (XOFF) il LT 74556
R B I A VF PN T AR S R A, AT UL ) U I ity 1 i 8 ) 5 S 1) 47 ol
LRI QS S A B B P E (NS B R R IF HICVER O 2 i,

[l I Cisco Secure Firewall 3100% {55
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fic & EtherChannel .

W e A e 3R AT A0 o — A U 1, ELRPIRGUIK LIRS O 1k FECR RS, &
BB AL SIEAT TR, T B LEAEI 2 00 ) 2 RAT A Kl L o
ER BUMOIE SRR AR R I, DU R AT ORI RE A T  AR

HZ, ANSCRAZCE (5

WA B — ML 8000 NG Ih X [ 4 Jmith, ARGk X 250 N1, IF HAS L2 b
Ay B ECGE IR . UG XA Bk 4 R s K A7 AR i (2 MB[8000 NMZErP X)) I, s frdE
AN AT AR O AR R R L gz X i g SR A AR e (0.3125MB[1250
ANGEIPIX]D B, S NZHE FURE T, 7ERIEEFG, W R X AE R BRI AR bl 2 R
(427 1.25 MB [5000 NZErPIX]: 45 1 0.25 MB [1000 buffers]) , WA &% XON Wi, 4480k ek
AIEHCE] XON iz o kS i i

RENSCHF 802.3x HE XM s HIN . REASCRFE TR H IRl

(AT3E) ke BahtheE DAVCE R 0 DLV RS . SIS R Bl xR T 1 Gbps B,
ToVEgniR I E . AT SFP #:1, HBEFEME R E A 1 Gbps B4R A 31 -

s RTE, AR5 O A LA RE .

BUAE, ST LUK SRS SR8 RN . AEE e, A AR

fic & EtherChannel

EtherChannel (BFR Ayui HiEE) % 0l LA 8 AR — MMM A R R A0, J- ok &
Sk AH R 80 RE FIX T AR . A BRI T) DL RJ-45 B SFP; 1] LIRS AN RIS (45 FIoLer)
(1) SFP. [N I8 B e B R 460 SFP, 75 WA B Jak by A K 7 e 1 R0kt 3 4 1 R A IRV A e
e (B 1GB A 10GB #:11) AEX PG T, ] DA AS R4 DA, A0 S A i 2 H 3
i

PRI RIS (LACP) L /1 190 286 1 2 2 [A) A 0 B % V1 SR 3 il WS Eidls 5270 (LACPDU), 31
TR B . LACP ¥4 003 @ shids i AU 7] EtherChannel [R458;, T/ Tl LACPIE£4b
FRPCE AT, A A R B P i A B IE A B I A . 0 SR R AR W HR A A AN
BeE, “IFR7 S A R s E A s

HLAF 14 EtherChannel I, EtherChannel ¥4t T#E&IRA O T-3:3) LACP 20 sikHARA O
THIF LACP #iX) , HEPKHA AL %, BB S8 1. ¥ EtherChannel ¥ i1 £
S, ER IR I R R

FiaZ |l
JE AR D SRR B S IES I ICEY L, 2 22 UL,

UK

TE N RE > REEE, Al U AP0 B, duid wE () .
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. Bt & EtherChannel

& 19: EIBHFE

TPK-4
192.168.1.34

Firewall 3120 Threat
Defense Multi-
Instance Supervisor

TN

FITPHLAT I MR B3RS vl , A FHE v,

F;2 piiliENO (Interfaces).

System Configuration

Network Module 1
m 12 13 /4

) i
CONBOLE i USE e

ws e 1 112 113 4 115 1416

VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
1Gbps Full Enabled No Auto Ve
100Mbps Half Disabled No Auto Ve
100Mbps Half Disabled No Auto rd
1Gbps Full Enabled Yes Auto Vd
1Gbps Full Disabled No Auto rd
1Gbps Full Enabled No Auto £
1Gbps Full Enabled No Auto £
1Gbps Full Disabled Yes Auto rd
Detect SFP Full Disabled Yes Auto rd
10Gbps Full Enabled Yes Auto rd
10Gbps Full Disabled Yes Auto rd
10Gbps Full Disabled Yes Auto rd
Detect SFP Full Disabled Yes Auto rd
10Gbps Full Enabled Yes Auto rd
10Gbps Full Disabled Yes cl108-rs rd

20: %01
Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances
—

Interface Name Port Type Instances
@ Ethernet1/1 Data instance2
@ Ethernet1/2 Data instance1
@ Ethernet1/3 Data instance1
@ Ethernet1/4 Data

® Ethernet1/5 Data instance2
® Ethernet1/6 Data Sharing instance2
@ Ethernet1/7 Data Sharing instance2
® Ethernet1/8 Data Sharing

@ Ethernet1/9 Data

® Ethernet1/10 Data instance3
® Ethernet1/11 Data instance3
® Ethemet1/12 D@ instance3
® Ethemer1/13 D2 instance3
® Ethernet1/14 Data

® Ethernet1/15 Data

$IB3 il 30 > Ether Channel 5@i831E 0

% Cisco Secure Firewall 31005 SE{5#E
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fic & EtherChannel .

[&] 21: 710 EtherChannel

ync Device H Add l

C | Sub Interface

EtherChannel Interface

ST WEUT #AQ 24
B 2#0RE

Add EtherChannel Interface

Interfaces Configuration

EtherChannel 1D: (1-48)
1 Enabled

Port Type
Data

Select Member Interface(s)
Available Interfaces (14) Selected Interfaces (2)

Ethernet1/1 Ethernet1/4
Ethernet1/2 Ethernet1/5
Ethernet1/3 5y

Ethernet1/6

Ethernet1/7 K

Ethernet1/8

Ethernet1/9

Ethernet1/10

:. Cancel m

a) XfT EtherChanne ID, i — 1 1 F1 48 Z [0 ID.
b) mHERA.
o) AT amORR, IR IR o BIERE.
AR ORAPME R, ES0H BORM, $2 7.
d) EEEYIEEE 1R N E] EtherChannel, i 7ER] F#EOSR P S v (@) LKL ) 5%
ERYEOSIE.
SN IS R BT A B 10, 3 e U Sk
AR ORBRININ O AT B SER R

PSS (k) WELN EE 4.

%t Cisco Secure Firewall 3100% fliE ]
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. Bt & EtherChannel

Hp L E MUK LACP &) N2 57E EtherChannel W3 I E T 2K, CAIASE 5
RIS . B, Wik LLDPfEM, WINAR IR A ZE i 0. Ak BIRRE
B4 1Gbps, W R EEFE 1Gbps $2H .

23 BEERE

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed

1Gbps

LACP Mode

Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

a) AN, &I s RWI RPN SEWNI .

SRR 0 DA 52 BT B B 11, 4 LK JETR B i N iy T3
b) NI PR B LV ER ) BRI .

B RN N A 25 ) i 7 R e R 1, LK TRV B in N iy 1 G 3
¢) EFELACPHRR. &zh ol $TH.

o FH-KIEMPUCLACP 8. I M EtherChannel 1] UL 5 3= F 8545 F EtherChannel V7. 3% 4% .
PR AR1E 75 B KPR /> LACP Vi, 7 IR Ad ) 32 AR 2.

* JF /3 - EtherChannel 354918, FFHAEH LACP. “JF/8” ) EtherChannel Rt 5 55—
“JF)a” 1) EtherChannel 7 %4 .

AR SO IR T I SO B R S MO AT RIRAS, W] BERE 22 220K =40 B ) N ()
A fefdi EtherChannel 3 NiZ 4R A .

d) #%# LACPRate. Default. Fastil Normal.
BROAH N Fast.
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mgrEn [

e) MILIEH LLDP f&4 F1/5k LLDP 32U, ARk b 3 Lk £ B 75 0 BERS 2 R I P (LLDP) B8
f) KB R LT REEEAE R E.

ni RE, AR A EO WA LA IRE .

PAE, oL sRng SR8 RINAT . BTN 5, Bl ER.

T d 2 T LUK 500 A1 82 FOER RS AL -

AN VLAN ID # b2 HAME—1E, JF HAESEHIN, VLAN ID 76016 B Beke: 1 sz H
M. HERG0E VLANID 2 A 1 sef], Gt n] DAE Sk O FFsH i e A . SR,
R REAS 742 A T AR AT 1D, 34874 L8 v N BRAR

AHRIM X 1 FXOSVLAN J-45 1 o S il LIRS A S B 14 o 2 B HUA 1 1 5 54
M, 52 5.
UK

Mg > GEEIE, b WA S B, gbd RE () .
24: EBHFE

192 168.1.34 Defense Multi- 7.4.0 l Vlanage
b Instance Supervisor

TPK-4 Firewall 3120 Threat —.
Manage TN
—_—

TP A E IR RS vk, BEA FZE U,

$1E2 Hi#3END (Interfaces).
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& 25: %0

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
nooane
CONSOLE unknown USB @
79 1no
Interface Name Port Type Instances VLAN ID Admin Speed
@ Ethemnet1/1 Data instance2 1Gbps
® Ethemet1/2 Data instance1 100Mbps
® Ethernet1/3 Data instance1 100Mbps
@ Ethernet1/4 Data 1Gbps
® Ethemet1/5 Data instance2 1Gbps
@ Ethemnet1/6 Data Sharing instance2 1Gbps
® Ethemet1/7 Data Sharing instance2 1Gbps
® Ethemnet1/8 Data Sharing 1Gbps
@ Ethernet1/9 Data Detect SFP
® Ethernet1/10 Data instance3 10Gbps
® Ethernet1/11 Data instance3 10Gbps
® Ethemer1/12 DAt instance3 10Gbps
® Ethernet1/13 Bata instance3 Detect SFP
® Ethernet1/14 Data 10Gbps
@ Ethernet1/15 Data 10Gbps

T3 pul R > O
[ 26: IO

ync Device | [ Add |

C § sub Interface

EtherChannel Interface

PIE4

BEL NS

% Cisco Secure Firewall 31005 SE{5#E

Network Module 1

Wz

i

LJLJL L)

1M1 112 113 4 115 116

Admin Duplex Admin State Auto Negotiation Admin FEC

Full Enabled No Auto rd
Half Disabled No Auto s
Half Disabled No Auto s
Full Enabled Yes Auto e
Full Disabled No Auto rd
Full Enabled No Auto v
Full Enabled No Auto rd
Full Disabled Yes Auto Vd
Full Disabled Yes Auto rd
Full Enabled Yes Auto rd
Full Disabled Yes Auto rd
Full Disabled Yes Auto rd
Full Disabled Yes Auto rd
Full Enabled Yes Auto rd
Full Disabled Yes cl108-rs rd
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B 27 FEOKRE

Add Sub Interface
Parent Interface

Ethernet1/1

Port Type

Data

Subinterface ID

100 (1-4294967295)
VLAN ID
[100] | (1-2094)

a)
FIRS il RTF . Anaid gD A LA RE .
BUFE, RErT LUK SO B8 BINLAT. & Tz n, ElA R

IR L]

T LU 2 SEPIRRE R A B AN SR I BINLAE . SR Se I BCR BOR TS WS ok
PSSR 561, 26 13 TL.

Fia Z |l
JA 2 9B, B 17 TN R 2 SEIHLRT A N2 A B, 5 19 BT,

puK
FE1 N RE > REEE, b W SR 18, b &wE () .
28: E1BHFE

_ Firewall 3120 Threat
TfK 111% 1.34 Defense Multi- 7.4.0
st Instance Supervisor

TN

FIOTHLAAR AR RS v, HEA HZE U,

P2 il KB, U5 RNl
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& 29: 3451 (Instances)

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary  Interfaces Instances System Configuration
—_—
= (asroancs
Name Version Resource Profile Management IP Management Gateway Licenses AC Policy Platform Settings
v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A £
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A N.A e

B3 (5 D, M RTRIEFMY, KAl T—5.
30: il

Add Instance X

o Agreement 2 | Instance 3 Interface 4 | Device 5 | Summary
Configuration Assignment Management

End User License Agreement

Effective: May 10, 2022

Secure Firewall Terms and Conditions

By clicking 'Accept' below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:
https://fwww.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

You also acknowledge that you have read the Cisco Privacy Statement at:

https://www.cisco.com/c/en/us/about/legal/privacy-full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer’s use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and
do not use the Cisco Technology.

| understand and accept the agreement.

[l I Cisco Secure Firewall 3100% {55
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muﬂﬂ 5‘1&“ .

SR £ RGBT, WELHSH, REhad T,
31 EHIME

Add Instance X
Agreement o Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

Display Name*

ey e Permit Expert mode for CLI

instance4
Device Version* Resource Profile*

7.4,0.1572 Default-Small +
IPv6 Both

IPva
Management IP*

192.168.1.38

Network Mask*

255.255.255.0

Network Gateway*

192.168.1.254

FQDN Device SSH Password*
ciscocom || e

Firewall Mode* Confirm Password*
Routed || seemene

DNS Servers Show Password

1.2.2.2,3.3.3.3,5555, 4.4.4.4

* BRBR

 WERRA- 51 H I IRAS S 1T F # BN R . A REFRA R, 1555 %% (Devices) >
HFEF (ChassisUpgrade). TR, [HRASFIH AR AL b o o BN B IH AT
£, T EAMH FXOS CLI. &S [4iE H T H 4% Firepower WY 1) Firepower 1000/2100 Fl
Cisco Secure Firewall 3100/4200 [¥] 2R} FXOS bR 51 -

* IPv4, IPveEk fi&

* (WiE) FQDN

 BFAEARR - BRE ERR . A ORI KRBT A R, 520 1B ] B KRR
* DNS BR £ 28- 4 AU T8 B R (1) DNS RS- 485106 (LLZ 5500

o (AR ERATF CLI MERBENFAT-L AL g Bt Ah5e U5 i) BUSR DUA (R S B s 2 i
R HERR -

%t Cisco Secure Firewall 3100% SCfHI#5E = .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
management-center-device-config-74_chapter5.pdf#nameddest=unique_154

| BT

% Cisco Secure Firewall 31005 SEf5l4&E = |

Qs A IR, Y0 B4 SSH 2315 1 1) S5 (AR (P ml DN & . W R 25 A it
I, HAPA N FXOS CLI Ui ) S48 AR 6 FH 7 ml PRT N T R B T iU A8 i T
L s S5 2 6] R B 5

AP THRE R H 20 el RS AR SRR A O SR A L A U, A L i, ik
NIRRT, iEAE BB CLI TR B3R il

o RBEE - R RICE A3 E CPU L EE:, RASHRIZ OSBRSS HH RAM, J¥
BN SEB FIRESE A 0] BE A 40GBo  HIARELHE LA R BRIAGIEAC & . Default-Small, Default-Medium
ﬁDﬁmeﬁo@ﬂuﬁﬁﬁﬁﬁm(+)%%Mﬁﬁmﬁmmﬁiﬁou%%%%%%%
fic & .

B 32 FMEAERE S

Add resource profile X

Name*

silver

Description

MNumber of Cores*

24

Cancel Add

MO 6.

R 5 AT AR SBIRILL,  SUA BN D R 560 7T A AT AR S 756 CPU
RIS . AT B ML SRS BIRT R SBAS L RO,  E B B e 0L
R LR

o WATLLA TR (64 8 104 124 1425 My, JiEHKAE.
« KA AAZ O BEGR TS, TE S5 SEp BRI AT P41 . 28 13 WL,
WHRIER G e AR P PR B B SO, S Sopring, X nl GERR ZERL) 5 BRI ]

TR, T OSSR AN/ B IR SO, 35 55 e AR R T
JE RN E

* 8% SSH BR- O CLL Vil (SSH sfiblfn) W UMby 450 B P 5. 1 HhIATReS 7
By AT
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TS (L FEOSET, KU O RS LE], Rnad T—5.

&

-

33 FEOSE

Add Instance

Agreement

Available Interfaces (5)
Ethernet1/7 <
Ethernet1/8 <
Ethernet1/14
Ethernet1/15
Ethernet1/16

2

Instance
Configuration

X
o Interface 4 | Device 5 | Summary
Assignment Management
Selected Interfaces (3)
Ethernet1/4
Ethernet1/6 <
Ethernet1/9
>
«
Cancel Back m

r
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% Cisco Secure Firewall 31005 SEf5l4&E = |

-

Add Instance

Agreement 2 ) Instance 3 ) Interface
Configuration Assignment

Device Group

Access Control Policy*

inside-outside +
Platform Settings

instance-settings +
Smart Licensing

Malware

Threat

URL Filter

< ixE&A

o Device 5 | Summary
Management

Cd[lcu' BL”" m

o T IEFE I SRR - L FEIUAT Uy 1) 42 SR, B A SR

* FARE- LRI 6 BB S O 5

- BEEVA

ST £ WED, FINERRE, ARl REF.
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35 HE
Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management
Instance Configuration #  Device Management - This info is required only during instance creation. ke

instanced true
7.4.0.1572 inside-outside
Default-Small
192.168.1.38 olicy instance-settings
255.255.255.0 censes MALWARE THREAT,URLFilter

192.168.1.254
routed

.....

cisco-fw-4.cisco.com

enabled

Interface Assignment - 2 dedicated and 1 shared interfaces attached Show Al

Cancel Back m

T AR ORAF S 2 g S R L AT B RAF ), SEPHRAS N2 26 SEde

SR8 £ KB bk b, it RTF
SR AEHUAANE
TE A, SEOISAE IREEIE UM LA B

BEX RSB E

AT LARCEN AR GON &, Bl SNMP. #8041] LS NECT AR FXOS il .

Bic & SNMP

T LUE R AN LA 2R GEC B P 8 I R NS B U5 LA 2 MIB. 8 RERE L S
THUAT SNMP {5 R BToikm el HUARTE B 117 1) SNMP.

%t Cisco Secure Firewall 3100% SCfHI#5E = .



B s =sungms

L1

P2

$IE3

$IE4

SIS

FARFHLIE

% Cisco Secure Firewall 31005 SEf5l4&E = |

FiaZ /i
K HorA— A SR E SNMP. 1% [ SNMP.

UK
&> REEE, Ul M I B, SOl Rl ()

36: EIRHFE

TPK-4 Firewall 3120 Threat
192.168.1.34 Defense Multi- 7.4.0 N/A
atdbi e Instance Supervisor

FITTHLAA A E IR RS v, JEA FZE IO,

midr REELE
HEFE SNMP,  SRJA A F 7813 k£ 524 o
& 37: SNMP

Chassis Manager: 192.168.1.42

Cisco Secure Firewall 3110 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP " :
Choose an instance for the SNMP configuration

Import/Export

None v

figuration will be applied to the chassis.

inst1

T A FITIE 541 5 1) LA _E 1Y) SNMP

MR
B UG

(=1

i T BC B3 T BERS B S HUAR G B BRI XML SO BT 25, BT LA A
BOCHE, PEOR R SR N TR, DLURFEI O ERCE, SRS R . AL
B3R, e LUK MR B S A S (111 RMAD .

S, AR HPUARRCE: AT SEOIRCEBCE . 75 A B 540/ AL D BE S & 4 S 1
NI, U A DA E B AR ok S A SO R E

. %t Cisco Secure Firewall 3100% SCfHI#5E =


management-center-device-config-74_chapter19.pdf#nameddest=unique_251

% Cisco Secure Firewall 31005 SEf5l4&E 5

FHia Z |l

TR ABCEKINLAE, UM RAE AL A
o M RIOHUAR i A
o AHTEIAT BB S e
o AR 19 2% e

g2

srsisunpes |

TE1 N RE > REEE, sGh A ST EE, Uil R/E (D

38: EIBNAE

Defense Multi-

192.168.1.34

_ Firewall 3120 Threat

FITTHLAAR AR RS v, HEA HZE v,

P2 il RpECE.
T3 il FANSH.
T4 EIFHECE, EHITLUN DR,
a) f£ S XEH, mil AEdSH.
39: €132 S 3T

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Instance Supervisor

Summary Interfaces Instances System Configuration
SNMP
Import/Export
Import Export
s will replace the current chassis configuration with new configuration This will create a Device Export config, [
Download

+ Download

b) MWifE S SCHEIE AT I E RIS

%t Cisco Secure Firewall 3100% SCfHI#5E = .



% Cisco Secure Firewall 31005 SEf5l4&E = |
SARSHIFERE

40: 2 B TS H ALTH

Dismiss all notifications

Global X
Device Configuration Export
Device Configuration Export
Exporting device configuations
© Global X

Device Configuration Export
Export file created successfully
Download Export Package

c) mMiHANHE (THEHE) it T, FEFHt.
& 41: T

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances System Configuration

SHMP

Import/Export
Import
This will replace the current chassis configuration with new configuration
rop Fil
Download
This will ok ported

+ Download

AFLL sfo 4 A4 IRAT -
PIRS LPABE, 5 o CIHHs)E] Ak SN > MEXH XK.

. %t Cisco Secure Firewall 3100% SCfHI#5E =



I %+ Cisco Secure Firewall 31005 SCf#E
rEnarars I

2: 5N

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Import

with new

Download

+ Download

EEENETaRE
HURIT 5 BB — ROV TN DR . T AZE 5 BLAT 2 136 s . R4 75 20
ABUREFI AR IR R, W11 %A s

I T 8 IRE R

i FAWE U (R > FARE WP G REAN. IR A 3
25 SIS OB H b

iz
S L > FAEE.
S TG, wauss FB) . miE (4 SR (W) .
SEE MG R BT AT AR & s, B0 T i, e 50 A % W 2 BT,
ST A A S W B B X
HIB3 ERIER NS, I TR SREE (New Policy).

a) MR IES NETFEIRE -

b) i A& FR (Name) F1ijt B (Description) (RIEE) .

¢)  (AIE) MEFEEN KIS AT FRANAE, AR5 fdefimn (BEtio Lsmprighiag. nfLfE 3
FBUOFRA R AT 8 UL DL

d) RdHREF.

RGNS, JFTIFLLEEAT ik -

IR 4 TS SORIE I H AR, 3 s g 7 & B SN A dRiE () Bl

%t Cisco Secure Firewall 3100% SCfHI#5E = .



B ==ons

Bc & DNS

% Cisco Secure Firewall 31005 SEf5l4&E = |

a) MRS B (Policy Assignment).

b) BUHUAE T ECL SENS, EAE AT FRALEE JIR IR RSN, ARG s . & n] DUEA T HE
o) EEMBRHUFEAEC, i BRI ZI P S kg (W)

d) HdHE (OK).

DR UAR 2RO LA Ao TP kit AT 2248 %E DNS iR55 4. IXLEHLAH DNS BEE ML A4
SCBIE DNS B8, Ja A EBET 6 A LA

FoE Z A DNS M g5 it HURT X DT REAUIUY 8 S5 &% . %2 nT LLAEDYAS DNS e ds 234l
FCE USRS o B, wT DUk SN IR g5 a4 RC B DU 65 e g5 2, o ml L DYAM R 55 s 4G B A 20—
=) &g

i

PR E > EAIRE , Ok R
%&£ DNS.
43: DNS

MI_chassis_settings #

Enter Description

DNS
DNS Resolution Settings

SSH
Specify DNS servers groups.

Time Synchronization

Time Zones (_) Enable DNS name resolution by device
Syslog
DNS Server Groups Add
dns1 (default) s

$IE3 o BRRI%E DNS 32 f#th ik,
S 4 Sl 700 LS N DNS JR4s 284 .

. %t Cisco Secure Firewall 3100% SCfHI#5E =



| 3t Cisco Secure Firewall 3100% SEfl#g =

[&] 44: 710 DNS BR %% 2848

Add DNS Server Group X

Select DNS Server Group*

dns1 v | 4+ New Group

mgEsshamsshizasnz

S5 PRI DNS 45841 G550 A8 DNS RG240 %) , st T+ Higd.
WRTRIEL, BB UL FOMEHE. LIS 54 R 1 44 BRI 22 DU/ DNS IR 2% 1P Mk, 4%

Ja it A
45: 37132 DNS FR %5 A &K

’ New DNS Server Group Object X
Name*
dns1

DNS Servers

10.9.5.4

(Multiple values in IPv4 or IPv6 addresses can be specified as

comma separated entries)

Cancel | Add

%

P6 il 4RTF K DNS JIRGSEA IR F L
TR EEXIP RN IAD IR 544

FORAET AT 5 F 4L b B 2 KU PU4> DNS Jleds &%

BIR8 niili RTF LUORAF S SR 1) T A 3 2

BcE SSH #A SSH i7(0) 5%

PR L AVENE B G F P BN SSH 2, 153 F SSH IR S5 48 H- LB A VF 1 MY 4

%t Cisco Secure Firewall 3100% SCfHI#5E = .


management-center-device-config-74_chapter32.pdf#nameddest=unique_256

B == ssuasshinagiz

P]W1 L wE>FERE, OISR

2 EFESSH.

Sk

PR3 ERHIBIPLAH K SSH -

46: SSH

MI_chassis_settings #

Enter Description

DNS
SSH
Tim chronization

Time Zones

Syslog

SSH Server
.:) Enable SSH Server

Algorithms

~ Encryption
aes128-cbc
aes128-ctr
aes128-gcm_openssh_com
aes192-cbc
aes192-ctr
aes256-cbc
aes256-ctr
aes256-gcm_openssh_com
chacha20-poly1305_openssh_com
 Key Exchange
ecdh-sha2-nistp256

Host Key* 2048
Volume Rekey Limit

Time Rekey Limit

PB4 ERE AV B, W RE ()

. %t Cisco Secure Firewall 3100% SCfHI#5E =

% Cisco Secure Firewall 31005 SEf5l4&E = |

Jilal, ik B SSH (Enable SSH) fi bk,

You have unsaved changes | Cancel ] m

Policy Assignments (1)

SSH Client

Strict Host Keycheck disable

Algorithms rd

~ Encryption
aes128-cbc
aes128-ctr
aes128-gcm_openssh_com
aes192-cbe
aes192-ctr
aes256-cbe
aes256-ctr
aes256-gcm_openssh_com
chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256

Volume Rekey Limit S KB
KB Time Rekey Limit S | Minutes

Minutes



I %+ Cisco Secure Firewall 31005 SCf#E
mgEsshamsshizasnz

[ 47: N InEE

Add Algorithms X
Available Algorithms (17) Selected Algorithms (3)
aes128-cbc ~ Encryption
aes128-ctr aes256-gem_openssh_com
aes128-gecm_openssh_com ~ Key Exchange
aes192-cbc ecdh-sha2-nistp521
aes192-ctr ~ Mac
aes256-cbc hmac-sha2-512
aes256-ctr

chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256
curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
v Mac
hmac-sha-1
hmac-sha2-256

Cancel . Add

a) &P Bk
b) % FEXH Hik.

ARSI TCTE AR ol e 2 R = . IS S R M BNV I S, DA
PEENLR AL B PIAHTVETE I B AR 55 4 5 A0 Bt

¢) kP Mac SEdE Sk,
LIS T EWEH, A RSA FHX BN,

RSBl (U BT K 8 S, HAT 1024 3 2048 2 ], 8 BRI /N, 2R R
RSA S35 BT 75 FO RS TRtk . 33U 0 2048,

FIEB6 X TMESHNBZAEHMBERE], HEE FXOS WiF & ihER 2 iriEs L Avriiiis (LLKB A H

£ .
PRI XN TR A HAEFET B RS, 75 BCE FXOS Wi b2 iS5 1 SLVFIK SSH 2516 5 IR ) (LA b
AL

PIR8 X T SSH B, HACELL T,

%t Cisco Secure Firewall 3100% SCfHI#5E = .



% Cisco Secure Firewall 31005 SEf5l4&E = |
E. & SSH #0 SSH 73] 513k

[&] 48: SSH

MI_chassis_settings # You have unsaved changes [ Cancel | (S

Enter Description

Policy Assignments (1)

NS
ik SSH Server SSH Client
SSH
™) Ena rver Strict Host Keycheck disable
Time Synchronization (J‘ Enable SSH Server ne 4
Algorithms e Algorithms K
 Encryption ~ Encryption
aes128-cbe aes128-cbe
aes128-ctr aes128-ctr
aes128-gcm_openssh_com aes128-gcm_openssh_com
aes192-cbe aes192-che
aes192-ctr aes192-ctr
aes256-che aes256-chc
aes256-ctr aes256-ctr
aes256-gem_openssh_com aes256-gcm_openssh_com
chacha20-poly1305_openssh_com chacha20-poly1305_openssh_com
~ Key Exchange ~ Key Exchange
ecdh-sha2-nistp256 curve25519-sha256
Host Key* 2048 & Volume Rekey Limit ¢ | KB
Volume Rekey Limit < | KB Time Rekey Limit S | Minutes
Time Rekey Limit ¢ | Minutes

c ERENEARE-EE B, FRUUET KIS SSH Bl P A .

B (enable) - Witk FXOS S ANH ENCHF R AEEE BNV, ERBAEL . B aAIidE
FXOS CLI "4 R 4c/i 45 el 1) enter ssh-host iy 4 T30 4L

* &7 (prompt) - X FHUR FRAEAERI BNV, ARG BIRZ lidi s iz LU .
« BR- (BUA) HUHR A 332 ORTR A7 (1 R L B

« BiE- i IR () o JRREE E. BARIRA Mac 5LV,
« BREIHBE RSBV BE FXOS WiiT 1R iriEse EAVFriiE (BLKB AL .

o ZEATEEET 8] BR#FI-1i5 1% B FXOS Wi T2 1HIE % 2 /7 SCVFIY SSH 2316 25 RIS TE] - (LA 4oy o
) .

PUR9 Ik SSH BTk, B ESE R VEYT IR IP MUk s 2%, SRJ5 A REREH] SSH.

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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mgEsshamsshizasnz

[ 49: SSHif7 a5 %
MI-chassis »
Enter Description

DNS
SSH Access List

SSH

SSH Access will be allowed to the configured networks
SSH Access List

Sl MNetwork List rd
Time Synchronization i

any-ipv4
Time Zones .

any-ipv6

@ By default, SSH access is denied unless you add a network to the list.

ST Ul HwE D RIS S, KGR RTE. BT LLF S TP kL.

%t Cisco Secure Firewall 3100% SCfHI#5E = .
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B ==z48z

TEN

RERZHE

TR L RE > FERE , IFOIE SRR A

& 50: ) 45 3 5

Add Network Objects

Available Network Objects (14)

Search Network OF

any

any-ipvd

any-ipv6é

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPva-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPv6-IPv4-Mapped
IPv6-Link-Local
IPv6-Private-Unique-Local-Addresses
IPv6-to-IPv4~-Relay-Anycast

test

TR2 EF REAE.

HU3 AR LR [, S0 F TR

[ & |

@ Only Network Objects of type "Host’ and 'Network’ are supported. "'Range’ and 'FOQDN’' objects are not supported

rii BRTF (Save) LALRAF XS SR I T AT S04

Selected Network Objects (1)

Remove All

IPvd-Benchmark-Tests

Enter IP Host or Network

Cancel ‘ Add

BTAMHURT R RS H G XA S H Gk B FXOS #1F R 5¢.

[l I Cisco Secure Firewall 3100% {55



| 3t Cisco Secure Firewall 3100% SEfl#g =

[ 51: 4% H & A B iR

EERZRE

MI_chassis_settings ~

Enter Description

DNS

SSH

Time Synchronization

Time Zones

Syslog

Local Destinations Remote Destinations Local Sources

Console

@) Enable Admin State

Level | Critical

Monitor

("I Enable Admin State

Level

File

) Enable Admin State
Level | Critical
Name* | messages

Size* | 4194304 & Bytes

AR

15 AR

=# & (Console) #i4

EIBIRZS (Admin State) 7B

B R GRS G LR R REHEHE .

W ARE R 6 FE R R G H B BRI 8 H G B i E)
Hi&rh, 15k BB (Enable) B 1EAE. W R H %+ B (Enable)
HiEHE, RGHEWBBESRMBIHEY, (EASBEREEEHE
J:o

R (Level) 7Bt

WRE T & - EIRIRZS (Console - Admin State) (1) /5
(Enable) FIEHE, THEREAMESIG RIS B 900
WU EREHI G BRI i) K A ESE R 3R AT LU LR e —T00

K2
© IREE

3R 2& (Monitor) #4)

%t Cisco Secure Firewall 3100% SCfHI#5E = .
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#f Cisco Secure Firewall 31005 Sfilig= |

AR 15t BB
EIIRZS (Admin State) 7Bt | MU R AANMS LR R ARG HENE.
IR ARAE g b R R G H AW BRI e H W B in £

Hi&rp, 15k /B (Enable) SIEHE. WS HGHE T B A (Enable)
SOEME, RGHENEBSRMEIHESY, HAZERERME
E.

7 (Level) Frg&

DRk T M5 EE - BIRIRES (Monitor - Admin State) 12
(Enable) SZIEHE, 1HEFEAE IR MAS F BRI BRI B9
RYAE LSS BRI K L B R XA LR HeA T

. IX
2IN SN

- {268
- EE

* iR

1B 4 763x%E B B9 (Remote Destinations) #£ 1k |, K% = ANIMTHEES FFFB, X HER LA

St ATUARTZE BRI 6L«

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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BEEZRGAE

[ 52: A4 HEEE B

MI_chassis_settings ~

Enter Description

DNS
Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Server1
e Zonee @) Enable Admin State
Syslog Level Critical
Hostname* | 10.89.4.2
Facility Local7
Server2

(M Enable Admin State

Level I 3 v

Hostname*

Facility

Server3
(I Enable Admin State

Level

Hostname*

Facility

IR R G H G B AE R H I, BT LURYE SN R 28 H S A5 s Bl i s 1 AR 8
FAEDRAF H G sk Bt Jo e JEREAT AR BE . ldm,  m] DA 58 AR 10 R 58 2R R 48 H AT B G AT
3f, A H SRR IR L SR R A B SO F DLBEAT IR, B AT 5 Tt mi I A ER B 4t

HE R

AR it AR

EERA (Admin State) FB | W RS R HE SR A R H BN R, 1HET B
(Enable) HIEHE.

%t Cisco Secure Firewall 3100% SCfHI#5E = .



#f Cisco Secure Firewall 31005 Sfilig= |
B ==z450%

AR 15t AR

K5 (Level) Thrgi# PR R G I BRI BP0 . RGAEIERE AT A7 it ik
B S UL ESH R . 3K AT U BUR Horh— T3

1132

* IREE

Ik
SHi

FHLZ/NP itk (Hostname/IP | e s H 2 S0 F B B 1 144 B0 1P Hiudik .
Address) 5% SR N T TP Mk, DA DNS 2.

%4 (Facility) FHs% A 25 L A 25 8 0 B PR SO ELIERIEY 3R 5 1 B . I
AT LT Forh— 35

* Local0o
* Locall
* Local2
* Local3
* Local4
* Local5
* Local6

* Local7

PIRS AE AR LR B, SN B

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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rzraEs I

[ 53: 74 H S A iR

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Faults
Time Zones @) Enable Admin State
Syslog
Audits

@ ) Enable Admin State

Events

(M Enable Admin State

AR 15t AR

Mg > A AERIRTS JA AR G H e %
B > BREERES AR H .

B> GREERRT ARG H Il k.

FIR6 riih RTF LUORAEAS SR ) DT AT S

fic & B (8] G 25

NTP ISt JZ 55 s R A0, I AE 48 R GEh SR IERG A (K [R1 2D I 1) o I R AU P 5 A il B AblRg
WRE, BlUngiiE CRL, LA AE. FirZ T UIE 4 > NTP Hids 4.

N

TR « FXOS fi[] NTP fii4A 3.
o WA NTP R4S 25 2 A 13 s, DI FRE P s o ik [A) 20 31 FXOS HUAR i NTP i
%, BEIK NTP % P i [R5 3] NTP RS 2ot it o 1.

WERE O E B O NTP kg4, WInT CAZE RS #s L1 Jete/ntp.conf SCAFHHHREIE W EE. 41
JENTP RS54 02 (E R T80T 13, RS PUSE XY ntp.conf ST HP (1))2(E I H 8T 8 iR g5 4%, Bl
AT AL NTP k4545 (BW1: pool.ntp.org)

FHIEZ Al
WAREERE BN T NTP e dsds, WAZUNCE DNS fkd5ds. 1620 BCE DNS , 5 42 1.

%t Cisco Secure Firewall 3100% SCfHI#5E = .
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B ==cams

UK

SR L RE > FRIRE , IO oL S .
T2 K HERS.

54: it A E&

MI_chassis_settings #

Enter Description

DNS

SH Via NTP from Management Center

Time Synchronization ® Use Custom NTP Server

Time Zones
NTP Servers | Add

Syslog

ntp1 i

FHIE3 RN FHEAUOIREU TR, 3 AEIB RO S EiEE NTP,
TR AT A AR AT LR RN A F b0y ELA AR [R] R B[]
I 4 B AN NTP kS5 as, Eahidi ERABEENX NTP RS .
a) i AR RIS INIRSS 2%
55: 00 NTP R 55 28

Add NTP Server X

Select NTP Server*

| ntp1 v | -+ New Server

Cancel Add

b) M R RS AR AT O XIS 28, SRR At 8O0, Steh T+ SRR S 88 LUK IR S
o

. %t Cisco Secure Firewall 3100% SCfHI#5E =



I %t Cisco Secure Firewall 3100% SEf5l4&E 5
ranx

56: R/ ANEHY NTP AR 55 8%

Add New NTP Server X

NTP Server Name*
ntp1

IP/FQDN*

1.ntp.esl.cisco.com

Authentication Key

Authentication Value

Cancel Add

c) XFHARS 2, WAL R, A5 s iRm.
* NTP BRZS 88 2 FR- FH TAr iR BS54 24 5
* IP/FQDN- IRZ5- 23 1 1P Mtk sk EHL4 .

« IIFZREAFIBEIE{E - M NTP R4S 283U 4] ID AME. #lhn, ZAE2%E T OpenSSL ff) NTP
Jik 2545 4.2.8p8 MM A F AR il SHAL %4H, il A\ ntp-keygen-M 54, SR /5 7E ntp.keys
A AR B 1D R . B T R0 i R IR 55 A0 VSR SR I A R RN

VS FR ] SHATL #E47T NTP fARk%s 2% 5 43 36 31F
WIBS il RTE DARAEXS SR 18 BT 3 24
il & B [X
BEE WA X

i

S| L5 RE > FARE . JFOILRGHIHUR s
HW2 i R

%t Cisco Secure Firewall 3100% SCfHI#5E = .



%t Cisco Secure Firewall 31005 {455 |
B =mesmuzn

[& 57 Bt X

MI_chassis_settings #
Enter Description

DNS
Time Zone:

[uTC+00:00) UTC v

SSH

Time Synchronization

(UTC-12:00) Etc/GMT+12
(UTC-11:00) Etc/GMT+11

Time Zones Zor

Syslog

(UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Adak

(UTC-10:00) America/Atka

MITE_1000 Cea ICEAATL 1N

I3 NI h ke B X
TR 4 i RTE DURATXS SRS R BT o 4L

B BL e S fRY4E O

AT AAE S b o3 B O 73 e 1 o 8 TN 2 10 s I AR Ao 4 0] ST C B PR S i e /s . s
HJ LAGi 220 BC ) EtherChannel (KI5, AR SEBl o (HE, G 2 4 SRS P A (042 11 2 5 i
[N

A DVE ARG E PR A E S HE D, BT M. NAT. SSL. G438, VPN, DHCP
M55 855 MR ORI B3 50242 AR SR IR T L 2

1 2 A DRSS SRS AN B2 5 o

)

AR SeOlm T e, RN I B A BT A R R L e I, R AR T RETCVA IE H BT

FHia Z |l
o WA BCE SR, B 17 ORI

o AN ARAESELE B Bo R LIS N3] EtherChannel, )75 3250 Sl BOH 0 ldds 1, ARG FR¥%8E
LI N3] EtherChannel. %] 131 f] EtherChannel, %] UABH 5 ¥ EtherChannel 4Bt 2 5241

. %t Cisco Secure Firewall 3100% SCfHI#5E =
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sysmaspmzEn [

SE N RE > REEE, AUl U A0 B, duid wE () .
58: EIRHFE

TPK-4 Firewall 31 20IThreat .
DI e T s
TG ) M FEEERRS Vi, PEA HE .
S 2 Lk B, AT AN IR O D SER SR dREE (4

59: 3215| (Instances)

Chassis Manager: TPK-4 Bl
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary  Interfaces  Instances  System Configuration
‘ Add Instance
Name Version Resource Profile  Management IP Management Gateway ~ Licenses AC Palicy Platform Settings
v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A £
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A NA N.A £

S il T4 . EFEA EONE R

%t Cisco Secure Firewall 3100% SCfHI#5E = .



%t Cisco Secure Firewall 31005 {455 |
B =roscusEunmemes

60: O 5B
Edit Instance X

1) Instance Configuration o Interface Assignment 3 Summary

Available Interfaces (13) Selected Interfaces (3)
Ethernet1/1 Ethernet1/2
Ethernet1/3 Ethernet1/4
Ethernet1/5.11 < Ethernet1/5 =
Ethernet1/5.12 <
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12

Ethernet1/13 >
Ethernet1/14 &
Ethernet1/15
Ethernet1/16

Port-channell =

Cancel Back m

SEe e O BRI EE (59).

T4 WHEEH, Ranid T—%.
TS sl WE i L RTF.
FIR6 Sl e, RO I B R AT A IR L S A, e IR T RETCVA IE W AEAT .

P

7£ FX0S CLl P E M #HFEE IR IR E

T SR o MU A B 10 TP MR E, f Dy B SO I FE S B O B B S A A
25 lRER, AL FXOS CLI $#U4T I HR1E

UK

SRR ERLR BN H 6 50 1 o
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wmos cu mEugeeE [

FH 6 oty 11 IE #2531 FXOS CLI.

ER AT BUE T G e GO W] DU SSH R BB B 1 (A SRAE A B O B LAR P
BRCETIHAT THE ; THE, TR U B 1P Huhik, IS TS

AEFI 7 44 admin AT 46 1 B 91 1)BEAE )2 6 5%

SESUCE B TP Mkl ST DU S IPv4 A1/88 IPve ikl

| Pv4:

scope fabric-interconnect

set out-of-band static ip ip_address netmask network _mask gw gateway ip_address

| Pv6:

scope fabric-interconnect

scope ipv6-config

set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
il

| Pv4:

firepower-3110# scope fabric-interconnect

firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask

255.255.255.0
gw 10.5.23.1

| Pv6:

firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipvé-config

firepower-3110 / fabric-interconnect /ipvé-config # set out-of-band static ipv6 2001:DB8::34
ipvé-prefix 64 ipvé-gw 2001:DB8::1

B BB L.
TR I B OV E A HLAR
enter device-manager manager_name[hostname {hostname| ipv4_address|ipv6_address} ] [nat-id nat_id]
RYOK s B NN .
fn] LLMTAT i il A\ i 2

* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
ERLL . R AN CEBO B BA V7R IP I, A REEPI AN
] 4 N7 X ) TLS-1.3 JJDTZB’JL%@J‘EQ W ARAE MeAr A H R 2 hostname,  IHLAG 200 HAT W] Ui
] (1) TP bk sk EHLY, I HAAAURE nat-id.

nat-id nat_id- & 2 G LR ME— 1 — IR PE AT R, FENUAR I — 5 e $5 52 T U ) 1 TP kil
A, B S MUAE LR e e . WREATE 2 hostname, WA ZIHE, (HEA]
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B =roscusEunmemes

TIE6 2L

HEB IR BIE NAT 1D, Bifasds e T BN B IP Mtk . NAT ID A 37 N ERF. AR
FRORE PR T (A-Z. a-z. 0-9) FIETFSF (). M ID ASREF TRAT (] HoAth 15 2537 it 2
L,

* Registration Key: reg_key- RE0H 7R AT AR — IR MRS S, FEMHUAR I 227 5 8
b BiRE T, EMEAAHEY 37 M. ARTETTAETRT (A-Z a2z 0-9)
RUETFAF (-)o

TP

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]1. Length: [2-36]
Registration Key: Impala67

H Y admin #h .

scope security

set password

i N#fY. password

i\ Y. password

il

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #

S 2 9B AR R B E R
scope system

set deploymode native

RGP EEFRG) .

il

firepower-3110# scope system

firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no):yes

firepower-3110 /system #

R B[R] 22 Se I, i\ set deploymode container . #51] LU{# ] show system detail 4
ORAGHI =4 A 2K
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]

wzsen i

show portmanager switch forward-rules hardware mac-filter

By 2 7R AN SEAF 1) N S A LS I, R AN SE A3 e — AN B A ER e 1. ORI 172
SAECYs frdl, DUORM$EEH 1/1 3 icss frd2.

ECMP 4 1540 2}l ftdl, ECMP 41 1541 43 Hc 4 ftd2.

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN  SRC_PORT PC ID SRC_ID  DST PORT PKT CNT DMAC

1 0 17 0 17 19 29164 0:0:0:0:0:0

2 0 19 0 19 17 67588 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:15

4 0 1 0 101 1541 8181 ff:ff:ff:ff:ff:ff
5 0 2 0 102 1540 0 a2:5b:83:0:0:18

6 0 2 0 102 1540 431 fEf:ff:ff:ff:ff:ff
7 0 17 0 0 0 11133 0:0:0:0:0:0

8 0 17 0 0 0 0 0:0:0:0:0:0

iy A S R T S R 1143 B 25 A S S48 PR AN SIZA91) 1) PN S5 A e LS I o DA B2 11 1/1 4 fed 1
N ftd2 2 (A HL=,

ECMP 4 1540 43 Wiy fidl, ECMP 4 1541 434y fid2.
MCAST 41 4096 F T-75 ftd1 1 fed2 2[Rl 21 % &

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC

1 0 17 0 17 19 2268 0:0:0:0:0:0

2 0 19 0 19 17 4844 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:9

4 0 1 0 101 4096 546 ff:ff:ff:ff:ff:ff
5 0 1 0 101 1540 0 a2:5b:83:0:0:c

6 0 17 0 0 0 1263 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

By 2 7R 20 BC 25 P AN S 1 3 227 L0 R R S S4B (1) N S A e L R ) AR 2 11 1/1.2452
1F fid1 F frd2 2 jAl3E=,

ECMP 4 1540 2} fid4s ftdl, ECMP 4 1541 73 Hi4s ftd2.
MCAST 41 4097 H T-75 ftdl 1 ftd2 Z [ 61 .

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC ID SRC_ID DST PORT PKT CNT DMAC

1 0 17 0 17 19 21305 0:0:0:0:0:0

2 0 19 0 19 17 50976 0:0:0:0:0:0

3 2452 1 0 101 1541 430 a2:5b:83:0:0:f

4 2452 1 0 101 4097 0 ff:ff:ff:ff:ff:ff
5 2452 1 0 101 1540 0 a2:5b:83:0:0:12

6 0 17 0 0 0 11038 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0
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show portmanager switch ecmp-groups detail

A s i 2 W] 41 AR A S48 Ecmp-V port-$) 3 IR VR4 L -

\}

AR ) ER 18 S A B AT I LR S 1) I A B AT RERR B D

firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail

ECMP-GROUP VPORT PHYSICAL-PORT
1 1536 256 18
2 1537 257 18
3 1538 258 18
4 1539 259 18
5 1540 260 18
6 1541 261 18
7 1542 262 18
8 1543 263 18
9 1544 264 18
10 1545 265 18

show portmanager switch mcast-groups detail

fi i W] 41 H MCAST 4% 01 5 3 PRI

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail
MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540

show portmanager counters mcast-group

5 FH i 2 TR AE MCAST 20208 4031 50s

firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096
PKT_CNT: 8106

show portmanager counters ecmp

i b fir 2 v kS 2 ECMP 2 £ B s

firepower-3140 (local-mgmt) # show portmanager counters ecmp 1541
PKT_CNT: 430
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% LRI L BIEF

sxpigRnmeiee [l

R2
hee =K E |RIKB |[£E
et | BB
Cisco Secure 7.4.1 7.4.1 0] LU Cisco Secure Firewall 3100 7E 4 BN 54 (F4CHR

Firewall 3100 {2
SEIRR

O BEANEIMRI] (LB PATHE . 5259
R, AT LAFE RANHLAE L8 2 N 2888 SE i 7o 56 4
LB o VT RAE 2 SR, BT A AR S
MBI R T2 SRR TR R WA THED
TG /G R SR LT
* %% (Devices) > R & &2 (Device Management) > ik
fin (Add) > #l#8 (Chassis)

* %% (Devices) > 18 & &2 (Device Management) > &
# (Device) > #l#8 & 88 (Chassis Manager)

* &% (Devices) > &% & (Platform Settings) > %R
B% (New Policy) > ¥l#§F &% & (Chassis Platform
Settings)

* &% (Devices) > #l#EF4 (Chassis Upgrade)
B A U BB 4B CLI iv4 . configure multi-instance
network ipv4. configure multi-instance network ipvé

B /A& ) FXOS fin4: create device-manager . set
deploymode

A FRI: Cisco Secure Firewall 3105 _FANT HF.
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