Iz oei]

PLR 38448 Firepower Z 4¢3 H A
o MEAR: AW, 510
o N A I EESR RN DA 8 4, B T L
o HE SOV RS, 287 0L
s A FERMNEEAEE , B 15 )
Bl g s HE 5 16 1T
o REPERIER S, 5 16 1T
o SR AR IS T, 5 18 1T
o WOEAE A IAS 25 18 T
o it H o SON RIS 5 519 0t
o MIERAS A, 2 19 0T

WA Rz A

4 Firepower REL70 4T 1P SR, o200 W4 iR T T o B IR AR T+ I T i 425G
o

U
FRGTRI R S AT = Feh SR

o WML (Bl HTTP f1 SSH) , AR FEHLZ M85

o %) (R A 2 0 S RS A ISR P ), AR L EAsAT AR

« Web W H| (541 MPEG $U3if1 Facebook) , %3 HTTP Jii 1) 4 2851 K 1) URL
TG ARSI 25 T 5 MREE UM I s T A S o i, R4 v LAIE R s RSk i ASCII
B VUMM o eAh, 2247 (SSL) B SURHI R 3 5 FH 224 25 1% (045 R UM 25 18 T v
1t Firepower 284t HAT 154> W HIAG I 48 SR U <

o RGEHLAL R AAI Web BT %5 s AR B o
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RGP N TR CIERAER S MR PR T Firepower 28 48 HIRRAS I 2 2226 VDB
A o RRCAS Yd WA 22 35 55 20 T8 AN SEORT ARORr I 45 (R 6L o AT LS N B ML IR S5 T R R 254
IS o

o FRE SCN TP SURHIN S i P S TR Web N FT S %20 7 i A0 N B

T vy LAIE I 5 P P SRR I ACAGT U . FH B S,  SHARGI RR e et %5 7 S PR, DM IS = L PSR A
TR W 25 RIS vh T e S, RGN SZ 42 W 46 b 1) N BSs AT RN I DS 0, G R
LT ) R 52 M2 R R ol 1K) FTP RS54, R LR NSRS FTP. g Jsifl, iz
PR B NG ) 1E 52 M5 3 AL B0 FTP ARG 4%, RGERENE LA R B3

U R AR GE AT LR 52 P BT T IR B S A IR A5 9 (3 7 o, WU R 8 2 VR0 ) S PR RS 21
IR AR AR CA I P A8 WS v o VR, 3 o U e A4 K R AR Y F A
e 55 248 FRJ W

ARG S I 2 RS BT HFAE s TS D N AL . ARG AR SR AE QY 2, FK 0
P pE S o N I s TR ATV 1 42 1) LA % B 0 e M2 s T ASOAA) PF P Ao P P45 2R 5 SRR

Rk mT LA T 5 H ) NetFlow 5%« Nmap 42 8043 F1 =LA D e b 70 8 A I 25 205 o

AXER
TR 2 32 ) ) e e 52
I RS s BE At 1R, 55 2 T

[z R+ i 25 2 A &R

Firepower S8 T N TR D45 AR50 W 2 L FK 8 A o AP <A s i CSRBg > R AR
B8 AAERINERFNRAN F € AT BE »

T REAE ORI 2 BCE SORAS GRBhEARE S Bk T3 ARG G s Aer il 2 Kk 70 B
JAEb

\}

ER JURHE AL RIS AT 23 B Firepower RZUA VDB BB . A X EHMRMIBMER, 152
] AR 5 R4

\)

ER X T Firepower MR IR, ANSRFRA S0 1o A2 A AR RN FIR 5 I 1R Gk 11, R K2
oW A S 0 e 5% AP 65 BRI 2 e wT AR5 E 9 258 o A A i 138 AT R AR S5

BRHR A AR 25

P EIASL 5A2 — BPRE IARS B R &, G T i . Web WY HIRTN I 30U P el o B 2R
O Ry e P B S T RS-
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Eweb mE+TRzEANmY [

LR INAEE RS =R mall B RNk s PR AT Il kit alllE - INLWIE W P2 RS k- SR o il E S T I DE S ]
% ) v o

BREHE MR Z PRI EF

27 s R 2 R A i i, O Ol VDB SRR AL, sl R RS T3
No FTLABGE A e P e o DS AR i %, AT OB LR

FERHR AL HY Web [ F #6028

\eb 5 G 0 28 FH TR0 HTTP Wit 2 (1 Web B, - Eah VDB B R 4 i fit. Web W
FHRG I 25 7K 328 1 2% o

BRHZERIMN AL RO =S

Ty 1 PR FH B TSRS D0 5 P 8 et 0 DR 4 0t v DSRS0 ik VDB Bk R 48 BT, 5%
AR RS T3 N o v ABOE RS F N P U85, 38 v A B Al 4 e S0, DA 3
FAAE B e SR #s i Al .

BEHR B9 A 1Y (Firepower) #2711 2§

F5 T Firepower (195 FH FIMSCKY 2% 1 T8 1] Firepower N IR S0 T M 48 i, JF Hilid VDB 5%
S TRt . AT DA A FH N PSR 8 o

B & X Rz A 25

1 SON RN 8 2 TR e AT PRI IR B 20 7 i IR S L Web 1 T s T P30IAE 2 AR
X E AR AR AN B SR as ORI 58 4 AL

£ Web 531 AR 31 Rz A #13

& 1: RGRA A Y

N RMEA T ARG DR A I ) £ T B A

#RiR 152 AR
I B AL R LR IS RUINA @ DN N VR B L W LS A SIS NN E S QUSRI

* HRGER U

* fiiH NetFlow 3 R H, JEH /etc/se/services HAT Ut N A BMIUOCIHE
o A BN A DR T3 U

* H1 Nmap sGHARE SR H
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FRiR 1t AR
pending W R REARE LM UM A BER RN N, O 2R N B SGR B
pendingo
RZHNEOT, RGTT LW 07 0 2 BB A Be U AR AL 3N
TEN FHPEANE BAR . RSS2 RA EHLIECE XAy, XTSRRI 2 g A & i
RSL WU 1 P2 v B Web WY FH A B AREWT ) R s I FH PRS2 () N F L2 7 pending
RE&.
unknown ECU RO R, R A O28 N BSOS unknown:
o 3 ANV HE 22 58 (R AT AT #3000 2% o
o NP BUEAEH NetFlow 2R E, {8 /etc/st/services WA b M H
PSR
* Snort LRI, (HEVMAET R& . X, AVFREEEY ki, (HA
SRTINE N o
G CURS ARSI 21 1) B A mT P, AR R N B fE N TEANE Bk RS
A R TP LA E SO b, 6T AE e A R I 3 N PR AE HTTP il FH 2 7 i
Hmm, NV

T8I B AR A T RS B I AR 8L A

AR ARG LU 32 W3 BN U T-0 )R 32 P BRI 2 i, A B P D s HEWTZ A T 5 125
Jrss SR B CE T RGAURER A= M2 BRI, BRI, &R 0 S A a8 R s
RV T U7 1) AR 52 % O IR 254 (R E R (K 2 FH P U R )

BORLRR, RIS R PRI, FLABLF 4R

o T RGN IX LRSS 3L RGH Y TCP i VORI UDP 3 44, BRI, RS 8 A S R
FEMRSS 2o BEAt, ANRERG XTI LN B S ATARSINAT: A 2% PR Ak h =28 R R IB L )

o BT MNHIPRBORS BHREE, L, AREEE BV E SR E R, AREBE RS &
Sy, ABASRENE ATV e A% il 2 mEOCIRRN (Y T AUBC B S F IR E A RS R BeAh, R
SO AT I i 5 LRI

(EOE, ST DU A AT SRR P R A A7 AR N T DU K SRR A o 3] DU P e A mh g W 1 B
WU B QTR R R P A A il 2

EARFIFI AN BH HEFIL=K

IR ARG BN ) i A5 AR N, B BRI, BRARSCIR L CIB 2% ) i
i 55 4 3 0 24 1 P ) e KR

FHRE -2 WD THLER 16 N it 100 MRS 231 100 4N RZE Y H .
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TR, OB %0 Iy IR S5 2 B 2% I ARSI () BV AN S2 I R s i i, 0 e B AR AR 55
e LAl U7 IR R 25 0 e A

Rz P A B R E B I

SFTP
S5 T AN SFTP Wit &, 7] — B0 a8 A 204l SSH..

Squid
FELLRIEOLR, RSB Squid k55 st i -
© RGN PR 2 B ENLEDR T T AR SR IAIE R Squid HRS5 K% R 5k
* RGN I EM 2% E1Y Squid ACER AR 55 B H bR R g8 (R, % s L AR L Apois SR A5 B sl
AL BEURE) H AR 55 %) IRERR
B2, ELLMEO N, RGIER Squid k55
* SRS B NSRS AT ACEE S 3 AR Squid Hk55s; BX
quid FRBEAR S5 S8 B AL E 0 MWL HTTP Wb Bl il 7 kB

SSL i A A&
R it o] LMIE T 2o B 7 2 (SSL) il h B il 5 R 2 18 P R DM SC, 250)7 Sig IV2 FH  Web
IO FH [ 02 FHAGE 25 o

IR ARG MBI ER, Bk ZE R T HTTPS ¥ s o HARR) 22 4 s, flan
SMTPS (ApBLE) o WERARGATIN R SSL 221, 'E2H sst client UNIIEFNZ 1R HERLFAFH )
% P (Client) 7Bo AR P 2216 1) Web N, RGea izt A o i)

XFT SSL N IR &L, 528 WAk il w] LU AR 55 2k 15 P i A HI A4 T H HL s SSL UL 25 7 S 5
Web W R o R GEPUN B E 2 7 i, 20RF sstclient B in K44 FR o

H1 T SSL M At Cna, PR g R e IEB T iE R CluA S hn s Sols it b i v A £ ) 9t
Irbsile ik, SSL LMUREAAT I R BEVUMAE A N 40 S # I ~ ml, IAIIR] 28 =] T A1) SSL W
AREA M AR IR

FERLENELL T, BT HTTPS 2 ifE N HTTP 215 A AN, 328 Bes o W il e i (12 7
S P AL R 55 28 44 FK o

FLA M SSL NIRRT, 25 61 4t M2 Wi 5 b ) 7 e 2 R o X B 06 200 3538 T SSL Y
FHI R FH 4 Al Af ok B SSLAIET5 (1) URL (¥ URL 45440 0F TR, WY 7 1P Myl AN (7 -
FLAE W 2% R DL SRS P R R s i P S C B e A A U URI U . R SSL N A
D, AT LUAE Y S I 25 51 3 o B 5 1 28 TR R4S I P 26 PRI sst protocol ARCREATIE
.
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B svort2 70 snont3 e A

HEFFRY Web L7 A

Web IR 55 %5 A B 20 s A7 2 SLAR W v, XSG il i e ) IR SSAs o k75 IU 145 O A b HE A X &%
EHIHERE RN S, R S TR R Web B2 (Web Application) 5% B 1 41 H 44
TR Web N . VDB A7 CUANREHER 0l s A3 o G SR R Gkl 1)K 171X 2835k 52— I,
SR OR[N A . T, a2 Facebook 1 1] 1)) 4 SBR7E Advertising.com
ATE, AN 2N Advertising.com it f:5 Facebook Web N JCHE. R &uidk vl LUK 2] HTTP ¥t
HHER URL, 6 ok $ 455 o — 3l sl R SRR s iR ol . #fE#% URL HELAE
HTTP Referrer F1F5- B .

EFIE, WRAFEHEEN A, TR ) Web N, 10 URL W& B HER 55 5% URL. 7
IR, TR KL R ) Web N A& Facebook, {H URL J& Advertising.com. 7 %1%
BUF, WAHER RIS T RE SR Web N ARAG I ZIHERE Web N, FHUERF A S, B A7
HedF st . EFHIART, Web N BEFEFI 75 £ HE Web IV HH 5 1% 0 FHAERE 2 OC e 1) 23 146
TR, WURAVEE L VRN B ), NOZOA AN QA ZHEREN D W41
i1, ZEFH 1M Facebook #EFZ () Advertising.com ¥itte, 1] LA Advertising.com N FH (115 1] # il B
WU o N FH 25 Ao

Snort 2 7 Snort 3 H A4 57 B #45

7E Snort 2 H1, A ] DL I ) 258 1) SR 118D R S R DX 295 D B SR H 11 DX 8 sk i ke it FH e Y
KL o AR, 7 fn) 2 SR R R B T DA o I g ek gy, R B S A . o an, SR AE Y
28 I FEME TP T St pERS,  IF H U7 Il SR A T N A I ) BRI (5 SSL. URL
SI. DNSSIZ) I, WXL pgae g I ds i ae, I HPrA W28 EAT N AN . Snort 3 ANSC
FF It Snort 2 ThiE.

)

pE

A 2% IO SR s iod 9 s o SRR S R 41 MR T ApplID

Snort 3 BUAEL Snort 2 A, 4NSR AC S B FAA G B 7 22 AppID SKRIEEFEPT A i i, WIS AE

£ Snort 3 71, BRINKE DL RN BT AT W46 J5 S AGT I o AR PN AGTN A AT LA 4

UK

S
HW2 P
Hm3
S g

e

$®5 T
DNS

F'6 £V

% B& (Policies) > i [al#2 4 (Access Control), i G 5 s 31 g I FH L)

% B% (Policies) > SSL, il Bk LAMIER SSL SR .

%W (Policies) > M #& % I (Network Discovery), 5ol I LI 9 48 & T S0 o

SRBE > yriasEl . i wmEE (), RJEIER REEIR > URLS TR LUNER URL fairsk
HZ.

T ICTE MR ER AL DNS #UU), ik B (Policies) > DNS, i g JFHU %t o FHHE LA
P

Il 25 il SFE W (1) S 4% (Advanced) & T, Z5H A H BUDME - F 17 4% (Enable Threat Intelligence

Director) F1%} DNS i & )3 F 1525 5Lt (Enable reputation enforcement on DNStraffic) 3£,
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TIRT ORAFIFEE U 1) F2 SR

Rz FR A6z B9 2K A0 b & S

X

=

o
e din

SCEFRYSE
&

RRft
R

© RHUVE L5

B E X [ A el 25

URAE W 2% AT B OB, s mT AR 1 SCIKD Web BT 207 i s T DSOS I #» "EAT Tl
I R G be S U N P e RO S e I RS DN 5% (4 28 28 e A E #9198 (Protocol ). 382 (Type) A1 [a]
(Direction) 7 BrHBEAT L FERA A o

AR s i 5ok E IR S5 & B Y s B 0, ARGEA B TR AN U3 Ik 55 4 U a2 fg 2 P
Wo THER, AT UDP ittt ZRG0R M WY e s 0 i RIS & 0 I 55 4% o

IR B2 A B0 BRI TR, RIS HYE, HRARE TN, RE, WA
CFE R G O P A RIRINES o 0] VAN E ORI S LUORSERH R 5 S A &5 . (5
i, RBIIET T NSRRI A AT I 25 .

B & X AN 25 0 A P E B Rz A B

A AT AR - B & A g SOSTARGI2 A0 T  5E SCHIS I

BEXEARNREFER: E0
AR T LU 7 Bl B R A i 2 0 SO A 245 o
Sz R ##3%
SR I AN TP o IR L AR GE PR AL 0 N T 7 SRR o

QIR BN S T HAT B3 S 50UE (FES A R e, A2k e ak a) adt vy A PR IR HE
FRIN (User-Agent Exclusion) Frict i) A #risl.
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B ccvEpensnRrEXnEATE

WLER

S FE ARG 25 R B
B

S A WU 45 1) 44 9 o
4 gE A (Detector Type)

Krigs it 2eil, BAR (Basic) SR (Advanced) . FEAN AN AETE Web St h17E N
AR TBUMEE R o = BN AR 5 AR B AU T A1 A B 52 X lua SCHF B4R

BEXMARNRTFR: EURN
A LT 7 BOE B A B 5 SON R 5% A A

5
Ko g N 4 A R BV, UFEE Pis (Client) SiARSSEE (Server).

1w
DL R B R R e R A A, MBI AL B A A B (RN I IR R ED
AR/

PN B L BN 0 P TTAR, TEHE AN i S A R AR Bt A SR BGR AG A7 B BT
THORL 1. P, EERBERERE 5 MR RRL, EERTS (Offset) BN 4.

&R
HIE PRI R B (Type) AHOCERI B AT
i 0
R 85 A A )
/AL
ST PP BOR A 3 1t w7 288U (Type) 1452 URL 7Bl

PP CLARAERAEF UL T, 18AE 2B [Type] M7 18 [Direction] 7B i Ja Sk £ o e 15
B R 2R 288 Web W 2% 7 st 508 T P03

¥ 28 A (Detector | 1143 AT 6]
Type)
Web N HFEF HTTP A (Type) WHABZEE! (Content Type)
5 URL
RTMP Any
SSL Any
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sexmpensnfrexnaaTe ]

il g8 A (Detector | 113Y KA 5[5
Type)
B i HTTP XA (Type) WA FHKIE (User Agent)
SIP Any
TCP &% UDP 7715 (Direction) % Fim (Client)
INAEER7INAE TCP & UDP 7518 (Direction) N BR%EE (Server)

BN OB AT 2R

T B 1 R 18 CIE PR 8L (Protocol) e . 4 2R CLE# RTMP {F:

A, MRS W URL B dEZEE! (Type) 7B

IR W% FRAPRIE (User Agent) 1ENZEE (Type), WAL ABENHMFRIE (Tag) WA
FRIZHIBRIN (User-Agent Exclusion).
Eilhyig e FITEBHE
Ascii FIFEAEH ASCI 4ift
YNy S TR RS 23 3 3 B commonName B f{H .
NELEE TR T IR S5 2 e N AR Sk content-type B IFI{HE -
+7xitt TR AT NSRS .
AZE22)==Kva FRFEH RS 30 N 7Y B organizationName 7B 1IH .
SIP AR%5EE (SIP Server) | FAFHUEHEHRKL From FBIEH .
SSL F#l (SSL Host) P HJE ClientHello %9 EL 9 server_name 7Bt {H .
URL FAFH E > URL.
AR RIS AT B SE R URL 4. i,
i cisco.com ¥ LHC www.cisco. com/support
Hl www .cisco.com, {HAULH
WWW.wearecisco.com,
ApPKE FIFEJE GET 153Kk 7 user-agent FEEHIME . ‘B nl HF
SIP Wi, RIRF-FFH 2 SIP 4 B4k user-agent 7 Bt R
URL

K H RTMP 2085819 C2 ¥ 5N swfURL Bt 5¢ 3 URL 837> URL. ZE$ RTMP 1E g %L
(Protocol) if, FRZeHt ot 7B A28 (Type) 7B

s i



s |
B ==czvumens

\)

AR RSB N AT R R 52 URL #84. Bll, HiA cisco.com ¥ UCHL
www.cisco.com/support fll wew.cisco.com, {HAULM www.wearecisco.com.

AP EXHRRAFR
AP LT 7 BAERE AR iy 2 11 A SO ARSI 5 A P T 52 SRR o
V=3 :PS

N H AN SEE R GUAEH TSRS HPD rThert: %S (Very High) .
= (High). F (Medium). {k (Low) ZiIEEK (Very Low) . EFhpEfIAN LTI,

x5l
VLI FH B8 Bpe AR Dy RE 10 92 P8 P 02K
5t RA
ISR NN
B
INAENILEZY 8
XU

N T R 2 R H 2 T Ret:: dE¥E ™ (Very High). & (High). H
(Medium) . 1 (Low) ZUIEEIR (Very Low). IEF&AeHiiAN AL,

A SN H A ARAE B — A B A TI0E hrid. WRELEN N S T HAT ESi S MRk (78
SO RCED AU N A I FACEEHEBRI (User-Agent Exclusion) Frid.

o & B E X N A EF

ST DABC B R A B 4 R SON A% o

UK

W IEPERRE > N NS .

PR 2 A EIE B E XN (Create Custom Detector).

I 3 i A\ &FR (Name) F1ifiBR (Description).

S A4 NN NP gk kPR Y (Application Protocol). #5 LLF iE#:

© WAGE BT N O SRR N A (O, W SR B AR AR v Ry e NSO T
N FI IR N PR

| G
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o UERSE A e N T ARSI 2%, SR AN T e N, 5 11 TR (KRR
1T#EAE.

HIES LM SR (Detector Type) LUIEFE AR (Basic) ok &2k (Advanced).

$IE6 il OK.

HIE7 E RNAER ol AR ok AT S | B AR B
o WIS & F A FEAK I 2%, 545 T M4 R, (Detection Patterns), 14 i JE AR I 2% 1 (1)
R, 2 12 T k.
o WURECE 12 SRl g, 152 1 AN &4 (Detection Criteria),  WiHR & iy Rl # H (1)
Rl A, 2613 Trp ik
o WUREECE N T ES |4 (EVE) Kl g%, &R E B € XEVESHRE AL, WA R R E EVE 3
FERC AR T ik .

ER WA E SRR E 2%, HAs EER AN AR BEREAT R lua SCIF. BRIRBCE N
AL g2 05 A1 R SIS IN 3 7 3 5 7 T SR o

L8 i, (fHEIEERIR (Packet Captures) MBI RS, Wik B 72 SOV A Pp SRl 25 . 5% 15 12
Tk .
PRI R TF (Save).

ER WORAEVS RN T SN, S RS B e, T AR AN RS

T—¥ it 4
 Pom A E,  WnEE AT ARG . 2 18 T Irid .

H%EH
5 SUS PRI B A P SR 7B 47 9
B2 M P E XA
SEAL GRS . FRRIC LR ) 3 SO0 L B I e o 5 B8 o 4yl
A

AR QA E RN S SRV Snort HERE, TG HATHE L RE . RO, QRS HA
Snort FEFEIF SAVFREIBGY;  BLR AAEAE 2 AR A 7 3h AR ATHE A B e VAR M 1Y)
0] ZF iR A DR A ERGE, T BB A B 1 e AORTEAIE R, 72 dSnort
R EAT N .

il

FHIa Z |l
 JROGTCE B e SO Pp SRl #,  Anic & e SON RIS » 55 10 50 nid
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HIE1 (L6138 E XM A28 (Create A Custom Application Detector) AfiEHEH, it F (Application)
FRIFAM Fm T .

WIE2 AR (Name).

HIE 3 BENIRAA (Description).

S 4 EPl KB,

IR EHXEE.

6 il “2” (Categories) 57 (KIRAN (Add) LA NN, HFHNBHIZNAHR, o MR (Categories)
TR RIAT SR

ST o, AT LA RRIE " (Tags) 55 HOFRAN (Add) LAVRIIFRIC, FFEEA B IORRC 27K, ol WARIE
(Tags) FHFREPEIA BRI

$IE8 il OK.

T—%#ita
o GREERCE B E SON PSR &, e B SONIRIIGS 565 10 sUh ik b2 IR A7 T
b CRIT il R S C R I g L E 2 T T

AXER
1€ SO SN2 A 5 U 7B, 28 7 I

18 E B AN 25 B YA R

A DATE B A SONEFT BiSCAS: 0045 LA 2 T P iSOt C0 AR Sk P R U A e R T E B AN 2%
EHARZ AR, RIS, NP SGRR A VR IT A R, DU I 45% 22 R0 1 B
,i/)‘(c

2 P B ESCASL I 5% 1A FHAT T (i B 4 3 ASCI B/ N HEIR K

FHIa Z Al
 JROGTCE H o SON I Ph SRl o, anic & e SO RIS 5 55 10 50 pnid

i

1 {LEIEHNES (Create Detector) TUii 14NN (Detection Patterns) #4531, siiliian (Add).
$122 MR (Application) R4 413 ik £ R AL,

PR3 MEB (Type) FHglER kB,

PIF4 BN SR R R AR

HES Wi, WARB (Offset) (LTI NHAL
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EESHR
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HIR6 B, BRI LA A U N P R, AR OB BN 1 B 65535 2 [ A . AT
M Z A1, 1 HE S 2 el

$IET LA E (Direction): &% (Client) HPRFEFE (Server).

PIE8 niili OK.

BN ppm s s, s BN R S5 Mg (W)

T—¥#ita

o ARELNCE HE SON PR SCRI &5,  Wnle s e SON I ES 56 10 SO ik ARG IR AT T
BRI g, AR5 R4 REE L Hr i .

HRER
T 8 R I A% RS 2 2F . 5E 13 T

ol 2% P R A S 4

A\

FE O SPEE SRR RS, HEEAINBENRA GER A ) Tua SCOF. A C B KA T 2% 4 X0t
P A8 BRI 8 ) 38 R B 1T 52 “F]

A\

AR ANE AR AR Tua SCAF.

15 S lua SCAFELF7 15 SUSEFIRR M B EL. QAL F1 2 X ua SCPE7 2 FL L SR 35110 5 1
AR C-lua APT 2650, JRHRAULILAEI B FAPRORIER Jua SCPF+

* lua ZWFEIE 5 MUEE — 5 BRI =25 Bk}
o JFURK I A2 TT A N G146 Fg:  https://www.snort.org/downloads
* OpenApplD Snort L X Z#i:  http://blog.snort.org/search/label/openappid

N

AR REAFIH RGBS VO 1) lua ST

FHiaZ |l
 TTOGMCE B SOV PRl &, il & 5 e SO TR IES » 55 10 50 pridk

o SR FANE ) A R 1 Jua SCPE, DG EIEATRLN Jua SCPFHES . 470G T B II8 SC 1T
MITEANME S, TSI AR B B S PR S, 5B 15 0

o QUSRS A SONE ST 48 B B AT 2 Jua SCIF

A i
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I LER R A E XN AN 2% () 61 421 88 (Create Detector) Ui f4&M £ 4 (Detection Criteria) #7)
AR (Add).

FE2 SR (Browse..) LLFHIE . lua SCHFIERKIL AR,
FI3 sl OK.

T—¥ it a

o AREERCE B E SON PSR a8, e s O SOS IR IE: 56 10 SR ik b2 IR A7 IF
Wam RN Es, RJa BG4 e M.

X EM
Fest S AR A b IR, 5 12 3
15 EVE #i2 5B
S AR 1 L0 115t SIS LA I TR S (EVE) R BRGS0 R S 05 51 ot
AR
a2 A

 THOGHCE B E SO PSRl 2, Anic & € SON RIS 5 55 10 50 pnid
i

LB 7E QIR (Create Detector) UUTHI L[ “ s v ML 5 4 ERE /3L (Encrypted Visibility Engine
Process Assignments) #43, siiliERAn (Add).

T2 N\ HIEZWR N A REREEE H.
FR LI #HEEAR FERUT A SCE, XX KNG ZENS EVE Rl 2 D) 3R 44 R
VL. BNHRREEE nTLZE 0 2] 100 Z PR . X R EE S el il kit iz
BEEESS FBPERIEE.
BFRMZEAUUBEEEESS FBRNGEE, S (CiscoFirepower & # .05 PRI )
o OB AR B Y.

FIE3 M RTE (Save).

SRR A AN RIS FIR G, BRGNS . ARTEAE R, WS RS A R gs . 2518
Io HBWATR NG, LIS SOPF2 gk 21 4 B b0 EYEM I PTAT FTD.

B =ReEw


https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

| mmwmn
mitaexmmnens [

T—5itt 4
» QRLENLE A SUS AT D SRR, S A SO IRYIAS  5 10 TUTBTA . AASEIRAEI
WERIAS, ARIT RIA BT

MK B T X2 F i i 25

DA 1R el B 3R (peap) ST 1 2 B iy A7 SRS I (19 2 P B SL IR, Dl 4 3% peap 32
P e SO N PSR &5 o JERHR B {7 5. T3 peap SCIF, AT AN B3R

Peap SCAFAAZIA 256 KB B /s RSB XHECR A peap SCAFIIGURIINGS 4 B 02y A3l
HRWTIFINKAN ST AEAEAIZ SO I 5 2 T, AZ0E . peap HHICTLHE IR AN o

FHia Z |l
o WO E SON I PR SCR &, e 8 e SO RIS 5 28 10 B0 g .

UK

LI OGS (Create Detector) UL [ Y “ i Lidizk” (Packet Captures) #53, siiliiRmn (Add).
H12 2 e s UE D A peap CE, ARG ST RBE (OK).

W3 LEXS peap SCAFHI N AMRAT A, sids peap SCHFSF IV . RE W R R, R E S )
WA B, EREE 1230, FXEIMY peap SCEFIAS IS o

BN i peap SCHE, ALAREEMIR SO SE I MBS (W)

T—F Mt 4

© AREENCE B SON PSR &, WileE B SON I ES 565 10 sUh prik . ARG IRAT T
Wam Ry, RJE RGA REE I i .

EES N EHRNF[FAER

A DU R0 28 1ok AR IR I S P45 B (A R i) R R Bkl 25 640 5 5 (A 2 X
MRl

g2

SRR LA NS TR R, AT LR R

| A i



mAEn |
B evsnsns

* 2[5 https://www.cisco.com/c/en/us/support/security/defense-center/products-technical-reference-list.html

AR VDB R [ SERE Firepower [N RIS 2%
- 0. PEFREERE > AR,

b. 3 LA 2 R R

ot iza (@)

SRR 2 TR E SO R I AR R IR (5 R, R TE (2D .
AR AT A AR, RIS T, s B e ZE R

K 28 5 SR HEF

ERINIE UL T, Detectors DUHIKE 4% 4% K LL 7 BN 51 LRSI 45 o A1 KR 5534 1 17 L i) 7 Sk s 0T
IS T e BB 7R o

UK

SR LSRRG > B AR 2E
P2 sd AN B b

R 2R 5 3
iz

SEA PR > BT,

ST EIFRMEIIR ISR, 57 17 TP FIRAI I — AR U A AL B 285 A 1 S HE . 3
BRI BT L WS, A7 AL AL4 TR, AT HFE Check Al

S WREBRIA LIS, Wad Mg OO (TR [Filters) TR I 4l SAR L
MR AR I IE R, TRRALT P E R, AT ALATR, U HEFE Uncheck Al

U WURIR BRI LIRS, il DO KA I A A1 0 (1 2 RBE R (Clear alls).

B =ReEw


https://www.cisco.com/c/en/us/support/security/defense-center/products-technical-reference-list.html

| Emn
ez xmitEsa [

ol 2% 51 R BY IR =R

AR AL A AR T A ug As 4], DL eI AR SR .

AR
AR A PRI L5 N AT R A NS o A R R S AR T R BRI T

B E X i3E 28 (Custom Filter)
A4k 50 G B U B E o SO Ik 9 2 DT C AR I 4%

1%
FR DG QU 2 A A S o W LT Py A DA D 4%
* QIR B E SR A AR fT AN

o ARMUR DA BRHS LRI s, 5 S A B DA B2 Eroh - (B2 B O AR R 25 11
(=<

* AP (Any User), ACRAEERHEMER PR

s
OB ISR & (I3E D) [Active] siAETE S [Inactive]) ArHRH A
S

HEHE M K T RS S0 RIS SERITIEL 50 2 B0 T
il

R R0 5 AL

%3

FELHR 23 L5 T R0 PR 4 5

W%

7N

AR5 73 Pc 22 oA I 02 P R 000 A e Aar il 2%

R

R 88 43 21 FroAss U . FH () XRG4k A 4% . JE® S (Very High). & (High). # (Medium). ik (Low)
FAEER (Very Low).

| A i



R |
B suzsennznm

I &% S£E£ 14 (Business Relevance)

R 70 BC 2 FTAST I B FH Rl 25 G TRPE X JRAS I 2% . EE S (Very High). & (High). & (Medium).
i (Low) FIFEEE (Very Low).

FinEHE N 2Fom
UK

HUBN RN > RIS,
$W2 WREAEF 90, el AL () .
HW3 MR EAF L0, ek 2gk (<) .
S WREAFY T, WA TR I Enter .
SIS WREBEIG 0, WA Ak D .
&+

S e fUREBEE T ek mmask O

TR = B #A 31| 58
I%SZ IE FA 1'?‘ Fﬁ 7|:L‘L l)n\IJ aa
TR ES, ARG A BB T oM E . BRI, ERHRALE T #2515 C I -
AR DS 2 AN RN EE,  LIANTR RS BE

AE SRS ) U5 Te) 42 U o B 5 I 8 SREms i, R N BEA T sl s, — A el MRl 25
oo HEhE . AU, 75 CHE SO T E T RTINS, dn SR ARG 28 2o A2 S P AT Vs s R Il 4%
JUPAN BE f52 PRSI 5% o

xR mERE, TEEAMEMT BT SR RN P % ik Web W TR D45 o

AR PSS RS E E Y AR NS 2 SL RV Y Snort HERE, AR HATAEL L. RETSRm,
ARELARAE 2 HR Snort BEREIF SR VFIEIBOH s HR A AR 4 T sk el AT 74l rb (AR AT e 46 b
Wi EEAE S W) 25 S R ANEE— 2D R Ay BRI, T H bR e b B A e AR TR
5, WS Snort FJHHLHEAT N

B =ReEw
|


management-center-device-config-74_chapter4.pdf#nameddest=unique_71

| Emn
miarexmmaensg |

UK

SR LSRRG > B AR EE
PR 2 pi o BT A T A 2 55 1A 1 . WURPEAF RN, IR WIRCE S TG, s s
A BB AR .

ER SUARIN & T RERT SO N IR A . WURAE LR ARG, R AL W S R IO
TERA IR SR .

“R%E B E X el 2§
A LR RE B S50 A i SOB AR 5% -

UK

FIB EPERRE > NN,
FE2 LU BN A0 g () o WRERTE (), NIFREEEE T, i
BAT G e AR -
W3 XA EAT S, WG E B SO RIS 5 10 TUR BT
FB A RIS FORAS, AT LN RAFIE R
« BRI SR A, 1 SR TE (Save).
o B ARTESIRINES S5 AE R W ARE SIS IS, 5 AL BEAFIE (Save asNew).
o BRAEIG SR A8 IS BIF AR, i TR FEFH EFHE (Save and Reactivate).

ER RAFAEDP S A€ SO IR &, o AT S L R R AT 57 BI /S Snort R . R4
SARMRAE, ARELRAE SR Snort BEFEIF ACVFEUH;  HR A A 2 A s A AT 7 B
MAEATFEE s b WEAE LR WY % it ANt — A i HRal . BT H s
B A BRI T A RTEAE B, 2P Snort TR EAT .

o SRR G S A 0 B K AR SR & I R BEFEAHE (Save as New).

A B e 0 2%

FTUAMER B R SR 85 DA 5 S N B i BRI 25 S S AR RODRIN 25 . ASBEMN B JEREZ AL 14T
g AN &5, AN T DU PR RV 2 A T4

| A i


management-center-device-config-74_chapter4.pdf#nameddest=unique_71

I Es I |
B mens

AR RN IE A O SR A I, AR BRI

AR MG CEOFR N A E SON IR 2K 7 B B JS Snort BERE, M LR HAT BRI . RESHEE, dks:
EAE 4 H A Snort BEFEH AVFIEHGH s HE R AT AT EHAT ] b AR e A . Wi
TEMCHITIA TR 5 3 e AN — DR A i L, B T B b A b i s i o . AOSHEAE R,
152 Snort T FLREAT Mo

UK

PR PR > MRS

HIR2 AR R 5 0 B (WD . WURSURRE (O, MIRUINEE TR, s
BB ORC B B -
T3 RH#E (OK).

B =ReEw |


management-center-device-config-74_chapter4.pdf#nameddest=unique_71

HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



