2:
JIL

!
St

23}

fRE R

PUR 3 80EIA T L4224z %
VRN T B 5

N

P

Hmlm

YR (TLS/SSL) £ fy, ishi T TLS/SSL A i it & 1) Je v 414,

HF TLS A0 SSL il v L E e /], RS IRAMER TLYSL kg it ie AL —Whil. IETF E.3F
FH SSL i DA S 57 5 22 45 1) TLS Bhisl, DRI H8 T8 3 vl TLY/SSL fift sk AN FR1R TLS.

H % SSL M TLS Wil TE L5 &, 155 SSL 45 TLS - Z M ? %I,

c MEMECUY , £ 1 W

* TLS/SSL &2 F-4b#8 , %52 1L

* TLS/SSL 5Lk , 2/ 7 1L

* TLS bk , 2515 ug
o WA HCE AR SRS AR, 5 18 T
o B D7 LA SRR SRS, A 19 0L

RE T B
HEM R 2 BB A s 8, JF HAE RS HUG O T ISR B, WA IR, B4
SRAT DL S8 I — 645 L, AR D T I 48 B L
TSP
o MR IR AT e R VR B A A
I IOG R ATR
© ZARNHR
o BUPME R g
o I HIASIN 2%
* URL FIZE it &



https://www.globalsign.com/en/blog/ssl-vs-tls-difference/

B orsssuEFam

o DRATFIAT IR DN B 1 U I 42 R e R LA A RO m] RERHLAL: »
 IHPRSURA (e B80T
* N AR EE AT
o FLAT v ARG A 25 ORI 14 1
 ANHIAGMUAR A 1T 53 44 PR

V7 I 4 SR — R R P SR R AL S (RIS AR ) (R A . T SRR A SR 5 Uy [
PEBIRH ORI, AR GE S A8 0 Uiy i P2 R DU D Aok Jom 2 45 i 0 A2 A SEmson) FEEAT b B . 2 2R
AMCE TLS/SSLEL B A ANSCHF, WU I 28 il 0 WL Ak 3P A7 00 25 9

M TLS/SSLECE. S vFin s i sl ad Iy, Uy ) 42 U e 2o ) SLREAT AR BE . (HUZE,  JELey il #23h)
P ZAF R ER I VR, U, SnE il R IL R BE D> BEAh, BRI OUT, Rgi%E

CnE NSO & 2 CINE S CRC BRSO B K5 2 R A UL BE R

AT H) TR D AR AP e B

B S AN AR R, BT BOR IR BV AR 3 A D i R S e e R, TEIVAZBEE — L iR
TR KA AT LM L E AN L AR TR LRSI RN A 7 0] it A B 0t
Frfidss, R E R R A R LA AR R AT

%t
AN FE B VA5 AL BRI 35 A IS A BB AR I o AR RN T A T ) R S R I R4
N &S T Snort 3, R0 SCHHRS TLS 1.3 M. AT 1E R 28 5mg 11 s gk 0 oh s 1
TLS 1.3 fift%%; HRVEAIE R, 155 RIS sk,
Firepower R4 AN HFA B GO0 064E; Wl /2 it, ASBER 2/ imiilh P _bAL 3 &3y 36 TR
% - BEE R (Decrypt - Resign) 0%, fi# % - B A4 (Decrypt - Known Key) i3 U k. 50
MEE, ESRMEMERSEYL (BHRE) , 9010 THEMEPME (ENRE) , %11 7.
L A% ] FlexConfig ¥ & TCP i KM B/ (MSS) UMl , TIALEZ ) MSS 1] fE4 /N TR E
HREAER, ES0 LT TCP MSS.
FEXERR

TLS/SSL #& F-AbHE , 25 2 hT

TLS/SSL s , 25 7 1L

TLS/SSL 17 F4b 38

EATRY R, RiE TLYSA B FFK 8 8 SSL i K H fF2E 0% TLS A B 2 & KW A 38 T

LEWNBGHE S, Firepower RGALPE RGeS 1B 24 ClientHello ¥4 B I HVESURH) TCP {CHL IR 525 1Y
TLS/SSL #&F-.

FEER T WIS


management-center-device-config-74_chapter65.pdf#nameddest=unique_2200
https://cheapsslsecurity.com/blog/client-certificate-vs-server-certificate-simplifying-the-difference/
management-center-device-config-74_chapter14.pdf#nameddest=unique_746

ClientHello 55 2804tz ]

Client Threat Defense Server
‘ Traffic F“i@-_—"" Traffic

AL A5 A TCP MG (Th7e /i TCP =14 Fin) , LR &S IEE TCP &k T
TSR BN S U K22k TLS/SSL 42 Tt A FH A 7 7 i 15 I 55 s TR0 e 1) e B okl v s
Sifie fESSLAITLS P, XL IR UMM R T B 38 T SR8 % s A IR 55 s # SCHF
(e p «

* ClientHello - 2% ' uif A BEAN I % J@ P F 2 2452 SCRFIAAIE
* ServerHello - 2578 A RN I J@PEF5 @ — NS SCFEINAE, 10 ServerHello Wi Y23 iff 58 42 A 45 U
1) ZR A FH R v

TLS/SSL 48 T-58 /)i, 328 B R G Ar M 2 A, X SCVFAEAN T 258 R T I 00 R REAT S il Pk
o REBALEAFNSG AL BEAE, X VRSN RS 10 )5 S 15 SR AL LR T

ClientHello ;E E B9 AL IR
% ks ClientHello 1 BV E S| — G RS 2%, W al AR 22 4% 8E,  WZ RSS20 4 B i
Hbro %5 i ki s B LA ) TLS/SSL 48 F, s - mi sy H s Ss #% 1) ServerHello ¥ &
LA

TEBRT —Ambl. HiES R REC 8446, 54 77 . #IEW LIS 2% cheapsslshop.com ) T fi#
SSL/TLS 42 Ffp il 5 75 Y4

Server

Client

[Z3URSTIRWSY/ I

1. ClientHello Ji5hiZ%id .
ClientHello 71 B & Ik 55 % Wk da 7~ (SNI), P& iR 4548 10 56 A IR e 14 .



https://www.pcmag.com/encyclopedia/term/tcp-handshake
https://datatracker.ietf.org/doc/html/rfc8446#page-23
https://www.cheapsslshop.com/blog/understanding-ssl-tls-handshake-protocol
https://www.cheapsslshop.com/blog/understanding-ssl-tls-handshake-protocol
https://datatracker.ietf.org/doc/html/rfc6066#page-6

B clientenno s s ey s

2. NRE WAL ClientHello 4 B IR HAL R B B ARS8 )5, RS54 25 e SR 05 SCRER 7 i
TR B h e 2 @Y . W RASCRRIZ g, RS ARE 10 % 7 iy AR 48 TR MR .
WRFIX LR, RS R K I% ServerHello 17 B 1 5L i 5 5 BHAS 0 7 VA HAIE BB EA T & 43 56
UE, MRS 2Rk 157 B 2 S ERTE ServerHello V4 52 5 -

MR 55 A3 UE AL A T A4 PR (SAN), BT DLEAT 584 BRE (1344 F TP Mtk . 45 9% SAN (1741
F R, HSH A D HEAR.

3. HRAEBAWRIZLH R, ol R g ERCE R RS UUAH LA XL R
ClientHello ¥ R B £ G S A7 H ok D IOE R BRI S, RGEnTRES ULECOS T il A iy mr
IPRBHRS UEASRES S SRS RIRRAS 2 P BRI L9 R

AR N .

2R 32

U ARACE TLS/SSL fift#, WML B4 W3 ClientHello Y R, RS ML B S5 U TR -
BE#% A (Decrypt - Resign) 2if# e - B %A (Decrypt - Known Key) #AEY i 00 RUNIIEA T IL
Ailo PZUCECHCHT K F ClientHello V1 S HHU,  LLFok B A7 IR S5 S UE-B 20 08l . mT g i 2o
(EE0E

R LEEAN FA4REIERT R

FREE MM &4 KIRFTENLE

[X 5 ClientHello

) 2% ClientHello

VLAN #Fic ClientHello

3 11 ClientHello

Hi ClientHello

W ClientHello (5545 #FRIR A a4 €D
eS| ClientHello (JI45#% 4 FrAR7s a4 i)
UETD 4528015 CRTRE VB4

A OSHEAR M55 8AE T (B CAT)

WERIRES 45280015 CRTRECLZBAE)

B A ServerHello

A ServerHello



https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6
management-center-device-config-74_chapter32.pdf#nameddest=unique_1215

ClientHello 55 240432 [

\)

AR AAE R AT PR LE BPR LE 3R 2 B A A RO RN P ] RS E 4 (Cipher Suite) AR (Version) AL 4
o FERAT AR A (KR P AT I L8 26 P T E 2 TR R ZEM ClientHello AL,  MiMT 3 A AT
T PERE o

ClientHello {&24

f 4 ClientHello i1 B 5 R % - EHE R (Decrypt-Resign) ok fi# % - B %1% %A (Decrypt - Known Key)
FUOULHAL, W Rgestcn R 7 &L ClientHello i & :

° (W'X TLS1.2; TLS1.3 Z:S'Z?#Eéﬁo ) Eéﬁﬁﬂg‘ - ﬂﬂ”lz/% compression methods 773%'? (ETE’TEEF
Ui T SCREI R A 518D o RGTCIEMR B AR 20

o BIELE - MR ARG SLFEEEME, WM cipher suites TGETMHBREANT. W ARG A SLHHAT
4R E B ENE, WARGHEAREIB I ARZ BB ITR . B S D TR R ) “R
I EASE” (Unknown Cipher Suite) 1 “AN52 SCRFEF BB (Unsupported Cipher Suite) 28
H,

o SUEFRUFT - MIBR session Identifier JGZ M SessionTicket extension (RFC 5077, sec 3.2) HHATAf]
HRAF T BARAILEAIE . Wi ClientHello {E 5 2 AF 5 AHUTEC, T BB (1) 25 15 G 75 2% 7 i
FR S5 2 AT 5E 22 1) TLS/SSL 48 FERAE R v & . B s NS il Ik E LS, FFmeb ek
fil s m ) “ A4 (Session Not Cached) %!,

o WHIE IR - WERARGEASSCREIE 2k, MNSE SCRe (A 2 e P M BR e AT WERARGASE
FEAEATIRE AR 2k, WS W MERY e, JFA cipher suites JGER FPMIBRALMTAR I

ERLEL,
« ALPN ¥ & - MHIBR Y H 2T (ALPN) 97 A2 R G R AT A (B, HTTP/2
DORE

o oAb - MR UCHMLE R (NPN) A1 TLS T8 ID 4 .
Hir, HARE - EWRE R ORE - S MR 5N 75 ClientHello P g {1 I 7E A 52
R Y] (EMS) 9%, A seBLUE 2421315 . EMS 971 RFC 7627 & X
FER GBI ClientHello Y5 R, B2 E I FUR Rl Uy 2 IvEal - Ol e semriiy .« it
TR AL, MRS SR AR S H ARk s .

R ClientHello 5 B 5 f# % - EFE & (Decrypt-Resign) IifE% - B %A (Decrypt - Known Key)
FUAICEL, WREASBENE. RI5, Catfe i B2 mma vy mrah Ol G gL
1) o WA Y, RS SR AL ] H bR RS 45

N G M) VLS, P2 1& 2K ClientHelloo

FEA

£ TLS/SSL 42 T-af ferh, %/ MR 55 o L (M JCvA PR AT RO, O BBz )q, i
i AT 25 s VSRR S B AR AR (MAC) ANFFULHE . XTI Ja S48 T8 CRIC R ¥



https://datatracker.ietf.org/doc/html/rfc5077#section-3.2
https://tools.ietf.org/html/rfc7627

. ServerHello FIAR 55 883 E 45 6 R AL I8

LU, FEEREH RPN EAIEMAS TLS/SSL 431F, — M/ i 52 8 & L B 14s
W, MR RS GIRSG S, B, S-S S AR RIS S 1 e R

\}

R RO AR A AR S, FLBLEHE ELBE I T8 LA R B 6 o 0 ) 4
PFo 4 XIS B PR AT %, IR LR TAC,

HxEH
TCVE MR L 1 ) BR DAL B T
ServerHello FIAR S5 #8E- s BALFE , 25 6 TU

ServerHello #1AR 5% 25 1E P iH 2 AL IR

iR

TEERT —ARBl. 5iEZ0 REC 8446, #4715 o BILW LS cheapsslshop.com ) T fi#
SSL/TLS #2 F- WX S5 58 i o

Server

Client

R FE AR
1. ClientHello Ji8hiZ%iTFE.

ClientHello 7 JEVEL55 iR 45 28 A4 FR4G 715 (SNI), Hoh A5 iR 45 28 1 52 4 B e 1 4 .

2. MR WAL ClientHello V1 S 4 AL B HAR RS 28 )5, IRgs-48 & 8 FL& 5 SCRER T i
TR B e B R B . R SCREIR S g RSS2 5 10 % ) iy RIS 48 TR U . i
TR R, HRSSAs 1% ServerHello 15 B . 40 75 58 I B BHAS 40 07 V24 FHAIE 15 34T S 0 56
WE,  MHRSS ZIE 159 B 2 S ERTE ServerHello 74582 )5 -

AR 45 A UE P ALl FH B T IE A AR (SAN), ] LAY 5E A B 344 A TP bk . 47 5¢ SAN [ITE4N
51, BB R DHAR,



management-center-device-config-74_chapter65.pdf#nameddest=unique_2206
https://datatracker.ietf.org/doc/html/rfc8446#page-23
https://www.cheapsslshop.com/blog/understanding-ssl-tls-handshake-protocol
https://www.cheapsslshop.com/blog/understanding-ssl-tls-handshake-protocol
https://datatracker.ietf.org/doc/html/rfc6066#page-6
https://datatracker.ietf.org/doc/html/rfc5280#section-4.2.1.6
management-center-device-config-74_chapter32.pdf#nameddest=unique_1215

nsssL gz i

3. MRZEBAWEIXLH RN, SIS R ERCE R s AR AC . X4 S
ClientHello ¥ REL S G HE A7 h B 05 B HUKITE, ARG RESSULACOS T A 25 R i) )
IR UEASRES . B RRRAS 2 I I L9

A REAR S TN

FREE AL R
U SR S S AR AN EANULED,  FEE B AR AT A SR BROAERAT
DA B T 5 A SR IR 1 AR SR ORI DE I, DT e S MR i B4Rk

#B®1E: “HE¥E” (Monitor)
TLS/SSL 8 FAk4E5¢ . LB WA IREEARC R O INE i E, EASK B T,
B1E: “PHLIE” (Block) 8¢ “FHIEFEE " (Block with reset)

FEE B e Pl TLS/SSL 251, JFEE TCP 4 (Wi E) .
B1E: “AHEE” (Do Not Decrypt)

TLS/SSL 48 F-AkZ5e il 328 B ANE S TLS/SSL 2 13 1) 58 45 g 2 T He 4 o
BRAE: “fR% - BHE4SA” (Derypt - Known Key)

FEAT B S0 0RE IR 2% AR UE 15 5040 15 6 1T 3 N B B e O 1) Y EIE T 0 AT UL E . H T e A
BN FIEAS XSG, I AU TERAYT, DI BRI 7E 3L A ] L An s D IAd s iRk 55 s -

WERILUE P S S AUE S UCES, W TLS/SSL 42 TR 4k 458 1. 528 W& i FH b AL IRV ER g F
B TLS/SSL 21 1 1) A2 6t i i FH %l

TR R 45 #8705 7% 7 iy (AT 46 1 B A i e B 2 TR) B8 e U4, DU 2007 A 38 o v S Nl
GeAE s, DS TRk i i 4
BIE: “BREE - EFME R (Decrypt - Resign)

FEAF V5K A B IR 55 2 0E 57 B 2 A A sl A 1 R E B A R LR (CA) UE ) AR 45 28 11F
15, TLS/SSL R F4 458 . LB BB F2 M b AL AR 2 31 88 N4 TLS/SSL = i&
A e P I FH i

)

% Firepower RAN LR H GO I0AE; Wl R U, ANREK & umil 7 A& 2] St IR T/
% - EHE R (Decrypt - Resign) ik fi# % - B354 (Decrypt - Known Key) il s N #4510
A58, ESHMEMERSY EHRE) , 5310 TS PmE GENRE) , #1110,

HXER
ClientHello 71§ S AJALEE , 55 3 7T

TLS/SSL &2 {£32 8%

AT i I A RTINS REAIC 3 .



management-center-device-config-74_chapter65.pdf#nameddest=unique_2208
https://cheapsslsecurity.com/blog/client-certificate-vs-server-certificate-simplifying-the-difference/

B w=zn

\)

AR [T TLS A SSL i i nl LUE S AEH], IR FRATIAE ] TLS/SSL RAR T iR AL —Fhill . IETF L3¢
J SSL M LASZHF 52242 1) TLS PRl PRI RS 7 vl ¥ TLY/SSL A 1 4 A4RAX TLS.

H 9% SSL Al TLS WM 245 K, 1S4 SSL 5 TLS - ZE R E? SE8 6.

X ER
fil B 2, B 8 L
AT A2 220 B LA B AR B AN i
oAt g B B4, B 11
ff N ALPE . B 11 T
e BRI MG PEA B 12 T
TLS 1.3 fift % fef: 50

» B9

R =P
S BE SRV P 2R eI s (e, BN REXT LA TR A B el A I ) SRS St (B AN AR Bl
(DA
FITAT LN IR #2

o TR R N AK,  DUIE S T AR BB L E AT

T iy ATCE AP A5 RN DARE (b S AN AR I 2% AR I RS s v i, A ke 4
SSL il (it fat B R AT I I sl AR B R i A

© WURARBEHLE, TERRTEE, AR U RN, DU R ARV ERBH L B E
SUAT CUPR IR U A BRI Y 28 48 10 B B A AT SRS St Eh e, 497 -

© WPCE R A

© ZAER

o B IR A

o IO ARSI

* URL FH&5at v

43
[AN)

TICAE, AR E RTINS N A A BE A, T PR AR R S fE
AT UCEPENE R A5 R, LAAS 3R U7 1] 42 T SR AR LA

o AT DU R S SRV ERPH LR CON S AR oIk A O R R

o EURE (VUL 52 B BT AR SRS S R 2 TR T DL L S fe v P b O A TR U



https://www.globalsign.com/en/blog/ssl-vs-tls-difference/
management-center-device-config-74_chapter65.pdf#nameddest=unique_1631

{AT B} fi%

Ty
=5 UL

L PUTes T |

AXER
AP SCAE RN AR SRS PR BE Ao Dl

S UARATBT AR =

AR BRAIAT AT I e S5 U ot LB o IR S e ¥ At 3 o s o et (KT #E U

ME R RERE
WARZ LU, TAS B 2 A T A

S EAEPTARLL B, SRLSRRAE R AR IR I 5515 B

© AFIBORPTAR L, B0, A E AT RES AR L AR S BOE AR

* FEFAIE LT AR L

s HREBEE (WHCOVTLYSSLIE E) L ARSI, LR W7 T 44

(Snort 2, ) WIEREFSAT FLLR AL IR (U, A SRR AT AT AR B, st & 5k
HT s ks BEAT VP A, AR R RE NS Rl PSS, AL A dpe 28 00 SR VR BELIE PSR

(Snort3. D X TALFIRFA Vs I 2RI A E AL BB IF S B, BRI eI )E,
A figp s e AN eIt IR S B ST SRS HEAT VR, SRR REA T R PSS, AR

T 5 4 1) Fe VBB 1 e e
TN i o] CATE AR AR U0 44 T b R vralpab, BB T
< AEPIRA B, R S e
< RS (P, AR 4x SSLEID
« %% (AR, TP dhlik. VLAN ARid %)
* fifi) 1) URL 5k URL 25
* Port
«
A R A BT AR R A A OKVRANE R, 15 S DR RN AR A

\}

AR ORTEUR R SR SRR T U A IR L8 T7 I W TS AR . URL AN YR 98 45 45 %0 n
VAL R TR ORI T X L BRI

ARAE ARE A URL S sERI TR B, 20 s U AN e



management-center-device-config-74_chapter39.pdf#nameddest=unique_1588
management-center-device-config-74_chapter66.pdf#nameddest=unique_2214
management-center-device-config-74_chapter66.pdf#nameddest=unique_2214

B z=rErze g

B R Z R E
FRGE I BN 815 4 R SRS S it T e 6 2L A T A N i S A RE R IR T o W SR % SRV
i (R TN AERALBERE 77D, TSR R BOE R AR LI A SR A5 Y W 2 3t
BRSSP B g . REEREE T AN RIEHELE, BRI (R
5 URL 52, S U2 a2 Ko #3047 43 25,
FEXERR

il T2 4 (e, 2510 1L

CUHVR MRS (fE NTLED) , 38 11 7T

SRS IR ) A D R R

SSL FL iy

URL 41 (URL &38)

S FH K D0 5

TLS 1.3 fifts% fef: 50 Bk

BENEHERZ (FHR=2)
R - EFE A (Decrypt - Resign) it M) BEE R G e e arp N, 48, bl (i ig
VR EE D) AR ERINE. 8% - EHE R (Decrypt - Resign) MUNEAEH FA& =, e
U, H RS A AEZART I 2% 22 A
JR 575 R 58 A2 A R R I s s B4 P FSIE ATUR HLA (CA) X5k 58 i bl i . JFEAES ) i Al g
Jilp IS5 i 5 2% 2 ) gt 37 TLS/SSL FEi o [AIIN, WA IER R HARM GG, FFLEMRSS A A BN e 2
)% 37, SSL B%it .
R, 7% A B E T s 1 CAIE, MAEK B HARIRS S IRE. 257 bl
TR KRS IOUE A RESE G He o B 9 ) % 4% B S5 2 %o 2% 7 it A H Ak IR 452 2 TR] L s 403 T X 1) fige
ST I
B &M
P H RS - EFHE R (Decrypt - Resign) MUNERAE, A2 FH CA SCEFRIECH FARAEH SO0
HCA W%, WIEREEEA CA FFAEH, WA LAE RGP AR S,

)

R Firepower KRGS I S I0AE; HHEUL, AREKA T il 1 AL 2] & Bt IR L T8
% - EHE R (Decrypt - Resign) ik fi# % - B354 (Decrypt - Known Key) i N #4551
A58, ESHMEMERSY EHRE) , 5310 TS PmE EXNRE) , #1110,

EES T
LI 3
SRIE R



management-center-device-config-74_chapter66.pdf#nameddest=unique_1738
management-center-device-config-74_chapter39.pdf#nameddest=unique_1608
management-center-device-config-74_chapter65.pdf#nameddest=unique_1631
https://cheapsslsecurity.com/blog/client-certificate-vs-server-certificate-simplifying-the-difference/
management-center-device-config-74_chapter66.pdf#nameddest=unique_2215
management-center-device-config-74_chapter32.pdf#nameddest=unique_1264

emzars #waxe [

EHMEARE (ENRE)
AR - BANEEHA (Decrypt - Known Key) fit 8 LN $AF (IS5 2 O AL DI B . 1R - VB4R
(Decrypt - Known Key) BRIIAE I T \ditdts WabE i, F IS RS0 T2 000 OIS A
16T L BT A 2 10 8 2 A M 55 38 9052 A i
AR SN

LALFIHLE - EFIZ A (Decrypt - Known Key) FUUNERAE, S0 0040 TR 5545 FROALE 15 SCAF MITC S P FA
ISR A EIE X 5

\)

R Firepower REASZFIAH T G IGAUE; WHUEUL, AR il 1 A& 2] & B0 IR T8
% - EFE A (Decrypt - Resign) 5 ## % - EHIZ A (Decrypt - Known Key) fift 25 U #4F . A
AR, ESRHBERMERSYL (R , 510 RIS HEE (BARE) , 511 0

PSS
CUNE IS (EATE) , 511 1T
figf 2 RO s 4 A
PN IE 50 5

HAth B2 5N #3R4E
LI 4487 1 3l R L) B 1
% EE

figp s LU B B34
figp s R M P

R R 2H 1
A B AT LR

RS
BRI T, HUNAL TR AR . A RS, RGP (9 2 1410
T 2 AT

fir

fipe SR U 1 T ARREAT S 5 . ARGUHETT RN G 5 LA A LT AU 4 0 - U AR DL
Fic. B Monitor KL Ab, it e DT AT 55— SR A2 A BR A2 gt e ) R



https://cheapsslsecurity.com/blog/client-certificate-vs-server-certificate-simplifying-the-difference/
management-center-device-config-74_chapter66.pdf#nameddest=unique_2215
management-center-device-config-74_chapter32.pdf#nameddest=unique_1266
management-center-device-config-74_chapter66.pdf#nameddest=unique_1655
management-center-device-config-74_chapter66.pdf#nameddest=unique_2216

- A

fi#

73,\\
&

M

FATHRE AL B E PR . A AF AT DU e X, MIZR sl BEAZ B . VLANS Sy ML 3
SKIQURL. H P GRS IR # SO0 IEIRES . SR N 25 P s A R VG R e
P AR T H AR B VR ATIIE .

1RIE

A E R GT U] A BEUC R A o AT USRS A UL OO AT g% Sevrs FHLib sl 4
1E. fRERMAVFIINERESZ IR A . HER, RGNS AT A .

HEIER

RO H s B R GRS BRI B 0 5% o ST DO TR RN () 9 PR A e S o ST EA
TERGE N3 2 G B AV R Gl (Hm i CHGe T s sms b e D) sk s, LIk RS
T 5 ey b S el A i, SRR AT DU AR G s AR A (I, D U i) 2 Rt — P A A
0] LUK 3% #5290 % 3] Cisco Secure Firewall Management Center ¥4 %2, LA & 245 H i (syslog) 5 SNMP
BB IR 5545

AHRHEWLKMTELE R, 12 (Cisco Secure Firewall Management Center 7 #1¥5Rg) 1) &4z
Bl sk .

R RGO AR U R FLHE R I AR AT S5 . W R AN A EOR RIS F S, IX SR 25 6 oy oA
RN, 5 ZEAN VR AT IR B &5 R . O T B R R ST YA BRI, i S 1 HAT T

RE DK PRI U 5 AN R S It R B

AR NG VA

A Sk I Al MU B, S RT DU R 2 4 5 P SN (Insert) ZIZR S € LA B . i
WS T RN 2 1 THRS S . RGETH G S LA B R AR S i R
HHVLAC.

FERZHNGOLT , RGUNAE A MR ) R By U [ 2 A A1 g i A UG ) A B R 2837
o BRT Monitor N CGidsfiiis, HARWRE) 24, REEREILE MRS, AFgkat
MRYE AR BN PP i AP mT DA st m] AR s W] DAL 20 A DXl ) 4 ity LA
VLAN. il B 36KA URL. M7 B AEB AT 30 FR . AEADIRAS . A B F alin & oy
BORA KA il o

FEAS RN BATERAE, T T o A U7 g 4 A s B3 S AGr I DG ) 0 el e S U o
THER, RGP AR R, & el U 1 37 R A BN s AN i
Vi (HAE, ViR RN A E R RIS R, D, s i UL BC AR BE A

FEARERE 2 AF (BRI 28 AN TP stk (ROREI N AEAE ] R A (O DD KRR Z A e . ok
BABITHARG I (OSD #, THAEMES LSRN 5. BEH 1R H2RME 3R ()
B HRBERR AR Z%) S BN B S AE B R e o R JE AR TSR 5 = 2 6 JRANE 7
JRIGAT (il RN D BEATHY . 478 OSIAR RN TEANTE B, THS UL ik R S


http://www.cisco.com/go/firepower-config
https://en.wikipedia.org/wiki/OSI_model

% M =11

T E |

R R IO T DA B SR TR IO VR, BT R QIR T
AR K BAENE 1K1, {FLHEFII 7RG LA SASEON, A TTOATERE, I 2
TR

PR T He B 5 HE P N A, 3B v H S RN EEA T o A BRATS DL T, R A=A
B BRERTRR o ST LA I 1 SR, AP AN R B 28 G B (3t (1) 24 ) B 5o i (R Iy o
FEXERR

U7 I 42 S ) ) e A 5

TR 5 i 1) R A A B 3 T

SSL FL iy

IR SRR U] T R U A IR B S AR B 1 5



management-center-device-config-74_chapter39.pdf#nameddest=unique_140
management-center-device-config-74_chapter65.pdf#nameddest=unique_2206

B soumnm

encrypted
trafﬁcl
Block, Block Do not remains G
with reset: no—| Undecryptable | decrypt: —» _encrypted | |
inspection traffic action encrypted if passed
' traffic | |
decryptable traffic
| | |
Decryption rule | |
1: Monitor | |
T
matching traffic continues | |
- i I I
Decryption rule 2:|  encrypte remains
Do notdecrypt | traffic + —encrypted-» | |
. if passed
no match | |
' Access | |
I—no inspection— Decryption rule control | Dest. |
3: Block rules
no match | |
¥ I I
Decryption rule 3: _decrypted___ _re—encrypted | |
Decrypt - Known | traffic if passed
i o
no match | |
' . |__decrypted | re-encrypted | |
Decryption rulfa 5 . - if passed > | |
Decrypt - Resign
. I I
no match | |
Block, Block L Do not remains
with reset: no—| Decryption — decrypt:_, —encrypted = | |
inspection default action encrypted if passed
traffic L]

FEXPESLF, TP R

* 5L, Undecryptable Traffic Action PP IN& . X T R LEME IR E, RESKIHLH
IETAE— kA, B A LA TV ) 2 R A o ANUCIE 1R i % i 4k SR 4~ — R
BT VEAR

« R, A fREMN 1 Monitor VAL INE5 B, Monitor AUEREZAIC N F i, HARKHR
ST AT . RS AR VC AL i, DA e vr Ll R, i 4.

« =, fIH BRZE M 2: Do Not Decrypt VAl N5 & . VERCH S AR ARG U )3 S
b, HAPATSCFENAZ A I . ANV 4k SR — BT VAl

< DY, A RREAN 3: Block YPEAG NG E . UCELA IR Bk, e HE DR . RITREL )
T AR AR T — BT VAL o




TLS fin%s AnizE .

« S, A REAN 4: Decrypt - Known Key PRSI M. R EAL AL PIR £ A
LR VG A TR o AR, AR U il PR P i e A i o e R U AAR ] Ak
BOMEARINE R A MR EIEE R, KRG r UHIER R . P R AR i
BN, AapmB bR, 5 a0 ASUCEC R S R SEARGE T — B REAT PP .

* FREEHN 5: Decrypt - Resign st s AN A R BE S ERUUAHDL S, ARG 2 B A% CA
RPN &R T I T = /P /S R v s R 1 AN s e R AV S 3 i el PSR ey
o TP LA Ry AR BE C s AR s (i i . VRN ME 4R, RETAT L
BHIEG A . Pra RR I ECR I, A S gudtmel Hbr. 5 SSLAMIAN VLS ) 4R 2R
P N B EEAT VAL o

* R R Default Action 23 A B AR fift s BN ANUCECHI T . BRI LU AR5 3
Z— PabmEcs, HAME—DRE, AW iR Ve, DOt T Rk A .

TLS fn%E iR
TLS Jn#s b hrpfe DL #4k
* TLS/SSL % Fifigs .

* VPN, f145TLS/SSLAN IPsec

SFFRYRE M

LU 2L SCRF TLS s ik
* Secure Firewall 3100
* Cisco Secure Firewall 4200
* Firepower 2100

* Firepower 4100/9300

H 2% TLS % hniE Firepower 4100/9300 SZHr a0 B A 2548 5261 1015 B, 1§55 % FXOSHL & T8
Mo

FITAT REAUA R 26 BB i 0 Tk W o Z AN AR AT REAF AN SCHF TLS Jinss Inide

)

ER A TLS Ik A1 4100/9300 (FEAN{E S, 24 FXOSHL & 45 .

AT 73 R SCHFRY T BE TLS N ANiE
TLS i g AN SR 10 2 g R 45 -
« JHHT BB AE RS IR B




B s iz g snmRs)

o D SRS | N PR B, OF A DN 51 AN B, W) TLS/SSLt A4 57, H2I
T .

AT h 3% configure snort preserve-connection {enable | disable} i 45l .

TLS AnZA0IE A4 N F0 PR 1

MARZE AR M T TLS i, EicdEUr JLsi.

X HTTP 145
FEANKS LR BEAT i (0 32 e _EAE AT TLS I s vl R 2o ma bk e o

BX$B{5 SAbIRFRE (FIPS)
BRIRIN T T TLS I insd AP EAL BEFRHE (FIPS), )55 DUR e 20 ) e e o5 R
* K/NINT 2048 #9511 RSA %8
* Rivest %14 4 (RC4)
o FLR R nE brdE (P DES)
* Merkle - Damgard 5 (MD5)
* SSL v3
MG AL FIZ A R A E R DL A EA BTG AT I, FIPS S bl i . A e Mg
AT, BEAVEERE, MR Web 3RS LA ST 0 224 (RIRE .
FEEATIF
* FIPS SCRF%65%: G T SSL Wi .
© ZANIEA FHERC.
o TWHBRAE

TLS (L Bk

LN A T RFC6520 & S 2 2 45 (TLS) AEn fi Ak )2 ¢ 4% (DTLS) Mhill i) TLS OBk i
SSL /b AT T A R A0 A TR BIRES - %07 i I 55 s A& 4R 8 7 B Bdls, JFR )
— 7 [EE MY o BRI R B, WA N s

2 TLS I g 52 i @ B A SSL ARG S 4 e B AN, 3245 B R AT i
W (1 TT IR AR RO AE TP AR SER (0 BB T R 2 K34

* PR
* FHIEIFHE

ARVEME R, 12 TCVE AR R BRI AL BT .



management-center-device-config-74_chapter19.pdf#nameddest=unique_859
https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/common-criteria.html
https://tools.ietf.org/html/rfc6520
management-center-device-config-74_chapter65.pdf#nameddest=unique_2206

a&1s memziiks [

B E N A IEZEAE T TLS OBk, 5S4 TLS OBk AT 8 HE R o

1850 LLLE 25 43 BT SR (NAP) WG B K DB R, DA o Q] AbBE TLS k. A % 1R4fE S,
12 [ SSL THALFHSE

TLS/SSL #2iTH

TLYSSL T R4 e 1L 3% TLS/SSL it (MR A o AR 328 Yo i) e 23 8 21 TLS/SSL T
A AH SO TLS 0 s (14 52 48 e 2 A S A nT e & 1R 0 O FLdb AT AL 2.

JART TLS I i (05278 B AL 1T I, 3208 B AT v 2ot G AR e e S 1) Joi&
R RRE T B F IR B R AT AL B

o Gk ERIA AT

o i

* BHI1E

o PRIk IF
W R SRNE 1) TSR RR R BIRAE b IBF IR MRE b TRRE ,  FAIDCI U I s S ng e & A
A, WA SRE: HRME Aa KA.
RO R T, A LR IR i

* FH 2 e LUgE A TLS/SSL AbFEfg

o SRR MRS, AN HAT R s A DL SE R T RS IS BRI o

EHE TLS MEIMRIRTS
A S WA e 215 © )8 I TLS s hnik .
TERAT B FPO I TS

UK

TR G,

TR]2 pdngE > REEE.

SB3 L wmE () LmERE R,

FER 4l & (Device) Wi, TLS I g AR Bs(E “H M (General) H70H



management-center-device-config-74_chapter66.pdf#nameddest=unique_2221
management-center-device-config-74_chapter82.pdf#nameddest=unique_2222

B wamE s mmn

AN{AT B & 2 25 SR B AR
A TR BRI A X L
VFM 4 E ¥ TLS/SSL i f2 .

AT DL

FER P THC . PP SRS R g2 R D 0 a6 200 5 R A 555

DAERH il i 458 o

VIR Y B S B 5T A BEAAT LTSS .

wLEIRIE

By

XFiR% - B EA (Decrypt - Known Key)
%%%W(%?%MWWW$W%$MAﬁ
WED S AN R A

PRS0 A P A (R IR 55 s ROUE TS AURAH
WS AN AR 5.

X FiR% - EFER (Decrypt - Resign) (fiit
mmﬁﬂ%%%%%ﬁmﬁﬁﬁ%)%%ﬂ
W, TG A RUE B AR AL (CA) X 5.

W CAXT G CARIFAEH . ik
UEP AR AR NS S o

Z AN

QU a fifess sems A Crrade) BRI,

T LA [ I s 5 22 A U PR A S

R mT LG BEA U 1R ffp 2 e s i,

FHJE A A 2 81 2 40 & AR % (Do Not
wamMWﬁﬁmM%cﬁ%#%%%,
THZ I G ik s

SRRA| I i s BEEBOAERAE

%ﬁ%%%E%%EXMMWT@%ﬁ@%
BORNERAE o TH 2 B M s BROAERAE

6 5 I Q] A H TG A 8 PR

ML ENRFARE, BiEhIA %
4, ﬁmﬁiﬂ%fﬂéﬁ BCE AR T8k
B RRIIEOL R o W S JCIE R AR
BRI Ab P T

TRt SRS 1Y) e

WBE

PWRE AT TLS 1.3 IR 25 S KB HiE
WH&%%%%f%MU&“%HHWhE

e AR, TS R N B
.

LT | K

figh s AT L5 Uy 1] 475 T SRS ST o

R A OB Mt SR L5 Uy [ 7 1 SROMS AR S IR
T EAREMEM . ERITIERIEE, &0
DAL SR VF s BH Lk 55 T P2 R0 D) D P F) 97
IFPAT AR . 15 2 B A S5
EEEEPN R

YRS | B E VT RN, DUEARVFERBHLE CARE | TS P05 I 2 S AT
I -
HERO | KUy [ 42 1 s B 5 BT B FEAMS AL, IR LS BIFE A e

THS [ A8 I



management-center-device-config-74_chapter32.pdf#nameddest=unique_1266
management-center-device-config-74_chapter32.pdf#nameddest=unique_1250
management-center-device-config-74_chapter32.pdf#nameddest=unique_1250
management-center-device-config-74_chapter65.pdf#nameddest=unique_2225
management-center-device-config-74_chapter65.pdf#nameddest=unique_2208
management-center-device-config-74_chapter65.pdf#nameddest=unique_2206
management-center-device-config-74_chapter65.pdf#nameddest=unique_2206
management-center-device-config-74_chapter65.pdf#nameddest=unique_2200
management-center-device-config-74_chapter65.pdf#nameddest=unique_2200
management-center-device-config-74_chapter40.pdf#nameddest=unique_789
management-center-device-config-74_chapter40.pdf#nameddest=unique_789
management-center-device-config-74_chapter40.pdf#nameddest=unique_1614
management-center-device-config-74_chapter4.pdf#nameddest=unique_44

HY [ SE 10 SRR SR R

whHeiasmzgn |

=Kk &8

il

AR BLAf
B 1D

FRER

7.3.0

7.3.0

Thte O fr & N2 skng, DAL AL DhRE . BIAE, mT DME ] —
M EZNMRD - EFHE R (Decrypt - Resign) Hifi# % - BE1%54A (Decrypt
- Known Key) JiII K e &' fif 2 S

/G B e LI

* SkR& (Policies) > iy [a]#5 %! (Access Control) > ##%% (Decryption) CH
T A SR

o “LIFNLZE M (Create Decryption Policy) X} i HEILAEH P AL T
(. Wik (Outbound Connections) FI ki (Inbound
Connections).

{8 ] 34 %4% (Outbound Connections) £ < 1T jfi ic & — AN e & 4>
HATHEE - E#HE S (Decrypt - Resign) MUNERE Fufi s M. Cn]
DATRI I F AR 8@ A SOUE AU o CA 15 W 4 il 1 (1 f i 41 &
LS AN R

] “ N3i%ER” (Inbound Connections) JETH - T Il & — Pk %

ANHA “fRe - A7 (Decrypt - Known Key) S 1 ) fif 2
Ko (] AR EAR RS # IUE o ) JIRSSAs Uk 1515 I 4% Fl iy
CHR RN LG R 2 7 A — AN )

* %A% (Policies) > i71a)4% %l (Access Control) > fi#%% (Decryption) (%
HARERIND > BRILE (Advanced Settings) JL TLS 1.3 fif % i
FESEER e BT IE I .

o RG> iR El > (idEUs R TS D , RGL##E (Decryption)
], KRR S U Tl 428 T SR AH DGR o

&

TLS 1.3 g%

E

o

7.2.0

7.2.0

WAL, 0T LAAE SSL S i s 4 AE b i B TLS 1.3 fi#g% . TLS 1.3 fi

BT BT 451817 Snort 3.
A A FCABE T A ORTENME B, 1S FTLS 1.3 fiffa e fE s ik
g/ E MR RE. SSL %M (SSL Policy) > B4Ri&E (Advanced Settings)

SSL SRS = R H

7.2.0

SSL SR iy 2% 1
/B AR5 SSL 5B (SSL Policy) > B 4i& & (Advanced Settings)

AERS e BB AR AEE
] URL fr4b3E 5 =,

6.7.0

6.7.0

ARTEAE R, WS TINS5 URL i €.



management-center-device-config-74_chapter65.pdf#nameddest=unique_1631
management-center-device-config-74_chapter65.pdf#nameddest=unique_1631
management-center-device-config-74_chapter65.pdf#nameddest=unique_1631
management-center-device-config-74_chapter43.pdf#nameddest=unique_1722

B srciosmezn

Ihie =ik B2 |(REK M FHER
Al B 1D
HT % -2 %Hm|6.7.0 6.7.0 HRVEME S, S MiClientHello 4 BRI ALEE , 26 3 1L
U
AEfgHEE TLS 1.3 Yk | 6.7.0 6.7.0 BT RS SREE (Policies) > iy ia)#%#l (Access Control) > (4738
EP PUESS, DAk EEHIRES) >S4 (Advanced)if .
RERE L HC T ] 475 R0 U] Py SRS b
EPE@ URL AR i1 2 A RVEANE R, WS MTLS 1.3 fif% ks ik
s
THAEZEMURL | 6.7.0 6.5.0 ARG R, HS T A E 23T URL 138,
fﬁ%ﬂ&
TLS s ek Joikds |6.4.0 6.4.0 TLS Jn sk /e SCRe i) es B
i (AT A L RTAF B 6 1 TEURARD TLS A .
X BT A28 L) b TLS Ins s (SR e A R, iR —
TR
T 3% () iy 4>«
system support ssl-hw-accel enable
system support ssl-hw-accel disable
system support ssl-hw-status
ZHEE TLS s |6.4.0 6.4.0 TEIAE T LR SR 22 45 |3 E ok —AS U480 224 5249 5 ] TLS s
F ¥ Firepower DI . TLS I s o) HoAt 28 28 L0 45, ED0) A3 5145 J
4100/9300 ith/ 2 4575
/45 fi
4 Lf—A i FE I
B config hwCrypto enable
show crypto accelerator status I/t system support sdl-hw-status)
TLS/SSL i ik BLAE | 6-4.0 6.4.0 ARRESUAIL T W] A B 2 e b SCHE TLS/SSL I A2 nidt . AR 1
FRO TLS N hnid . AR, 0w LAAE A BB A A AT
ZREMA B ZEAE TLS IN# MEFRE, 1’ & (Devices) > B &E
¥ (Device Management) > 1% (Device), # Hl (General) UL
CE RGP R 6.3.0.1 6.3.0.1 SSL Mg S Hf TLS § e L&Y BHAAmE, RIFRARE - EHE
(2 RFC ZERE - NSRRI B 1) SRS
7627) .
ANLFY R E=HY 63.0 6.3.0 7t ClientHello & (4R % - EFTEE 2 FUIUH A1 BR LS e o
J& o
TLS/SSL i ik BRiA | 6-3.0 6.3.0 TLS/SSLAEAF i BRI WAL A SR e B, B, 7]

e

PIZEH e .



management-center-device-config-74_chapter65.pdf#nameddest=unique_1631
management-center-device-config-74_chapter43.pdf#nameddest=unique_1722
https://tools.ietf.org/html/rfc7627
https://tools.ietf.org/html/rfc7627

wreiezmEgn ]

Ihie =K B2 |RK B |FAES
iy BpiE)
TE RGP R (6239 6.2.3.9 SSL Mg S Hf TLS y e &Y e, B S, RIFHARE - EME
(iFZ[% RFC BRI B 1 SRS
7627) .
TR TLS 1.3 &4, |6.2.3.7 6.2.3.7 {§i ] system support ssl-client-hello-enabled aggressive tIs13 downgrade
{trueffalse} CLI x4, ] LABf K TLS 1.3 i S 44 % TLS 1.2 AT 4.
HxRVEANE B, 12 Cisco Secure Firewall Threat Defense iy %2 % .
TLS/SSL B g 41 | 6.2.3 6.2.3 R A 4 S S AERRA TR AT TLS/SSL s A, M3 bk
Ao Ae. BRIMEDLT, MIhaeah T8 AR
R b ZEAE TLS/SSL AEAE IR A, &% (Devices) > &
#E18 (Device Management) > 1% & (Device), 7 M (General) L.
SCRFRON A B 4. 6.2.2 6.2.2 BATIEGNNE 245 B 07 il 42 R SSL AR .
L REMER. 6.1.0 6.1.0 FRGE] Ny S SSL SR I ES R J5 Ak U i 478 R D00 57 i) 8 ) S s ER A 45
YEBRLIE (A HaQBHIE) i HTTP WM G . fEIXEEE0L R, RGN
S I L TH] A FHT N 1) SSL B It B i R % UL TH
SafeSearch nJ i EH NABRNZE,  FFBH T $R R e N il 2
TLS/SSL 5l . 6.0.0 6.0.0 FINMIIRE



https://tools.ietf.org/html/rfc7627
https://tools.ietf.org/html/rfc7627
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

B srciosmezn




HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



